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Do te flasim per

Hapat baze te punes me MikroTik Implementimi | sigurise ne rutera

Cfare eshte MikroTik RouterQS, Implementimi | sigurise eshte nje nga proceset
RouterBoard, si lidhemi me ta, pamja e kyce te ndertimit te nje rrjeti kompjuterik.
jashtme, resurset, zgjedhja e ruterbordit Megenese nje ruter eshte porta hyrese per nje
specifik per detyra specifike, upgrade, rrjet, atehere vete ruteri duhet te konfigurohet
konfigurimi, monitorimi, CLI, etj ne menyra te tilla ge te jete sa me | mbrojtur.

Nje sulm nga jashte dhe marja eventuale ne
kontroll e ruterit, | siguron sulmuesit edhe
kontrollin ndaj rrjetit.
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1999 — Pergjegjes per rrjetet LAN,
Infosoft.

2001 — IBM Netfinity Servers

2001 — Omega Networking and Service
2006 — ENS, Easy Network Solutions
2007 — MUM Egypt, MTCNA

2011 - MUM Budapest, MTCRE



‘ ENS - EASY NETWORK SOLUTIONS

Rrjeta kompjuterike te permasave te
ndryshme

Zqgjidhje per sigurine, mbrojtje antivirale
Rrjeta wireless te permasave te medha
Sisteme survejimi IP.

Sisteme VPN.

Et]...
~2ens
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MikroTik - RouterOS
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MikroTik eshte nje sistem
operativ i dizenjuar per rutera, i
bazuar ne Linux, me nje game te
gjere funksionesh, ge i japin nje
inxhinieri rrjetesh, mundesi per
konfigurime nga me te ndryshmet.
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h Versionet

Versioni i pare i leshuar ne 1997
RouterBoard i pare ne 2002
Vers.2.7 dhe 2.9.27

3.0 (Janar 2008)

4.0 (Tetor 2009)

5.0 (Maj 2010)

6.0 (Maj 2013)

Vers aktual: 6.43.4 (17 Tet 2018)
~2ens



https://mikrotik.com/download

S SR
MIKrOTS
Software

RouterOS &}

MIPSBE

Main package
Extra packages
SMIPS

Main package
Extra packages
TILE

Main package
Extra packages

The Dude server

6.42.9 (Long-term)

g

Home

About Buy  Jobs

Downloads

6.43.4 (Stable)

Hardware

Changelogs

oo @ 17| | Q Search

Software

Download archive

Support

Training

A

C

count

RouterOS  The Dude

6.44beta20 (Testing)

rBox, QRT, RBSxx

=]
=

CAP, hEX L

te, RB4xx,

WAF,

2]



‘ Arkitekturat
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MIPS (MIPSBE, SMIPS, MIPSLE, MMIPS)

MIPSBE: RS1xx, CRS2xx, DISC, hAP, hAP ac, hAP ac lite, LDF, LHG, OmniTik, etj
SMIPS: hAP mini, hAP lite
MMIPS: hEX (RB750Gr3), RBMxx

TILE — seria CCR
PPC

RB3xx, RB600, RB8xx, RB1100AHx2, RB1100AH, RB1100, RB1200

ARM

CAP ac, hAP ac?, LDF ac, LHG ac, SXTsq (ac series), Wireless Wire, CRS3xx,
RB3011, RB1100AHx4, RB450Gx4

X86



Arkitekturat

X86 Pentium Il
Router




h Cloud Hosted Router

CHR

VMWare ESX
Hyper-V
Qemu/KVM
Xen
VirtualBox
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RouterBoard

Kutia e cudirave

hAP Mini — RB931-2nd

SMIPS, 650 MHz, 3 Ethernet, 32 MB Ram, 16
MB Flash, Dual Chain 802.11b/g/n.

1518 byte 64 byte

Kpps Mbps kpps Mbps
Routing 24.4 296.3 151.6 77.6
25 simple queue

~2ens



h RouterBoard

Winbox Menyrat e lidhjes

SS H |P Service List
T
Mame Port Awvailable From Cerficate -
P @ oapi araa
e n et @ api-ssl 8729
@ ftp 21
o @ zsh el
Serial 2
@ winbox 8291

@ W a0

AP
FTP
WWW 8 tems

~2ens
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Home bout Buy  Jobs Hardware Software Support Trainin
Mikror ik = oA Y . e g

SOftware Downloads Changelogs Download archive  RouterOS  Thel

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version can be done by clicking on
"Check For Updates" in QuickSet or System > Packages menu in WebFig or WinBox

See the documentation for more information about upgrading and release types

To manage your router, use the web interface, or download the maintenance utilities. Winbox to
connect to your device, Dude to monitor your network and Netinstall for recovery and re-installation

WinBox 3.18

e

winbox_3.
exe




2 WinBox v3.18 (Addresses)

File Tools

Connect To:
Login: |admin

Password:

Add/Set

Managed Meighbars
| | Refresh

MAC Address IP Address
CC:2D:ED:DZ:58:72 0.0.0.0

| Fieep Password

Open In New Window

Connect To RoMON

*l

all

Version Board Uptime -
6405 (st... RBwsAPSHacZnD 00:01:36



@ admin@CC:2ERDZ:98:72 (MikraTik) - WinBox vB.40.5 on wsAP ac lite (mipsbe)

Session  Settings  Dashboard

LSRN ] Safe Mode

A Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
iy Dridge

=¢ PPP

== Switch
“Ia Mesh

255 |P

7 MPLS

& Routing
) o System

0 * Queues
|| Files

_____ Leg

_'.'ﬂ Radius
&, Tools

|| Mew Teminal

=5 MetaROUTER
di o

Session: |CC.20:ED.D2:58:72

RouterMode:

* WAN port is protected by firewall and enabled DHCP client
* Wireless interfaces are part of LAN bridge

wlan1 Configuration:

mode: ap-bridge;

band: 2ghz-bsgm;

ht-chains: 0.1

ht-extension: 20/40mhz-Ce;
wlan2 Configuration:

mode: ap-bridge;

band: Baghz-a/n/ac;

ht-chaing: 0

ht-extension: 20/40/30mhz-Ceee;
LAM Configuration:

IP address 192 168.88.1/24 is set on LAN port
DHCP Server: enabled;
DNS: enabled;

WAN (gateway) Configuration:

Remove Configuration Show Seript...

The following default configuration has been installed on your router:

oK




Upgrade

Q admin@CC:20:E0D2:88:72 (MikroTik) - WinBox vB.40.5 on wsAP ac lite (mipshe) —
B all_packages-mipsbe-6.43.4.zip - O *
Session  Settings Dashboard . . .
File Commands Tools Favorites Options Help
|| Ca| | Safe Mode Session: | CC:20:E0:D2:98:72 ;g @ @ @ i %
—5 ) m
P N BB RS T
= CAPSMAN Add Extract To Test View Delete Find Wizard Info VirusScan Cemment SFX.
4 LS T f| | Backup || Restore Upload...
[ Interfaces Fic N T 5 Fo——— m |§ all_packages-mipsbe-6.43.4.zip - ZIP archive, unpacked size 14,663,958 bytes ~
e Name ype 1ze reation |imi —
1 Wireless Diflash disk J Mame Size Packed Type Modified CRC32
27 Brdge [Dflash/skins directary Jans01/19 T Local Disk
=7 PPP || advanced-tools-6.43.4-mipsbe.npk 102,481 95,298 NPK File 10/18/2018 9:2...  4FB30837
= Seitch ] calea-6.43.4-mipsbe.npk 20,361 15,814 MPK File 10/18/2018 9:2... 79073518
o® o || dhep-6.43.4-mipsbe.npk 128,497 182,396 NPK File 10/18/2018 9:2...  CC504951
(=1 T
2 | gps-6.43.4-mipsbe.npk 53,329 45,361 NPK File 10/18/2018 9:2...  7C572EAD
e 1P P | hotspot-6.43.4-mipsbe.npk 128,497 120,631 NPK File 10/18/2018 9:2...  456DAEFD
</ MPLS r | ] ipv6-6.43.4-mipshe.npk 237,649 232,732 NPKFile 10/18/20189:2..  31602BBD
% Routing 2 | lcd-6.43.4-mipsbe.npk 57,425 51,181 NPK File 10/18/2018 9:2...  598687D4
& System N |7 Ite-6.43.4-mipsbe.npk 1,990,737 1,985,757 MPK File 10/18/2018 9:2...  E3CCABAG
@ | [ Check For Updates || mpls-6.43.4-mipsbe.npk 98,385 90,901 MPK File 10/18/2018 9:2...  34C2BA4D
Ueues B
|| multicast-6.43.4-mipsbe.npk 73,809 67,107 MPK File 10/18/2018 9:2...  7EG35687
I Fies rgme b girg'o; 2items 10.8 MiB of 16.0 MiB used 1% free || ntp-6.43.4-mipshe.npk 266,321 260,441 NPKFile 10/18/2018 9:2... SDB37B1A
|- Log g’t:;‘f::c“; f 05 T TR R [ openflow-6.43.4-mipsbe.npk 77,905 71,318 NPKFile 10/18/2018 9:2... 2CA9B3F4
L Radius Sdhep 6405 Oct/31/2017 13:05:15 ] ppp-6.43.4-mipsbe.npk 311,377 304530 NPK File 10/18/20189:2... DCAE8329
9 Tools » S hotspot 6405 Oct/31/2017 13:06:15 ] routing-6.43.4-mipsbe.npk 122,961 118,775 NPK File 10/18/2018 9:2...  942CA188
S f— pv6 6.40.5 Oct/31/2017 5 | security-6.43.4-mipshe.npk 335,053 328,998 NPK File 10/18/2018 9:2...  28E19981
ew |[eminal 7 N5 =
e Smpls 6405 Oct/31/2017 13:05:15 [ system-6.43.4-mipsbe.npk 7600915 7510043 NPKFile 10/18/2018 9:2... 62123090
®L MetaROUTER Sppp 6.40.5 Oct/31/2017 13:05:15 = X i X o
ca- Souting 6405 Oct/31/2017 130515 | tr069-client-6.43.4-mipsbe.npk 139,345 133,530 NPK File 10/18/2018 9:2... 73505232
#5 Partition S security 6405 Oct/31/2017 13:05:15 | ups-6.43.4-mipsbe.npk 65,617 59,532 MPK File 10/18/2018 9:2...  37EFF481
| ) Make Supout rf S system 6.40.5 Oct/31/2017 13:05:15 || user-manager-6.43.4-mipsbe.npk 868,433 861,628 MPK File 10/18/2018 %:2...  560410F6
@ Vanual Swircless 6405 Oct/31/201713:05:15 | wireless-6.43.4-mipsbe.npk 1,863,761 1,856,878 NPK File 10/18/20189:2...  BATEAFED
- it
& New WinBox ems =ma Total 14,663,958 bytes in 20 files




Upgrade

Upgrade
2.98:72 i
Fle Lt ma| Shkarkojme paketat
i B Backup Restore Upload. .. nga MlkrOTl k
File Mame Type Size Creation Time b . ugs n
& advanced4ools-5.43 4-mipsbe npk package 1001 KB Jan/D2/1970 00:08:10 I hed h Im tek fl leS
& calea-t 43 4-mipsbe npk package 201 KB Jan/02/1570 00:08:10 . .
[l dhcp-6.43 4mipsbe npk package 1841KB  Jan/02/1970 00:08:10 Restartojme ruterin
[Dfash disk Jan/01/1970
[Dfash/skins directory Jan/01/1570 00:00:01
& gps-6.43 4-mipsbe npk package B2 1 KB  Jan/02/1570 00:08:10
S hotspot-6.43.4-mipsbe. npk package 1841 KB Jan/0215970 00:08:11
[ElipvE-5.43 4-mipsbe npk package 23ZT1KEB  Jan/D21970 00:08:15
[Ellzd-6.43 4-mipsbe npk package 314 KB  Jan/02/1570 D0:08:17
d|Upleading Files
Uploading lcd-6.43 4-mipsb._.. {3035 KiB of 14.0 MiB at 204.71 Mb) - 32% free

FEANR et #2317 12-0R-1R



Upgrade

98:72 (MikroTik) - WinBox v8.43.4 on wsAP ac lite (mipshe) - O X
board Upgrade firmware
Session: |CC:2D:E0:D2:98:72 | ﬁ
[l[x] .
Shkojme tek System -
T 2| | Backup Restore Upload...
File Mame Type Size Creation Time - RO Uterboard
Dflash disk Jan/01/1570 02:00:07
[Dflash/skins directary Jan/01/1970 02:00:01 H “ n
[DIflash/usermanager directory Jan/02/1570 02:13:14 J a p Im U p g ra d e
[1fash/usermanagerogsalds  file 6.0KBE Jan/01/2002 03:00:03
[E1fash/usermanager/saldb file: 800KE  JansD1/2002 03:00:05
[2) um-before-migration tar tarfile 170KE  Jan/01/2002 03:00:05
Rm.lterboard
v| Routerboard
Model: |RouterBOARD wsAP SHac2nD
Upgrade
Serial Number: |925C08530DF23 @E
T | | Check For Updates pstallation
Name Version Fimware Type: |gca9531L USE Power Reset -
& advancediools 6434 Factory Fimware: |3.41 + ||
8 caes a4
& dhep 64314 Current Fimware: |3.41
8 64314
Bﬁztsspot G434 Upgrade Firmware: |6.43.4
Sipve 6434
&led 64314 Oct/17/2018 06:37:48
Site 6434 Oct/17/2018 06:37:48
S mpls 6434 Oct/17/2018 06:37:48




|dentitetl

A& Quick Set
3 CAPsMAN

Auto Upgrade . .
2 > -
[ Intefaces s Shkojme tek System - Identity
4 Wireless Clock »  Vendosim identitetin
T Bndge
L Console
=2 PPP Disks
== Switch e Identity: |MikroTik |
“Is Mesh GPS
P ) History
\A_f,é_': IPv6 [ Identity %
<’ MPLS P LCD © admin@CC:20:E0:D2:98:72 (MUM_Albania) - WinBox v6.43.4 on wsAP ac lite (mipshe)
<’ OpenFlow LEDs Session Settings Dashboard
#2 Routing P licanss Session:
(«Dv\ I\
|55 System s 4% Quick Set
e Queues NTP Chert S CAPsMAN Idertity

Identity: |MUM_Albania oK

| Interfaces
T Wireless
gﬁ Bridge

=8 FPP




Perdoruesit e sistemit - Users

Users | Groups 55H Keys  55H Private Keys  Active Users ShkOJme tek SyStem — Users
*=] [#][®][T] | T] | A Double click mbi perdoruesin
MName Group  |Allowed Address Last Logged In . . .
- system default user Klikojme mbi password
& admin full Oct/26/2018 18:42:24 . .
Vendosim Passwordin
T[]
Mame: |admin oK OK
Group: |full ¥ Cancel
Allowed Address: - Apphy

Last Logged In: |Oct /2672018 18:42:24 ]
Disable

Comment
Change Password Of x|

Mew Password: | ===
1 item (1 selec] Remove
Corfirm Password: |[**=*""

Password...

Copy

OreIe




Interfaces

@ admin@CC:2E0:D2: 3572 (MUM_Albania) - WinBox v6.43.4 on wsAP ac lite (mipsbe) — O >
Session  Settings Dashboard
KT || Safe Mode Session: |CC20:E0:D2:58:72 B B
Cuick Set
A Quic Interface List =] E3
1 CAPsMAN
Inteface | Intefface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding
| Interfaces
1 Wireless +- ) e
S g Mame Type Actual MTU L2 MTU |Tx o b
By BNdge i —
R ##ether] Ethemet 1500 15598 57.6kbps
=g PPP 4jrether? Ethemet 1500 15598 { bps
- Suach | behed  Ehens 015 Otps
“13 Mesh X wlan? __“ Atheros ;:E 1500 : hos
23] |P L
¥g| IPvh [
MPLS [ . L
< b items
" OpenFlow




Adresat IP

@ admin@CC:20ERD2:98:72 (MUM_Albania) - WinBox v6.43.4 on wsAP ac lite (mipshbe) -
Session  Settings  Dashboard

K| Safe Mode Session: | CC:20:E0:D2:98:72

As Quick Set Address List =E
1 CAPsMAN =S =] | T

|8 Interfaces Address Metwark Interface -
1 Wireless D or192168.2.2/24 159216820 ether

@ Bridge

=2 PPP ARP

== Swch Accounting

°15 Mesh Addresses

=P Cloud

= IPve DHCP Client

<7 MPLS DHCP Relay

< OpenFiow DHCP Server

& Routing NS

%2 System Firewall 1 item

B ieaiee




Adresat IP - Statike

+

Address

=T

Metwork

Interface

D =°192.168.2.2/24 192.168.2.0 ether]

Mew Address
Address: |192.168.8.1/24

Metwark:

Interface:

1 item

enabled

*|

+

Address

=T

Metwork

D =°192.168.22/24 192.168.2.0
o 192.168.8.1/24 192.168.8.0

Interface
etherl
effers

Irterface: |effers

2 tems

enabled

Address: |192.168.8.1/24
MNetwork: |192.168.8.0

+l

Cancel

II

Disable
Comment
Copy

Remove




Adresat IP - Statike

Network and Subnet Helper

MASK (DEC): .292 248 .240 224 192 128 .0
MASK (BITS): 130 29 /28 127 126 /25 124
SUBNET BITS: 2 3 4 5 6 7 8

N=Network:|B=Broadcast: | N B N B N B N B | N B N | B N B

00000100 ooooo111 4 7 7

00001000 00001011 8 11 8

00001100 oooo1111 12 15 15 15
00010000 00010011 16 19 16 16
00010100 00010111 20 23 23

Shembull: Nje IP 80.78.74.13 me subnet 255.255.255.240, do te vendoset ne MikroTik si
80.78.74.13/28, do te kete si network: 80.78.74.0, si broadcast: 80.78.74.15, si gateway: 80.78.74.1

Shembull 2: Nje IP 80.89.45.11 me subnet 255.255.255.248, do te vendoset ne MikroTik si

~2ens

https://mikrotik.com/img/netaddresses2.pdf



Adresat IP - Dinamike

Quick Set .
- [=lEd IP — DHCP Client
Sl DHCP Client | DHCP Client Options ,
| Interfaces + =l [ - . Japlm +

elease ienew

1 Wireless H H H

- Interface Use P... |Add D... | IP Address Expires After | Status b Zgjedhlm Nderfaqjen
@y DNdge .
=3 PPP AP New DHCP Client = E Japim OK
== G DHCP
== Switch Accouiing Advanced Status
"I Mesh Addresses Interface: |wisn 7 ¥
= IP A Cloud | Lise Peer DNS Apply
gl |Pvb ¥ DHCP Cliert v lIse Peer NTP
&/ MPLS M DHCP Rel

Openf] =lay Add Default Route: |yes ¥
e DHCP Server
ob System ¥
e Firewall Remaove

=ms Rel

..... s




Adresat IP - Dinamike

DHCP Client =] E3
DHCF Client | DHCP Client Options
qr (=1| | | | Release || Renew
Interface ¢ |LUse Peer DNS |Add Default Boute | IP Address Expires After |Status |
etherl yES yES 152.168.2 2724 23:59:39 bound




Routes

+

Nexthops

Dst. Address
DAS I 0.0.0.0/0

2items

DAC  P152.168.2.0/24 bridge reachable

Rules VRF
d T

Gateway
192 168.2 1 reachable bridge 1

MNew Route

Dst. Address:

Gateway:

Check Gateway:

Type:

enabled

Distance:
Scope:
Target Scope:
Routing Mark:

Pref. Source:

General | Athibutes

0.0.0.0/0
192.168.2.1|

unicast

30
10

all

Distance

+

1
0

*

Row

-

g
=
57 E3

Cancel
Apply
Disable
Comment
Copy

Remave

IP — Routes

Per nje Route te
caktuar japim +, dhe
shtojme Dst. Address
dhe Gateway

Japim OK



Aa Quick Set
1 CAPsMAN
| Intefaces
1 Wireless
i Dridge
=g PPP

== Switch
“Ia Mesh

[255) P

5] |Pw

7 MPLS

7 OpenFlow
42 Routing
o System

g Queues

|| Files

DNS

DHCP Client | DHCP Client O

+

Interface

etherl
ARP
Accourting
Addresses
Cloud
DHCP Client
DHCP Relay
DHCP Server

Kid " rirtrnl

=

|Ise Peer DN
yes

DMS Settings

Servers:

Cynamic Servers:

Max LIDP Packet Size:

Queny Server Timeout:

Query Total Timeout:

Max. Concument Queries:

Max. Concument TCP Sessions:

Cache Size:
Cache Max TTL:
Cache Used:

4438
80.78.66.66

Alow Remote Requests
4096

2.000 8
10.000 8

100
20

2042 KiB
7d 00:00:00
18 KiB

0

Cancel

Apply

Static

Cache

[X]

H#

Ditems

Name

IP — DNS

Vendosim IP e
serverave

Japim OK

MNew DNS Static Entry
Name: |kiufiu.com
Regexp:
Address: |192.168.1.2]
TTL: |[1d 00:00:00

enabled

II
-

Cancel
Apply
Disable
Comment

Copy

Remove



NTP - Network Time Protocol

Aar Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
@ Dridge
=g PPP

== Switch
%2 Mesh

253 |P

%5l |PvE

7 MPLS

. OpenHow
&2 Routing
458 System

Q Gueues

Files

Auto Upgrade
Certificates
Clock
Consaole
Disks
Drivers
GPS
Histony
|dentity
LCD

LEDs
License
Logging
NTP Cliert
MTP Server
Packages
Paszword

Ports

3

WNTP Cliert

v| Enabled
Mode: |unicast
Primary NTP Server: |1256.15 29
Secondary NTP Server: (0.0.0.0
Dynamic Servers: (80.78.66.67

stopped

=1 E3
K

Cancel

Apply

Time | Manual Time Zone

Time: |20:04:18

Date: |Oct/26/2018
| Time Zone Autodetect
Time Zone Name: | Europe/Tirane ¥

GMT Offzet: [<+02:00
v| DST Active

Cancel

Apply

[=1|E3

K

System — NTP Client

Vendosim IP e
serverave

Japim OK

System — Clock
Zgjedhim Time Zone
Japim OK



Bridge

Aa Quick Set

1 CAP=MAN H
-+ s Interface | |nt i Br|dge
= eefaces - Shtoime nie brid
1 Wireless . ije nje Il ge

General |STP VLAN Status  Traffic OK
22 Bridge Nlame X .
- R__sjpether] Name: [EEEENAN | vendosim nje emer

. Type: |Bridge da||ueS
= Swikch Bridge | Ports Feply
°12 Mesh MTLU: hd i i

l:‘IF‘E!S I3 + Actual MTU Japlm OK
== ual :

2l ’ MAC Address:

. |enable +

#¢. Routing 2 -Torch

B System - ARP Timeout: 7
L
Q Queues Admin. MAC Address: i
|| Files

Ageing Time: | 00:05:00

.| Log
L Radius IGMP Snooping
@"5;, Toals I DHCP Snooping
= New Teminal * Fast Forward

TROES 0 tems out of 5




Bridge - Ports

Interface | Inteface List Fthemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP  Bondi Shkojme tek tab:
L (]| || | Detect Intemet Ports
Name Type Actual MTU |12 MTU |Tx | Shtojme portat duke
R 4tbrdgelAN Bridge 1500 65535 0 bps zgjedhur Bridge e
R #}rether] EBthemet 1500 1598 74 5 kbps d h
£l ether? unur
Mew Bridge Port =] E&3 Japlm OK
Bridge Ports VLAl General STP VLAN Status QK
+ Interface: * Cancel
ad Interface Bridge: |bridgeL AN ¥ Apply
Haorzon: - Dizable
Leam: |auto ¥ Comment
| Linknown Unicast Flood Copy
v Lnknown Multicast Flood
Remove
| Broadcast Flood
Trusted




Masquerade

@ admin@CC:2END2:98:72 (MUM_Albania) - WinBox vE.43.4 on wsAP ac lite (mipshe) - O >
Session  Settings  Dashboard ShkOJme '[ek IP -
< || C#| | SafeMode | Session:|CC:2D:E0:D2:98:72 I Firewall
A& Quick Set New NAT Rule =] E3 BIEd Tab NAT
1 CAPsMAM General | ad ed Ext Acti . . .
= Interface | interface e — L %K | boang . Shtojme nje Rule te ri
8 Interfaces +- Chain: | ¥ | Cancel | .
T Wireless Se Adg - | | Chain=srcnat,
rc. Address: .
B2 Brdge Name ol Re [v action=masquerade
B ttbridgel AM Dst Address: - s
=3 PPP : : | Disable | B
== Switch Fitter Rules MAT || Protocal: hd | Comment | |s
“12 Mesh
ch Src. Port: | Copy | all ¥
255 |P I :
sg) IPv6 N H Action | CH Dst. Part: | Remaove | Inter... |Out. Int...|w
7 MPLS I Any. Port: | Reset Courters_| New NAT Rule
< OpenFlow In. Interface: e | Reset Al Counters | Advanced Estra Action | Statistics
& Routing I .
T v Bcton: :
g0 System I
& Queves In. Interface List: 7 Log

- ens



“Nuk duhet te nisim asnjehere nje
konfigurim pa pasur te garte pikat
thelbesore te rrjetit ne fjale. Vizatimi i
nje skeme te thjeshte ndihmon '
shume e na kthjellon idete”




Ruteri me | thjeshte

eth1 eth?

192.168.8.2/24 192.168.3.1/24

Shembull: Konfigurojme nje ruter me
IP: 192.168.8.2/24 tek ether1
IP: 192.168.3.1/24 tek ether2

4 Mikrotik Router

Internet (next network)

Switch

Host 01

Ilt:s
(_‘n

Z



Ruteri me | thjeshte

/ o \V_\; @Eeu. CAN 7048
Shembull: Konfigurojme nje ruter me q ETHEC 4
IP: 192.168.8.2/24 tek etherT /J (30468 §.2/¢4
IP: 192.168.3.1/24 tek ether2 & |
" i o Vi B¢

interface List A v,
Interface | interface List Ethemet EolP Tunmel IP Tunnel GRE Tunnel VLAN VRRP  Bong ETHE o Z.
e | | 7| | Detect Intemet ,(ﬂz .(68 3 /(/Z &

Name Type Actual MTU [L2MTU [T 'y
R isether] Ethemet 1500 1598 £9.4 kbps

4ipether? Ethemet 1500 1598 Obps ]

4petherd Ethemet - 1?I}D 1 553 Obps {

e s ros A 5006 O {ll\\’ab'!.ﬂ

/’/ )
(8
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3.
Wireless




Wireless

M| Safe Mode Session:|192.168.2 2 Uptime{03:19:13 Memory:39.7 MiB CPU{4% Date{0ct/28/2018 Time:11:59:47 H E
Quick Set Interface <wlan1: [=E 1 H H
A Ne winbox klikojme
T CAPsMAN WiFi Interfaces | wepg| General Wireless |HT  WDS  Nstreme NV2 | Status  Traffic . .
e mbi Wireless
L v | % Mode: |ap bridge *
- . ':ess Name Band: [EEEENS 3 Tek dntarja ge
4 Bdge X wan . . .
=3 PPP ¥ wlan? Channel Width: | 20MHz > Shfaqe‘t Zgjedhlm
. = Enabl . .
2 Swich Frequency: 2412 L interface me te cilen
. Wesh SS1D: (Mo T - q -
o te punojme
= 1P ¥ Scan List: |defaut LA Advanced Mode p J
=gl IPvE r Wireless Protocol: |any *
[
<’ MPLS Securiy Profile: |defaut s WPS Accept
e WPS Mode: [push but 3
% Routing r - VIPS Ciient
52 System [ . Bridge Mode: |enabled s
Q Queues 2 items out of 6 (1 selectq VLAN Mode: |no tag -
e B
Log
;
L Radius Default AP Tx Rate: ¥ bps
= Tool [ Sniff ...
% 1008 Default Client Tx Rate: ¥ bps
8 New Termina
TROGS | Default Authenticate
| Default Forward
=S MetaROUTER

/ ens e Hide 551D



WITEESS

Session: | 192.168.2.2 Uptime:|03:21:32 Memory:39.7 MiB CPU:5% Date:Oct/28/2018 Time;12:02:06 B B
Interface <wlan1: Routeri me te cilin po
WiFi Intefaces | WeoG| General Wirsless |HT WDS Nastreme NV2 Status  Traffic | | punojme ka dy karta
OK wireless:
E B v || 3 Mode: |ap bridge ¥ :
| Cancel | | 1 2 4Gh
Name Band: |2GHz-B/G ¥ | | wianl Z. z
X wlan1 2GHz-B Ppply
" wian2 Channel Width: | 3GHz-only-G wlan2 5Ghz
Frequency: |35 Hz-only-N | Enable
| 2GHz-B/G/N Session:| 192.168.2.2 Uptime:03:22:33 Memory:39.7 MiB CPU{4% Date{Oct/28/2018 Time:12:03.07 M S
551D | 2GHz G/N
Interface <wlan2> (=] E3 IE”E

WiFi Interfaces || General Wirsless |HT WDS Nstreme N2 Status  Traffic

¥ ent
Name Band: |5GHz-A ¥ I

Apply

Channel Width: BGHz-only-M

Frequency: | 5GHz-A/N/AC Enable
it
SSID: | 5GHs-N/AC Commert

L 5 o Mode: |ap bridge

X wlan2

Scan List: |default ¥ 5 Advanced Mode
Wireless Protocol: |any *
Security Profile: |default ¥ WPS Accept



Wireless

Interface <wlan1>

WiFi Interfaces| General Wireless |HT HTMCS WDS Nstreme NV2  Status Traffic Per nje AP te thjeSh te Zgje dhlm

L 4 « Mode: |ap bridge ¥

(9]
(=]
=

Mame Band: |2GHz-G/MN ¥
R dbwlanl

Mode: ap bridge

C“Fre;”: ij:";‘ - Disabie Band: 2GHZ-G/N
SS1D: K - Mcd:d Channel Width: 20MHz

Torch Frequency: 2412

WPS Accept

WPS Cliert SSID: KiuFiu

Setup Repeater

Scan List: |defautt

*
IS

Wireless Protocol: |any

+

Security Profile: |default
WPS Mode: |push button
Bridge Mode: |enabled

+

.
2items out of 6 VLAN Mode: |notag T S
vLAN D: 1 = Security Profile: default
ign....

Default AP Tx Rate: ¥ bps

w
=]

*

Default Client Tx Rate: ¥  bps
Snooper...

v| Default Authenticate
| Defautt Forward
Hide SSID

Reset Corfiguration

[ﬁnabled running running ap




Wireless - Security Profiles

@ admin@192.168.2.2 (MUM_Albania) - WinBox v6.43.4 on wsAP ac lite (mipsbe)

-_.2 Uptime:{03:30:55 Memory:35.1 MiB CPL:4%

Date:Oct/28/2018 Ti

Session  Settings Dashbeoard
My aile’] Inline Comments
> i
e Hide Passwords
1. CAPsMAN WiFi Interfaces  WE0G Station  Nstreme Dual
| Interfaces
T Wirdess - Security Profile <default>
ame )
22 Bridge defau | General |RADIUS  EAP | Static Keys
=5 PPP Mame: |default
=2 Switch Mode: |dynamic keys
"To Mesh Authertication Types: [¥] WPA PSK
25 |p 2 WPA EAP
5] [PvE ¥ Unicast Ciphers: |+ aes com
&7 MPLS r Group Ciphers: || aes ccm
7 OpenFlow
4 Routing [ WPA Pre-Shared Key: | =
{25 System [- WPAZ Pre-Shared Key: [

Access List  Reagistration

¥

v WPAZ PSK
WPAZ EAP

thip

tkip

Connect List Securty Profiles

tShared ... |WPA
K | =

Cancel

Apply

II

Comment
Copy

Remove

Tek wireless interfaces

shkojme tek “Security Profiles”

Vendosim te dhenat



46

4.
Monitorimi




RESOURCES

Lptime:

Free Memory:

Total Memory:

CPL:

CPU Count:
CPU Frequency:
CPU Load:

Free HDD Space:
Total HDD Size:

Sector Writes Since Reboot:
Total Sector Writes:

Bad Blocks:

Architecture Name:
Board Name:
Wersion:

Build Time:

Factory Software:

00:45:43

40.8 MiB
64.0 MiB

MIPS 24Kc V7.4
-

650 MHz

1%

3634 KiB
16.0 MiB

139
5162
0D.0%

mipsbe

wsAP ac lite

6.43.4 (gtable)
OctA17/2018 D6:37:48
6.40.5

FCl

USB
CPU

System — Resources

62.2.2 (MUM_Albania) - WinBox vB.43.4 on wsAP ac lite (mipshe) - O >

"

lo

Dashboard
Add Time
Add Date
Add CPU
Add Memory
Add Uptime

Uptime:{00:47:09 Memory:(40.8 MiB CPU:0% Date:Oct/28/2018 Time:(09:27.42 B E’l




SNMP

SHMP Settings = E3

v Enabled oK -
Cortact Info: |KiuFiu@ens-al.com \—‘ K”Juar1989
e auarioes
Location: | KullaQafaBarit unksionon ne baze: Manaxher gjent

Ppply
Nga MikroTik suportohen vers: v1-v3

Engine ID: o
Trap Target: -
Trap Community: |public ¥
Trap Version: |1 e
Trap Generators: |temp-exception ¥ ¥
Trap Interfaces: -

Src. Address: |



THE DUDE

» AEMNASE DT

AN Y e

-
0 - K
AL A

iR ot

——
aee

Sistem monitorimi falas nga
MikroTik

Mund te instalohet ne:

CCR
CHR
X86

RB3011/1100AHx4 Dude 4B "
Edition

Me shume info: Prezantim Pauls Jukonis, MikroTik ne MUM Vietnam 2017



FN. - o . ‘v ihis o -
et o e [
: s o p v
; l ngs
b "Ir“'.‘:l
Y A N
.
-

Sistem i plote open-source
per monitorim

Mund te instalohet ne X86
ose X64

Set i madh pluginesh, si
pershembull: syslog

Maxinus

Table A Shkelzemi - Voltage&Temperature
shkelzend - Capstan Regastration 14 O

: w ¥

= b s

£ r - 10

- o

.: Al ‘,

’-': gl Sun og: g0 Sun 11:%¢

H r ot

~ 06: 60 SRR From 2018/1 027 1814 To 2015/10/20 18:42:2%

- e D e O P 18:4 To 2016/10/20 1814

> row 201 [l volis Current 24,20 Average 24.20

4 NMaxisus W Boara Tesperature Current 33.00 Avernge 2.9
urrer 1. Avaraes B CPU Tesperature  Current a Average nan
| Act Use v C ¢ C

Maxinue 33.00

Macisus:  .nan

Me shume info: https://www.youtube.com/watch?v=tH-smIBq1Gg



https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=6&cad=rja&uact=8&ved=2ahUKEwjfheSN1qneAhVIXSwKHcaEDYAQtwIwBXoECAEQAQ&url=https://www.youtube.com/watch?v%3DtH-smIBg1Gg&usg=AOvVaw1vEL3Q6-XPBrKUhySixLux

coct Torums | documentation

@

Ge Search

- ens

CATY NCTWORM

CACTI

O cacti.net t O w @ O

4

MikroTik

USENTEMSLATE:
AuThos: Quacks
o sCmrnos
NiroT hoat jempiese. Werk stanes Som moie, sdted for he new Oida, added volage+temperature and many other fixes Work st n progress. Welconed everyooe & colaborate
Cacre D28 08N
HomMERaOE:
pary: Stanes OF etruary201S | Last addton: &Jamuary2017
emai enanddgmad com
NCLUDES: YES
scmwT: PHE Sorpe Server

TEMPLATESS

Download

0882
B8 3
08e 3
Inctallatinn

in @




ZABBIX

ZABBIX

Sistem i plote open-source
per monitorim

Mund te instalohet ne X86
ose X64

Agjente te gatshem per
MikroTik RouterOS

...............



Logging

Aa Quick Set
1L CAPsMAM
|8 Interfaces

1 Wireless
@5 bridge
=[ PPP

== Switch
S8 Mesh
2ss| P

v5| |Pyvh

7 MPLS
" OpenHow
40 Routing
527 System

g Clueues

Files

Auto Upgrade
Certificates
Clock
Conscle
Disks
Drivers
GPS
History
[dertity
LCD

LED=
License
Logaing
NTP Cliert

Logging

Rules

+

MName
* disk
* echo

© memory

" remote

4 tems

Actions

T

Type
disk
echo

memaonry

remaote

System — Logging
Action — Remote

Log Action <remates

MName: |remote

Type: |[remote Cancel

+
=

=]

; [X|

Remote Address: | 212.83.128.84

Remote Port: |514 Copy

Src. Address: (0.0.0.0 e Remove
BSD Syslog

Syslog Facilty: |3 {daemon)

Dude, Nagios, Syslog-Ng (lin)
Kiwi-syslog, Paessler PRTG (win)






CLI

ﬁ PuTTY Configuration

Categony:

—J- Session

- Terminal

- Keyboard
- Bell

- Featunes

= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

—J-- Connection

. Data

- Proy

- Telnet

- Rlogin

+- 55H

About

Basic options for your PUTTY session

Specify the destination you want to connect to

Host Name (or IP address) Paort
192.168.2.2 | |22
Connection type:

(JRaw () Telnet () Rlogn @ 5S5H () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
(O Mways (O Never (8 Only on clean exit

Telnet

SSH

Serial

Keyboard

Winbox — New Terminal




As Quick Set
3 CAPsMAN
| Interfaces
L Wirgless
gﬁ Bridge
=E PPP

== Switch
“12 Mesh
ksl P

Lz&] IPv6

<" MPLS

< OpenHow
22 Pouting
&oy System
& Queuss
[ Filez

=) Leg

L Radius
}e’hom

|| New Teminal

Teminal

MMM MMM
MMMM MMMM
MMM MMMM MMM
MMM MM MMM
MMM MMM
MMM MMM

[z]

command [?]

[Tak]

!

S command

III
III
III
III

MikroTik Router0s

d

EEE TITITITIITIIT EEK

EEE TITITITIITIIT EEE

EEEK FEEE RREFERR 000000 TIT III FEEH EEK
EEEFE RRE EEE 000 000 1T IIT FEEEEE
KEEE KKK  RREEEER 000 000 TTT III KKK EEK
EEE EEE RRE RRR  O0QODO0D TTT III FEEE EEK
6.43.4 (c) 193%5-2013 http://www.mikrotik.com/

Giwves the list of available commands
Gives help on the command and list of arguments

Completes the command/word. If the input is ambkiguous,
a second [Tab] gives possible options

Mowve up to base lewvel
Move up one level

Use

[admin@MUM Rlbania] >

command at the base lewel

>

Winbox — New Terminal



CLI

Quick Set Meighbar List
CAPsMAN | | Discovery Settings Telnet
| Interfaces Interface IP Address MAC Address |dentity Platform | Version Board Na... [l MAC Telnet
Wireless A ether CC:2D:ED:28:5C:6E HotiMew  MikroTik  6.35.2 (st... RBS52Ui-.. n
Brid A etherl 15216823 64:01:54:88.9B:F8 HoTi MikraTik 6392 (st.. RB952Li-.. n
 Bnage A etherl 152168 2 42 CC:2D:ED:28:58:4B MUM_CA . MikroTik 6432 (st.. RBS52Ui-.. n
| PPP i ethert 192.168.2.203  DA:CA:6D:EB:71:4C m R
Switch A etherl 152 168.2 39 00:0C:42:E3:C1:38 Show Categories Ly
A ether 152 1682 200 00:0C:42:32:02:07 =k : ¥
Detail Mode
Mesh A ether 152.168.2.1 00:0C:42:F8:71:5A 5h LY
P - A ether 152 168.2 48 00:00-00:00:00:00 G R LT T 3 n
IPv6 ’ Find Ctrl+F
MPLS X Find Next Ctrl+G
OpenFow
Pin
Routing I" 9
5 N MAC Ping
T a3 tems (1 selected) Telnet
I Queues
MAC Telnet
| Files
Torch
Log
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‘ CIAVAULT 7

~2ens

E marte, 7/ Mars 2017/ - wikiLeaks
fillon publikimin e serise se ashtuquajtur
VAULT7 te dokumentave te CIA.

Permban dobesi te:
iPhone, Android, smart TVs
Routera, switch (CISCO, JUNIPER,

MikroTik, Huawei, Asus, Ubiquiti, D-link



n CIAVAULT 7

~2ens

E marte, 7/ Mars 2017/ - wikiLeaks
fillon publikimin e serise se ashtuquajtur
VAULT7 te dokumentave te CIA.

Chimay Red — modul specifikisht
per MikroTik permban:

http server vulneravility
Winbox unauthenticated file read



‘ CIAVAULT 7

MikroTik OFFICIAL standing is
that the “Winbox unauthenticated
file read” vulnerability, is not
described in Chimay Red.

We have asked many times to Wikileaks to send us where in

the Vault7 documents, this vulnerability is described, BUT they
said that they were going to send them, but DIDN’T. We are sure

that this vulnerability was not described there.

~2ens



Chimay Red - http server vulnerability

Kjo dobesi konsiston ne dhenien e
mundesise per te ekzekutuar
komanda ne linux e ruterit

MikroTik leshon versionin 6.38.5

What's new in 6.38.5 (2017-Mar-09 11:32)
) www - fixed http server vulnerability;

~2ens



Chimay Red - http server vulnerability

Ne dokumentat e Vault7 permbahet vetem
menyra si te shfrytezohet kjo dobesi, dhe jo
nje kod aktual per t'u ekzekutuar

Kegberesit neper bote e kane shfrytezuar
Chimay Red per:

Tinyshell, Hive (data warehouse infrastructure Hadoop)
Injektimi i DLL

~2ens



Winbox unauthenticated file read

® trendmecro.com B @ &

Products & Solutlons  foT Securlty  Intelligence  Support  Partners  About  Confact  Q

Over 200,000 MikroTik Routers Compromised in
Cryptojacking Campaign
g2, 208 oOooEn

Mundeson leximin e fileve te
sistemit, nepermjet nje
sesioni winbox te pa-
autentifikuar

Leximi i fileve mundeson
leximin e user database i
Mundesohet akses i plote ne o ume suiwes ~"‘h‘§

A

ryprocurrency mines, by exploiting a vulnerability |

router

Ne cdo pergjlgje te ruterit What happened?
Tl 128 [pe
cryptocurrency mining,

specitikisht Monero T ot o Ocomspions SEE A WML MO o s g

~2ens



Winbox unauthenticated file read

Shfrytezohet per: T i

Port: (1080
Connection Idle Timeout: |00:02:00

Cryptocurrency mining

Max Connections: | 200

SOCKS proxy eoe [

=1 E3
1 CAPsMAN General | Status  Lookups  Insetts Refreshes
D N S S erver QRS s viEnablsd — Cancel DNS Settings
.
L Wirless Src. Address: | = Servers: |IP e Serverave mashtrues| | %
A, Brid
g S0ae Port: 2020 Dynamic Servers: (88838
) ort: -
=g PPP Clear Cache 30.78.66.66
e Anonymous SLhiis
== Switch Reset HTML
. v| Allow Remote Requests
o Mesh Parent Proxy: h
b Max UDP Packet Size: |4096
=& IPv6 [ ache Query Server Timeout: |2.000 s
7 MPLS I3 Cache Administrator: |webmaster s Query Total Timeout: |10.000 s
4 OpenFlow Max. Cache Size: |unlimited ¥ | KB Max. Concurent Queries: | 100
% Routing ¥ Max Cache Object Size: | 2048 KiB Max. Concument TCP Sessions: |20
{03 System r Cache On Disk
g Q Cache Size: [2048 KiB
ueues
Max. Client Connections: |600 Cache Max TTL: |7d 00:00:00
=] Files
Log Max. Server Connections: | 600 Cache Used: |18 KiB




Vulnerabilities

Simptomat:

Usera te tjere te krijuar

1:98:72 (MUM_Albania) - WinBox vE.43.4 on wsAP ac lite (mipshe)
hboard
Session:|CC:20:E0:D2:58:72

)
SOCkS proxy aktlve Scripts | Jobs | Environment Users  Groups SSH Keys SSH Private Keys Active Users
. g =T Run Script + = T Anp
M, (8] Last Time 5 d Run C -
Web proxy aCt|Ve kj::&.rlrxi a:n::r OS;H;SE??‘2[;16QZD:15:45 - Dum1 MName Group  |Alowed Address | Last Logged In
oo system default user
DNS Server = Aadmin  read Oct/30/20°
& router full
Sietflpie e [pEinliog e
Pamundesi logimi ne ruter ¥ |B]|@] | Backp || Restore | | Upload..
File Mame Type Size Creation
- Bl autobeforereset backup backup 204 KB Oct/U
=] dnstest file: BE2 KE Dot/
[DIflash disk Jan/0
=1 mikeratik php php file 0B Octs3l
[= save sh shfile §74B  Oct/U
b items 12.4 MiB of 16.0 MiB used 22 free




o MikroTik Metinstall for Router(0S vo.43.4 —

Routers/Drives

Label MAC address / Media | Status Su:nftwareID:’i
=D Hard dizk Ready Key: |
-
IP address: ’7 # I_
Gateway: ’7
Baud rate: ’—4| '
Make qu:upp_l,l| Net boating | | | [ |
FPackages
Sets: | J | |

Fram: |E: W zers\ADMIMI~1 YA ppD atatLocalh T emp R Browse. .

MHame Yersion Dezcription

Mo packages in this directory

What's new in 6.42.1 (2018-Apr-23 10:46):

1) winbox - fixed vulnerability that allowed to gair
access to an unsecured router;

Netinstall



‘ Mbrojtja per te ardhmen

[=i E Ndrysho userin admin
v 8T . .
Mame Port _ Awvailable From Cerificate - NdryShO paSSIn ne VareSI te
X o 723 klientit/ruterit
I _ Mos ler te hapur sherbime ge nuk i
& virbox 2% shfrytezon
[ — Ndrysho portat default
Narme: [ssh Lejo aksesin ne winbox vetem nga
== R subnet te njohur
Available From: [192.168.1.2 =
Bitems (1 sel 192.168.10.0/24 &
enabied Mer pjese ne ENS (Easy Network

Solutions) mailing list.

~2ens



Me shume info

=~ c Q ‘19‘4’ = https://www.cnet.com/news/us-takes-aim-at-russian-hackers-who-infected-over-500000-routers E] e @ f? e Search

@ BEST PRODUCTS REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS DOWNLOAD

SECURITY | LEER EN ESPANOL

US takes aim at Russian hackers who
infected over 500,000 routers

The VPNFilter malware targeted devices worldwide from Linksys,
MikroTik, Netgear and TP-Link.

BY ALFRED NG MAY 24, 2018 10:50 AM PDT

f ¥ F ¢ = R

~2ens
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FALEMINDERIT PER
VEMENDJEN!

Pyetje?

erioni@gmail.com




