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Qéllimi

® Tunelet private krijohen me géllim lidhjen e dy apo me
shume rrjeteve té vecuar nga njéri tjetri njésoj sikur té
Ishin brenda té njéjtit rrjet.

® Ka disa lloje tunelesh si PPtP, L2TP, PPPoE, IPSEC,
EOIP (ky éshté protokoll I Mikrotik-ut), et].

* Ményra se si lidhen rrjetet jané kryesisht dy llojesh, site
to site dhe road warrior (njeriu né terren).



Internet Key Encapsulating

Exchange, ndryshe | Security Payload,
IKE (IKEV1, IKEV2) EPS




Né fazén e paré palét shkémbejné mesazhet IKE dhe
krijojné tunelin kur pérputhen té dhénat (éshté e
detyrueshme gé palét té kené té njéjtén ore)



Faza e pare

Authentication Pre-shared key:

Method Medi!@IPsec 18VPN

Exchange mode Main (IKE v1) or IKE2

Lifetime 1d

Hash algorithm Sha256
Encryption algorithm Aes-128
DH Group Modp 1024




Né fazén e dyté sigurohet enkriptimi



Authentication Shal
algorithm
Encryption algorithm 3des

Lifetime 30m (1800s)
PFES Group None
IPSEC Protocol Esp
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Tunnel Yes



Paisjet

® Pér ruterin géndror duhet gjithmoné té shikojmé pér
opsionin “IPSEC Hardware Encryption”.

® Pér paisjet dytésore mund edhe té pérdorim ruter pa
“IPSEC Hardware Encryption”.
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hEX

5x Gigabit Ethernet, Dual Core 880MHz CPU, 256MB RAM, USB,
microSD, RouterOsS L4

hEX is a five port Gigabit Ethernet router for locations where wireless connectivity is not required. The device has a full size USB port. This new updated
revision of the hEX brings several improvements in performance.

Itis affordable, small and easy to use, but at the same time comes with a very powerful dual core 880MHz CPU and 256MB RAM, capable of all the
advanced configurations that RouterOS supports.

el e VEIEEE My el (~470 Mbps) and The Dude server package is supported, microSD slot on it provides improved r/w speed for file storage and
Dude.

’ & Send purchase questions |

’ = Specifications ‘ ® Support & Downloads Ll Test resuits




ps://wiki.mikrotik.com/wiki/Manual:IP/IPsec#Hardware_acceleration

Hardware acceleration

Hardware acceleration allows to do faster encryption process by using built-in encryption engine inside CPU.

DES and 3DES AES-CEC AES-CTR AES-GCM
RouterBoard
MD5  SHA1 SHA258 SHA512 MD5  SHA1 SHA256 SHA512 MD5  SHA1 SHA258 SHA512 MD5 SHA1 SHA258 SHA512
RBCAPGI-5acD2nD (cAP ac)é& * no yes yes no no yes yes no no yes yes no no no no no
RBD52G-5HacD2HnD (hAP acz)@ * no yes yes no no yes yes no no yes yes no no no no no
RBDiscG-5acD (DISC Lited ac)d& = no yes yes no no yes yes no no yes yes no no no no no
RBLDFG-5acD (LDF 5 ac)& * no yes yes no no yes yes no no yes yes no no no no no
RBLHGG-5acD (LHG 5 ac)& * no yes yes no no yes yes no no yes yes no no no no no
RBLHGG-5acD-XL (LHG XL 5 ac)& = no yes yes no no yes yes no no yes yes no no no no no
RBLHGG-60ad (Wireless Wire Dish)& = no yes yes no no yes yes no no yes yes no no no no no
RBMI1G& **= yes yes yes no yes yes yes no no no no no no no no no
RBM33GE == yes yes yes no yes yes yes no no no no no no no no no
RBSXTsqG-5acD (SXTsq 5 ac)e * no yes yes no no yes yes no no yes yes no no no no no
RBWAPG-60ad (WAP 60G)e& = no yes yes no no yes yes no no yes yes no no no no no
RBWAPG-60ad-A (WAP 60G AP)& * no yes yes no no yes yes no no yes yes no no no no no
RB450Gx4 & * no yes yes no no yes yes no no yes yes no no no no no
RB750Gr3 (NEX)@ yes  yes yes no yes yes yes no no no no no no no no no
RB760IGS (hEX S)g = yes yes yes no yes yes yes no no no no no no no no no
RBB50GK2e& ** no no no no yes yes yes yes no no no no no no no no
RB1100AHX2 & no no no no yes yes yes yes no no no no no no no no
RB1100AHx4 & and RB1100AHx4 Dude Edition yes yes yes yes yes yes yes yes yes yes yes yes yes yes yes yes
RB1200& *** no no no no yes yes yes yes yes  yes yes yes no no no no
RB3011UIAS-RM & * no yes yes no no yes yes no no yes yes no no no no no
RB4011IGS+RME and RB4011iGS+5HacQ2HnD-IN& yes  yes yes yes yes yes yes yes yes  yes yes yes yes  yes yes yes
Cloud Core Router series yes  yes yes no yes yes yes no yes  yes yes no no no no no

RB3011 gé nga versioni 6.43.1 ROS



IPsec Performance
Packet size 1400 bytes, speed in Mbps

“Wodo | conturaton | heX__ Rot100 contao cortaze
m 469.3 1366.4 1260.0 1461.6
469.3 2158.2 2599.5 10224.5
4726 2154 .9 2599.5 10110.2
358.4 2016.0 2576.0 10091.2
359.5 2016.0 2576.0 9996.0
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Percaktimi | broadcast domain

® Duhen planifikuar miré paraprakisht broadcast
domain pér secilin rrjet.

- Zyra Qéndrore: 192.168.0.0/24

- Zyra e pare: 192.168.5.0/24

- Zyra e dyté: 192.168.10.0/24

- Zyra e treté: 192.168.15.0/24




¥4 MetaROUTER
# Partition

| J Make Supout i
& Manual

@ New WinBox

B et

IPsec Peer <1.1.1.1>

General | Advanced  Encryption

Address: [1.1.1.1
L I | ¢
localAddess: [ |~
Adh Method: [presharedkey  [3#]
Exchange Mode:

[ Passive

Seot:[~— ]




u Session Settings Dashboard

Sefe Mode | Session:|152.168.22

IPsec Peer <1.1.1.1>
General Advanced | Encryption
P Potcy Tenplete Grovp: (EET N~
Policies Groups Peers | Remote Peers Mode Configs Proposals  Installed SAs  Keys  Users Notrack Chain: |

[#][=] [~][%] ¥ Send il Coract
|

Address 7 |Pot  |Propos... |Hash Al...| Encrypt...| [ NAT Traversal
i L2p IPSEC 4 Iamo
X [0.00.0/0 obey shal 3desa... L

1111 obey shal  desa. :
il : Mode Configuration: |

Generate Policy: Ino

shal  3desa.. Lifetime: |1d 00:00:00

[Z i shal 3desa...
| o Make Supout.rif g

& Manual

@ New WinBlox DPD Interval: 120
B e DPD Maximum Failures: |5

Gitems (1 selected) Proposal Check: |obey
Compatiblity Options: || skip peerid validation




Session Settings Dashboard

-

A& Quick Set
I CAPsMAN
8 Interfaces

1 Wireless

2€ Bridge

=3 PPP

= Switch

©1g Mesh

8 P

7 MPLS

#2 Routing

i) System

& Queues

Files

|-/ Log

. Radius

K Tools

|| New Teminal
¥4 MetaROUTER
#5 Parition

| J Make Supout rif
& Manual

© New WinBox

E st

S 7 oy 2 S P 4

P

Poides Groups Peers | Remote Peers Mode Corfigs Proposals  Installed SAs  Keys  Users

*[=|[v]x| (] 7]

|Address  + [Port

|Propos... |Hash Al...| Encrypt...|

o L2tp IPSEC
X 10.0.0.0/0
SR

obey
obey

shal
shal

3desa...
3desa...

6items (1 selected)

Encryption |
T |

[] des 3des aes-128
[ aes-192 [] aes-256 ["] blowfish
[ camellia-128 [ | camellia-192 [ | cameliia-256

[Imodp768  [vl modp1024
[Jecn155 [ ]ec2n185
[[Imodp1536 [ | modp2048
[ modp3072 [ | modp4096
[I modp6144 [ ] modp8192
[Jecp256 [ |ecp3s4
[l ecp521




©

Sessmn Settmgs Dashboard

1 CAPsMAN

1 Wireless

New Teminal
¥4 MetaROUTER
#% Partition

| Make Supout rif
& Manual

@ New WinBox

B

| SafeMode | Session:[192.16822

Policies Groups Peers Remote Peers Mode Configs Proposals | nstalled SAs Keys Users
[#][=] [~][x] [¥]
_____ﬂ

sec Proposal <tonil>

Auth. Algorithms: [:l md5 shal
[l [ 1 sha256
[1sha512

Encr. Algorithms: || null [Ides
3des []aes-128 cbe
[1aes-192cbc [ | aes-256 cbe
[ blowfish [ twofish
[] camellia-128 [ | camellia-192
[] camelia-256 | | aes-128 cir
[Jaes-192ctr [ | aes-256 ctr

4items (1 selected) [aes-128gem [ |aes-192 gem

[ ] aes-256 gem

Ufetime: (003000 |4

enabled



[F5 MetaROUTER
#5 Parttion

| J Make Supout rif
& Manual

@ New WinBox

[ R=

# |Src. Address | Src. Port| Dst. Address | Dst. Port
0°T /0 /0

4 items (1 selected)

Proto... | Action

ﬁ(m encrypt

Policies | Groups  Peers Remote Peers  Mode Corfigs  Proposals  Instaled SAs  Keys  Users

Level

Tunnel |PH2 State

established

IPsec Policy <192.168.20.0/
| Genersl | Action Status
Src. Address:
Sefot:| |~
Dst. Address: |192.168.10.0/24
DPot:| |~
Protocol: [255@)  [¥]

[ Template




v\£
Session  Settings Dashboard

Session:|192.168.2.2

A e

Policies IGot.ps Peers Remote Peers Mode Configs Proposals Installed SAs  Keys  Users

E”E‘ E . - IPsec Policy <192.168.20.0/24:0->192.168.10.0/24:0

|Src. Address |Src. Port|Dst. Address | Dst. Port|Proto... |Action  [Level | Tunnel | ooy Action|am‘

Action: fencnpt  [3]

2 52.168.2 \ 04 level: requre %]

IPsecProtocols: esp |

=4 MetaROUTER el 3]

Tunnel
#5 Partition

: A e Addess:

| J Make Supout if

@ Vonua A Ds. Addess:

@ New ingox Poposs: [t 3]
B e

4items (1 selected)







Njeriu né terren

® Eshté punonjés né lévizje, si rrjedhim ka IP dinamike
dhe shpesh heré pas njé ruteri

® Pér tu lidhur do pérdorim L2TP me IPSEC



Konfigurimi né ruter




Session  Settings Dashboard

Sesson 19216827

A5 Quick Set
3 CAPsMAN
| Interfaces
1 Wireless
gf Bridge
= PPP

=2 Switch
12 Mesh

= 1P

/7 MPLS

22 Routing
System
g Queues
Files

L Log

M Radius
% Tools [z

Mew Teminal
= MetaROUTER
'}' Partition

| 2 Make Supout rif

& Manual

O Mew WinBox

B Ed

Irterfacs |F‘F‘PoEServ&rs Secrets  Profiles  Active Connections  LZTP Secrets

E|E| E | PPP Scaner || PPTP Server | SSTP Server || L2TP Server || OVPN Server || PPPOE Scan

| Name /| Type |Actual MTU [L2MTU [Tx R | Tx Packet p/s)
DR 4#<d2pioni1234= LZTP Server Binding 1300 Obps Obps

- 7 7 7

L2TF Server B
v/ Enabled | oK |
Max MTU: |1460 |

Max MRU: 1460 |

MRRL: | | =

Keepalive Timeout: |3I] | A

1item out of 12 Default Profile: |defaut-encyption | ¥ |

Mz Sessions: | | ~7

Authentication: [v| mechap2 mschapi
chap pap

lUse |Psec: |:.fes || * |

Policies Groups Peers |Hermte Peers Mode IPsec Secret: |ensipsec |

EE @ E' Caller 1D Type: |number |#]

|Mdress ¢ |F‘ort |F‘mpns... |Hash Al [] One Session Per Host
[ ] Allow Fast Path

ddes
DR /0 obey shal Jdesa...




Session  Settings  Dashboard

A5 Cuick Set
L CAPsMAN
|98 Intefaces
1 Wireless
gg Bridge
=8 PPP

== Switch
°Ta Mesh

3 IP

<7 MPLS
ﬁ Routing
System
g Queues
Files

.| Log

ﬂ. Radius
ﬁ Tools F
New Terminal
MetaROUTER
'} Partition

| ) Make Supout rif

& Manual
@ New WinBox

B Ext

2| S| 7| S F

0] x| [ sefeode | Sesson: 15216822

IP Pool
Faols | Used Addresses

+|=] (=] [v]

|Name s |.P|ddr&ss&a

Trdhcp_pool1 192.168.2.50-192.168.2.200

Next Pool | v{
none

qrdhcp_pool2 1592.168.3.50-192.168 3 .254

Tripsec 172.16.30.100-172.16.30.254

none
none




Session  Settings  Dashboard

Safe Mode Session: m

& Quick Set
1 CAPsMAN PPP Profile <profile1>
micics [ e Pt i Qe v
1 Wireless
Name: Cancel
E z Bridge ame: | sl n
= PP Local Address: |172.16.30.1 [#] = Apply
Sl G Remeote Address: |i ¥ |~
= Swieh " |IDSEC " | Interfface  PPPoE Servers  Secrets  Profiles |Am|.'eGnrnecmns LZTP Secretz
“Ia Mesh
. Co
el I I S |~ P[] =] 7|
. || Bridge Por Priorty: | g Remove Jﬂeame / |Local Address  |Remote Address |Bridge | Rate Limit... Only One |
<77 MPLS * @ default default
#2 Routing ¥ Bridge Path Cost: | | * @ defauttencr default
System P Bridge Horizon: | v . @proflel 17216301 ipsec  defa
Q Queues
Files Incoming Fitter: | | -
E] Log Outgoing Filter: | | hd
. Radius Address List: | =
A Tadls ) Intefface List: | |-
Mew Terminal
MetaROUTER DNS Server: | =
#5 Parition WINS Server: | | >
| ] Make Supoutsf || - Change TCP MSS SEeessrdl
6 Marua ¢ no ¢ yes  default
@ New WinBox - Use UPnP
l,Exii Cno yes & default




Session  Settings  Dashboard

Safe Mode | Session: m

A5 Quick Set
1 CAPsMAN
¥ Intefaces
1 Wireless
Es Bridge
=8 PPP
e Interface  PPPoE Servers 53335|Pmﬂ&3 Active Connections  L2TP Secrets
“13 Mesh - .
53l IP » [#][=] [][x] | 7| | PPP Asrerticationtccourtng |
) WPLS N Name ¢ | Password Service  |Caller ID Profile Local Address | Remote Address
42 Routing 2
o3 3
uszﬁm PPP Secret <toni1234:

eues
Fies Mame: QK
E:] Log Passwaord: |tur1i'|234 |A Cancel
L Radius Service: |12p =] Apply
& Tools I Caller ID: | R4

’ Disabl

Enjie Profile: |profile ]
MetaROUTER -
2
@2 Partition Local Address: | R
. Make Supout rif Remote Address: | v R
& Manual

Routes: |

@ New WinBox

[ et

Limit Bytes In: |

Limit Bytes Out: |

Last Logged Out: |

|enabled
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m":‘: v Control Panel » All Control Panel tems » Metwork and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

LY ~
PC Metwork
(This computer)

View your active networks

MNetwork
Public network

Change your networking settings

‘E. Set up a new connection or network

q See full map

Internet
Connect or disconnect

Access type: Internet

Connections: [,-'3,] Lecal Area Connection

Set up a wireless, broadband, dial-up, ad hoc, or YPMN connection; or set up a router or access point.

Connect to a network

lfr.

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing cpticns

&

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Il

Diagnose and repair network problems, or get troubleshooting information.

- | 4 | | Search Control Panel

)
(7]




@ @' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L et up @ new network
e, Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to yvour workplace

/= Setup a dial-up connection
m% Connect to the Internet using a dial-up connection.

[ Mext ]| Cancel




@ L:E Connect to a Workplace

Do you want to use a connection that you already have?

@ Mo, create a new connection;

) Yes, I'll choose an gxisting connection

[ Mext ]| Cancel




@ L:E Connect to a Workplace

How do you want to connect?

;+_-..— iternet connection s,
L JSE ANTE oL CC LT J

Connect using a virtual private network (VPN) connection through the Internet.

N @ O

< Dial directly
Connect directly to a phone number without going through the Internet.

A e

What is a VPN connection?

Cancel




@ I::E Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 1111

Destination name: VPN Connection

| Use a smart card

'@ "] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

| Den't connect now; Just set it up so I can connect later

=n (NoR >

[ Mext ]| Cancel




@ L;'h Connect to a Werkplace

Type your user name and password

User name:

Password:

Domain (opticnal):

tonilZ34

|| Show characters

| Rernember this password

[ Connect ]| Cancel




(=@ =]

i N . ; N
@Uv|@ ¢ Control Panel » Metwork and Internet » Metwork Connections » - |4'rf| | Search Network Connections pol |

Organize = Start this connection Rename this connection Delete this connection Change settings of this connection s - O @
" r i - S
= . - . . WPM Connection
5,_ Connect VPN Connection E ; VPN Connection Properties @ ‘"‘-':"lfﬂ Disconnected
General I Options | Securty | Netwarking I Sharing| & WAN Miniport (IKEv2)
Type of VPN:
| Layer 2 Tunneling Protocal with [Psec (L2TP/IP Sec) v
Data encryption:
[Hequire encryption (disconnect if server declines) - ]
Authentication Advanced Properties

) Use Extensible Authentication Protocal (EAF)

IUser name: toni1234
LITP

Pazsword: _
@) Use preshared key for authentication
Domain: (@ Allow these protocols Key: | ens.ipsec
[] Save this user name and password for the following users: (71 Use certificate for authentication
Me only ] Unen ed password (PAF) Verify the Name and Usage attributes of the server’s certificate

@ B TR R Challenge Handshake Authertication Proto

Microsoft CHAP Version 2 (M5-CHAP v2)

[7] Automatically use my Windows logon ng
password (and domain, if any)

[ Connect H Cancel H Properties H Help

| ok || cancl

[ oK I L I




Konfigurimi ne Android
Samsung SM-A320FL
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¢ MORE CONNECTION SETTINGS

Nearby device scanning
off

Printing

MirrorLink

Connect your device to your car to access useful
apps safely while driving.

VPN

Set up and manage Virtual Private Networks (VPNSs).

Ethernet

Edit VPN network

Name

ENS

Type
L2TP/IPSec PSK w

Server address

1.1.1.1

L2TP secret

Nt iiead
NOT USed

IPSec identifier

[\ a2 ]
Not used

IPsec pre-shared key

() Show advanced options

Username

DELETE CANCEL SAVE

Edit VPN network

L2TP secret

NaFieart
NOT used

IPSec identifier

NOt used

IPsec pre-shared key

O Show advanced options

Username

toni1234

Password

Always-on VPN

A DNS server must be specified to use

36
Always-on VPN.

DELETE =~ CANCEL  SAVE



.4 93% W 10:05

LAN 192.168.2.40
- usbstorage
Folder dr- N/A
public
Folder dr- N/A
IPC$
Folder drw N/A

o
Folder dr- N/A




Session  Settings  Dashboard

Sessn{192 16822

As Guick Set
1 CAPsMAN
| Interfaces

Fiter Rules |I"-.IAT Mangle Raw Service Ports  Connections  Address Lists  Layer7 Protocols

IEHE' Izl |DD Reset Counters ||DD Reset Al Counters |

T Wireless
B Bridge # | |Action |Chain \Src. Address |Dst. Address |Protocol  |Src. Pot  |Dst. Port | In. Inter...|Ot. Int... | Bytes \Packets |
.+ special dummy nule to show fasttrack counters
= PPP 0D [pas.. forward 0B 0
== Switch .o Test mbyllje nga jashte
oo 1 facc... input 3241 KiE 13163
o Mesh 2 ofacc.. input 1820 B 10
lzzs| |P 3 3 o ace... input 1 ficmp) 520 KB 329
) MPLS N 4 o acc... input 17 {udp) 500 2256 B 3
& b o acc... input 17 (udp) 4500 13.7 KiB 44
2% Routing ¥ [ facc... input 50 ipsec... 0B 0
7 o acc... input 17 (udp) 1701 57 B 1
‘o System y 8§ %dop inpit ether 654 KB 400
e CQueues
[ Files
... Leg
.@ Radius 46 items (1 selected)

xﬁ Tools 3

|E Mew Teminal

= MetaROUTER
.E Partitime
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