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Applications

For every place that you need plug and play authentication on wired network

large Office University
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Server |
172.16.4.2

What is scenario ?

Core Router

(DHCP & Simple Routing)
192.168.1.2

TSR Tl Wl S RouterB0ARD 1100 A1

192.168.1.1

172.16.1.0/24

Network
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My Clients
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Server
172.16.4.2

What is Goal ?

H
otSpot Core Router
Router

_____ . (DHCP & Simple Routing)
2.16.254.0/30

S 2o MioTik X2
T i« TN ;R yterBOARD 1100 A

Authentication User
Traffic controller

Bandwidth Splitter 172.16.1.0/24

Network
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My Clients
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What is HotSpot ?

HotSpot

HotSpot =

] —
Y —
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Server
172.16.4.2

HotSpot
Roufer Core Router
~ Modem R ._ (DHCP & Simple Routing)
192.168.1.0/24 172.16.254.0/30
l‘ §. ;",?‘:‘i- 'w-‘ | I T T SRS

}

A 172.16.1.0/24
Authentication User

Traffic controller HotSpot
Bandwidth Splitter )
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Adding Hotspot Router to Wired
Network
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HotSpot Router To Modem

192.168.1.0/24 b s e
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DHCP client

=== Switch Accounting
Addresses

[~ Cloud

r~
DHCP Relay
DHCP Server

DMNS

_'-'EL Radius
& Tools [~ Neighbars

Firewall

[l Mew Terminal Facking
4 Make Supout rif Fool
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DHCP client

DHCF Client

DHCF Client | DHCP Client Options

E =| | | | Releas

Intefars llee P [AdAA D 1IP
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DHCP client

Mew DHCP Client =] E3 ||
DHCP | Advanced  Status QK

Interface: * Cancel

v Llse Peer DMNS

Apphy
v |lse Peer NTF
Disable
Add Default Route: | yes *
Comment

Select interface that is connected to modem
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HotSpot Router To Core Router

Core Router

HotSpot_fR_(__Dnuter (DHCP & Simple Routing)
172.16.254.0/30 |
\{ég:gx: ,i-i- E J‘ IR W G pouterBOARD 1100 A1
- -
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SEt I P Add ress Set IP on HotSpot Router

Accounting
Cloud

DHCP Cliert
DHCP Relay
DHCP Server
DMNS

== Switch

_'-'rfl Radius
% Tools Meighbors

Firewall

B Mew Teminal Packing
o Make Supout rif Pool
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Set I P Add ress Set IP on HotSpot Router

n -
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Set I P Add ress Set IP on HotSpot Router

Mew Address EE
Address: | IF2R TR QK
Metwor: bl Cancel
ctoce ez 5] | oy |
Lisable

Select interface that is connected to Core Router in Network
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SEt StatIC RO ute Set static Route on HotSpot Router

255 |P I ARP

vé| |Pvb I Accourting

7 MPLS " Addresses
#¢. Routing " Cloud

{55 System " DHCP Client
* Queues DHCP Relay
|| Files DHCP Server
..... Log DNS

L Radius Firewsall

%, Tools ¥ Hotspot

| New Teminal |Psec

F5 MetaROUTER Meighbors
fg Partition Packing

o Make Supout rif Poal

& Manual
&9 New WinBox SMEB
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Set StatIC RO ute Set static Route on HotSpot Router

I"-.Ie:-:thnps Rules VRF

[+ a| |7

Dst. Address Gateway

Q‘\: Y
Mikror ik

MikroTik MUM Yerevan October 10, 2017



Set StatIC RO ute Set static Route on HotSpot Router

Dst. Address: |l R Cancel
Apply

4

Gateway: |172.16.254 2
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SEt |P Add ress Set IP on Core Router

Accounting
Cloud

DHCP Cliert
DHCP Relay
DHCP Server
DMNS

= Switch

_'-'rfl Radius
% Tools Meighbors

Firewall

B Mew Teminal Packing
o Make Supout rif Pool
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Set |P Add ress Set IP on Core Router

[ +] =] [v

J'i'-.n_:II:Iress [
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Set |P Add ress Set IP on Core Router

Address <1/2.16.254 . 2/30>

Address: | LS LSS RAE) QK

Metwors: [172.16.254 0 . Cancel

nterface: roty | |

Select interface that is connected to HotSpot Router
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Set Default Route
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vé| |[PvE
7 MPLS
#. Routing
o7 System

* Queues

| Files
..... Log
. Radius

P Tools

Set default route on Core Router

i ) e

B Mew Teminal

=4 MetaROUTER

#2 Partition

o Make Supout rif

& Manual

&9 New WinBox

ARF
Accournting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewsall
Hotspat
|Psec
Meighbors
Packing

Poal

SMEB
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Set DEfa u |'l'_ RO Ul Set default route on Core Router

I"-.Ie:-:thnps Rules VRF

[+ a| |7

Dst. Address Gateway
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Set DEfa u |'l'_ RO Ul Set default route on Core Router

| General Mtrbutes | QK |

Dist. Address: Cancel
Gateway: | 172.16.254.1 ¥ = Apply

I .
Check Gateway: hd Disable
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Getting start to Configuring
Advanced Hotspot for Wired Network
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Server
172.16.4.2

Core Router

~ Model ~ Router (DHCP & Simple Routing)
192.168.1.0/24/ 172.16.254.0/30

= T ——— 12z
l o -ﬁ.!- 'w- = | T e e o

===

}

Authentication User

172.16.1.0/24

Traffic controller HotSpot
Bandwidth Splitter )
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AHP
Accounting

% IPv6 Addresses

77 MPLS po|E

29 OpenFlow DHCP Client

38 Routing 3 DHCP Relay

\k: [ J
Mikror sk
MikroTik MUM Yerevan October 10, 2017




DNS Settings =] E3

1 F
Servers. +
Cymamic Servers: Cancel

| v Allow Remote Requests | Apply

Max LUDP Packet Size: (4096

Static

Query Server Timeout: | 2.000 5 Cache
Query Total Timeout: | 10.000 3
Cache Size: (20438 KiE

Cache Max TTL: | 7d 00:00:00
Cache Used: |11
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HotSpot setup
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Addresses
Cloud
vi| IPvE T DHCP Client
=
MPLS I DHCP Relay
Y
Onenkine DHCP Server
<,
4. Routing o DNS
% System I Firewall
AR

g Gueues Hotspot

Files |Psec
i Meighbors
- Packina
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HotSpot setup

Mame DMNS Mame HTML Directony Rate Limit (o) e
C8defaut NOSPOL e |
1item
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HotSpot setup
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General | Login RADILS
Mame:
Hotspot Address:
DNS Name:
HTML Directory:
HTML Directory Ovemide:

Rate Limit (o)

HTTP Prooy:

Hotspot Server Profile <hsprof1s

J;I L

172162541

hotspot afratilc.com

hotspot

Cancel

Apply

Copy

Remove
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HotSpot setup

Hotspot =] E3
Servers oerver Profiles | Users  User Profiles  Active Hosts  IP Bindings  Service Ports  Walled Garden  Walled Garden IP List
ot T

MName DMS Name HTML Directony Rate Limit (o) -
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HotSpot setup

Hotspat

Server Profiles  Users  User Profiles  Active Hosts P Bindings  Service Ports  Walled Garden
+ T | | Reset HTML || Hotspot Setup
Name Interfface Address Pool | Profile Addresses ... b
0 items
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HotSpot setup

Hotspaot Server <server]:

Mame: m -
Interface: |afheri-Loca/ * Cancel
: Address Pool: |none * Apphy
Profile: |hsprofi + Disable
|dle Timeout: b Copy
Keepalive Timeout: b Remove
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HotSpot setup

Servers | Server Profiles  Users  User Profiles  Active  Hosts  IP Bindings  Service Pots  Walled Garden  Walled Garden IP List
L T Reset HTML || Hotspot Setup

dddresses .. -

etheri-Loca’ nane

........................................................................................................................................................................................................................................................................................................................................................
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s/ IPvi Accounting

" MPL5 " Addresses

" OpenHow Cloud

4%, Routing " DHCP Client

02 System I DHCP Relay

Q Queues DHCP Server

| Files ald

----- og
_‘:fl Radius Hotspot

;é,_ Toals " IPsec
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Firewall

Filter Rules Mangle Raw Service Ports Connectio
=) [T Reset Counters || 00

H Action |Chain Src. Address | Dst. Address |F
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New NAT Fule =] E3

General | Advanced Extra Action ... QK
Chain: m Cancel
Src. Address: 172.16.1.0/24 Apphy
Dst. Address: hd Dicable
Protocol: i Commert
Src. Port: Copy
Dst. Port: Remove
Any. Port: Reset Counters

Reset Al Counters

Out. Interface: efherd
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New NAT Rule =E|
Advanced Extra Action | Statistics .. OK
Action: * Cancel
Log Apply
Log Prefix: v Disable
Comment
Copy
Remove
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Login page
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Login page

password |eees|

=

HOTSPOT GATEWAY
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Test Solution

elcome Userl
P address: | 10.5.50.254
bytes up/down 10.4 KiB / 841.6 KiB
nnected: | 2ml2s
status refresh: | 1m
00
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HotSpot setup

Server Profiles  Users  User Profiles  Active Hosts | P Bindings  Service Ports  Walled Garden  Walled Garden IP List  Cookies
T

: 80:8C.60:B4:6E 172.16.1.254 172.16.1.254 server] 00:01:27
AD @YE4:80:8C:60:B4:6E 172.16.1.253 172.16.1.253 server] 00:00:01 495kb...
P &3E4:8D:8C:60:B4:6E 172.16.254 2 172.16.254 2 server] 00:00:00 0 bps
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Customize page
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Customize page

File List =] E3
= 2| | Backup Restore Upload...
File Name Type Size Creatio
=] auto-beforereset backup backup 143 KE  Juls
D hotspot directary Juls
=] hotspat /alogin html html file 12938  Juls
=] hotspot /emor html hitml file 298 B Juls
=] hotspot /emors bd bt file 3615 B Juls
=] hotspet Aavicon ico ico file 03B Juls
(D hotspat.img directary Juls
=lhatspat fimgdogobotiom pog..pog file £L LN T
. [“lhotspotfoginbtml  hemifle 34888  ful
. TILTTH e o128 Juls
(D hotspaot Av directary Juls
=] hotspat.Mv./alogin htm html file 13038 Juls
=] hotspot v /emors b bt file 3810 B Juld =
L »
32 tems (1 selected) 8.8 MiB of 16.0 MiB used 44% free
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Accounting

* User manager
* Full power accounting
* Itis free
* You don’t need to another servers
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Accounting

1§

Per page [20] ~

MikroTik

Routers ' Username WV Till time  Total time left V Actual profile

Users
Sessions
Customers
Logs
Payments
Profiles
Settings
Reports
[ A zessions
0 A users
Advanced search
Maintenance

Logout

Refer to my presentation in MikroTik MUM Dubai 2016
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http://mum.mikrotik.com/presentations/ME16/presentation_3813_1476764118.pdf
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