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Welcome to this Workshop !

First, some basic concepts .....




What is PPPOE ¢

Point-to-Point Protocol over Ethernet or PPPoE, is a Layer II network protocol that used
for encapsulating Point-to-Point Protocol (PPP) frames inside Ethernet frames. It is used
mainly with DSL services where individual users connect to a DSL modem over Ethernet.
As you know Ethernet networks are packet-based and have no capacity for a connection or
circuit. They also lack basic security features to protect against IP and MAC conflicts and

rogue DHCP servers, so most Internet providers separate their users traffics to several
VLANs .
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EolIP Tunnel

Ethernet over IP (EoIP) Tunneling is a MikroTik RouterOS protocol that
creates an Ethernet tunnel between two routers on top of an IP connection.
The EoIP tunnel may run over IPIP tunnel, PPTP tunnel or any other
connections capable of transporting IP.

EOIP funnels add at least 42 bytes overhead.
(8 bytes GRE + 14 bytes Ethernet + 20 bytes IP)
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InterVLAN Routing

Some times in addition to the PPPOE Connection you may need to have
Layer I1I communication between your branches. (for example for
managing your devices)

In this case you use InterVLAN Routing...




Let's go to implementing PPPOE over EoIP Tunnel
And
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Creating “VLAN Interface” for each branches on Core MikroTik

Session Settings Dashboard I
- L3 Ld

> || ¢ | | SafeMode | Session: 00:0C:29:B4.C9:F3 COl’e Mlkl’Ole
A& Quick Set l
i CAPsMAN Inteface  Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

[ Interfaces = ¢ % AT

I Wireless Name [Type MTU  |Actual MTU [L2MTU [T Rx Tx Packet (p/s) | Fix Packet (p/s) | FP T FP R
%2 Bridge R &vanisl VLAN 1500 1500 Obps Obps 0 Obps 0Obps
R 4bvian171 VLAN 1500 1500 Obps 0 bps 0 Obps 0bps
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¥R PFP

New Inteface = B3
General | Loop Protect  Status Traffic
Name: |{ELE Cancel
Type: |VLAN Aoply
MTU: [1500 [ Dutie |
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g Copy
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Use Service Tag
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Configuring IP Address for branches VLANs

Session Settings Dashboard

0 |[cu] | Safe Mode

A Quick Set
1 CAPsMAN
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1 Wireless
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Session Settings Dashboard

Branches Basic IP Configurations
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|Sesslcn Settings Dashboard

Creating & Configuring EoIP Tunnels

Core MikroTik

Session

Branch MikroTik

A& Quick Set
3 CAPsMAN

|8 Interfaces

1 Wireless

%, Bridge
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[ Files
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=/ L.CD

#5 Partition

| 5 Make Supout rif
@ Manual

@ New WinBox
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Interface  Interface List Ethemet

([ cx] | safeMode | [Session: 17227115.4:8252]

iptunnel-Pishahang>

#[=| (] [%] @] [¥] | Gonerl |Loop Prtect  stans | T

[Name Name: | oiptunnel-Pishah Carcal
RS 4Peoiptunnel-Kavar ame: copiun and l—‘
RS  4Peoiptunnel-Kazeroun-Qandi Type: |EolP Tunnel Apply
RS  4peoiptunnel-Kazeroun-Salmar] e ‘ =
85 dbeoiptunnel-Khafr : Disable
RS 4peoiptunnel-kherameh Actual MTU: [1458
RS @beaiptunnel-khony '
RS 4peoiptunnel-Lamerd L2 MTU: |65535
RS 4peoiptunnel-Larkhoshechin
RS 4beoiptunnel-LarLatfi MAC Address: |02:30:A9:8F:3A:B7
RS 4beociptunnel-LarShohada ARP: |enabled |;
RS 4beoiptunnel-Maliabad
RS @beoiptunnel-Marvdasht-Fair ARP Timeout: |
RS 4peoiptunnel-Marvdasht-Kows:
RS 4peociptunnel-Modares Laced
RS gpeoiptunnel-Mohr
RS  4beoiptunnel-Neyriz Remote Address: [172.27.119.5 |
RS  4peoiptunnel-Nourabad < A
RS dPeoipiunnal-SadatShahr AN
RS  4beoiptunnel-Sadieh |Psec Secret: ‘ -
RS  4peoiptunnel-Sadra
RS 4peociptunnel-SafaShahr )
RS  4peoiptunnel-Salman Keepalive: 1 3
RS  4peoiptunnel-Sarvestan =
RS 4beoiptunnel-Sepidan DSCP: |inherit i
RS 4beoiptunnel-Vesal . —
RS  4peoiptunnel-Zarghan Dort Fragment: |no |'

(] Clamp TCP MSS
v/ Allow Fast Path
enabled |running slave

o]

58 tems out of 130 (1 selected)
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Settings Dashboard
FHF | sefe Mode | [Session:17227.119 5:8292] CPU{2% Memory/235.2MiB Uptime|14d 105314 W (&
& Quick Set @]
3 CAPsMAN Inteface Interface st Ethemet EolP Tunnel | IP Tumnel | GRE Tumnel VLAN VRRP Bondig | LTE
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l___JName /[ Type [Actual .. [L2MTU [T« [Rx -
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) =L leoip tunnel-Pishahang->Valias Cancel
MPLS ) Type: |EolP Tunnel
)
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— Comment
L2 MTU: [65535
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3 N B! ARP Timeout: | - »
1item out of 7




L Bridging EoIP Tunnel with End-Users Interface

@ admin@172.27.119.5:8292 (Pishahang-=Valiasr) - WinBox v6.38.7 on RB450G (mipsbe) — O >
Session Settings Dashboard Branch MikroTik
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1 CAPsMAN Bridge |PDI'[3 Fiters MNAT Hosts Session Settings Dashboard
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Session Settings Dashboard

1item out of 9
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Bridging Branches EolP Tunnels on Core MikroTik
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Session Settings Dashboard

© | (oo [ SafeMode Session: 17227248292

A Quick Set
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Filtering Branches Layer II Traffics
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Providing “IP Pool” for PPPOE Clients

/

Session  Settings Dashboard
(|| cx] | setemode | Sesmon:[89:16556.10 CPUBE  Memory /223518 Upime 253001228 (3

Mame: [PPPOE_POOL
Addresses: | 89,105,56.30-89.195,50.250 | &
Mext Pool: [none -




Creating “PPP Profile” for PPPOE Connections

/

Session  Settings Dashboard

> ||| | SaloMode | Sossion:|83.16556.10 CPU{S%H  Momory 223 9 MB Liptime (254 001807 M (3
i Cuick Set

o |Locsl Address | Remote Address |Brdge | Rate Lim&. |Only One |

i Ll T — L:r:hliv-  moured (T delsult
Local Address fsﬂ.fﬂi.ﬂ.f e
FRemote Address: | PPPOE _POOL Cne Cyes o deleul
eos I : = I..:lm Fyes € requred  defaull
Brdge Port Proty |
Bridge Path Coat: | -
Fcomeg Flar -
Ouitgoing Filter: | | -
Address List: | [ -
DNS Server: | 80, 188.58.20 i
WINS Server: | ]&
Changs TCP M55
e Fyes ¢ dofelt
Use UPnP

oo & yes & deledk




Creating “PPP Secret” for PPPOE Clients
/

Session  Settings  Dashboard
(|| ce| | SefeMode | Sesson:[89.1655610 CPUZE  Memory 2235 MB Uptrme 254 005941 W &

itedace PPPOE Servers Secrsis  Profiles  Active Connections  L2TP Secrets
#|=| |v|x| O T | rreasescacntsccourang |
| o |Password  |Senice | Caler ID Profin

Hame: |ptasbod
Fassword |'.-¢-..u..

Service: |any
Caller ID: |

Profile: |PPPOE_Profile




Enable & Configuring PPPOE Server

Session Settings Dashboard

o Sefe Mode | Session:[00:0C:29:84.C3F3 [ ]

Sz T

Service Name: |PPPOE_Server
|PPPOE_Bridge
Max MTU: |
r Max MRU: |
MRRU: |

| Service ~Interface |Max MTU | Max MRU |MRRU

Keepalive Timeout: |10

Default Profile: &
R [ One Session Per Host
MnSeua‘on::l
PADO Delay: |

Authentication: [v| mschap2 v mschap1
[vlchap  [v/pap




Conclusion

®» You have L3-Communication on Branches...

® (Clients have Internet access by a PPPOE Client Connection

Computer

Netwo

Downlo

Monitoring

\>ping
Pinging
from
from
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kets: Sent
mate nd tr
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€22 Home

Find a setting

work & Internet

Status

Wi-Fi
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Mobile hotspot
Data usage

Proxy

CAWINDOWS\system32\cmd.exe

>ping 172.27.119.5
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o e : bytes
s : bytes
.27.1 byte
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Ping statistics £
Packets: Sent =
mate round t
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Broadband Connection

time=11ms
time=1ems
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Connecting to Broadband Connection

Windows Security
Sign in

‘ ptaabodi

Cancel

Have a question?

Get help

Make Windows better.

Give us feedback

Cancel

General

Connection
TPv4 Connectivity:
IPV6 Connectivity:
Media State:
Duration:
Speed:

Details...
loss

No network access
No network access
Enabled

02:34:22

100.0 Mbps

Network Connection Details

Network Connection Details:

Property
Connection-specific DNS S...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

IPv4 Default Gateway
IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Enabl
Link-local IPv6 Address
IPv6 Default Gateway
IPv6 DNS Server

Value

Realtek PCle GEE Family Controller
BC-EE-7B-01-47-6B

No

172.27.1165

2552552550

172271164

8888

No
fe80:1d1e:a7fa:d447:b000%12
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