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IPv4- Reaching the next billion

- Around 3,675 billion Internet users now.
- around 50,1 % of all people in the world
- Mobile phones are Internet devices

- The Internet of Things

- How will the Internet look like in 5 - 10 years?
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IPv4- |ANA IPv4 Pool
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IPv4- Exhaustion

“On 14 September 2012, the RIPE NCC
ran out of their regular pool of IPv4”
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IPv4- Network Address Translation

- Exiends the capacity of the IPv4 address space by sharing an IPv4

address between clients
- Fairly common technology, used everywhere
- Breaks the end to end connectivity model
- It doesn’t allow communication with IPvé!

- You are probably going to need it in some form
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IPvé Address
Basics
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IP Address Distribution
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IPvé Address Basics

- IPvé address: 128 bits
- 32 bits in IPv4

- Every subnet should be a /64

- Customer assignments (sites) between:
- /64 (1 subnet)
- /48 (65,536 subnets)

- Minimum allocation size /32
- 65,536 /48s
16,777,216 /56s
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Address Notation

2001:0db8:003e:ef11:0000:0000:c100:004d
2001:0db8:003e:ef11:0000:0000:c100:004d
2001:db8:3e:ef11:0:0:c100:4d
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1

1

0

1

1

1

1

0

0

0
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0

0
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Multiple address types

[[£252

Addresses Range Scope
Unspecified /128 n/a
Loopback 0] Host
IPv4-Embedded 64:ff90::/96 n/a
Discard-Only 100::/64 n/a

Link Local fe80::/10 Link
Global Unicast 2000::/3 Global
Unique Local fc00::/7 Global
Multicast ff00::/8 variable
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Demo- IPvé address configuration

- IPvé package is not enabled by default
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[ Files
.| Leg
‘@ Radius

x Tools

|=m| Mew Terminal
=4 MetaROUTER
"-lh Partition

| o Make Supout rf

& Manual
3 New WinBox

B Ext

I

Auto Upgrade
Certificates
Clock
Console
Diskes

Drivers
Histony
Identity

LEDs
License
Logging
Password
Ports

Reboot
Reset Corfiguration
Resources
Routerboard
SNTP Cliert
Scheduler
Scripts

'ackage List

| | Check For Updates Disable Uninstall
Mame # | Wersion Build Time Schi
....... & routeros-mipsbe 6371 Sep/30/2016 10:28.41
& advancedt... 6.37.1 Sep/ 3072016 102841
& dhcp 6371 Sep/30/2016 10:28:41
& hotspot 6371 Sep/30/2016 10:28:41

5 ipwE

6.37.1

mpls

6371

& ppp

& routing 6.37.1
& securty 6371
=i gystem 6371

oep/ 30,2016 10:28:41
=T g
Sep/307°2076 10:28:41
Sep/ 30,2016 10:28:41
Sep/ 3072016 10:23:41
Sep/307°2016 10:28:41
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Demo- IPvé address configuration

- After RouterOs / Routerboard reboot IPvé menu appearance in Winbox

=2l IPv6 ’

<7 MPLS
<" OpenFaow
4 Routing
oo System
e Queues
[ Files

| Log

ﬂ. Radius
A Toals

=] Mew Teminal
. | CD

ﬁ Partition

| & Make Supout.if

&) Manual

& New WinBax

DHCP Client
DHCP Relay
DHCP Server
Firewall

ND
Meighbors
Pool

Routes
Settings

IPwk Address List

2| (3] | T

# | From Poaol

Interface

Advertize

ho76:67a3/64

290 8dff fe8caebe /64
»e68d:8cff fedb:3310/64
»e68d:8cff fedb:3310/64
»e68d:8cff fedb:3310/64
»e68d:8cff fedb:3310/64
»eb8d 8cff fedb: 3312764
»eb8d 8cff fedb: 3312764
»eb8d 8cff fedb: 3312764
»eb8d 8cff fedb: 3312764
»e68d 8cff fedb:3316/64
»e68d 8cff fedb:3316/64
»e68d 8cff fedb:3316/64
»e68d 8cff fedb:3316/64
»e68d 8cff fedb:3316/64

sit 1
1111

V-100-PUBLIC-...
WV-2098-L2-INTE...

Bonding-Z2960
B-V-20

B-vV-110
B-V-150
Bonding-5G300

V-140-INTERN...

B-\V-300
B-V-130
B-V-245

V-2098-INTERN...

Bonding-OLT

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
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IPvé Protocol Basics
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IPvé Protocol Functions

- Address Auto configuration
- Supported by Neighbor Discovery
- Stateless - with SLAAC
- Stateful - with DHCPvé
Neighbor Discovery Protocol

Replaces ARP from IPv4
Uses ICMPvé and Multicast
Finds the other IPvé devices on the link

Keeps track of reachability
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The Auto configuration Process

1. Make a Link-Local address
2. Check for duplicates on the link
3. Search for a router

4. Make a Global Unicast address
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Deploying IPvé
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IPvé6 Address Management

- Your spreadsheet might not scale
- There are 65.536 /64s in a /48
- There are 65.536 /48s in a /32
- There are 524.288 /48s in a /29
- There are 16.777.216 /56s in a /32
- There are 134.217.728 /56s in a /29

- Find a suitable IPAM solution
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Transition Mechanisms
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Transitioning: Solving Two Problems

- Maintaining connectivity to IPv4 hosts by sharing IPv4 addresses between

clients
- Extending the address space with NAT/CGN/LSN
- Translating between IPvé and IPv4
- Provide a mechanism to connect to the emerging IPvé-only networks

- Tunneling IPv6 packets over IPv4-only networks
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Transitioning

- 6to4

- 6RD

- DS-Llite

- 6in4

- Teredo

- NATé4

- Dual Stack
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Demo-Tunnel broker

HURRICANE ELECTRIC

INTERNET SERVICES

Hurricane Electric Free IPv6 Tunnel Broker Quick Links

Main Page Name: Hasan Asghari HE.NET Certification
Account Info User ID: v655713130a510bed. 71607251 . Tunnelbroker
Logout Tunnel Broker News: IPv6 Free DNS

+Update - 30 March 2017 Certified BGP Toolkit
User Functions [March 30, 201?] sage Net Tools .ﬂ'\gg
Forums
=Re: PPTP Tunnel Beta asghari70 FAQ

wbdnintiie [May 13, 2018] Video Presentations
IPvG Portscan This service is no longer offered at this time. No plans to bring it back. Usage Statistics
Tunnel Server Status
+Two-factor Authentication Network Map
[January 04, 2016] Looking Glass (v4/wG)

Route Server (telnet)

Global IPvE Report
Tunnel Details Quick Links

Account Info IPv6 Tunnel Example Configurations Advanced Tunnelbroker Transit
Logout M. Colocation
5 Mikrotik \ BGP Toolkit TDD”‘"\T Dedicated Sarvars
User Functions L"E" Tools A Description
Qrums z
T v4 Exhaustion
greate gg%u_'rﬁ' TL”l‘”e' Copy and paste the following commands into a command window: FAQ 23::/48 Lﬁ't';]ng_tgﬁfs _
|pre§1i:? it unne Jinterface sto4 add comment="Hurricane Electric IPvé Tunnel Broker" Video Presentations
Vb Fortscan disabled=nc local-address=53.118.97.163 mtu=1286 name=sitl remote- Usage Statistics IPv4 & IPv6
acdress=74.82.46.5 Tunnel Server Status icti
Jipvé route add comment="" disabled=nc distance=1 dst-address=2@8&::/3 Network Map StatIStICS
gateway=2881:478:23:748::1 scope=3@ target-scope=1@ - . _ _
Jipwe address sdd address=Z@@l:4£72:23:74e::2/64 advertise=ne disabled=nc eui- Looking Glass (\“'4"\“'5)
64=n0 interface=sit1 Route Server (telnet)
Global IPvE Report
i | Services
NOTE: When behind a firewall appliance that passes protocol 41, use the IPv4 address Transit
you get from your appliance's DHCP service instead of the IPv4 endpoint you provided Colocation
to our broker. Dedicated Servers '
The configurations provided are example configurations and may be different depending - k
on the version of the OS or the tools you are using. If you have any issues getting your v4 Exhaustion -.
24 32 tunnel to work please contact us at ipvé@he.net and we will be happy to assist you. IK" O '



https://tunnelbroker.net/

Demo-Tunnel broker-Mikrotik side

Aa Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
', Bridge
[=E PPP

“I5 Mesh

55 P

gl IPvk

" MPLS
" OpenFlow
2 Routing
wo¢ System
Q Queues
[ Files

L. Leg

Y

PSES

| 5E55iun Settings Dashboard

Inteface | Intg k7 || 4 | | Safe Mode
E_ ‘ EolP Tunnel
Name Aa Quick Set IP Tunnel
¢ auol 5 CAPSMAN GRE Tunnel
: ﬁgil | Interfaces VLAN
7 ranvo il L Wirsless VRRP
& Bridge Bonding
=@ PPP Eridge
“Ia Mesh Mesh
22! IPvE 5 IPIPv6& Tunnel
7 MPLS A EolPvE Tunnel
« OpenFow GREG Tunnel
42 Routing [ VPLS
%5 System ¥ Traffic Eng Interface
& Queues PPP Server
- T | —

Also you can paste commands in Terminal

Interface <sitl1=

General | Status

MName:
Type:

MTL:

Actual MTL:
L2 MTLU:

Local Address:

emote Address:

|Psec Secret:

Keepalive:

enabled

T
e
Gtod Tunnel Apply
1280 “ Disable
1230

65535

93.118.97.163
7482466 Torch

Remove

&
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Demo-Tunnel broker-Mikrotik side

el IPv6 ’

&7 MPLS
<" OpenFaow
4 Routing
oo System
e Cueues

[ | Files

| Log

ﬂ. Radius
ﬁ Tools

=] Mew Teminal
. | CD

ﬁ Partition

| & Make Supout.if

&) Manual

& New WinBax

DHCP Client
DHCP Relay
DHCP Server
Firewall

ND
Meighbors
Pool

Routes
Settings

= E3 |

IPvE Address List
=| |« ||s2]| @] | T - N e
n ‘ [ H | [ l ' |IPvE Address <2001:470:23: 74e - 2/64>
|Addrcss
DL <rfe80:5c76:61a3/64 J . . . .
DL | Sfo80-.90 8 faBcimete Address: |2001:470:23:74e::2/64
DL <°fe80::e68d:8cfffe2b:33 From Pool-
DL <Pfe80::e68d:8cfffe2b:331] Mom ool
DL =rfe80::e68d:8cfffe2b:33 : —
DL =Pfe80:e68d:8cffe2b:33]| Inteface: sitl ¥ Apply
DL =rfe8D:-eb8d 8cffe2b 33
DL =Pfe80::e68d:8cfffe2b:33"
DL =fe80::e68d-8cfffe2b:33 | EUIs4 Enable
DL “Pfe80::e68d:8cfffe2b:33 LR
DL <Pfe80::e68d:8cfffeZb:33] L] Comment
DL =rfe80:e68d:8cffe2b 33
DL =fe80::e68d:8cfffe2b:33 Copy
DL Pfe80::e68d:8cffe2b 337
DL <fe80::e68d:8cHfe2b:33" Remaoye
disabled

15 itemns
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Demo-Tunnel broker-Mikrotik side

Es Bridge

=3 PPP

12 Mesh

8l P I
g IPvE I | Addresses
</ MPLS I DHCP Client

<" OpenFow DHCP Relay

42 Routing " DHCP Server
System " Firewal

g Queues MO

[ ] Files Meighbors

.| Leg

_@ Radius

& Tools ¥

Mew Teminal

(= .cD

# Partition

Gateway: |2001:470:23.74e::1 ||3| |ur1reachable = Apply

Check Gateway: | | 7

Dizable

Type: |unicast || ¥ |

Distance: |'I | - PY

Pool

Mol
a

Scope: |3'D | ove

Target Scope: |1D |

Received From: | |

| -l Make Supout rif

& Manual
& New WinBox
W c.
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Demo-Tunnel broker-Request More IPvé
Accountens | mmeews

Main Page
Account Info IPvé Tunnel Example Configurations Advanced
Logout
e [ Tunnel ID: 383573 Delete Tunnel
[ creation Date: Jan 16, 2017
Create Regular Tunnel
Create BGP Tunnel B Description: Tunnel 6tod with Artemis

IPv6 Portscan

IPvE Tunnel Endpoints

[ server IPv4 Address: 7482466
[ server IPv6 Address: 2001:470:23.74e:1/64
(3 Client IPv4 Address: 85.118.97.163

(3 Client IPv6 Address: 2001:470:23.74e2/64

Routed IPVE Prefixes
[J routed /64 2001:470:24 T4e /64
3 routed /48: Assign /48

DNS Resolvers

[ Anycast IPv6 Caching Nameserver: 2001:470:20::2
Anycast IPv4 Caching Nameserver: 748242 42
rDNS Delegations Edit

[ rDNS Delegated NS1:
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Demo-Tunnel broker-More IPvé — Mikrotik side

Pools | IUsed Prefices

Name + | Prefix Prefix Length Expire Time

Mew |PvE Pool

Addresses
DHCF Client
DHCF Relay

DHCF Server Mame |HE—Tur1neI broker

Firewall

ND

Meighbors

Mew Teminal

=/ .cD

'} Partition
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Demo-Tunnel broker-More IPvé — Mikrotik side

IPvE Addres:

Mew |PvE Address

=2l IPv6 ’

<« MPLS DHCP Cliert
<" OpenFlow DHCP Relay
4. Routing DHCP Server
4o System Firewall

e Queues WD

|| Files Meighbors
|| Log Pool

ﬂ. Radius Routes

ﬁ Tools Settings

=] Mew Teminal

() | C[

ﬁ Partition

| & Make Supout.if

&) Manual
& New WinBax

Global
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Q/A

Any question ?
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English Bulgarian Welsh

Jrabic T he E n d ! KPE!I{raJ} Catalan Y Diwedd
AJLFJ \ é{aﬂzﬁcgl Armenian Fi Fllﬁig

- h Faznese
(An-Nahaya) German t{ Il2 Liougt ukrainian

fon i
Ende “Fihvezh V7 KiHeub
Czech i Letzeburgisch(LUX) Albanian Persf (Kinec)

Konec Croatian Enn Fund
KI'EI] u serbian

Estonian atyian Hungarian rkish { F'ax_,x an) -
LS éta-lgas Veége on - Kpaj
(Kraj)

Hebrew Icelandic Romanian An Crioch

Fine 1MDIT] Endir Sfarsit French ﬁfeek
Dutch(T3S00) EK“"“SS'E‘" Fin TE{T )
el

- H i
Einde K:fﬂz EEHEGH' Swedgti Danish Norwegian
Slutt

Georgian HDne Lithuanian

@bbbb@ﬂ@ Pabalga Maltese FPolish, Slovak

(Dasasruli)) Basque Finnish Tmiem
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