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Acerca de las empresas
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» Acronimo: Virtual LAN (Red de Area Local Virtual)

» Funcion: Segmentar redes logicas dentro de una red
fisica
» Ventajas:
Segmentacion dominio de broadcast
Ahorro de costo en cableado
Separacion de host en base a el perfil y no a la ubicacion fisica.
Oportunidades de traffic shaping y filtrado
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» Tipos de etiquetado
O Agrega 4 Bytes a la trama ethernet
o Trabaja en Capa 2 (enlce de datos)

Tagged Untagged
(troncal) (Acceso)

Etiqueta Agrega Remueve
Utilizacion Entre Switches Hacia Host
Cantidad de N 1

VLAN

MTU
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“Implementacion de red VLAN JILYCOM

VLAN 100 (Server)

VLAN 200 (Impresoras)

VLAN 300 (Camaras)
VLAN 400 (Administracion)

VLAN 500 (Gerenci




Eliminar todos los puertos de los bridge existentes.
Eliminar todos los puertos del master port.

Tener cuidado con el puerto que se esta utilizando
para configurar. :D

Tener un diagrama y topologia a la mano



Configuracion de puertos Tagged (Trunk)
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VLAN trunk

VLAN 100 (Server)

/ VLAN 200 (Impresoras) .
VLAN 300 (Camaras) [l
1

VLAN 400 (Administracién) ,I 1
1 1
1 ¥
VLAN 500 (Gerencia) H 1 !
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Configuracion de puerto Tagged (Trunk)
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Configuracion de puertos Tagged (Trunk)

(& admin@D4:CA:6D:D3:BB:9F (MikroTik) - WinBox v6.7 an RBI51-2n (mi e

Iml Hide Passwords B (5
A& Quick Set Bridge
8 Interfaces Bidge |Pots Fiters NAT Hosts
Lwickess | d[=] [v]2] [a] [T]
s, Bidge Name Mioee L2MTU [Tx Rc Tx Packet (p/s) | Fx Packet (p/s) | MAC Address Protoco... -
=g PPP
== Switch
°12 Mesh
&5 P
7 MPLS
22 Routing |
& System |
& Queues MTU: [1500 |
[ Files L2 MTU: [65535 |
|
|

General |STP  Status  Traffic

Mame:

Type: | Bridge

% | % =

i

Disable

Log MAC Address: |
. Radius ARP: [enabled |=

g
gl
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% jloos " Admin. MAC Address:
New Teminal

MetaROUTER

# Partition

| J Make Supout rif
Mew WinBox

& Manual

B &t

Kl

g
g

enabled running slave

1item out of 12 (1 selected)
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Configuracion de puerto Tagged (Trunk)

19 admin@D4:CA:GD:D3:BBOF (MikroTik} - WinBox v6.7 on RBI51-2n [mipsbe) - (R

EI \ml Hide Passwords [ ()

& Quick Set
| Intefaces Interface  Ethemet EolP Tunnel  IP Tunnel GRE Tunnel VLAN |\f'RRP Bonding LTE
Seen (4]
EE Bridge
=g PPP
== Switch
“Ia Mesh
2=l |P
&7 MPLS
% Routing
{5 System
& Queues
Files
] Log
L Radius
A Tools [+
Mew Teminal
MetaROUTER
‘3 Partition
| J Make Supout.rif
New WinBox
& Manual

E ea

-—
7N
y 2

MTU  [LemTUu [T |Rx Tx Packet (p/s)  |Px Packet p/s)  |\fANID [Inteface 'y |
1500 65531 Obps 0bps oy
1500 65531 Obps 0 bps
VLAN 1500 65531 Dbps Dbps
4pviand0l VLAN 1500 65531 Obps Obps
GBvlan500 VLAN 1500 65531 Obps 0 bps

of 200 tunk
ol 300 tunke
ol 400 tnk
0\ 500 tunk

\
\ U

jeujpes pwn e Fien)

=

o

5
coooo
N o o

= | =| == | =




Configuracion de puerto Tagged (Trunk)

& admin@D4:CA:BD:D3:BB.OF (Mik oTik) - WinBox v6.7 on RES51-2n (mipsk [E=ReR X

Safe Mode ¥ Hide Passwords B ()

A% Quick Set Bridge =K
[ Interfaces Bridge Pots |Fiters NAT Hosts

Zwee  [#]=] v]][s
25, Bridge Interface 7 [Bridge Priorty th... |Path Cost |Horizon |Role Root Pat... =
=8 PPP

=2 Switch
°1g Mesh
& P

£ MPLS

n Reuting Interface:
id7 System Bridge: |trunk

=
& Queuss Priorty: (80 | hex
| cony |

= | =| = =

[ Files

Log Path Cost: |10 |

M Radius Horizon: | | -

A Tools 2

[ New Teminal
¥4 MetaROUTER
#2 Partition

| J Make Supout rif
New WinBax

& Manual

E e

Edge: |at.to ||3
Paint To Point: |a.to ||0

Extemal FDB: [auto K3

enabled inactive
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Configuracion de puerto acceso
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Configuracion de puerto acceso JiLcom

[#][=] [7]=]

{ |"f'“" [ Type [L2mTU [T

g : 0bps
{taccess_viandD0 Bridge 65535 Obps

R ftaccess_vlan300 Bridge £5535

R 4taccess_vlan200 Bridge £5535

|Tx Packet [p/s)  |Fx Packet (p/s) | MAC Address

Obps
Obps




“""Configuracion de puerto acceso oM

admln@[}dﬂﬁ[}DB BB:9F (|

:‘ . Safe Mode

"ﬁ'—[}uick Set Bridge
¥ Interfaces Bridge Ports |Flas NAT  Hosts

Swes =] [v]x 0] 7
iy Bridge \' [Interface | Bridge
8 PPP

==l Switch
“13 Mesh
sl P

<" MPLS
2 Routing
System
Q Queues
Files

L Log
L Radius
% Tools 2
New Terminal
¥ MetaROUTER
§= Partition

L_l Make Supout rf
New WinBaox

& Manual

B et

+ | Pgority (h... [Path Cost |Horizon |Role |Root Pat... |
10 disabled port
10 disabled port
10 disabled port

| ttetherdsisvedo.. access_vian30
| Etvlan300 access_vian30l 10 disabled port
| viand00 access_viand00 10 disabled port
| fteherfgatewsy tunk 80 10 dssbledpot

v | % wv| %




”’E”MConfiguraci(’)n de direcciones ALICOM

red

Servidores 10.0.100.0/24 10.0.100.1
200 Impresoras 10.0.200.0/24 10.0.200.1
300 Camaras 10.0.300.0/24 10.0.300.1
400 Administracion 10.0.400.0/24 10.0.400.1
500 Gerencia 10.0.500.0/24 10.0.500.1

600 Equipos de red 10.0.600.0/24 10.0.600.1
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Configuracion de puertos JILYCOM

VLAN trunk
VLAN 100 (Server)

VLAN 200 (Impresoras)

VLAN 300 (Camaras)
VLAN 400 (Administracién)

VLAN 500 (Gerencia)
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Control de trafico JILYCOM

* Queue
o Finalidad asegurar ancho de banda a VLAN.
o Seleccionar anchos de banda maximos, minimos y prioridad.
o Seleccionar parent Global

» Firewall Filter

o Descartar o permitir paquetes basados en la Vlan de origen
o Descartar comunicacion entre VLAN (Aislar trafico)

» Uso de WebSkin

o Diseno de una web skin para que el usuario menos
experimentado pueda modificar los puertos.




~wwemeen Control de trafico JILYCOM
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Permite realizar una segmentacion de red mucho
mas especifica y basada en el pertfil del usuario.

La relacion costo beneficio de los equipos mikrotik
frente a la competencia es muy ventajosa.

El uso de Web skin permite a usuarios menos
experimentados modificar la red sin que la afecte
integramente.
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Preguntas




