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Presentacion Personal

v Nombre: Guillermo Nonino

v Profesion: Estudiante Ingenieria en Telecomunicaciones
v Soporte y Networking - MKE Solutions

v Consultor MikroTik

v Experiencia desde 201 3

v @ - gnonino@mkesolutions.net
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MUM Introduccion y Objetivos

v Tareas dentro del OutSourcing:
Relevamiento - Optimizacion - Mantenimiento

v La i1dea de esta charla es mostrar en base a mi experiencia, los
descuidos mas comunes que uno encuentra al relevar la configuracion

de los equipos, que dejan expuesto al router a posibles ataques.

v Los ataques tienen principalmente 2 objetivos: tomar el control del

router o simplemente provocarle una denegacion de servicios (CPU al
100%).
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MUM Consideraciones Previas

v No hay una Unica manera de prevenir los atagues.

v No todos los routers sufren los mismos ataques ni de la misma

Mmanera.

v Se asume que el usuario tiene un minimo conocimiento del uso

del firewall de RouterOS (uso de clasificadores, cadenas y acciones).
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MUM Ataques por fuerza bruta

Al no tener un firewall por defecto, todos los servicios estan

disponibles por todas sus Interfaces, incluso la publica.

v SSH vy Telnet son los mas usados para conseguir contrasefas por

fuerza bruta.

v WEB y Winbox son menos frecuentes, pero tambien puede ocurrir

el mismo ataque.

-
an/09/1970 23.08.56  system enror critical  loain faillure for user identd from 187.141.13.251 via ssh

Jan/09/1970 23:08:59  system ernror crtical  loain failure for user gnats from 187.141.13.251 via ssh

Jan/03/1970 23:09:01  system error cntical  login failure for user jeff from 187.141.13.251 wvia ssh

an/03/1370 23:09:04  system error crtical  login failure for user irc from 187.141.13.251 via ssh

Jan/03/1970 23:09:03  system eror critical  login failure for user list from 187.141.13.251 via ssh

an/09/1970 23:09:12  system eror crtical  login failure for user eleve from 187.141.13.251 wia ssh

an/09/1970 23.0916  system error critical  login faillure for user proxy from 187.141.13.251 wia ssh

1an/09/1970 23:09:20  system eror crtical  login failure for user sys from 187.141.13.251 via ssh

an/03/1370 23:09:23  system error crtical  login failure for user zzz from 187.141.13.251 wia ssh

an/09/1970 23:09:27  system error critical  login failure for user tech from 187.141.13.251 via ssh
Kanx'DSNB?EI 23:09:30  system error critical login failure for user frank from 187.141.13.251 via ssh h ~
\




Ataques al DNS

Torch (Running) [=] E3
~ Basic - Filters Start
Interface: + Src. Address: |0.0.0.0/0
Stop
Entry Timeout: | 00:00:03 s  Dst. Address: |0.0.0.0/0 q
ose
- Collect Src. Address6: |::/0
Src. Add Src. Address6
v e Dst. Address6: |-/0 ool et
Dst. Address Dst. Address6
" MAC Protocol Port MAC Protocol: |all ¥
D PrOtOCOl D VLAN Id Protocol: any 3
Port: |dns +
VLAN Id: |any ks
g... 7/ |Prot... |Src. Dst. VLAN Id| Tx Rate © |Rx Rate |Tx Pack... Rx Pack... v
800 (ip) 115.238.184.126:12633 6.0kbps 344 bps 0 0 »
800 (ip) 115.238.184.125:26701 6.0kbps 344 bps 0 0 ||
800 (ip) 115.238.184.126:43549 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.125:16379 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.109:17231 33 (dns) 6.0kbps 344bps 0 0
800 (ip) 101.71.74.110:20153 :53 (dns) 6.0kbps 344bps 0 0
800 (ip) 115.238.184.125:50075 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:55531 33 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:62555 33 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:34379 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:48267 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.109:58126 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.110:24377 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:26973 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:43181 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:48380 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.109:14222 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.126:17981 :53 (dns) 6.0kbps 344 bps 0 0
800 (ip) 115.238.184.125:49099 33 (dns) 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.109:9467 33 (dns) 6.0kbps 344 bps 0 0
800 (ip) 101.71.74.109:42021 :53 (dns) 6.0kbps 344 bps 0 0 =
800 (ip) 101.71.74.109:62197 cu.vo.r o 253 (dns) 6.0kbps 344 bps 0 0 s
Total Tx: 724.7 kbps Total Rx: 176.6 kbps - Total Rx Packet: 2




Ataque al WebProxy

Go glesory..

We're sorry...

... but your computer or network may be sending automated queries. To protect our users, we can't process your request right now.

See Google Help for more information.

Para continuar, ingresa los siguientes caracteres:

® v .

L

| Enviar.

Acerca de esta pagina

Nuestros sistemas han detectado un trafico inusual en tu red de
equipo. Esta pagina verifica si realmente eres tu el que envia las
solicitudes y no un robot. ;Por qué sucedio esto?

L ——— T

MKE



Ataques por SNMP

Al habilitar el servicio de SNMP, por defecto el router queda

expuesto a cualquier consulta por cualguiera de sus interfaces.

MUM

Profile (Running) [=] E3
cPU: ¥ &2 Start
Stop
Close
New Window
:Name :CPU :Usage V
dhep all 05|
dns all 05|
firewall all 5518
idle all 0.0
profiling all 0.0
queuing all 85§
management all 135 B
L taffic socaounting all nn

SNMP Community <public >

public

Addresses: 0.0.0.0/0

Security: none
Read Access

| Write Access

Authentication Protocol: |MDS

“ |«

Encryption Protocol: \DES

Authentication Password:

Encryption Password:

|default

~
MKE



MUM

IP > Services

Una manera simple de protegerse, es deshabilitando los servicios

que no se usen Yy proteger los demas con reglas de firewall o desde

la opcion de IP > Service

IP Service List

I'f

Fing

Mame

Awallable From

Certificate

@ api

@ apl-zzl
@ ftp

@ zzh

@ telnet
@ winbox

none

IP Service <szsh

Available From:

3 itemsz

enabled
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MUM Otros Servicios

Tener deshabilitados todos los servicios no garantiza que el router
este 100% protegido.

v El protocolo ICMP mal usado, puede elevar el consumo del CPU y
provocar denegacion de servicio > Ping Flooding.

CPU:100%

Hide Passwords [ [

Profile [Running)

| hetworking

etherne b,

bridging 6.5 1

profiling 3.5

unclassified 3.0/

mahagement 2.0

idle 0.0

logging 0.0

winbox 0.0 h
T — B
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MUM Proteccion con Firewall

v SSH: TCP 22

General |Advanced Extra Action Statistics

— v Telnet: TCP 23
Src. Address: v WEB TCP 80

Dst, Address:

__’ Protocol: | |6 (tcp) J WinbOX: TCP 829 |

Src., Port:

e Dt Port: [ v WebProxy: TCP 8030
R v/ DNS: UDP 53
v SNMP: UDP 161

MNew Firewall Rule

General Advanced Extra Action |Stal:istics
Action: 3*-—
| Log

Log Prefix: v

In. Interface: | | |[Zi==

)
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Ping Flooding

Firewall Rule <>

General Advanced Extra Action Stat

Chain: Input

1)

Firewall Rule <>

General Advanced Extra ’Action Statist

~w - Connection Limit

Firewall Rule <>
General Advanced Extra Action | S

Action: :accept

Src. Address:

I—A— Lirnit

Dst. Address:

Protocol: | ::1 [icmp)

Firewall Rule <>

General Advanced Extra Action St
2) Chain: | input
Src. Address:

Dst. Address:

Protocol: | ::1 [icmp)

MUM

~w Src. Address THEe

Firewall Rule <>

General Advanced Extra Action

Action: :drop

Fiter Rules ' NAT Mangle Service Ports Connec

Rate: 100 |/ sec H | Log
Burst: |5 Log Prefix:
~w Dst. Limut
-
~w— Nth
% Time

(=] (L[] |E] [T [

i 4 :Action :Chain :Protocol

U accept  nput 1liemp) A
1 Kdop | nput tieme) |l MIKE
T — e



MUMI Grupo READ

v El'grupo READ por defecto puede hacer fetch y reboot

Group <read:

Mame: QK

Policies: local telnet Cancel
ssh ftp
reboot read Apply
write policy

test winbox
password web Copy
sniff sensitive

api

Comment

Remove

in: |default

MKE




MUM Descubrimiento de Vecinos

v MNDP estd habilitado en todas sus interfaces.

@ MikroTik WinBox Loader v2.2.18 | >
i_onneck To: | DAl 30 C2Fa | Conneck |
oy MaAC Address IP Address Idenkiky Wersion Board Mame
2k D4 CheD: a0 C2iFe 192.168.88.1 GUILLE LAEBS B.32.3 RE951-2n
Passwiord:
Save
Femove

MNeighbor List

v IP > N elgh bOI" S Meighbors Discovery Interfaces I

Interface /
1 Local

4 Publica
& ether!
& etherz
& ethers

& etherd ~

A& wlant MKE
S solulions|




MUMI Acceso en Capa 2

AUn deshabilitando el "Discovery Interface” se puede acceder por

Mac-Telnet y Mac-Winbox sabiendo la MAC del equipo.

v Para cerrar el acceso en capa 2: Tools > Mac Server

MAC Server

Telnet Interfaces IWinBox Interfaces Active S Telnet Interfaces WinBox Interfaces IActive Se
o = | || 22 | Y| | MACPing Server | = [2] 2] |

Interface Interface /
......................................................................................................................... Bl




Contrasenas guardadas en Winbox

SI estan guardados los accesos dentro del Winbox, facilmente se
puede exportar una lista y ver la contrasena con cualquier editor de

textol!l

@ MikroTik WinBox Loader v2.2.18

Connect To:
Login:

Password:

192.168.88.1

]

Guille

Fokkokkokok

v Keep Password
v Secure Mode

Iv Load Previous Session

Mote: | GUILLE LABs

= Dmﬂj

Conneck |

Remove &ll Addresses
Clear Cache

Address

User

MNote /7

192.168.88.1

Guille

GUILLE LABs

Export Addresses...

TEST - WordPad

Archivo Edicion Ver Insertar Formato Ayuda

heE S # @ B &

;-7“ neaddr000host192.168.88. 1

MlloginGuilleOnoteGUILLE LAEsS

O
secure-model
0o

load-sesO

oo

--. SRATe |

0 pwdMUM-Laboo




MUM

Winbox v.3

v En

Mmues

re la lista y se pueda exportar.

.
L WinBox v3.0rc17 (Addresses)

a version 3, se puede setear un master password para gue no

—~

Joes
File Tools
Connect To: |192.168.88.1 Keep Password
Login: [Guille | Open In New Window
Password;
Add/Set Connect To RoMON Connect
Managed ’ Neighbors
-~ Master Password Flr al | ¥
Password: ‘ oK

Address s User Session Group RoMON Agent Now




MUM Accesos desde The DUDE

v Muchos descuidan el acceso al software The DUDE. Si el mismo
corre en una |P publica y estd con las credenciales por defecto,

faciimente se puede acceder a el y tomar el control de los equipos
que este administrando.

@ Preferencias || @ Servidor Local Ayuda SONGRU ISTANCEYY IRELESS LINKS => g

Servidor: |200.2DU.200.1 Conectar
Modo: ¢ plain * seguro
Puerto: |2211

MNombre de usuario: |admin
Contrasefia: ||
al={etul(n na

Direccion /' Nombre de usuario |

Guadar

Elirinar

—
N
\




Herramientas Usadas

Profile (Running)

MName Usage
idle 76,5 e
winbox 6.5 1
management 4,5 |
networking 3.0 |
Firewall 2.0 |
PPP 2.0 |
dns 1.5 |
queuing 1.5 |
ethernet 1.0 |
unclassified 1.0 |
logaging 0.5 |
bridging 0.0
flash 0.0
graphing 0.0
[2tp 0.0
pzp-matcher 0.0
profiling 0.0
routing 0.0
ssl 0.0
traffic-accounting 0.0

e i e I

Octf30/2015 15:27:05
Octj30/2015 15:44:18
Octf30/2015 15:47:11

e ¥

Memory
memory
memory

Torch (Running)

— Basic

~ Filters

Interface: |wan

Src. Address: |0.0.0.0/0

3]

Start

Entry Timeout: |00:00:03

Dst, Address: |0.0.0.0/0

~ Collect

Stop

Src. Address
Dst. Address
MAC Protocol
Protocol
DSCP

Src. Addressé: |: 0

Close

Src. Addressé

Dst, Addressé: | 0

MNew Window

Dst. Addressé

Port MAC Protocol: |al

YLAN Id Protacol: |any

Pork: |any

YLAM Id: |any

DSCP: |any

[«] [«] [¢] [¢] [«]

Eth. ...|Pro... |Src,

YLAN Id TxRate |RxRate ©

Tx Pack...

Rx Pack...

800 ... 6(t...

154.107.141,20:9037

2.6 kbps 148.5 k...

806 ...
800 ...
800 ...
4(8...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ... 17 ...
800 ... 6it...

47
6 (k...

192.168.0.1
192.168.0.1

2 {i...
2 {i...
17 ...
17 ...

47
1 (...
6 (k...
6 (...

179.60.254.46
5.8.8.8

187.189.147.70
64.233.186.,125:5222

8.8.4.4:53 (dns)
190.104.143.50:1701 {12tp)

190.0.22.98:51241
190.0.22.98:51893
64.233.186.189:443 (htt...
179.41.15.50:44292

14

0bps 39.8 kbps
1760 bps 5.7 kbps
5.8kbps 5.4 kbps
Obps 1856 bps
0bps 1440bps
Obps 1440bps
648 bps 1176 bps
928 bps 976 bps
496 bps 976 bps
944 bps 944 bps
592 bps 624 bps
592 bps 624 bps
528 bps 600 bps
1184 bps 592 bps

45
45
153373
11701 (12tp)

3 (https)
3 (https)
153224

:3 (pptp)

PR = = = = = N = 000 =N O

0
(i)

e e e = NN = N O

191 items

S Y SNy s

sysktem, error, critical
system, info, account
system, info, account

|Tota| Tx: 28.0 kbps

Total Rx: 222.0kbps | Total Tx Packet: 50

Wl It IR Sl igs Wy i

login Failure for user admin from 192.168.88.179 via winbox
user admin logged out from 192,168,10.4 via winbox
user admin logged in from 192,168.10.4 via winbox

Total Rx Packet: 152
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;Preguntas!?

MUCHAS GRACIAS!

Guillermo Nonino
MKE Solutions
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