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« EXperiencias en auditorias informaticas

 La gran falencia de conocimientos del
area de los encargados de la seguridad
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« No generan nuevas tecnicas de defensa ofensivay
ataque persistente

swipe: —# nmap -1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-02-11_12:51k ART
Pre-scan script results:
| broadcast-dhcp-discover:
IP Offered: 192.168.206.135
Server Identifier: 192.168.206.254
Subnet Mask: 255.255.255.0
Router: 192.168.206.2
Domain Name Server: 192.168.206.2
Domain MName: localdomain
Broadcast Address: 192.168.206.255
.= NetBIOS Name Server: 192.168.206.2
broadcast-eigrp-discovery:
_ ERROR: Couldn't get an A.S value.
broadcast-igmp-discovery:
192.168.206.1
Interface: etho
version: 2
Group: 224.0.0.252
Description: Link-local Multicast Name Resolution (rfca479s5)
192.168.206.1
Interface: etho
Version: 2
Group: 239.255.255.250
Description: Organization-Local Scope (rfc23e
[= Use the newtargets script-arg to add the resu as targets
broadcast-listener: ! W 4
ether
ARP Request :
sender 1ip sender mac target ip}
192.168.206. 2 QBR: S50: S6:FE:-1A: 192.168.206. 13%
192.168.206.133 Q0: 0C: 29: FA A 192.168.206_ 2
udp ———
Netbios
Query
ip
192.168.206.1
192.168.206.1
192.168.206.1
DHCP
srv 1ip cli ip mask W dns vendor
192.168. 206. 254 192.168.206.135 255.-255..255.0 S92.168.206. 2 192.168.206. 2 -
broadcast-netbios-master-browser:




iRegla de firewall o lista negra!

Firewall

$r 0 (] e i 0 (=] [v JE
.h-ﬂv ';M ‘:o "N m (] ulhu:“no*;|*" :]B
BV i AN lee et __| Y
vl R — D @ YouTube-BL 118.98.30.54 10:26:02 +
.:.’.‘.'.....,' A ! D oYuTubeBL 11838300 10:2621
P~ o R A D oYuTubeBL 118383029 102800
T e vy W W D oYouTubeBl  [VA12520113 102934
[ i TR VR D oYouTuheBl 1189811154 10:30:40 W
Trminr? sy i g D oYouTubeBL 118983045 10:425 i
y oy AT B iy D oYouTubeBl 1189811134 103721
o~y e D oYouTubeBl 7412513093 10454
s D oYouTbeBl 11881114 104642
SR s D oYuTedl 17319433183 105035
whves D oYouTubeBl 11898304 10:50:48
walmted " D oYouTuheBl 74125130190 105707
i ) D oYouTuheBl 2165821067 105727
D oYouTbeBL 1992779143 110202
D oYouTubeBl 74125200101 10233
D oYouTubeBl 118983035 1.06:15 -
N YouTuhe-Rl 74125130136 11:09:70
191 tems




24246 KB 41118

23653 KB 23252

0B 0
etherl-.. 161258 28578 |
.. forward 16805 MiB 22876 234
forward 36KB 273
forward 842K8

(8 2ems (1 selected)



B (Aton Chan St Address Dst Address Proto.. S Pot Dst Pot |bn.inter. Out it Comnection State Bytes  Packets | b
... special dummy rule to show fastirack counters .
00 ofacc. foward 08 0
. IN - Permitr conexdones establecidas y relacionadas

1 facc. mput estabished related 24 3KB 200
. IN - Rechazar conexsones invaldas

2 Rdop nput nvald 150K8 46
o IN - Detectary descartar escaneo de pusros

3 Rdop rput 6 bep) 08 0
o0 IN - Supeme DoS

4 olapt ot 6 4cp) 08 0
i IN - Detectar DoS

5 otadd. nput 64¢p) 08 0
.. IN - Sako a chan ICMP

6 Mmump oot 1. 08 0
. IN - Denegar DNS por la wan

7 Rdop nput 64cp) 5 wian! 08 0
8 NRdop oot 174 5 wian1 08 0
i IN - Winbox

5  fecc. npot 64cp) 8291 28 2
.. IN - Permit PPTP

10 fecc. oot 64¢p) 173 08 0
N ece. it i7g. 08 0
o IN - IPs permitidas Administrar Router

12 ofece. ot 15913K8  196%0 -
o IN - Descatar todo o demas

13 Xdow nput 196K 5781
4 facc. ICMP 16.. 08 0
15  ofacc. ICMP 1. 08 0
16 ofacc. CMP k.. 08 0
17 e CMP 0




Lo basico se vuelve complejo

) admin@192.168.22.2 (MikroTik) - WinBox v6.42.6 on hAP (mipsbe) - v— ol
Session Settings Dashboard 3
| Safe Mode | Session:[192.168.22.2 Memory{39.8 MiB CPU/d% Time{11:20:45 M (3
A& Quick Set fireless Tab = [=]|E3
terface <wlan2: X b
7 CAPsMAN WiFi Interfacq | ‘ ‘ ‘ lichanas]
General Wireless | WDS  Status  Traffic
8 Interfaces EIE] [ . : || Wireless Sniffer ” Wireless Snooper | Find
I Wircless [Name etp/s)  |RxPacketp/s) |FP Tx |+
@5 Bridge R bwlan Find 1 0 Obps
2 PPP 5 1 ete Mas_[Name  /[Pot _|Available From [Certficate 155 . : L
S5 G X | @ api 8728 I
= v Sed|X @ apiss! 8725 none
°13 Mesh X @ftp 21
— 5 X @ssh 22
‘%‘ > X | @ telnet 23
<’ MPLS P W @ winbox 8291
Routi P X @ waw 80
” X @ www-ssl 443 none
o0 System I
’ Queues Default
Files I Default Cli
= .
H Log 2 items out of
M Radius
K Tools r Sitems
New Teminal
¥ MetaROUTER > [
B 3
? E .h.ilh..b.h..ll
| J Make Supout rif 7| sl
& WManual 0items
@ New WinBox ~ [TOTems OO OT| enabled nnning slave running ap
B et
[l T Packet: 6p/s —t : — ! ! ! !
B Rx Packet: 8p/s bt e f f i m
| FLAL A
enabled running I a link ok
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Conclusiones
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Recomendaciones

« Suscribirse a los boletines de MIKROTIK

« Mantener actualizada la ultima version se
router os
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