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Bejuca Consulting

Consultora de Sistemas de Informacion
Centro de Entrenamiento Mikrotik

Experiencia desde el 2008 en Infraestructuras de
Sistemas de Informacion

Networking-Cloud Computing-Servicios
Empresariales

www.bejuca.com.ar

informes@bejuca.com.ar

[=] o [

[=]



http://www.bejuca.com.ar
mailto:informes@bejuca.com.ar

Nubes
Privadas con
Mikrotik



Nube

Marco Conceptual



¢¢

Computacion en la nube (Cloud
Computing) es un paradigma que
permite ofrecer servicios de
computacion a través de una red.

Wikipedia



Computacién en la Nube
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Tipos de Nubes

Publicas
Privadas
Mixtas

Customer Managed

|

[

Private/
Internal

Public/
External

The Cloud

On Premises / Intemal

CIOUd CompUting Types CC-BY-SA 3.0by Sam Johnston

Enterprise IT
(legacy IT)

Applications

Databases
Operating Systems
Virtualization
Servers

Storage

Data Centers

Customer Managed

Infrastructure
(as a Service)

Applications

Security

Databases

Operating Systems

Virtualization

Servers
Storage
Networking

Data Centers

Customer Managed

pabeuey Japiroid
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Off Premises / Third Party

Platform
(as a Service)

Applications
Security
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Operating Systems
Virtualization
Servers
Storage
Networking

Data Centers
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Software
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Es una tecnologia que permite el
agregado de multiples interfaces
similares en un solo enlace virtual,
obteniendo mayores tasas de
transferencia de datos y
proporcionando conmutacion por
error Wiki Mikrotik
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Bonding

Link
JFagregation

Switch Jf/_\'n =
Switch II"u"I HIC- 2

Fort-2
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Ethernet Bonding

El controlador bonding, esta incluido en practicamente todas las
distribuciones de GNU/Linux, el cual permite sumar las capacidades de

varias interfaces fisicas de red con objeto de crear una interfaz logica.

e |
' etho : N
|
ethl !
' -
| &

bond0 = eth0, ethl i

—
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ethO

Bonding: Modos

|
|
|
|
4 eth1 !
|
|
I

bond0

© Modo 0 - balance-rr I

Utiliza el método Round-Robin entre las tarjetas de red que forman el
enlace. Es decir, transmite los paquetes en orden secuencial desde la
primera tarjeta esclava hasta la ultima, y entonces vuelve a empezar por la
primera de nuevo. Esta opcion ofrece balanceo de carga y tolerancia a
fallos. Todas las transmisiones de datos son enviadas y recibidas de forma
secuencial en cada interfaz esclava del arreglo empezando con la primera
que esté disponible. Es la politica predeterminada del controlador y la que

funciona para la mayoria de los casos.
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Bonding: Modos etho | ?6%
ethl !
—

ST

© Modo | - active-backup

Solo una de las tarjetas esclavas esta activa la otra esta pasiva. Si la tarjeta
activa falla, otra tarjeta se vuelve activa y recibe el trafico. Esta opcion

ofrece tolerancia a fallos.
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ethO

|
|

I |

I .

<4 ethl ! -

—
| .

| |

. _ bond0

Bonding: Modos

© Modo 2 - balance-xor

Se aplica una politica XOR basada en direccion MAC origen XOR
direccion MAC destino. De esta forma se selecciona la misma tarjeta
esclava para cada MAC destino. Esta opcion ofrece balanceo de carga y
tolerancia a fallos. Es decir un conjunto de clientes a una MAC y otro

conjunto a otra MAC.
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Bonding: Modos Cjetno ?ﬁ%
ethl ! :
—t

© Modo 3 - broadcast - —

Se retransmiten todos los paquetes a todas las tarjetas esclavas. Esta
opcion ofrece tolerancia a fallos. Y se puede utilizar cuando nodos se tiene

conexion redundante a dos switch que utilizan ISL (Inter Switch Link)
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LN
ethO D

Bonding: Modos

|
|
|
| |
' eth1 !
|
|
|

bondo

[ L

© Modo 4 - 802.ad

802.3ad (Dynamic link aggregation), permite agregar varios enlaces para
conseguir un mayor ancho de banda. En el trafico entrante y saliente.
Todos los enlaces deben tener la misma velocidad y ancho de banda. Es
necesario equipamiento de red que soporte 802.3ad. En redes esto se
conoce como Port Trunking y en Cisco como EtherChannel. Se debe
configurar manualmente los puertos de switch de red utilizadas por cada

interfaz para funcionar correctamente.
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ethO

|
|

I |

\ |

<4 ethl ! -

—
| .

| |

. _ bond0

© Modo 5 - balance-tbl g

Bonding: Modos

balance-tlb: El trafico saliente se distribuye segun la carga de trabajo en
cada tarjeta esclava. Balancea la carga de transmision entre los esclavos
dependiendo de la velocidad de estos y de la carga total. El trafico es

recibido por un esclavo, en caso de fallar otro esclavo toma su MAC y

continua recibiendo trafico.
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Bonding: Modos

[LT

© Modo 6 - balance-alb

Incluye el balanceo del trafico saliente (modo 5) mas el balanceo del
trafico entrante. realiza el balanceo anterior ademas de un balanceo
también en la recepcion. Para el balanceo del trafico recibido se utiliza
negociacion ARP. Este método debe modificar las MAC de los esclavos
estando las tarjetas activas, esto debe estar soportado por el driver para

poder usar este método
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Caso de Estudio

Mikrotik + Proxmox
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Lograr fortalecer el uso del
bonding en dos aspectos criticos
en la implementacion de una nube
privada como lo son:

Alta Disponibilidad y el maximo
Throughput
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Caso de Estudio: Lo que buscamos

Mikrotik

Bonding

Proxmox JUPETE . -

Alta
Disponibilidad

Throughput
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Caso de Estudio: Equipamiento

v

Proxmox VE 5.2 (iso release 1) - http://wum. proxmox. com/

K PROXMOX

Welcome to Proxmox Virtual Environment

Install Proxmox VE

Install Proxmox VE (Debug mode)
Rescue Boot

Test memory
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Mikrotik

Caso de Estudio; Proxmox

>
-— Router

— 7
o T Router o

192.168.200.1 192.168.200.1

192.168.200.2

’ switch

192.168.200.2

’ Switch

= &
Proxmox 1 ?I ?I Proxmox 2 Proxmox 1 - - Proxmox 2
— — — —

Nube Privada

Nube Privada Servidores
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Proxmox

3¢ Proxmox - powerful open-so

X

2 ¢Nueva pestaia

&« c @

Home Virtualization Email Security Downloads Training Partners News About us

Proxmox VE 5.2 released! ==

Remove complexity. Increase elasticity. With the new :
version of the complete open-source platform for :
enterprise virtualization e
=

Proxmox Virtual Environment Proxmox Mail Gateway

platform
r-in web

Abolst Proxmox Ml Gateway
- TR 2 I~

6:43 p. m, D
Us 371172018
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Proxmox: Download

3 Download Proxmox software, © X

<_ e Q D AL proxmaox.comy
Home Virtualization Email Security Downloads Training Partners News About us

Downloads

Download Proxmox software, datasheets and documentation

Proxmox Virtual Environment ( Proxmox Mail Gateway (

Download Proxmox softvre, datasheets and documentation Files

Proxmox VE 5.2 ISO Installer Proxmox Mail Gateway 5.1 ISO
Installer
Version: 5.2-1 — T
@ Version: 5.1-7 @
Download

Download

Proxmox VE 5.2 ISO Installer Proxmox Mail Gateway 5.0 ISO
(BitTorrent) | Installer
— r—
Version: 5.2-1 @ Version: 5.0-12 @’
Download Download

ESP &
) ]

Us  3/1/2018
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9 CONSULTING

Configuracién: Router

@ admin@4C5E0C:DFET-ES (MikroTik) - WinBox v6.43.4 on CCR1009-86-15-15+ (tile) - o =
Session  Settings Dashboard
(| [#| | SofeMode | Sesson:[4CSENCDFETSES 1)
& Ouick Set
4 CAPIMAN Router
Intesfaces
? 2.168.200.1
1 Wireless
23 Badge
=5 PPP
== Swilch 92.168.200.2
“13 Mash Switch
A IP ¥
« MPLS r erface List
3 Rouing " | intedace |iteface st Bhemet EolP Tumel IPTumel GRE Tygpe#™TUAN VRRP Bondng LTE
o I+ —r— —_—
o  |*)=llvlx] (o] (W] osecrens (o]
Hame i | Type Actual MTU |L2ZMTU | Tx |Rx -
[ Fles Erether] £ 150 1578 Obps ] = &
Lag o Trunk | Proxmox 1 - - Proxmox 2
= R 4ether2-Tark  Ethemet 1500 1578 Obes 1] —_—r =
B Radus R 4betherd- Tark  Ethemet 1500 1578 Obps 0|
A Tocks I Gretherd Ethemnet 1500 1578 Obgs o| Nube Privada
7 HretherS Ethemet 1500 1580 Obps 1]
B dvethert Ethemet 1500 1580 Obps 0l
mwo trether? Ethemet 1500 1580 Dbps ol
€ Pos R ivetherd Ethemat 1500 1580 103.6 kbps Bk
sirsip-sfpplus]  Ethemet 1500 1580 Obps 0|
| o Make Supout of #iraip] Ethermnet 1500 1580 0 bps 0|
& Manual
@ New WinBax
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Configuracién: Router

@ admin@4C:SE0C DR BT-89 (MikroTik) - WinBox v6.43.4 on CCR1009-8G-15-15+ (tile) - o
Session  Settings Dashboard
[/ cu| | sefe Mode | Session:[ac:5E0C.DFB785) 15

Irtedace  intedace Lt  Ethemat

—irr— e/
= Imcarriles@192.168.200.1 (Router) - WinBox v6.43.4 on CCR1009-8G-15-15+ tile)
Session _Settings  Dashboard

Mo (o] [te e | sommon im0

o e

A Tocks f 4 e
B New Terminal & Swich
Lo b

& Pattion 2 wes
= Intedace Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding |LTE
[ Make Supout of P % Bt [

& Manual =::" EH_E-E”} AT Z MTU_ [ Actual MTU_[L2MTU [Tx R

@ Mew WinBaox [ tog

1tem out of 15 (1 selected)
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Configuracién: Switch

@ admin@6C:38:68:08:0C:D9 (Switch) - WinBox v6.43.4 on CRS125-24G-15 (mipsbe) T
Session _ Settings _Dashboard
0|/ x| | SofeMode | Sesson:(6C38:68.08.0CD9
75 Ouick Set
1 CAPsMAN
. intedfaces
1 Wreless

4P '

. MPLS f

% g : tedace |itedace Uit Ethemet EolP Tumel 1P Tumel GRETumel VIAN VRRP Bondng LTE

¢ System e | et N PR | BRI D (R0 64 P [ g |

oo |l [vlx] [a] [¥] [ oteariene | _ Em]
| [Neme . Type Actual MTU |12 MTU |Tx

I Fles 5 divethert) Ethemet 1500 1588

|| Log iS zdher‘IZ Ethemet 1500 1588
'S eivether13 Ethemet 1500 1588

& Racka S dvethertd Tt 1500 _J50e

X Tools F||S  dvethenS Ethemet 1500”1583
S dvetherts Ethemet 0 1588

B New Tenmndl | ajoethent? Etnemet 1500 1588

B co S mts Ethemet 1500 1588
's 19 Cthame 150 1588

#4 MetaROUTER s deane0 o 1500 1588

& Pattion S evether2] Ethemet 1500 1588

- [S  divether22 Ethemet 1500 1588 L

Lo Make Spotd || evether23 - Turk Ethemet 1500 1588 193

@ Marual - Trurk Ehemet 1500 1588 REERY
. .

@ New WinBax T 1 |
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9 CONSULTING

Configuracién: Switch

MAC Address: |00:00:00:00:00:00

ARP: [enabled I — Min, Links: [gRadcast
ARP Timeout: | |+ Do Dk [0
e I~ Up Delay: [0
LACP Rate: 30s
@ Imcarriles ®192.168.200.1 (Router) - WinBox v6.43.4 on CCR1009-8G-15-15:+ (tle)

Session _Settings _ Dashboard

(6 [c] [ e et | sowson 2082801

A Ouick Set

23 Brdge itefoce <Bondeg Router Swich
General Bondng | Status | Trafic
Seves: ERFETENNN ¢ | -

Isie

o tedace | teface Lt Bhemet EolP Tumnel | IP Tunnel | GRE Tumel | VLAN VAR Bonding | LTE
som.  |HEI ] a Toran o oy e 23
Min. Lnks: [0

Down Delay: [0

Up Delay: [0 m
0

LACP Rate: 15 I

Mil terval: (100 |ms

| Tem out of 15 (1 skected)
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Configuracién: Switch

@ admin@EC:38:6E:0B:0C:09 (Switch) - WinBox v6.43.4 on CR5125-24G-15 (mipshe) - n] P
Session  Settings Dashboard
(|| x| | SofeMode | Session:6C38.68.08.0C.D8 [T

& Chick St
L CAPaMAN
| Intedaces
I Wircless
&1 Bidge
=% PPP
== Switch f
¢-l= H
i 1P

#][=] [2][ [ally

<’ MPLS [ibestace |+
& Routing . Bnmhg Fh.ur Sniuh
. Wledace  Intedace Lst  Bhemet  EolP Tunnel 1921682002 1521682000  Bondng - Rou

o [FECla ][

I Fles & 4 Bundng - ke - Swach Baneig
|| Log

B Radus

3 Tooks r
B New Termnal

L Te] Taem
¥4 MetaROUTER
&5 Partition

|4 Make Supout of
@ Ml

@ New WinBax * ] *
o 31
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Configuracién: Proxmox

3 nodof - Proxmox Virtual Enviror X =

< C' A Noesseguro | https;//192.168.201.9:8006/#v1:0:18:4:

Proxmox VE Login
User name: ||
Password:

Realm: Linux PAM standard authentication

Language: English

P—
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Configuracién: Proxmox

3K nodot - Proxmox Virtual Enviror: X 4+
< C A Noesseguro | hitps;//192.168.201.9:8006/#v1:0:=node%2Fnodo1:4:11

X PRO>XMO

Create: Linux Bond

“
Qr Name: bond1 Autostart “
o IP address: Slaves: esp0s8 esp0s9
= Subnet mask: Mode: balance-

2 Gateway:

U Firewal IPv6 address: Comment:

Prefix length:

Gateway:
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& Reciente - Google X

& C' A Noesseguro | https;//192.168.201.9:8006/#v1:0:=node

xPRﬂXMOX Virtual Environment 52-1  Search

Server View Node ‘nodot’
£ Datacenter
Package versions
B nocor Q Search
100 (Mirkotik)
101 (Mikroti) & Summary nodo (Uptime: 5 days 20:00:30)
102 (Mikrotik1) > Shel
local (nodo1) < 5yston @ CPU usage 12.76% of 2 CPU(s) © 10 dsay
[ -
ocal-vm (nodo1) = Network oad average 0.54,0.200.07
# Certificates =3 RAM usage 24.42% (96338 MIB of 385 GIB)  KSM sharing
@ DNs & HD space(root) 484% (1.75GIB of 36.17 GiB) & SWAP usage
© Time
= Syslog CPU(s)
2 Updates Kernel Version
PVE Manager Version
0 Firewall
& Disks
® Ceph CPU usage
1 Replication 5+
4
T  Cluster log
Start Time End Time Node User name Deseription
Nov 09 10:16:38 Nov 09 10:16:40 nodot root@pam VMICT 101 - Cansole:
Nov 09 10:16:47 Nov 09 10:16:37 nodot foot@pam VMICT 101 - Console
Nov 09 10:16:12 Nov 09 10:16:14 nodo1 root@pam VM 102 - Start
Nov 09 10:16:11 Nov 09 10:16:15 nodot foot@pam VM 1071 - Start
Nov 09 10:16:02 Nov 09 10:16:04. nodo1 root@pam VMICT 101 - Console

Configuracién: Proxmox

MUM Buenos Aire. X | G Throughput -Busc X | W Throughput -Wik X | Bk Traductor de Goor X

nodo1:4:5:::5

# Fotos-Google Fo' X | [} IMG20170721.18 X

You are logged in as ool@pam’ & & Documentaton © Create CT || @ Logout

Linux 4.15.17-1-pve #1 SMP PVE 4.15.17-9 (Wed, 9 May 2018 13:31:43 +0200)

X nodot -Prosmex X+ - x

b =

D Restat O Shutdown  >_ Shell i Bulk Actions @ Help

Hour (average)

Internet

Router
062%
168.200.1

0B
0.00% (0 B of 4.00 GiB)

2% Dual-Core AMD Opteron(tm) Processor 1210 (1 Socket)

pve-manager/5.2-1/0fcd 7879 168.200.2

Switch

Error: Failed to run
OK
OK
OK

Error: Failed 10 rn vneproxy.
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Configuracién: Proxmox

3 nodo - Proxmosx Virtual Enviro:

& C A Noesseguro

x

xﬂﬂﬂxmx Virtual Environment 52-1  Search

Server View

== Datacenter
[ nodot
100 (Mirkotik)
101 (Mikrotik)
102 (Mikrotik1)
£ (] local (nodo1)
=] local-lvm (nodoy

Cluster log

Nade 'nodot"

Q Search

& summary

>~ Shel

& System
= Network
* Cerliiicates
@ DNS
@ Time
= Syslog

£ Updates

U Firewall

S Disks

@ Ceph

3 Replication

Start Time | End Time Node
Nov 04 04:04:35 Nov 04 04:05:13 nodo1
Nov 03 20:37:46 Nov 03 20:37:46 nodo1
Nov 03 20:36:48 Nov 03 20:36:49 nodo1
Nov 03 20:33:26 Nov 03 20:33:27 nodot
Nov 03 20:31:31 Nov 03 20:31:32 nado1

Creale

Name
bond0
enpls8
enpls9
vmbr0

Revert | Edit
Type
Linux Bond

Network Device
Network Device
Linux Bridge

User name

root@pam
root@pam
root@pam
root@pam
root@pam

hittpsi//192.168.201.9:8006/#v1:0:= node%2Fnodo1:4:11

Remove
Active Autostart
Yes Yes
Yes No
Yes No
Yes Yos
Description
Update package database

Stop ail VMs and Containers
VMICT 100 - Cansole
WMICT 100 - Cansole

WM 100 - Configure

oo
Yout godin s Tok@san B e
"D Restat () Shutdown >_ Shell i Bulk Actions. © Help
VLAN a IP address Subnet mask Gateway Comment
No enp0s& enp0sd Bonding
No
No
No bond0 192.168.201.9 255.255.255.0 192.168.201.1

_ x ternet
v

Status
Error: command 'apt-getupd...
oK

Error: Failed to run vncproxy.

Error: Failed to run ncproxy.

oK

35



Algunos resultados

olmcamles@192.168.202.254 {Switch) - WinBox v6.43.4 on CRS125-24G-15 (mipsbe)
Session Seftings Dashboard

Safe Mode | Session:|192.168.202.254|

Hﬂ'ﬁw‘hﬂmlﬂ Ethemet  EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

[=] [#][%] [©] [¥] [ oect vtomet |

Name: | Type

#rether7 - Nodo1
#l¥etherd - Nodo1
l¥etherd - Nodo 1 - Vitualizacion

Actual MTU |L2MTU | Tx 7 Rx Packet fp/s) — rr ix

name:
rx-packets-per-second:
rx-bits-per-second:
fp-rx-packets-per-second:
fp-rx-bits-per-second:
rx-drops-per-second:
TX-errors-per-second:
tx-packets-per-second:
tx-bits-per-second:
fp-tx-packets-per-second:

34items (1 selected)

fp-tx-bits-per-second:
tx-drops-per-second:
tx-queue-drops-per-second:
tx-errors-per-second:

E- [0 quit|D dump|C-z pause]

Bejuca
CONSULTING
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Algunos resultados

o Imcarriles@®192.168.202.254 (Switch) - WinBox ¥6.43.4 on CR$125-24G-15 (mipsbe) - x
Session  Settings D
Safe Mode | Session:|192.168.202.254) =

Hﬂ‘fw!h'ﬂnm Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

[#|(=] [ [z] (2] [ [ ootect tema

| Actual MTU [L2ZMTU [Tx /s) |RxPacket p/s) FP Tx
1500 1588 ) 180 982

48

&5

Howmo

0
6
0
7

1

4-tbridge
4-tbridge-Wan30.
+-tbridge-Wan30.
divether]
divether?
divetherd
dibetherd
divethers
Alvetherb
RS divether7 - Nodol
RS 4lvetherd - Nodo1
S 4jvetherd - Nodo .
34 items

I sy

tx-queue-drops-per-second:
tx-errors-per-second:
2- [0 quit|D dumpl|C-z pause]
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Wiki Mikrotik - https://wiki.mikrotik.com/wiki/Manual:Interface/Bonding

Wiki - https://en.wikipedia.org/wiki/Link aggregation

Mikrotik - Proxmox -

https://wiki.mikrotik.com/wiki/Manual:CHR ProxMox installation

Bonding HA and HT - MUM 2006 Dallas

https://wiki.mikrotik.com/images/f/f7/X|-Bondingv01.2006.pdf

Proxmox - WWW.proxmox.com

Mikrotik - www.mikrotik.com
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Gracias!

Alguna pregunta?

Me pueden encontrar como:

@Imcarriles

Skype:
lmcarri

mcarriles
es@bejuca.com.ar

Imcarri

les@gmail.com

+543816047152

Bejucac

@ @bejucac

@ +54 381 5326666
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