Utilizando Layer?7

Para Filter y QoS
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Objetivo de esta presentacion

e Poder detectar y marcar trafico en base al contenido de
alguno de los pagquetes de una conexion.

e Aplicar reglas de Filter.
e Aplicar politicas de

e En esta presentacion se daran ejemplos con sitios web.
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Agenda

e Layer7 en accidén
o Deteccion con Layer7
o Ejemplos con Filter y QoS

e Introduccion

e Comunicacion con un sitio web
Comunicacion DNS
Comunicaciéon HTTP
Comunicacion HTTPs
Comunicacion QUIC

e Consideraciones especiales
o Compatibilidad con IPv6
o DNS gestionado
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Introduccion

Algunos mitos y verdades:

“Layer7 no funciona con trdfico HTTPs”
Cierto, aunque de todos modos algo puede hacerse.

“Layer7 no funciona con servicios de Google”
Falso, el problema viene de asociado al protocolo QUIC.

“Layer7 me carga mucho el CPU”
Cierto, pero bien configurado podemos evitar el problema.
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Comunicacion con un sitio Web

e Para conocer como funcionan estas comunicaciones utilizamos Wireshark:

A ik - 3
Ele Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 20 IBRB] e Qaan
(W Tkooly > -] Expression..  +
o Toe soree Sestrton P p——— =p

760 20.475038 192.168.0.15  13.107.136.254 TLS.. 396 Application Data

761 20.475051 190.111.195.2.. 192.168.0.15 TCP 154 52211 » 19025 [PSH, ACK] Seq=16227 Ack=686 Win=1353 Len=100
762 20.480384 192.168.0.15 190.111.195.2.. TCP 54 19033 > 11940 [ACK] Seq=6924 Ack=36387 Win=2129 Len=0

763 20.481549 192.168.0.15 190.111.195.2.. TCP 14119033 > 11940 [PSH, ACK] Seq=6924 Ack=36387 Win=2129 Len=87
764 20.515260 192.168.0.15 190.111.195.2.. TCP 54 19025 » 52211 [ACK] Seq=686 Ack=16327 Win=1284 Len=0

765 20.517235 13.107.136.254 192.168.0.15 60 443 > 19471 [ACK] Seq=5735 Ack=334 Win=262400 Len=0

U ).5172 .107.136.254 192.168.0.15 T [TCP Dup ACK 765#1] 443 > 19 [ACK] > ck=334 Win=262 Ethernet II, Src: Technico of:6f:24 (48:f7:ce:0f:6f:24), Dst: IntelCor_82:11:5d (cc:2f:71:82:11:5d) =
767 20.517596 13.107.136.254 192.168.0.15 TCP 60 443 > 19471 [ACK] Seq=5735 Ack=763 Win=261888 Len=0 Internet Protocol Version 4, Src: 13.107.136.254, Dst: 192.168.0.15

768 20.518021 13.107.136.254 192.168.0.15  TLS.. 105 Change Cipher Spec, Encrypted Handshake Message Transmission Control Protocol, Src Port: 443, Dst Port: 19471, Seq: 6619, Ack: 883, Len: 38

769 20.518021 13.107.136.254 192.168.0.15  TLS.. 123 Application Data

770 20.518050 192.168.0.15 13.107.136.254 TCP 54 19471 > 443 [ACK] Seq=763 Ack=5855 Win=261888 Len=0
771 20.518556 192.168.0.15  13.107.136.254 TLS.. 92 Application Data

772 20.519411 13.107.136.254 192.168.0.15 TLS. 580 Appli(ation Data, Appli(ation Data

M Wireshark . Packet 781 . wireshark_241E1FC9-8C69-49C2-8670-6776C5735978_20181116062308_a20468 = a X

v Secure Sockets Layer
v TLSv1.2 Record Layer: Application Data Protocol: http2
Content Type: Application Data (23)
Version: TLS 1.2 (@x0303)

773 20.519412 13.107.136.254 192.168.0.15 TLS.. 92 Application Data Length: 33
774 20.519445 192.168.0.15  13.107.136.254 TCP 5419471 > 443 [ACK] Seq=801 Ack=6419 Win=261376 Len=0 Encrypted Application Data: 0000000000000006f4ffbs7daae3919casbb3eosaecisefs. ..
775 20.523341 192.168.0.15 13.107.136.254 TLS.. 136 Application Data 2

776 20.528657 190.111.195.2.. 192.168.0.15
777 20.560189 13.107.136.254 192.168

6011940 > 19033 [ACK] Seq=36387 Ack=7011 Win=6413 Len=0
60 443 > 19471 [ACK] Se

cc 2f 71 82 11 5d 48 f7 co of 6f 24 08 00 45 00  ./q..]H. ..0%..E.
00 4e 67 d8 40 00 72 @6 49 bl od 6b 88 fe co a8  .Ng.@.r. I..k....

) 00 of 01 bb 4c Of 4a d7 cd e0 52 ¢3 2c 91 50 18  ....L.J. ..R.,.P.
779 20.566077 13.107.136.254 192.168.0.15 60 443 > 19471 [ACK] Se 03 ff b5 9d @@ 60 17 @3 03 00 21 00 00 00 00 00
780 20.568035 13.107.136.254 192.168.0.15  TLS.. 254 Application Data 10 00 00 06 fa ff bg 7d aa e3 91 9c a5 bb 3e 95 ae
781 20.568036 13.107.136.254 192.168.0.15 TLS.. 92 Application Data 4 €1 5e f6 44 25 20 4d e9 74 9e 89 47

782 20.568100 192.168.0.15 13.107.136.254 TCP 5419471 > 443 [ACK] Seq=883 Ack=6657 Win=261120 Len=0

783 20.581068 192.168.0.15 190.111.195.2.. TCP 157 19033 > 11940 [PSH, ACK] Seq=7011 Ack=36387 Win=2129 Len=103

784 20.581259 192.168.0.15 200.49.130.52 DNS 73 Standard query @xab75 A fp.msedge.net

785 20.598770 200.49.130.52 192.168.0.15 DNS 140 Standard query response @xab75 A fp.msedge.net CNAME 1.perf.msedge.net CNAME a-0019.a-msed
786 20.600199 190.111.195.2.. 192.168.0.15 TCP 60 11940 > 19033 [ACK] Seq=36387 Ack=7114 Win=6413 Len=0

787 20.625833 190.111.195.2.. 192.168.0.15 TCP 237 11940 > 19033 [PSH, ACK] Seq=36387 Ack=7114 Win=6413 Len=183 No.: 781 - Times 20.568036 - Source: 13.107.136.254 - Destination: 192.168.0.15 * Protocol: TLSv1.2  Length: 92 - Info: Appication Data.
788 20.626356 192.168.0.15 204.79.197.222 TCP 66 19472 > 443 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK_PERM=1 Ayuda
789 20.663938 204.79.197.222 192.168.0.15 TCP 66 443 > 19472 [SYN, ACK] Seq=0 Ack=1 Win=t e

790 20.664038 192.168.0.15 204.79.197.222 TCP 54 19472 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

791 20.664360 192.168.0.15 204.79.197.222 TLS.. 288 Client Hello

792 20.669466 192.168.0.15 190.111.195.2.. TCP 54 19033 » 11940 [ACK] Seq=7114 Ack=36570 Win=2128 Len=0

793 20.690958 190.111.195.2.. 192.168.0.15 TCP 239 52211 » 19025 [PSH, ACK] Seq=16327 Ack=686 Win=1353 Len=185

794 20.702988 204.79.197.222 192.168.0.15  TCP 60 443 > 19472 [ACK] Seq=1 Ack=235 Win=262400 Len=0 |
795 20.705940 204.79.197.222 192.168.0.15 TCP  15.. 443 > 19472 [ACK] Seq=1 Ack=235 Win=262400 Len=1460 [TCP segment of a reassembled PDU]
796 20.705973 192.168.0.15  204.79.197.222 TCP 5419472 > 443 [ACK] Seq=235 Ack=1461 Win=262144 Len=0 o
(O 7 wireshark_241E IFC9-8C69-49C2-8670-6776C5735978_20181116062308_a20463 Packets: 974 - Displayed: 974 (100.0%) Profie: Defauit
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1) Consulta DNS
(UDP 53)

c O

& https;//www.facebook.com

facebook
2) Conexiéon HTTP/HTTPs
(TCP 80 o TCP 443)

Correo electronico o teléfono  Contrasefia

Facebook te ayuda a comunicarte y compartir

con las personas que forman parte de tu vida.

Abre una cuenta
Es gratis y lo sera siempre.
0 S §
G =i Ty E \
¢ [’}
Q 2 £
ity |

Fecha de nacimiento

= ¥ | &Por qué tengo que indicar mi
15 v 1993 fecha de nacimiento?
Mujer Hombre
Al hacer clic en "Regisiarte”, aceptas nuesiras Condiciones, Ia
ica de datos y Ia Poltca de cookies. Es posiie que te
s nofificaciones por SMS, que puedes desaclivar
do quieras.
Registrarte
Crea una pagina para un personaje piiblico, un grupo de misica v
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Comunicacion con un sitio We

e Sitio de Google Inc. desde Chrome

1) Consulta DNS
(UDP 53) e

= EBYoulube ™ Buscar a -

» YouTube x +

A Inicio

Musica lati icana: Tema videos

&  Tendencias

2) Conexion QUIC & s

LO MEJOR DE YOUTUBE

vevo

@ wusica Las Pastillas Del Abuelo - Lali - Sin Querer Queriendo Daddy Yankee & Anuel AA-  Paulo Londra - Adany Eva
Ojos De Dragén! (Official Video) ft. Mau y... Adictiva (Video Oficial) (Official Video)
O @ oeportes - Lali 4 Da Londra @
©  videojuegos i i . . -
Q reliculas
USCRIBIRSE 153
© oticias
Q@ enivo
@ videoenasor

Explorar canales Cuando los Chinos Te dejan tradduccion a espaiiol latino Lo hizo llorar de la risa! Vox Pop: una banda sin

con la Boca Abierta Donald Trump, nuevo... instrumentos que sorprendi..

° a eltrece @

Accede ahora para ver tus
canale:
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Comunicacion DNS

M tis.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AE 2@ RE e 5 EQRAQAHE

[ [ (ip.addr eq 192. 168.0. 15 and ip.addr eq 200.49. 130.52) and (udp.port eq 60050 and udp.port eq 53)

No. Time Source Destination Protocol _Length Info

= | 992.710199 192.168.0.15 200.49.130.52 DNS 76 Standard query 0x5f16 A www.facebook.com |

< 100 2.723851 200.49.130.52 192.168.0.15 DNS 121 Standared _auerv reocgnongoe OvSf16 A wnang facobaolk com CMAME ctor_mini ci10r facohaok com A 157 240 12 25
M Wireshark - Packet 99 - tis - [m} X

» Frame 99: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface @

» Ethernet II, Src: IntelCor_82:11:5d (cc:2f:71:82:11:5d), Dst: Technico of:6f:24 (48:f7:ce:0f:6f:24)
Internet Protocol Version 4, Src: 192.168.0.15, Dst: 200.49.130.52

» User Datagram Protocol, Src Port: 60050, Dst Port: 53

» Domain Name System (query)

e Se puede detectary filtrar
esta consulta.

000 48 7 co of 6f 24 cc 2f 71 82 11 5d 08 00 45 00  H...0%./ q..]..E.
010 00 3e 2d Ge 00 00 80 11 02 84 cO a8 00 of c8 31
. . 0020 82 34 ea 92 00 35 00 2a b4 9e 5f 16 01 00 00 01
() NO es pOSIble reallzar . 0030 00 00 00 00 00 00 I TG EN Y

0040 SEGECTNCENERGITEE00 00 01 00 01

Bytes 54-71: Name (dhs.gry.name)

i




PROZCENTER

CENTRO DE PROFESIONALES

Comunicacion HTTP

Se puede detectar y filtrar
esta consulta.

Aca si es posible realizar

© Hypertext Transfer Protocol

M http.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
P REBQes=FLEEaaan
[ [ip.addr eq 192.168.0. 15 and ip..addr eq 185.53.178.7
No. Time Source Destination Protocol  Length Info
= 105 9.830680 192.168.0.15 185.53.178.7 TCP 66 2264 > 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK_PERM=1
i 106 9.830680 192.168.0.15 185.53.178.7 TCP 66 2265 > 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK_PERM=1
122 10.081396 185.53.178.7 192.168.0.15 TCP 66 80 > 2264 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 WS=512 SACK_PERM=1
123 10.081480 192.168.0.15 185.53.178.7 TCP 54 2264 > 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0
—+| 124 10.081664 192.168.0.15 185.53.178.7 HTTP 450 GET / HTTP/1.1 M Wireshark - Packet 124 http - o
i 126 10.088678 185.53.178.7 192.168.0.15 TCP 66 80 > 2265 [SYN, . . . .
il M L | R e e e e S
Eie S s R e R e Rk | Internet Pr;tocol Version Z, Src: 192.168.0.15, Dst: 18;.53.178.7 N
139 10.347297 192.168.0.15  185.53.178.7  TCP 54 2264 > 80 [ACK]l |, transmission Control Protocol, Src Port: 2264, Dst Port: 80, Seq: 1, Ack: 1, Len: 396
140 10 249154 19 ©2 170 7 1Q2 169 0O 105 JICD b 1 20 2264 [ackl

78 68 74 6d 6¢ 2b 78 6d 6C 2c 61 70 70 6C 69 63  xhtml+xm 1,applic
61 74 69 6f 6e 2f 78 6d 6¢ 3b 71 3d 30 2e 39 2c ation/xm 1;g=0.9,
2a 2f 2a 3b 71 3d 30 2e 38 od @a 55 70 67 72 61 */*;q=0. 8..Upgra
64 65 2d 49 6e 73 65 63 75 72 65 2d 52 65 71 75 de-Insec ure-Requ
65 73 74 73 3a 20 31 od ©a 41 63 63 65 70 74 2d ests: 1. .Accept-
45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 70 2c 20  Encoding : gzip,

64 65 66 6C 61 74 65 0d ©0a ENGEVERVSEFEVL R deflate. .[lel5eH

77 77 2e 67 61 74 69 74 61 73 2e 63 6f 6d od [F] .gatit as.com.p
44 4e 54 3a 20 31 od @a 43 6f 6e 6e 65 63 74 69 DNT: 1.. Connecti
6f 6e 3a 20 4b 65 65 70 2d 41 6¢ 69 76 65 ©d @a  on: Keep -Alive..

od 0a

01c0

Bytes 393415 Host (hp.host)

Cerrar

Ayuda
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M tispcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ [IMRABRe2EFT R EERAQAQXE

11 |ip.addr eq 192.168.0. 15 and ip.addr eq 157.240.12.35

No. Time Source Destination Protocol  Length Info

127 2.766633 192.168.0.15 157.240.12.35 TCP 54 2050 > 443 [AC

135 2.782175 192.168.0.15
136 2.782322 192.168.0.15

157.240.12.35 TCP
157.240.12.35 TLS..

54 2051 > 443 [ACK
256 Client Hello

e HTTPs es encriptado, pero antes de
establecerse utiliza ClientHello que tiene
un parametro llamado Server Name.

e Se puede detectar y filtrar
esta consulta.

e Acasies posible realizar .

M Wireshark - Packet 102 - tls

> Secure Sockets Layer

> Frame 102: 283 bytes on wire (2264 bits), 283 bytes captured (2264 bits) on interface @

> Ethernet II, Src: IntelCor_82:11:5d (cc:2f:71:82:11:5d), Dst: Technico_of:6f:24 (48:f7:ce:0f:6f:24)
> Internet Protocol Version 4, Src: 192.168.0.15, Dst: 157.240.12.35
> Transmission Control Protocol, Src Port: 2050, Dst Port: 443, Seq: @, Len: 205

0070 70 73 c1 cb 9b 63 3d ec
0080 @ 30 co 2f co 24 co 23
0090 €@ 14 c0 13 00 9d 00 9c
00ad 00 Pa 01 00 00 75 00 00

00co 05 00 05 01 00 00 00 00
00do 00 17 00 18 00 ob 00 02
00eC 04 01 05 01 02 01 04 03
00f0 06 03 00 23 00 00 00 10
0100 68 74 74 70 2f 31 2e 31
0110 00 10 03 02 01 00 ff o1

2b 00 00 26 0O 2c co
CO 28 cO 27 co @a co
00 3d 00 3c 00 35 00
00 15 00 13 00 00 10

[ M77 77 2e 66 61 63 65 62 6f 6f 6b 2e 63 6f 6d

00 0a 00 08 00 06 00
01 00 00 od 00 14 00
05 03 02 03 02 92 06
00 e 00 Oc 02 68 32
00 17 00 00 00 18 00
00 01 00

2b
09
2f
74
00

12
01
08
06

Bytes 175-190: Server Name (sslhandshake.extensions_server. name)
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Comunicacion QUIC

A wi-Fi
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

dnze IRRBE R Res=FssEaaan

(W quic

No. Time Source Destination Prohacol Lenﬂh Info

Ir- 870 8.724028 10.2.6.197 216.58.222.36 QUIC 13.. Client Hello, PKN: 1, CID: 3889700037994743500
| 871 8.724376 10.2.6.197 216.58.222.36 QUIC 423 Payload (Encrypted), PKN: 2, CID: 3889700037994743500
i 889 8.861273 172.217.30.150 10.2.6.197 QUIC 11.. Payload (Encrypted), PKN: 12544
| 8908.861273 172.217.30.150 10.2.6.197 QUIC 13.. Payload (Encrypted), PKN: 12800

| 8918.861274 172.217.30.150 10.2.6.197 QUIC 13.. Payload (Encryp
i 892 8.861275 172.217.30.150 10.2.6.197 QUIC 13.. Payload (Encryp

204 2 971275 172 217 20 150 10 2 & 1Q7 AUTC 12  Davlaad (Cncry Tag: CHLO (Client Hello)
Tag Number: 26
Padding: 0000
» Tag/value: PAD (Padding) (1=324)

M Wireshark - Packet 870 - wireshark_241E1FC9-8C69-49C2-8670-6776C5735978_20181115152437_a15604 - [m] X

PY QU'C corre Sobre UDP y es encrlptado pero Tag/value: SNI (Server Name Indication) (1=14): www.google.com
., . ! Tag/value: STK (Source Address Token) (1=54)
antes de establecerse también utiliza Tag/value: VER (Version) (1-4): Qoa3
. . 7 » Tag/value: CCS (Common Certificate Sets) (1=16)
ClientHello que tiene un parametro TAR/ATOE: NONC: (ELTSRE NDHES) (32 )
llamado Server Name (igual que TLS). LI G i 6 O S =
53 54 4b 00 88 01 00 @0 56 45 52 00 8C 01 00 00  STK..... VER.....
43 43 53 00 9c 01 00 00 4e 4f 4e 43 bc 01 00 00  CCS..... NONC. ...
° Se puede detectar y f“trar 41 45 41 44 cO 01 00 @0 55 41 49 44 f0 01 00 @0  AEAD.... UAID....
53 43 49 44 00 02 00 00 54 43 49 44 04 02 00 00  SCID.... TCID....
esta consulta. 50 44 4d 44 08 02 00 00 53 4d 48 4c OC 02 0 @0  PDMD.... SMHL....
49 43 53 4c 10 02 00 00 4e 4f 4e 50 30 02 00 @0  ICSL.... NONPO...

50 55 42 53 50 02 00 00 4d 49 44 53 54 02 00 00 PUBSP... MIDST...
53 43 4c 53 58 02 00 00 4b 45 58 53 5c 02 00 00 SCLSX... KEXS\...
¢ 58 4c 43 54 64 02 00 00 43 53 43 54 64 02 00 00 XLerd:.. GSCId-..
0fo 43 4f 50 54 68 02 00 00 43 43 52 54 78 02 00 00 COPTh... CCRTX...

e Acasies posible realizar .

No.: 870 - Time: 8.724028 - Source: 10.2.6.197 - Destination: 216.58.222.36 - Protocol: QUIC - Length: 1392 - Info: Qlent Hello, PKN: 1, CID: 3889700037954743500

i
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Ejemplo con Filter - Deteccion con Layer7

/ip firewall layer7-protocol
add name=Facebook regexp="A.+(facebook).*\$"

Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols ‘

[#|[=] =] [7] 1 [Fina ]|
;;Na,"_‘? B 7Regexp g Firewall L7 Protocol <Facebook> =] E3 N v
| @ Facebook “.+facebook)."s Name: |Facebook ' OK |

Regexp: Cancel

Apply

" +facebook).”$

Comment
Copy

Remove

: 1item (1 selected)
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Ejemplo con Filter (HTTP/HTTPs)

/ip firewall filter

add comment="Analisis TCP" \

chain=forward \

protocol=tcp \

dSt-po rt=80,443 \ Acotar la regla a conexiones TCP 80 y 443.

connectio n-bytes:O-’I 00000\ Conexiones de hasta 100k de transferencia.
action=jump jump-target=analisis_layer7 Salto a otra cadena.
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Ejemplo con Filter (HTTP/HTTPs)

/ip firewall filter

add comment="Bloquear Facebook" \
chain=analisis_layer7 \

protocol=tcp \

layer7-protocol=Facebook \ Registro Layer7.
action=reject reject-with=tcp-reset Rechazo instantdneo.
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Ejemplo con Filter (QUIC)

/ip firewall filter

add comment="Analisis UDP" \

chain=forward \

prOtOCC)l:Udp \ QUIC funciona en UDP.

dst- po rt:80,443 \ Acotar la regla a conexiones UDP 80 y 443.
connection-bytes=0-100000 \

action=jump jump-target=analisis_layer7 Salto a otra caden.
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Ejemplo con Filter (QUIC)

/ip firewall filter

add comment="Bloquear YouTube" \
chain=analisis_layer7 \

layer7-protocol=YouTube \ Registro Layer?.
action=reject reject-with=icmp-admin-prohibited

Rechazo casi instantdneo.



Ejemplo con Filter (HTTP/HTTPs/QUIC)

Problem loading page - Mozilla Firefox

@ Problem loading page

&« C @ ® htt facebook.com - O N

@ Secure Connection Failed

The connection to the server was reset while the page was loading.

« The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

o Please contact the website owners to inform them of this problem.

Try Again
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Ejemplo con QoS - Deteccion con Layer?7

/ip firewall layer7-protocol
add name=YouTube \
regexp="A.+(youtube.com |youtu.be|googlevideo.com).*\$"

O[]
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists Layer/ Protocols |

+=la 7] :
T [ Firewall L7 Protocol <YouTube> =] E3 |y ]
A T y Nome: [YouTe | [Cox ] _

‘ Regexp:

.+youtube .comiyoutu belgooglevieo.com).*$

Remove

2items (1 selected)
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Ejemplo con QoS

/ip firewall mangle

add comment="Marcar conexiones de YouTube" \
chain=forward \

connection-mark=no-mark \
layer7-protocol=YouTube \
action=mark-connection \
new-connection-mark=mc_youtube \
passthrough=yes
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Ejemplo con QoS

/ip firewall mangle

add comment="Marcar paquetes de YouTube" \
chain=forward \

connection-mark=mc_youtube \
action=mark-packet \
new-packet-mark=mc_youtube \
passthrough=no
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Ejemplo con QoS

/queue simple

add name="No Vas A Ver YouTube, No" \
target=""\

packet-marks=mc_youtube \ __ _
max-limit=1k/1k po———————— -

l;‘ fl *‘ 37‘ TE *?i ‘00 Reset Counters Hoo Reset All Counters | [ Find |
# | |Name [Target  [Upload Max Limt _|Download Max Limit|Packet Marks | Total Max Limt ... ||
0 8 YouTube 0.0.00/0 1k 1k mc_youtube

1item !0 B queued [0 packets queued
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§ PROZCENTER
Consideraciones especiales

e Para QoS por sitio web, de momento esta es la Unica técnica que
se puede utilizar sobre cierto patron de trafico*.

e Para filtrado, esta técnica es poco escalable y es recomendable
utilizar un DNS gestionado.

e EnIPv6 aun no esta disponible el comparador Layer7, pero puede
utilizarse el comparador content.



;Preguntas?
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