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Soporte IT

< Diseno, desarrollo e implementacion de soluciones.

* Incidencias puntuales.

< Soporte mensual (OutSourcing).
= Revision y Optimizacion = Asesoramiento
= Actualizacion = Soporte Prioritario

= Mantenimiento preventivo = Guardia 24x/

- Monitoreo = Implementaciones Adicionales
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MUM Introduccion y Obijetivos

Mas alla de proteger el router deshabilitando los servicios que no se

utilizan e iImplementando reglas de Firewall, tambien es necesario (?)

implementar reglas que controlen el trafico desde/hacia sus clientes.
<+ RFC2827 (BCP38).
< RFC3704: RP-Filter.

% Puertos mas comunes a proteger.

< |DS / IPS / mitigadores.

< BGP Blackholing.

% Buena comunicacion (y predisposicion) del proveedor.
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El problema...

Torch (Running)

" Ba ~Filters
Interface: | | $|  Src. Address: [0.0.0.0/0
Entry Timeout: |00:00:03 s  Dst. Address:
~ Collect Src, Addressé: |::f0
v Src. Address || Src. Addressé
Dst, Addressé: |::J0
v Dst, Address | | Dst. Addressé
E MAC pdeCd Port MAC PfOtOCd: a“
v Protocol I vLan 1d Protocol: |any
L pscp Port: |any
VYLAN Id: |any
DSCP: |any
Eth. Pro... Protocol Src. Dst. VLANId [DSCP  |TxRate |Rx Rate T |Tx Pack... Rx Pack...
800 (ip) 17 (udp) 31.76.153.223:35978 ) 127610 Obps 744 bps 0 1
800 (ip) 17 (udp) 32.19.202.196:39908 " 127147 Obps 744 bps 0 1
800 (ip) 17 (udp) 32.37.142.48:61061 " 127201 Obps 744 bps 0 1
800 (ip) 17 (udp) 31.83.117.100:17881 " 127041 Obps 664 bps 0 1
800 (ip) 17 (udp) 31.56.178.81:27634 " 127767 Obps 656 bps 0 1
800 (ip) 17 (udp) 31.102.163.139:44750 " 127558 Obps 656 bps 0 1
800 (ip) 17 (udp) 31.193.74.77:10115 " 127868 Obps 624 bps 0 1
800 (ip) 17 (udp) 31.196.149.127:19084 " 127912 Obps 624 bps 0 1
800 (ip) 17 (udp) 31.200.180.117:52663 " 127638 Obps 624 bps 0 1
800 (ip) 17 (udp) 30.211.242.93:50994 " 127398 Obps 616 bps 0 1
800 (ip) 17 (udp) 31.6.180.183:50773 " 127126 Obps 616 bps 0 1
800 (ip) 17 (udp) 31.73.198.161:17520 " 127649 Obps 616 bps 0 1
800 (ip) 17 (udp) 31.92.41.152:18751 " 127107 Obps 600 bps 0 1
800 (ip) 17 (udp) 31.103.203.105:38230 " 127232 Obps 600 bps 0 1
800 (ip) 17 (udp) 31.164.165.10:28313 " 127204 Obps 600 bps 0 1
800 (ip) 17 {udp) 31.175.155.111:11108 " 127476 Obps 600 bps 0 1
800 (ip) 17 (udp) 32.18.148.207:55999 " 127964 Obps 600 bps 0 1
800 (ip) 17 (udp) 30.204.198.217:27609 " 127628 Obps S92 bps 0 1
800 (ip) 17 (udp) 31.11.133.75:39861 " 127848 Obps 592 bps 0 1
800 (ip) 17 (udp) 31.33.125.24:46028 " 127493 Obps 592 bps 0 1
800 (ip) 17 (udp) 31.77.218.138:16417 " 127743 Obps 592 bps 0 1 ~
800 (ip) 17 (udp) 31.88.132.122:50210 ) 127391 Obps 592 bps 0 1 N
\\- 900 kems Total Tx: 0 bps Total Rx: 13.9 Mbps Total Tx Packet: 0 |Total Rx Packet: 26 843 MKE
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Analisis

Torch (Running)

~ Filters
| $|  Src. Address: |0.0.0.0/0
s (Dst.Address: | )
~ Collect Src. Addressé: [::/0
v Src, Address __| Src. Addressé
Dst, Addressé: |::J0
'V Dst. Address || Dst. Addressé
E MAC Protocol Port MAC Protocol: all
v Protocol I vLaN1d Protocol: |any
L lpscp Port: lany
VLAN Id: |any
DSCP: |any
Eth. Pro.. Dst, VLANId [DSCP  TxRate RxRate © TxPack... [Rx Pack...
800 (ip 17 (udp) 31.76.153.223:35978 ’ Obps 744 bps 0 1
800 (ip 17 (udp) 32.19.202.196:39908 ) Obps 744 bps 0 1
800 (ip 17 (udp) 32.37.142.48:61061 ' Obps 744 bps 0 1
800 (ip 17 (udp) 31.83.117.100:17881 ) Obps 664 bps 0 1
800 (ip 17 (udp) 31.56.178.81:27634 ' Obps 656 bps 0 1
800 (ip 17 (udp) 31.102,163.139:44750 ) Obps 656 bps 0 1
800 (ip 17 (udp) 31.193,.74.77:10115 ) Obps 624 bps 0 1
800 (ip 17 (udp) 31.196,149.127:19084 ’ Obps 624 bps 0 1
800 (ip 17 (udp) 31.200.180.117:52663 ) Obps 624 bps 0 1
800 (ip 17 (udp) 30.211.242.93:50994 ) Obps 616bps 0 1
800 (ip 17 (udp) 31.6.180.183:50773 ) Obps 616 bps 0 1
800 (ip 17 (udp) 31.73.198.161:17520 ' Obps 616bps 0 1
800 (ip 17 (udp) 31.92.41.152:18751 ' Obps 600 bps 0 1
800 (ip 17 (udp) 31.103.203.105:38230 ) Obps 600 bps 0 1
800 (ip 17 (udp) 31.164.165.10:28313 ' Obps 600 bps 0 1
800 (ip 17 (udp) 31.175.155.111:11108 " Obps 600 bps 0 1
800 (ip 17 (udp) 32.18.148.207:55999 ' Obps 600 bps 0 1
800 (ip 17 (udp) 30.204.198.217:27609 ) Obps S92 bps 0 1
800 (ip 17 (udp) 31.11.133.75:39861 ' Obps S92 bps 0 1
800 (ip 17 (udp) 31.33.125.24:46028 ' Obps S92bps 0 1
800 (ip 17 (udp) 31.77.218.138:16417 ) ] Obps S92 bps 0 1 \
800 (ip 17 (udp) 31.88.132.122:50210 ' : =
Ml}( 900 items tal Ty 0 bp: Total RZTT3.9 Mbps Total Tx Packet: 0 |Total Rx Packet: 26 843 } KE

oy N/, Solutions|



Analisis
<+ Interfaz de entrada: WWAN

< lTodo el trafico es UDP

< |IP origen aleatoria.

“ Puerto de origen aleatorio.

< [P destino > Cliente atacado.
<+ Puerto de destino aleatorio.
% Paquetes recibidos: 26800.

% Paquetes enviados: 0.
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MUMI (Que es DoS / DDoS!?

< Los atagues de denegacion de servicio tienen como principal
objetivo atacar el vinculo mas debil para provocar una caida del
serviclo: capacidad contratada, capacidad de procesamiento, enlaces
troncales, distribuciones, AB del cliente, etc.

Atacante Victima
Protocolo Factor de Amplificacion
DNS 28 - 54
NTP 557
botnets / zombies /
reflectores SNMPv2 6.3
NetBIOS 3.8
CharGEN 358
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MUM (Que es el IP Spoofing?

“ Sustrtucion de la direccion IP de origen de un paguete IP por otra

totalmente falsa.

“Un router normalmente inspecciona la cabecera |IF busca la

direccion [P de destino y la compara con su tabla de enrutamiento
para determinar cual es el proximo salto, pero no hace nada con la

direccion [P de origen.

@ sy (D

SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8
DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10

&
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SRC: |oﬂ9. 10 > 8.8.8.8
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;Se puede hacer algo!?

< Filtrar el trafico valido antes que sea demasiado tarde!

RI R2
SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8
DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10

A
& O,
SRC: |0ﬂ9|0>8888
uDST 200.0.0.10 ‘

“ R2 no tiene manera de reconocer si el nuevo origen 8.8.8.8 es

verdadero o falso.
* Implementar BCP38 6 uRPE.
—
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MUM BCP38 - Ingress Filtering

<+ Que? BCP38: Best Current Practice 38 > RFC2827/
< Cuando? Mayo de 2000.

< Porqué? Eliminar los atagues DoS provocados por IP Spoofing vy

detectar el verdadero origen del ataque.

% Como!? Bloqueando el trafico que ingrese al router con direcciones

IP_de origen diferentes a nuestras propias direcciones.

< Donde? En las interfaces locales de nuestros routers.
RFCSsdtoéuﬁﬁngrds
< m ey g |ETF
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MUM Diagrama de Flujo en RouterOS

yes es

n-interface ge——cs Routing e ) out-interface~__| | 77" P
Prerouting @d 2 Bridge " Postrouting
yes IPSec

Input | Output l Policy

INPUT IPSec J
INTERFACE Decryption i
no

IPSec Interface
LAN no

Encryption HIB
Local Local
Process IN Process OUT

< /ip firewall filter add chain=forward | chain=input...

OUTPUT

INTERFACE
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Reglas de Firewall

Firewall

Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists |Layer? Protocols

i=| |22 & T Find REDES LOCALES

Address Creation Time
@ REDES LOCALES 192,168.77.0/24 Julf12/2017 02:5...
@ REDES LOCALES 10.30.50.0/29 Julf12/2017 02:5...

General | Advanced Extra Action Statistics | General Advanced |Extra Action Statistics General Advanced Extra Action | Statistics
Chain: |Forward Src. Address List: ¥ |REDES LOCALES Action: |drop
Src. Address: Dst. Address List: " Log

Dst. Address: Laver7 Protocol: LOG PYEFIXE ..
Protocol: Content:
arc, Port: Connection Bytes:
Dst, Port: Connection Rate:
Any. Port: Per Connection Classifier:
In. Interface: [ |/LAN Src. MAC Address:

Out, Interface:
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Reglas de Firewall

[ ip firewall address-list
add address=192.168.78.0/24 list="REDES LOCALES"
add address=10.30.50.0/29 list="REDES LOCALES"

[ ip firewall filter
add chain=forward in-interface=LAN src-address-list=!"REDES LOCALES" \

action=drop comment=BCP38

add chain=input in-interface=LAN src-address-list=!"REDES LOCALES" \

action=drop comment=BCP38
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DDoS en accion

~ Basic ~ Filters
Interface: |Locales ¥ Src. Address: |0.0.0.0J0
Entry Timeout: |00:00:03 s Dst, Address: |0.0.0.0/0
~ Collect Src, Addressé: |[::f0
Src. Address || Src, Address6
Dst. Address6: |::J0
Dst, Address || Dst. Address6
MAC Protocol Port MAC Protocol: |all hd
Protocol CIvLan1d Protocol: |any 3
LIbscp Port: |any +
VLAN Id: |any ¥
DSCP: |any ¥
Et... 4|Pro... |Src. Dst. YLAN Id DSCP | TxRate |RxRate TxPack... RxPack... v
800 ..8 17 ... 40.248.77.163:10538 200,200,200,253:8334 0 bps 0 bps 0 0 *
800 ..8 17... 35.178.1,126:10591 200,200,200,253:8337 0 bps 0 bps 0 0
800 ..8 17 ... 268.60,94,218:10601 200,200,200,253:68347 0 bps 0 bps 0 0
g00..8 17 ... 7.202,239.92:10603 200,200,200,253:8349 Obps 336 bps 0 1
e00 .. 8 17 ... 5.91.31.75:10625 200.200,200.253:8371 Obps 336 bps 0 1
e00..817... 18.112.41.1:10627 200.200.200.253:8373 Obps 336 bps 0 1
800 ..8 17... 1.217.246.210:10636 200,200,200,253:8382 Obps 336 bps 0 1
800 ..8 17 ... 29,155.75.91:10642 200,200,200,253:8388 0 bps 0 bps 0 0
800 .. 8 17 ... 32.222.,50.18:10644 200,200,200,253:8390 0 bps 0 bps 0 0
g00..8 17 ... 17.61,129.60:10647 200,200,200,253:8393 Obps 336 bps 0 1
c00..8 17 ... 18.18.192.94:10648 200.200,200.253:3394 Obps 336 bps 0 1
800 ..8 17... 5.213.112.199:10657 200.200.200.253:8403 Obps 336 bps 0 1
800 ..817 ... 17.83.140.228:10660 200,200,200,253:8406 Obps 336 bps 0 1 =
i
7900 items Total Tx: 4.2 kbps Total Rx: 3.2 Mbps Total Tx Packet: S Total Rx Packet: 9 509
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DDoS en accion

. NON X/ admin@200.200.200.1 (MikroTik) - WinBox v6.42.6 on mAP lite (mipsbe)
Session Settings Dashboard
) | (4| | SafeMode | Session:|200.200.200.1 Memory:|11.7 MiB CPU:|99% Bl
é Quick Set Firewall E] m
e oL G Filter Rules NAT Mangle Raw ServicePorts Connections | Address Lists Layer? Protocols
| Interfaces e Find
1 Wireless . . _
= Src. Address Dst. Address . Connecti,.. Timeout Orig./Repl. Rate Orig./Repl. Bvﬂv
& Bridge C 1,16.219.30:31983  200.200.200.253:2... 00:00:08 *
&3 pPP C 1.136.56.87:3933  200.200.200.253:1... 00:00:08 0 bps/0 bps 28 B/0B
C 1,141.79,71:33125  200.200.200.253:3... 00:00:07 0 bps/0 bps 28 B/0 B
== Switch C 1,146.118.177:3330  200.200.200.253:811 00:00:08 0 bps/0 bps 28B/0B
°[2 Mesh C 1,169.53,212:15594  200.200.200.253:1... 00:00:07 0 bps/0 bps 28 BJOB
. S [is 1,188.93.241:32612  200.200.200.253:3... 00:00:08 0 bps/0 bps 28B/0B
= IP C 1,194.194,182:4071  200.200.200.253:1... 00:00:07 0 bpsf0 bps 28 B0 B
. MPLS ric 2.2.152,77:51815  200.200.200.253:4... 00:00:07 0 bps/0 bps 28 B/0 B
< S |8 2.39.79.255:32482  200.200.200.253:2... 00:00:07 0 bps/0 bps 28B/0B
Routing C 2.51,29,5:52582 200.200.200.253:5... 00:00:07 0 bps/0 bps 28 BJ0 B
i2) System r e 2.66.44.224:52309  200.200.200.253:4... 00:00:07 0 bps/0 bps 28 B/0 B
® C 2.79.90,85:52014  200.200.200.253:4... 00:00:07 0 bpsj0 bps 28 BJOB
Queues C 2.87.112,99:3532  200.200.200.253:1... 00:00:07 0 bps/0 bps 28 B/0 B
| Files C 2.112.47.195:4377  200.200.200.253:1... 00:00:07 0 bps/0 bps 28 B/0B
| Log
‘ 2006 items out of 25214 Max Entries: 88056
@ Radius _
& Tools )
@ New Terminal
= MetaROUTER
b Partition
. Make Supout.rif
& Manual
P \Rlew WinCas
uilVdaa
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DDoS en accion

X admin@200.200.200.1 (MikroTik) - WinBox v6.42.6 on mAP lite (mipsbe)

Session Settings Dashboard

ORI Safe Mode

AS Quick Set

1 CAPsMAN

| Interfaces

1 Wireless

24 Bridge

=g PPP

== Switch

“15 Mesh

el IP I
. MPLS )
4 Routing X
o7 System I
Q Queues

___| Files

3 New Terminal
¥4 MetaROUTER
%, Partition

. Make Supout.rif

MIkKron 1k

Session: | 200.200.200.1

Firewall

Memory:|41.9 MiB

Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

]

Y | | 00 Reset Counters

00 Reset All Counters

[=|E3

Action

Chain

Prot... |Src, Port

In. Int...

outl I..I

Src. Address List

Bytes Packets

HKdrop Forward

Firewall Rule <> E]

General Advanced Extra Action Statistics |

Locales

IREDES LOCALES

85MB 318387

Bytes:

8.5 MiE

Packets:

318 387

Rate:

1654.,9 kbps

Packet Rate: (7 388 pJs

1 item (1 selected)

Brate: 1654.9 kbps

I

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset all Counters




MUM

RAVWV en RouterOS vé

- -
-

\ . '
yes \ es \ !

n-interface o N Routing B i b out-interface~_ | | 7T .
@ng | P Forward Bridge_——- Postrouting

M/Kr

11k

INPUT IPSec ol Output yes IPSec
INTERFACE Decryption Policy
no
IPSec Interface
Encryption HTB il
no
Local Local OUTPUT
Process IN Process OUT INTERFACE
- ‘ | Connection Mangle Destination
PREROUTING l’ Hotspot-IN " Tracking Prerouting NAT

\
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MUM

Resultados Finales (RAWV)

X admin@200.200.200.1 (MikroTik) - WinBox v6.42.6 on mAP lite (mipsbe)

Session Settings Dashboard
[ L) {O“ Safe Mode ‘ Session: 2&).200.200.1] Memory: 34.3 M} CPU: 18% [Ej
As Quick Set O x
4 CAPsMAN Filter Rules NAT Man e Raw 3 rvice Ports  Connections Address Lists  Layer7 Protocols
M Infevfaces 'liH—‘ ‘ v H b 4 h\?’ [ 00 Reset Counters { 00 Reset All Counters Find {all \t]
1 Wireless ‘ ‘ ‘
:" _ # [ JAction IChain |Src. Address [Dst. Address Prot... ISrc. Port  |Dst. Port Iln. Int... IOut. I... Bytes [Packets I | v
& Bridge 0 o acc.., prerouting 17(... 68 7.3KiB 49
2 PPP 1 A drop prerouting Locales S0.8MiB 1903 142
=3 Switch Raw Rule
i Mesh General ‘Advamed Extra Action Statistij General Advanced Extra Action Statistics | General Advanced Extra Action ’Statistics
255 P )
== ==
voLs [ Chain: |prerouting Src. Address List: [1]|REDES LOCALES || Action: [

%2 Routing N Src, Address: Dst. Address List: " Log
i) System ) Dst. Address: Coetar: Log Prefix:
Q Queues
o Protocol: Per Connection Classifier:
| Files
| Log arc, Port: Src. MAC Address:
A Radius Dst. Port:
o | IPsec Policy:
N Took [. B TLS Host:
New Terminal In. Interface: [ ]|Locales
=3 MetaROUTER Out. Interface: Ingress Priority:
¥ Partition R
| Make Supout.rif In. Interface List:
@m | DSCP (TOS):

anua Out. Interface List: -
Y New WinBox TCP MSS:
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Conclusion

“BCP38 no evita que se generen ataques de DoS, cuando se
originan desde redes validas, ni Impide que se reciban estos ataques

desde la interfaz publica.

*Lla Implementacion de estas reglas significan un aumento

insignificante del CPU de un router cuando el trafico es normal.

% El no disponer de dichas reglas implica un aumento considerable
del CPU cuando se produce este ataque, provocando
inconsistencias en la red, mayores latencias y reinicios del

equipo.
% Si todos los ISP implementaran BCP38, no existiria IP Spoofing.
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mum MikroTik User Meeting

;Preguntas!?

MUCHAS GRACIAS!
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