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Presentacion Personal

> Nombre: Maximiliano Dobladez

CEO MKE Solutions

+ Consultor y Entrenador MikroTik RouterOS$S

xperiencia con MikroTik RouterOS$ desde |999
ntrenador desde 2006
- Info@mkesolutions.net

- mdobladez

- @mdobladez
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mum Soporte IT =

< Diseno, desarrollo e implementacion de soluciones.
+ Incidencias puntuales.

< Soporte mensual (OutSourcing).
= Revision y Optimizacion = Asesoramiento
= Actualizacion = Soporte Prioritario

= Mantenimiento preventivo = Guardia 24x/

- Monitoreo = Implementaciones Adicionales
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Desarrollo de la presentacion:

<+ DS / IPS

% Suricata: que es!, como funciona! como se instala/

+ Suricata-Update: que es!, como funciona! como se instala’

< Suricata2MikroTik: que es!, como funciona! como se instala!
% Integracion con RouterOS

% Recursos y bibliografia
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mum IDS / IPS e

IDS (Intrusion Detection System)

“ ks un dispositivo o aplicacion que analiza paguetes completos, tanto

cabeceras como payload, en busca de eventos conocidos.

< Cuando se detecta un evento se genera un mensaje de log.
IPS (Intrusion Prevention System)

“ Es un dispositivo o aplicacion que analiza paquetes completos, tanto

cabeceras como payload en busca de eventos conocidos.
< Utlliza Firmas, Patrones de comportamientos, Politicas de seguridad

< Cuando se detecta un evento conocido se trata con una accion

(drop, reject, alert, pass)

-
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Suricata - Que es?

Suricata:
“ Es un IDS /7 IPS
“ Graturto, Open Source, rapido y robusto.

% Se puede descargar desde: https://suricata-ids.org/

% Puede trabajar en conjunto con RouterOS para detectar intrusos o

clertos tipos de ataques

SU R&ATA
I RED
Interna / ISP
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Suricata - Instalacion

La Instalacion de Suricata puede ser a través de su codigo fuente o

con los pre empaqguetados del SO
< Debian: apt-get install suricata.

% Fuente:

wget https://www.openinfosecfoundation.org/download/suricata-4.0.5.tar.gz

tar -xvzf suricata-4.0.5.tar.gz ; cd suricata-4.0.5
Iconfigure —prefix=/usr —sysconfdir=/etc —-localstatedir=/var

make
make install

make install-rules

-
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MUM Suricata - Configuracion

La configuracion de Suricata se realiza en /etc/suricatal/suricata.yaml
Hay que definir:
Las redes internas:
HOME_NET:“[192.168.0.0/16,10.0.0.0/8,172.16.0.0/12]”
Activar el formato EVE con:
- eve-log:
enabled: yes
filetype: regular

filename: eve.json

-
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MUM  Suricata - Integracion con rOS ‘

Para que empiece a trabajar hay que redireccionar el trafico desde el

MikroTik RouterOS hacia Suricata
Podemos realizarlo con:
“ Port Mirror (Switch)

“ Packet Sniffer (Tool Packet Sniffer)

% Mangle (Sniff TZSP)

Packet Sniffer Settings

General Streaming |Fi|ter |

v| Streaming Enabled
Server: [10.20.20.5|

v| Filter Stream

..........
|||||||

7Sv#d\ IPort Host VLAN Rule

N4
Name / | Type Mirror Source | Mirror Target
switch1 QCA 8337
switch2 QCA 8337
Switch <switch1 > Of x
Name: [switchl OK
Type: QCA 8337 ] Cancel
Mirror Source: Iether3 Hi] - Apply

Mirror Target: ETECINNNEN +| ~

|| Switch All Ports

Mangle Rule <>

General Advanced Extra Action IStatlstlcs

Action:

Log Prefix:

Sniff Target:
Sniff Target Port:

sniff TZSP

[ ] Log

10,20,20.5

37008
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MUM Suricata - Reportes

L os logs estaran en /varllog/suricata

)]
)}

[1:2010937:2] POLICY Suspicious inbound to my3QL port 3306 [*7%] [Claww' ication: Potentially Bad Traffic] [Priority:
[1:2010937:2] POLICY Suspicious inbound to my3QL port 3306 [**] [Class ication: Potentially Bad Traffic] [Priority:
[1:20108936:2] POLICY Suspicious inbound to Oracle 3QL port 1521 [*%] C ification: Potentially Bad Traffic] [Prior
[1:2010936:2] POLICY Suspicious inbound to Oracle 3QL port 1521 ['*'*] C sification: Potentially Bad Traffic] [Prior
[1:2010935:2] POLICY Suspicious inbound to M35QL port 433 [**] [Classification: Potentially Bad Traffic] [Priority:
[1 '01092_:2] POLICY Suspicious inbound to M35QL port 1433 [*7%] Classification: Potentially Bad Traffic] [Priority:
SCAN Potential VNC Scan 5900-59zZ0 [*7%] Classification: 1 mpted Information Leak] [Priority: 3]
[1.Lnﬂ7Hhu" SCAN Potential 3S5H Scan OQOUTEBOURND [*%] |ptcd Information Leak] [Priority: 3]
[1: LDDl/lu: o SCAN Potential 3S35H ! [**] [Classificat pf:d InIanﬂflnn Leak] [Priority: 3] {6} 192.
[1:20030C = SCAN Potential 55H Scan OUTEOUND [**] ion: Attempted Information Leak] [Priority: 3
[1 2001219:18 SCAN Potential 55H Scan [**] [Class empted Information Leak] [Priority: 3] {6}
SCAN Potential WVNC Scan 5900-5920 [*ﬁ] Classification: Attempted Information Leak] [Priority:
[l.L_-' . SCAN Potential 55H Scan OUTBOUND [*7] Classification: Attempted Information Leak] [Priority:
[1 ;Ellill--l'—lz (= SCAN Potential 55H Scan [**] [Classifi 18 d Information Leak] [Priority: 3]
SCAN Potential VNC Scan 5800-5320 [*ﬁ] Classifi Attempted Information Leak] [Prior
[1:201093 :2] ET POLICY Suspicious inbound to 5432 &% Classification: Potentially Bad T
[1: ;Dlﬂﬂ' :E] ET POLICY Suspicious inbound to Pu—turPﬁHL port 5432 &% C ification: Potentially Bad
[1:20030C - SCAN Potential S55H Scan OUTEBOUND [**] [Cls fication: & mpted Information Leak] [Prior
[1:2001219: ACAN Potential 55H Scan [**] [Classification: Attempted Information Leak] [Priority: 3]
[1:21 - SCAN Potential 55H Scan OUTEOUND [*-*-] [Cls fication: Attempted Information Leak] [Prior
[1 20012 1'—1: = ACAN Potential 355 qan [**] [Classificat 1: & 1 Information Leak] [Priority: 3]
SCAN Potential VNC Scan S5800-532Z0 [*+%] Attempted Information Leak] [Priori
[1:21 - SCAN Potential 55H Scan OUTEOUND [*%] [C fication: Attempted Information Leak] [PLluthy:
[1:2001219:18 ACAN Potential 55H Scan [**] [Classific 1: ed Information Leak] [Priority: 3] {6}
CAN Potential VHNC Scan S800-5920 [*#] Classificat 1: Attempted Information Leak] [Priority: {
3CAN Potential VNC Scan 5900-592Z0 [-*--*] Classification: Attempted Information Leak] [Priority: 3] {
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CAN Rapid POP3 Connections Lttac &% Classi ation: Misc activity] [Priorit
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MUMI Suricata - Rules Update

Es necesario mantener la base de datos de reglas actualizadas, para

ello utilizaremos suricata-update

Suricata-update permite actualizar las reglas desde varias listas:

Name: o1ls
Vendor: OISF
Summary: Suricata Traffic ID ruleset
License: MIT

Name: et/open
Vendor: Proofpoint
Summary: Emerging Threats Open Ruleset
License: MIT

Name: et/pro
Vendor: Proofpoint
Summary: Emerging Threats Pro Ruleset
License: Commercial
Replaces: et/open
Parameters: secret-code

Name: sslbl/ssl-fp-blacklist
Vendor: Abuse.ch
Summary: Abuse.ch SSL Blacklist
License: Non-Commercial

Name: ptresearch/attackdetection
Vendor: Positive Technologies
Summary: Positive Technologies Attack Detection Team ruleset
License: Custom

-
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Suricata - Rules Update

> @ 2026027 ET TROJAN [PT MALWARE) Hacked Mikrotik C2 Reguest Created: 2018-08-23  Updated: 2018-08-23  Category: emerging-trojan  Alerts [}
> @ 2025972 ET EXPLOIT Mikrotik Winbox RCE Attempt (CVE-2018-14847) Created: 2018-08-06  Updated: 2018-09-11  Category: emerging-exploit  Alerts [}
> @ 2025426 :OE::LO'T MikroTik RouterOS Chimay Red Remote Code Execution Created: 20180313  Updated: 2018-03-13  Category: emerging-exploit ~ Alerts [[J]
> @ 10002456 ATTACK [PTsecurity] Mikrotik Router OS 6.38.4 Stack Clash RCE Created: Updated: Category: pt-rules  Alerts [}
> @ 10002457 ATTACK [PTsecurity] Mikrotik Router OS 6,38.4 Stack Clash RCE Created: Updated: Category: pt-rules  Alerts [}
> @ 10002680 ggggﬂgsecu rity] Mikrotik <6.41.3 <6.42rc27 RCE Attempt (CVE- Created: Updated: Category: pt-rules  Alerts [
> 10002681 QZA((CISEIPZ?&N? j;yg)ShelICode Upload Mikrotik <6.41.3 <6.42rc27 Created: Updated: Category: pt-rules  Alerts [

5 10002682 gg:gﬂgsecu rity] Successful Mikrotik <6.41.3 <6.42rc27 RCE (CVE- Created: Updated: Category: pt-rules  Alerts [}
ATTACK [PTsecurity] Mikrotik <6.42 Password disclosure path C d:  Updated: C .rul Al
> reated: pdated: ategory: pt-rules erts
@ IR traversal (CVE-2018-14847) n

alert tcp any any -> SHOME_NET any (msg:"ET EXPLOIT Mikrotik Winbox RCE Attempt (CVE-2018-14847)"; flow:established,to_server; content:"|6801006640320500ff@10600f 09050700
ffO907010000213521212121212e212¢2e2f21212121212¢212¢2e2121212121212¢212¢2¢21666c61736821727721737461726521757365722¢64617402001188020000000000080000000100118802000200000002
000000 |"; offset:0; metadata: former_category EXPLOIT; reference:url,github.con/mrmtwo]/@day-mikrotik; reference:url,www.helpnetsecurity.com/2018/08/03/mikrotik-cryptojack
ing-campaign; reference:cve,2018-14847; classtype:attempted-admin; sid:2025972; rev:3; metadata:affected_product Linux, attack_target Networking_Equipment, deployment Peri
meter, signature_severity Major, created_at 2018_08_06, updated_at 2018_09_11;) \
\

-~
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MU Suricata - Rules

Para instalar suricata-update:

Requiere de python vy pip
pip install —pre —-upgrade suricata-update
Agregamos al suricata.yaml.

default-rule-path: /varllib/suricata/rules

rUIe'ﬁIeS: cdInfo> -- Checking https://raw,.githubusercontent . com/ptresearch/AttackDetection/master/pt.rules, ¢
< > -- Remote checksum has not changed. Not fetching.
- Loading distribution rule file /etc/suricata/rules/app-layer-events.rules
Loading distribution rule file /etc/suricata/rules/decoder-events.rules
: I - <1 -~ Loading distribution rule file /etc/suricata/rules/dnp3-events.rules
= Surlcata.ru es - <l : Loading distribution rule file /etc/suricata/rules/dns-events.rules
- & > Loading distribution rule file /etc/suricata/rules/http-events.rules
- Loading distribution rule file /etc/suricata/rules/modbus-events.rules
<Infos Loading distribution rule file /etc/suricata/rules/smtp-events.rules
! . B -~ Loading distribution rule file /etc/suricata/rules/stream-events.rules
Actu al |ZamOS COn \ <l : Loading distribution rule file /etc/suricata/rules/tls-events.rules
- < > Ignoring file rules/emerging-deleted.rules
“ > Loaded 24253 rules.
¢ Disabled 18 rules.
. - > == Enabled @ rules.
surlcata_update - <Infos Modified @ rules.
<Info> Oropped @ rules.,

Enabled 36 rules for flowbit dependencies.

Backing up current rules.
- Writing rules to /var/lib/suricata/rules/suricata.rules: total: 24253; enabled: 19309;
> -~ Testing with suricata -T.
> -- Done,

MUM



Suricata - Reportes

Es posible integrarlo con otras Aplicaciones para un reporte mas

“amigable”, podemos integrar ELK (Elasticsearch, Logstash, Kibana)




Suricata - Live CD 0

Existen distribuciones listas para utilizar:

o SELKS (Live CD - Open Source IDS/IPS basado en Debian) bajo GPLv3
por Stamus Networks

SELKS tiene los siguientes componentes: s A V

* S - Suricata - http://suricata-ids.org/
- - Elasticsearch - http://www.elasticsearch.org/overview/

| - Logstash - http:.//www.elasticsearch.org/overview/

K - Kibana - http://www.elasticsearch.org/overview/
* S - Sdcirius - https://github.com/StamusNetworks/scirius

- EveBox - https://codemonkey.net/evebox/

- Disponible en https://github.com/StamusNetworks/SELKS

-
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https://codemonkey.net/evebox/
https://github.com/StamusNetworks/SELKS
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Suricata - Herramientas

e SELKS > Kibana > SN-TrafficlD

SN-TrafficlD-ByTrafficidOverTime

, |

\

@ facebook-messenger
® snapchat
® whatsapp

€ ©® facebook
4,000 ® google
@ netflix
3,000 @ google-video
. @ twitter
‘:;: - @ instagram
o 2000 ®bing
@ facebook-messenger
1,000 ® skype
@ snapchat
. ® whatsapp
. 12:00 12230 13:00 13:30 14:00 1430 15:00 1530 16:00 16:30
@timestamp per 5 minutes
SN-TrafficlD-ByTrafficiD SN-TrafficlD-ByTrafficLabel
€ ® facebook €) @ social-network
® google @ search
@ instagram ® video
® googlevideo ®im
® netflix @ file-transfer
® twitter
® skype
® bing
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uricata - H

o SELKS > Kibana > SN-HTTP

SN-HTTP-AcceptEncoding

SN-HTTP-AcceptEncodingByConnection

SN-HTTP-CacheControl

erramientas

SN-HTTP-UserAgentMajor

© ®zp © ®gip © ® no-cache 0 e7
® g2ip, ceflate ® gip, deflate @ max-age=259200 o
@ deflate, grip (] @ deflate, gzip “l ® max-age=0 06
@ gip,deflate,sdch "" @ pip.defiate sdch ‘ ® max-age ~ 3600 L B
® dentity @ identity ‘ ® max-age » 500 L
® gz2ip, deflate, sach Il ® gaip, deflate, sdch @ max-age = 172800 L L)
® gzip,deflate - ® grip.defiate ® no-store on
® gzip” . ® gip” ® no-cache, no-store e:
® deflate \ @ deflate @ no-cache, no-store, m... L 1)
@ gzip,identity,*;q=0 N @ gzipidentity,*;q=0 ©® max-age = 259200 o552
® keep-alve ®10
® dose 943
SN-HTTP-StatusCode ees IN-HTTP-UserAgentName SN-HTTP-Vary SN-HTTP-ContentTypeByAplication
© € © Onher £ ® Accept-Encoding £ © application/octet-stre...
® Android @ Accept-Encoding, Use... @ application/json
, @® Chrome @ Accept-Encoding Use... @ application/xmi
\\\ ®IE ® Origin @ application/ocsp-resp,,,
\ &\ ® Chrome Mobile Web... ® User-Agent ® application/vnd.apple...
‘ @ Microsoft-CryptoAPl @ If-None-Match, If-Mo... @ application/dash+xml
® Apache-HupClient @ Accept-Encoding, Acc... @ applicationfavascript
® Frefox L @ application’\vnd.ms-C...
® Chrome Mobille ® Accept ® application/x-javascript
@408 @ Samsung Internet @ Accept-Encoding, Acc... @ application/x-yami
m ® okhntp @ Accept-Encoding, Acc... @ application/pkix-crl
® Facebook @ Accept-Encoding Host @ application/x-plcs7-crl
SN-HTTP-UserAgentOS SN-HTTP-UserAgenmtDevices SN-HTTP-UserAgentOSName
® Other
£ ©® Android £) ® Other ® Windows 7
® Cther :SG.enenc S:;:n;):\s:q: ©® Windows 10
® Windows 7 | amsung SM- ,
\ ® Windows 10 \\“ .Sdmsu:: SM-i?OiM ©Windovs X
® Chromecast
: @ Windows XP \ | ® Samsung SM-G532M ® Uinasx
Chromecast i Samsung SM-G610M
: : Linux \ : Moto (ns SWiniows 8.1
®i0S
: :g:dma‘ k ::O;O::gsmnnm @ e
' ® Windows
: :’a?\:tt):': :::::: m::d GS3 ™M OVindemns
- p ““
@ Windows 95 oamw:‘\: SM-J700M @ MscOsx
©® Windows Vista
® Mac OS5 X ® Moto G (5) Plus ® Windows 8
® Windows Vista @ IPhone © Windows Phone
® Windows 8 @ Samsung GT-19500

@ Windows Mobile
® WebdS
® Windows 2000

©® Windows Phone
@ Windows Mobile

L

® Samsung SM-G570M
® LG-X240

- s
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MUM Suricata - Herramientas

e SELKS > Scirius CE

5 Sources
v @ ETOpen Ruleset Last update: Oct. 30, 2018, 9:19 p.m.. 45 Categories ) 25138 Rules View = 1§
Type sigs X
URI  httpsi//rules.emergingthreats.net/open/suricata-git/emerging.rules.tar.gz
Creation date Oct. 24, 2018, 1:25 p.m.
> @ Etnetera aggressi,.  Last update: Oct. 30, 2018, 9:17 p.m.. 3 1 Category U 79 Rules View 1§
v @ Positive Technolo...  Last update: Oct. 30, 2018, 9:17 p.m.. 1 Category ) 128 Rules View  §
Type sigs X
URI  httpsi//raw.githubusercontent.com/ptresearch/AttackDetection/master/pt.rules.tar.gz
Creation date  Oct. 30, 2018, 9:16 p.m.
> @ SSLBL abuse.ch Last update: Oct. 30, 2018, 9:20 p.m.. 3 1 Category U 2830 Rules View = §
> @ Suricata Traffic |... Last update: Oct. 30, 2018, 9:20 p.m.. ™ 1 Category U 34 Rules View = §
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Proyecto
SuricataZMikro Tik IPS

-Community Edition-

N\
MKE




MUM  Suricata2MikroTik— Qué es? @B

Suricata2MikroTik -Community Edition- IPS

% Modulo que lee el logging EVE de Suricata para buscar alertas

particulares

% Al encontrarlas toma una accion (IPS) y se conecta al RouterOS

via APl para bloquear el IP Address atacante.

< Se pueden personalizar la accion a realizar (por defecto agrega

un IP a un Address list)
+ Graturto, Open Source, Colaborativo (Alojado en Github)

% Actualizacion del proyecto MikroTik Suricata IPS

-
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Suricata2MikroTik

Notificaciones:
e Permrte enviar notificaciones via Email / Telegram
Administracion:

e Panel Web de monitoreo vy actualizaciones

Requerimientos:

e Suricata con logging Eve.Json
o Git

o IP Address y credenciales de login con acceso write (API)

-
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Suricata2MikroTik
Suricata2MikroTik Panel Web:

e Monitorear las “alertas bloqueadas™ activas
o Crear vy actualizar las Reglas (Alertas a bloguear)

e Permite Geolocalizar el IP Atacante

Active Top Ten IP Attack Active Top Ten Alert Rules

Count IP Block Country Count Alert Sid

n 109.248.9.16 Russian Federation a ET DROP Dshield Block Listed Source group 1 2402000
(5 176.119.4.12 Ukraine B}  ETNAGGRESSIVE IPs Group 2 5000002
(4] 176.119.4.29 Ukraine [ 13 | ETN AGGRESSIVE IPs Group 3 5000003
(4] 194.55.142.41 Germany 4 ETN AGGRESSIVE IPs Group 10 5000010
(4] 176.119.4.56 Ukraine B ETN AGGRESSIVE IPs Group 4 5000004
0 185.255.31.78 (2] ETN AGGRESSIVE IPs Group 8 5000008
B 45.227.253.6 B ETN AGGRESSIVE IPs Group 19 5000019
(3 77.72.85.8 Russian Federation E)  ETNAGGRESSIVE IPs Group 13 5000013
a 176.119.4.50 Ukraine B ET DROP Spamhaus DROP Listed Traffic Inbound group 6 2400005
a 176.119.4.53 Ukraine n ET CINS Active Threat Intelligence Poor Reputation IP group 81 2403380

N
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Suricata2MikroTik

Instalacion:

e Clonar el repositorio de GitHub

cd Ivarlwwwihtml/
git clone https://github.com/elmaxid/suricataZmikrotik.git
cd suricataZmikrotik

etditar archivo config.ohp (Datos DB, Router Login,
notificaciones, etc)

e Crear esquema DB;

mysql -u user -p < schema.sql

\
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https://github.com/elmaxid/suricata2mikrotik.git

Suricata2MikroTik

Instalacion:

oSetear los permisos de ejecucion para los archivos que
iNician los servicios

chmod +x /varlwww/html/suricataZmikrotik/bin/start™
e bjecutar iniciador de servicios

cd /varlwww/html/suricataZmikrotik/bin/

Jstart_ips

Jstart_suricata

Funcionamiento:

eReenviar el trafico desde el Router MikroTik que se desea
analizar con alguno de las opciones va vistas.

-
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U Suricata2MikroTik IPS

@ uptime 8 dayS @Losdav: 2.22 2.75 3.00 2/1444 @wmem Free: 49.57%

‘ Suricata 108: .8 1S Daemon: [0 ar: 3

Active Alert Blocked (89) - Time: 14:06:39

@ Time

a minute ago

a minute ago

3 minutes ago
4 mnutes ago
4 minutes ago
5 minutes ago
8 minutes ago
8 minutes ago
9 minutes ago
12 minutes ago
28 minutes ago
38 minutes ago
57 minutes ago
57 minutes ago
1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

1 hour ago

IP Block

12564 94201

176.118.4.7

185.256.31.69

85.233.153.69

1.1.2.119

89.3539.78

77.72.858

185.153.197 6

176.11949

176.119.4.49

62.173.154 248

83.252.127.164

198.108.66.28

198.108.66.29

115.238.245.14

176.119.4.53

176.110.4.56

194.55.142.41

196.52.43.125

176.119.4.50

510140252

196.52.43.62

61.164.97.74

196.52.43.56

176.110.4.51

Rule
ET DROP Dshieid Block Listed Source group 1

ET DROP Dshield Block Listed Source group 1

ET DROP Dshieid Block Listed Sowrce group 1

ET CINS Active Threat Inteligence Poor Reputation IP group 84
ET POUCY Outgoing Basic Auth Base64 HTTP Password detected unencrypted
ET CINS Active Threat Inteligence Poor Reputation IP group 52
ET DROP Dshield Block Listed Source group 1

ET DROP Dshigid Block Listed Source group 1

ET DROP Dshield Block Listed Source group 1

ET DROP Dshield Block Listed Source group 1

ETN AGGRESSIVE IPs Group 4

ET CINS Active Threat Inteligence Poor Reputation IP group 81
ET DROP Dshisid Biock Listed Source group 1

ET DROP Dshield Block Listed Source group 1

ETN AGGRESSIVE IPs Group 13

ET DROP Dshieid Block Listed Source group 1

ET DROP Dshield Block Listed Source group 1

ET DROP Dshieid Block Listed Source group 1

ETN AGGRESSIVE IPs Group 20

ET DROP Dshield Block Listed Source group 1

ET CINS Active Threat Inteligence Poor Reputation IP group 4
ETN AGGRESSIVE IPs Group 18

ET CINS Active Threat Inteligence Poor Reputation IP group 56
ETN AGGRESSIVE IPs Group 16

ET DROP Dshield Block Listed Source group 1

SiD

2402000
2402000
2402000
2403383
2006380
24033591
2402000
2402000
2402000
2402000
S000004
2403380
2402000
2402000
5000013
2402000
2402000
2402000
5000020
2402000
2403303
5000019
2403355
S000016

2402000

Active Top Ten IP Attack

Count IP Block Country

[ 11} 100.248.9.18 Ressian Federuton

n 176119412 Uraine

o 176110429 Ukraine

n 194.55.142.41 Gormarry

n 1761190458 Ukraine

n 185.2656.31.78

n S221258

n T7.72858 Russan Federaton

n 176110450 Uwrare

n 176.19190453 Ubraine
Active Top Ten Alert Rules

Count Alert Sid

| 27 | £T DAOP Datieid Diock Listed Sowce group 1 2402000
[ %4 | ETN AGGRESSVE IPs Group 2 5000002
[ 13 | ETN AGGRESSIVE IPs Group 3 5000002
[ 4 ] ETN AGGRESSNE IPs Group 10 5000010
B ETN AGGRESSIVE IPs Group 4 $000004
[ 2] ETN AGGRESSNVE IPs Group 8 5000008
B ETN AGGRESSIVE IPs Group 10 £000019
[ 2] ETN AGGRESSNVE IPs Group 13 000013
B ET DAOP Spamhaus DROP Listed Traftc Inbound group 6 2400005
[ 1] ET CINS Active Threst inteligence Poce Reputation IP geoup 81 2405380
MKE Solutions

Suricata2Mikrotik CE -Community Edition-

Q
MKE



Suricata2MikroTik

Active Alerts Rules (23) ©

Rule IP Block Timeout
n ET CINS Active Threat Intelligence Poor Reputation IP src 01:00:00 Ze
[ v | ET CNC Ransomware Tracker Reported CnC Server dst 01:59:59 e |
[ v | ET COMPROMISED Known Compromised or Hostile Host Traffic Src 01:00:00 4
[ v | ET DOS DNS Amplification Attack inbound src 02:00:00 Z0
[ v | ET DOS Possible NTP DOoS Inbound Freguent src 00:10:00 g
A ET DROP Dshield Block Listed Source sre 01:00:00 Ze
(v ] ET DROP Spamhaus DROP Listed Traffic Inbound src 01:00:00 Z0

ET POLICY Outgoing Basic Auth Base84 HTTP Password detected unencrypted dst 23:55:59 70
[
[ v | ET POLICY Suspicious inbound to src 01:00:00 rg |
[ v | ET POLICY Suspicicus inbound to mySQL port 3306 src 00:10:00 Ze
(v | ET SCAN Behavioral Unusually fast Terminal Server Traffic, Potential Scan or Infection (Inbound) src 00:10:00 Ze
n ET SCAN SipCLI VOIP Scan src 01:00:00 0
[ v | ET SCAN Sipvicious Scan src 01:00:00 g |
[ v | ET SCAN Sipvicious User-Agent Detected (friendly-scanner) src 01:00:00 rg |
v | ET TOR Known Tor Relay/Router (Not Exit) Node Traffic src 01:00:00 Zze
(v | ET TROJAN MS Terminal Server src 01:00:00 Ze
n ET VOIP Modified Sipvicious Asterisk PBX User-Agent src 01:00:00 Z0
[ v | ET VOIP Muttiple Unauthorized SIP Responses UDP dst 00:59:59 ra |
[ v | GPL ATTACK_RESPONSE id check retumned root src 00:01:10 rg |
[ v | GPL DNS named version attempt src 01:00:00 Ze
v | GPL RPC portmap ksting UDP 111 src 01:00:00 e
[ v | GPL RPC xdmcp info query sre 01:00:00 Ze
[ v | GPL SNMP public access udp sre 01:00:00 r




Suricata2MikroTik

Frewall
Fiter Rues NAT Mangle Rew ServicePorts Conmections Address lists | Layer7 Protocols
* = A | =3 7 Fing I lB‘OCked
" Name \Address Timeout Creation Time © Comment
D OBlocked  176.119.4.53  00:59:56  Novj09/2018 13:14:31 From SuricatalPS, ETN AGGRESSIVE IPs Group 3 => 1:5000003 => evert tmestamp: 2018-11-0914:13:32
D O Blocked 168,246.226.71 00:59:54  Nov/03/2018 13:14:29 From SuricatalPS, ETN AGGRESSIVE IPs Group 8 => 1:5000008 => event timestamp: 2018-11-09 14:13:29
D © Blocked 185.101.33.2 00:59:50  Nov/09/2018 13:14:25 From SuricatalPS, ETN AGGRESSIVE IPs Group 25 => 1:5000025 => event tmestamp: 2018-11-09 14:13:23
D O Blockaed 196.52.43.98 00:59:48  Nov/03/2018 13:14:23 From SuricatalPS, ETN AGGRESSIVE IPs Group 17 => 1:5000017 => event timestamp: 2018-11-09 14:13:28
D O Blocked 198.108.66.245 00:59:44  Nov/035/2018 13:14:19 From SuricatalPS, ET DROP Dshield Block Listed Source group 1 =3 1:2402000 =3 event timestamp: 2018-11-09 14:13:27
D © Blocked 198.108.66.244 00:59:42  Nov/09/2018 13:14:17 From SuricatalPS, ET DROP Dshield Block Listed Source group 1 => 1:2402000 => event timestamp: 2018-11-09 14:13:27
D @ Blocked 62.173.154.248 00:59:38  Nov/03/2018 13:14:13 From SuricatalPS, ETN AGGRESSIVE IPs Group 4 => 1:5000004 => event timestamp: 2018-11-09 14:13:26
D O Blocked 196.52.43.105 00:59:36 Nov/09/2018 13:14:11 From SuricatalPS, ETN AGGRESSIVE IPs Group 22 => 1:5000022 => event timestamp: 2018-11-09 14:13:25
D O Blocked 196.52.43.100 00:59:33  Nov/09/2018 13:14:08 From SuncatalPS, ETN AGGRESSIVE IPs Group 16 => 1:5000016 => event bmestamp: 2018-11-09 14:13:24
D O Blocked 31.192,108.68 00:59:31  Nov/0S/2018 13:14:06 From SuricatalPS, ETN AGGRESSIVE IPs Group 1 => 1:5000001 => event timestamp: 2018-11-09 14:13:24
D O Blocked $8.246.12.122 00:59:27  Nov/09/2018 13:14:02 From SuricatalPS, ETN AGGRESSIVE IPs Group 38 => 1:5000038 => event timestamp: 2018-11-09 14:13:22
D O Blocked 198.108.66.254 00:59:25  Novj09/2018 13:14:00 From SuncatalPs, ET DROP Dshield Block Listed Source group 1 => 1:2402000 =3 event timestamp: 2018-11-09 14:13:20
D @ Blocked 196.108.67.42 00:59:22  Nov/03/2018 13:13:57 From SuricatalPS, ETN AGGRESSIVE IPs Group 12 => 1:5000012 => evenk timestamp: 2018-11-09 14:13:20
D © Blocked 196.52.43.104 00:59:20  Nov/09/2018 13:13:55 From SuricatalPS, GPL SNMP public access udp = > 1:2101411 = > event timestamp: 2018-11-09 14:13:17
D O Blocked 196.52.43.111 00:59:16 Nov/03/2018 13:13:51 From SurcatalPS, ETN AGGRESSIVE IPs Group 17 => 1:5000017 => event timestamp: 2018-11-09 14:13:16
D O Blocked 185,255.31.18 00:59:14  Nov/03/2018 13:13:49 From SuricatalPS, ETN AGGRESSIVE IPs Group 1 => 1:5000001 => event timestamp: 2018-11-09 14:13:15
D ©Blocked £5.93.20.244 00:59:10  Nov/09/2018 13:13:45 From SuricatalPS, ETN AGGRESSIYE IPs Group 10 => 1:5000010 => event timestamp: 2018-11-09 14:13:13
D O Blockaed 185.208.209.6 00:59:09  Nov/03/2018 13:13:44 From SuricatalPS, ETN AGGRESSIVE IPs Group 4 => 1:5000004 => event tmestamp: 2018-11-09 14:13:12
D O Blocked S.188.206.22 00:59:05  Novj035/2018 13:13:40 From SuricatalPS, ETN AGGRESSIYE IPs Group 2 => 1:5000002 => event timestamp: 2018-11-09 14:13:11
D ©Blocked 27.223.90.210 00:59:03  Nov/09/2018 13:13:38 From SuncatalPS, ET CINS Active Threat Inteligence Poor Reputation IP group 16 => 1:2403315 => event timestamp: 2018-11-09 14:13:10
D @ Blocked 77.72.85.8 00:58:59  Nov/03/2018 13:13:34 From SuricatalPS, ETN AGGRESSIVE IPs Group 3 => 1:5000003 => event timestamp: 2018-11-09 14:13:09
D ©Blocked 78.128.112.98 00:58:57  Nov/09/2018 13:13:32 From SuricatalPS, ETN AGGRESSIVE IPs Group 1 => 1:5000001 => event timestamp: 2018-11-09 14:13:09
D O Blocked 80.82.77.33 00:58:5¢  Nov/09/2018 13:13:29 From SuncatalPS, ETN AGGRESSIVE IPs Group 10 => 1:5000010 => event bmestamp: 2018-11-09 14:13:09
D O Blocked 36,226.6.56 00:58:52  Nov/035/2018 13:13:27 From SuricakalPS, ET CINS Active Threat Inteligence Poor Reputation IP group 24 => 1:2403323 => event timestamp: 2018-11-09 14:13:09
D O Blocked 193.29.13.25 00:58:48  Nov/09/2018 13:13:23 From SuricatalPS, ETN AGGRESSIVE IPs Group 9 => 1:5000009 => event tmestamp: 2018-11-09 14:13:07
D O Blocked 196.52.43.57 00:58:47  Nov/09/2018 13:13:22 From SuncatalPS, ETN AGGRESSIVE IPs Group 12 => 1:5000012 => event bmestamp: 2018-11-09 14:13:06
D @ Blocked 156.108.67.94 00:58:43  Nov/0S5/2018 13:13:18 From SuricatalPS, ETN AGGRESSIVE IPs Group 17 => 1:5000017 => evenk timestamp: 2018-11-09 14:13:04
D © Blocked 176.119.4.26 00:58:41  Novj09/2018 13:13:16 From SuricatalPS, ETN AGGRESSIVE IPs Group 3 => 1:5000003 w> event tmestamp: 2018-11-09 14:13:04
D O Blocked 186.5.214.195 00:58:37  Nov[03/2018 13:13:11 From SuricatalPS, GPL SNMP public access udp => 1:2101411 => event timestamp: 2018-11-09 14:13:04
D O Blocked 196.52.43.102 00:58:35  Nov/05/2018 13:13:10 From SuricatalPS, ET DROP Dshield Block Listed Source group 1 =3 1:2402000 => event timestamp: 2018-11-09 14:13:02
D O Blocked 185.208.208.144 00:58:32  Nov/09/2018 13:13:07 From SuricatalPS, ETN AGGRESSIYE IPs Group 4 => 1:5000004 => event tmestamp: 2018-11-09 14:13:01
D O Blockaed 109.248.9.16 00:58:30  Novj03/2018 13:13:05 From SuricatalPS, ETN AGGRESSIVE IPs Group 3 => 1:5000003 => event timestamp: 2013-11-09 14:13:00
D ©Blocked 186.5.214.34 00:58:26  Nov/05/2018 13:13:01 From SuricatalPS, GPL SNMP public access udp => 1:2101411 =3 event timestamp: 2018-11-09 14:13:00
D © Blocked 196,.52.43.97 00:58:20  Nov/09/2018 13:12:55 From SurcatalPS, ETN AGGRESSIVE IPs Group 16 => 1:5000016 => event bmestamp: 2018-11-09 14:12:59
D @ Blocked 196.52.43.131 00:58:18  Nov/03/2018 13:12:53 From SuricatalPS, ETN AGGRESSIVE IPs Group 19 => 1:5000019 => event timestamp: 2018-11-09 14:12:59
D O Blocked 193.106.29.82 00:58:14  Nov/09/2018 13:12:49 From SuricatalPS, ETN AGGRESSIVE IPs Group S => 1:5000005 => event tmestamp: 2018-11-09 14:12:59
D O Blocked 186.5.214.12 00:58:13  Nov/09/2018 13:12:48 From SuncatalPS, GPL SNMP public access udp => 1:2101411 => event timestamp: 2018-11-09 14:12:57
D 9 Blocked 186,5.215.167 00:58:09  Nov/03/2018 13:12:49 From SuricatalPS, GPL SNMP public access udp => 1:2101411 => event timestamp: 2018-11-09 14:12:56
D ©Blocked 198.108.67.36 00:58:07  Nov/09/2018 13:12:42 From SuricatalPS, ETN AGGRESSIVE IPs Group 14 => 1:5000014 => evenkt tmestamp: 2018-11-09 14:12:56
D O Blocked 185.208.208.198 00:58:03  MNov/039/2018 13:12:33 From SuncatalPsS, ETN AGGRESSIVE IPs Group 3 => 1:5000003 => event bmestamp: 2013-11-09 14:12:56
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DUOOOOOUOOOOOOOOOOOUOOOOOOOOOOOOOOOOOOOOOOOOOUOO‘

I'[:" ]

© Blocked
@ Blocked
Q Blocked
9 Blocked
Q Blocked
© Blocked
© Blocked
© Blocked
O Blocked
9 Blocked
Q Blocked
@ Blocked
© Blocked
© Blocked
Q Blocked
O Blocked
Q Blocked
Q Blocked
© Blocked
© Blocked
9 Blocked
Q Blocked
9 Blocked
Q Blocked
© Blocked
© Blocked
@ Blocked
Q Blocked
9 Blocked
Q Blocked
@ Blocked
@ Blocked
@ Blocked
Q Blocked
9 Blocked
O Blocked
Q Blocked
@ Blocked
@ Blocked
Q Blocked
O Blocked
O Blocked
Q Blocked
@ Blocked
@ Blocked
© Blocked
@ Blocked

O Rl ad

/ Address

i

Timeout

| Creation Time

Comment

93.14.178.11
66.70.149.166
5.254.66.135
189.27.23.209
174.108.49.9
77.108,198,31
216.106,55.39
176.63.60.2
151.33.35.185
$3.158.66.106
104.57.138.146
174.17.80.108
104.153,108.135
99.64.50.126
172.56.20.35
77.77.164.102
96.50.192.51
184.154.68.149
63.196,168,219
93.214.19.73
212.129.1.15
108.61.232.52
62.53.27.142
73.8.131.155
201.0.37.1%
82,66,230.133
172,90.214.88
177.40.212.166
62.161.161.246
69.248.1.162
73.52.44.161
77.72.82.16
203,100.223.38
144.76.182.86
S0.25.68.88
93.110.43.176
24.10.131.238
37.217.166,246
91.252.219.139
174.78.193.206
75.86.71.95
64.121.102.124
175.108.251.249
109.159.19.60
169.46,190,131
191.181.175.60
189.78.216.132

1N $74 244 10N

00:10:16 M[13J2017 14:5...
00:10:40 M[13J2017 14:5...
00:11:16 Mlj13/2017 14:5...
00:11:41 Mf13/2017 14:5...
00:12:17 Mf13J2017 14:5...
00:12:41 M1372017 14:5..
00:13:19 M13/2017 15:0...
00:13:43 J13/2017 15:0..
00:14:18 Mf13/2017 15:0..
00:14:44 Mlf13/2017 15:0...
00:15:18 Mlj13/2017 15:0...
00:15:46 Ml/13/2017 15:0..
00:16:18 1372017 15:0..
00:16:46 1372017 15:0...
00:17:18 Wf13/2017 15:0..
00:17:49 Mlj13/2017 15:0...
00:18:19 /1372017 15:0...
00:18:49 Ml/13/2017 15:0..
00:19:19 MI13J2017 15:0..,
00:19:49 1372017 15:0...
00:20:09 W13/2017 15:0..
00:20:19 24lj13/2017 15:0...
00:20:49 Mf13/2017 15:0...
00:21:20 /1372017 15:0...
00:21:50 Mf13J2017 15:0..
00:22:20 M\1372017 15:0...
00:22:50 Wf13/2017 15:0...
00:23:2¢4 M[13/2017 15:1...
00:23:50 Mf13/2017 15:1...
00:24:22 MJ13/2017 15:1...
00:24:50 MAf13J2017 15:1...
00:25:06 M13J2017 15:1..
00:25:24 1372017 15:1...
00:25:55 Wf13/2017 15:1...
00:26:29 Mf13/2017 15:1...
00:27:01 Ml13/2017 15:1...
00:27:29 M/13/2017 1S:1...
00:28:01 1372017 15:1...
00:28:31 M1372017 15:1...
00:29:01 Mf13J2017 15:1...
00:29:31 M13/2017 15:1...
00:30:01 Mlf13/2017 1S:1...
00:30:31 Mlf13/2017 1S:1...
00:31:00 MA13J2017 15:1...
00:31:32 M1372017 15:1...
00:32:02 /1372017 15:1...
00:32:32 Mf13/2017 15:1...

M2 WAl 2NLT 15

From suricata, ET DOS DNS Ampification Attack Inbound = > 1:2016016 = > event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timastamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Amplffication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET DOS ONS Amplification Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 = > event timestamp:
. From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 = > event timestamp:
. From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event Limestamp:
From suricata, ET DOS DNS Amplffication Attack Inbound => 1:2016016 => event timestamp:
From suricats, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 = > event timestamp:
From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 = > event timestamp:
. From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timastamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricats, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 = > event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound = > 1:2016016 = > event timestamp:
. From suricata, ET SCAN Sipvicious Scan => 112008578 => event timestamp: 2017-07-13 15:06:55
From suricata, ET DOS DNS Ampiffication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Ampiffication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 => event timastamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Ampiffication Attack Inbound => 1:2016016 => event timestamp:
From suricats, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 => event timestamp:
. From suricata, ET CINS Actrve Threat Inteligence Poor Reputation IP group 88 => 1:2403387 = > event timestamp: 2017-07-13 15:11..,
From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 = > event timastamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timastamp:
From suricata, ET DOS DNS Ampiffication Attack Inbound => 1:2016016 => event timestamp:
From suricats, ET DOS DNS Ampiffication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Amplfication Attack inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 = > event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timastamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Amplification Attack Inbound => 1:2016016 => event timestamp:
From suricats, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS ONS Amplfication Attack Inbound = > 1:2016016 = > event timestamp:
From suricata, ET DOS ONS Ampification Attack Inbound => 1:2016016 => event timestamp:
From suricata, ET DOS DNS Ampification Attack Inbound => 1:2016016 = > event timestamp:
From suricata, ET DOS DNS Amplfication Attack Inbound => 1:2016016 => avent timastamp:

Fearn suwirala ET NNE NUS AmelFicabinn AW ack Trbm nd = 1MNTEN A = annand bisnasd smn.

2017-07-13 14:57:02
2017-07-13 14:57:25
2017-07-13 14:58:02
2017-07-13 14:58:27
2017-07-13 14:59:02
20170713 14:59:27
2017407-13 15:00:03
2017-07-13 15:00:28
2017-07-13 15:01:03
2017-07-13 15:01:29
2017-07-13 15:02:03
2017-07-13 15:02:32
2017-07-13 15:03:03
2017-07-13 15:03:32
2017-07-13 15:04:04
2017-07-13 15:04:35
2017-07-13 15:05:05
2017-07-13 15:05:35
20170713 15:06:05
2017-07-13 15:06:35

2017-07-13 15:07:05
2017-07-13 15:07:35
2017-07-13 15:08:05
2017-07-13 15:08:35
2017-07-13 15:09:05
201707-13 15:09:35
2017-07-13 15:10:09
2017-07-13 15:10:35
2017-07-13 15:11:09
2017-07-13 15:11:36

20170713 15:12:11
2017-07-13 15:12:40
2017-07-13 15:13:14
2017-07-13 15:13:46
2017-07-13 15:14:15
2017-07-13 15:14:496
201740713 15:15:16
2017-07-13 15:15:47
2017-07-13 15:16:16
2017-07-13 15:16:47
2017-07-13 15:17:16
20170713 15:17:47
201707-13 15:18:18
2017-07-13 15:18:47
2017-07-13 15:19:18
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