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Network engineer
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Fareast islami life insurance co Itd.
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 \We Have 10G DATA center. el ity 3
e 500+ IP PBX Phone in head office and Branch offices.
* We Have 59 Offices in our where we used E1 DATA connectivity.

» \We Have 500+ DATA Modem which used for remote locations
Connectivity.
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Why need to Monitor a Network ?

e Keep informed

With real-time monitoring, if a failure or w_regulanty_ls detected, you can immediately be informed via methods such as SMS, pa?erl emails
or a network message. Therefore, you will be notified of any problem on your network, wherever you maP/ be thus allowing you to fix the
issues swiftly. Without a network monitoring solution, you would have to look for issues yourself, or wait for the issue to be reported to
you, to work'toward a solution.

e Plan for change o |
Network monitoring solutions allow you to study a constant problem with a closer eye. For example, if a piece of hardware is constantly

tripping, it may be the time to replace this hardware. The same would appcliy for a constant crashing service. Should you notice that a
service or a particular application is frequently crashing, it might be a good idea to look into troubleshooting the application.

e Dlagnose Issues | | o |
Imag1|ne a scenario where one of r)]/our company’s websites goes down. Without network monitoring, you may not be able to tell if the

roblem is with just the website, the web server or the applications which the site runs on. Network monitoring will pinpoint the point of
ailure, saving you time and money when having to diagnose the problem.

e Reports issues

Network monitoring reports can helﬁ you spot trends in system performance, demonstrate the need for upgrades or replacements and
prove your value, by documenting the otherwise ‘unseen’ work that keeps the IT systems you manage in top form.

 Remediate disasters

If you are immediately notified that there is an issue with one of your systems on a network, and the issue is going to take quite some
time to fix, the time saved b%_b_emg alerted immediately can be used to bring in a backup system to replace the current failure, thereby
R‘rowdmg a seamless and efficient service to your users and/or customers. Furthermore, some network monitoring solutions, such as GFl

etwork Server Monitor can automatically move to correct the problem by restarting a service (or multiple services) upon failure;
rebooting a server upon failure; or launching an executable, batch job or VBScript.
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Ensure Operation of Security Systems | |

Although business spend a lot of money, time and resources on security software and hardware, without a network
monitoring solution, they cannot be sure that the security devices are up and functioning as wanted to. With network
m_o_nltorm? solutions such as GFI MAX Remote Management, you can effectively monitor and manage the health of these
critical software and hardware security systems. With another feature this product offers, Patch Management, you can
also streamline the automation and management of Microsoft software updates and patches.

Keep Track of Your Web Applications | o |

Many services that your company offers to your users and customers are really just web applications running on a server.
Network monitoring solutions allow you to stay on top of website problems, spot issues betore your users or customers notice
and remediate the issues in a timely fashion.

Fix problems, anytime, anywhere |

Network Monitoring products nowadays are shipping with Remote Access features. These offer one-click remote support for any
server or workstation in your environment. Apart from providing a much faster service, remote access also saves you a lot of
money without having to commute to branch offices or customer sites.

Ensure uptime o o o

Network Monitoring maximizes network availability b%//Vmonltorlng all systems on your network, including servers,
workstations and network devices and ai)pllpatlons. henever a failure is detected, you will immediately be notified via
the alerts you configure in the product allowing you to take corrective action in a highly efficient manner.

Save Your Business Moneg | o

Network Monitoring products such as GFI Network Server Monitor and GFI MAX Remote Management, fix issues faster
with instant alerts, spot small and blﬂ Issues, eliminate the need for manual checks on event logs, backup systems,
antivirus systems, hard disks and other devices. Having a network monitoring solution also avoids the need of complex
and expensive systems. All this in turn facilitates cost saving and revenue building.



As a Network Engineer my Job Threats are

 Under Our Network Administrator we are 4 people in our Team who are
monitoring & Troubleshooting our full network with data center.

e So It does can be a big challenge for our team.

Threads for our team Is:

e Online UPS Down, Distribution switch down, PAC down, Mikrotik /

CISCO router power supply down, WiFi AP down, NVR Down, Fingerprint
devices down,

o DATA center EMS, Server down, DATA connectivity lost with ISP, Modem
connectivity down with TELCO and others.

imlenkon@gmail.com fb.com/imlenkon 8



How do we do this

It's a big challenge for maintain a big
Enterprise network without enough
manpower.

BUT WE CAN

llllllllllllllllllllllllllllll



In 2014 January we implement The DUDE software
In our Company for network monitoring software.
And now its actual view ISs:
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Monitoring Large Scale Network by The Dude

« Install DUDE package in Router and create DUDE user in router.
 Install Dude client in pc and connect with server.
 Discovery Local LAN subnet devices.

« Add any Network device manually.

« Add and monitoring Mikrotik router use dude.

» Mikrotik OiD for DUDE.

 Control Mikrotik router Use DUDE.

« Monitor Server PC & Network devices use DUDE Software.
 Real time bandwidth Monitoring use DUDE.
 Notification from DUDE when any service down or UP.

» How Backup and Restore The Dude.

» View office network from anywhere use Internet.

» Others.
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DUDE Package Installation process in Router

e Go to https://www.mikrotik.com/download this link then Download
The dude Client application and The Dude server for your router
arChIteCtu re- /\/]I?(I’Ol-;k Home About Buy Jobs Hardware Sofware  Suppot Training  Account

SOﬁware Downloads Changelogs Download archive RouterOS  The Dude

RouterOS &Y (2]
6.40.6 (Bugfix only) 6.41.2 (Current) 5.26 (Legacy) 2.::;::::‘S;elease
MIPSBE Ga8vos, GRASEE DISC. LI Lo, N, Wi, Priasst GRT, ROk, KAP, AP o AP ac e, NG SAF. REct, o, X WP, Buouio. i
Main package
Extra packages
SMIPS
Main package
Extra packages
TILE CCR
Main package
Extra packages =

imlenkon@gmail.com fb.com/imlenkon 14



DUDE Package Installation process in

Client PC

Cloud Hosted Router

Images

VHDX image
VMDK image
VDI image

OVA template
Raw disk image
Extra packages
The Dude server
Changelog

Checksum

6.40.6 (Bugfix only) 6.41.2 (Current)

vmdk, vhdx, vdi, ova, img

E

[l [ 68 69 08 08 08 08 O3

[ [ 09 08 68 08 OB

imlenkon@gmail.com

5.26 (Legacy)
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6.42rc37 (Release candidate)
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DUDE Enable In Router

/dude set enabled=(yes/no)

After that just check, If dude server is up and running with command:
"/dude print

[admin@MikroTik] > /dude print enabled: yes data-directory: dude
status: running

imlenkon@gmail.com fb.com/imlenkon
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Only DUDE User role In router

* \We need to create a user group for == =5 e
dUde monltorlng englneer ﬁ:;::: Users Groups | SSHKeys SSH Private Keys Active Users

. o Bidge + = a7
we can do this Trom ot Por Thovs—— TFoioms S
== Switch £ Dude local telnet ssh ftp reboot read policy test web sniff api dude  default
S & ful local telnet ssh ftp reboot read write policy test winbox passw... default
Ste I I l > l 'S e rS > rO u S > 5 Mesh S read local telnet ssh reboot read test winbox password web sniff s... default
5 [P ! & sniffer sshread default
. MPLS R & wite local telnet ssh reboot read write test winbox password web ... default
Then click some rules. oy [ o
S I
s Poicies: Flocll  [¥teinet
(=] Files v ssh v fip
| Log v/ reboot v read Apply
: write v/ policy
L. Rad mment
"g‘ ot V) test winbox M
A Tools password (v web
B New Teminal v sniff sensttive R
= LcD v/ api romon pmove
@ Dude ' v dude tikapp
#5 Parition Skin: |default -
< Make Supout rf
& Manual
& New WinBox
B B
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Windows Client Installation

e Client installation is very easy like other windows software
Installation. After finis installation just go to program and run.

The Dude Setup

icense Agreement

Please review the license terms before installing The Dude.

Press Page Down to see the rest of the agreement.

& admin®103.254.85.129 - The Dude 6.40.6
@ | Preferences || Hep

X

Server. [RE

ot Mode:  plain % secure
JA Port: [6291

User Name: ladmin

Password: [+
[¥ Remember Password

Comment: |

THE DUDE SOFTWARE

| MIKROTIKLS MIKROTIK SOFTWARE END-USER LICENCE AGREEMENT

This End-User License Agreement (License Agreement”)is a binding
agreement between you (either an individual or a single entity) and
MikroTikls SIA ("MikroTikls™ or "MikroTik™), which is the manufacturer

of the SOFTWARE PRODUCT ("SOFTWARE PRODUCT" or "SOFTWARE") identified
above. HARDWARE refers as the computer, which the Software Product is
installed on. Any software provided along with the SOFTWARE PRODUCT

that is associated with a separate end-user License Agreement is

Address User Name Comment
10.70.76.1 admin

If you accept the terms of the agreement, dick I Agree to continue. You must accept the

agreement to install The Dude.

Cancel

connecting

imlenkon@gmail.com fb.com/imlenkon
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The Dude/Device discovery

* When login DUDE server then we can discovery our full network just a
one click. After clicking DUDE automatically discovered our LAN same
subnet devices.

Preferences @ Local Server Help : JISTANCE YYJRELESS LINKS => W\ 4-J
Settings 4 (Bl ==
Contents L 2 B (&R Settings Discover || ¥ Tools dh -, O Layer m

] Address L

& Admins

] Charts —‘
] Devices .
% Files :

] Functions
5] History Ac
] Links
-1 5] Logs
5} Action
{77 Debug
£} Event
L7 Syslog
] Mib Nodes
=] ] Network h ~

L | UL ¢
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® | Preferences || @ Local Server || Help MIRROTIKSROUTERS AND WIRELESS -> www
|| 4| | Settings E
Contents “|"‘='E:®£"?|\ Settings | | Discover || ¥ Tools M\C’Layecﬁ

& Device Discovery

| | I Add Networks To Auto Scan

Enter subnet number you want to scan for devices

Scan Networks: |192.168.88.0f24 —

roert: [ ~ | - ||

Black List: |none coo

Device Name Preference: |DNS, SNMP, NETBIOS. IP ;[

Discovery Mode: (¢ fast (scanbyping) ¢ reliable (scan each service)
0

Recusivel-lops:lﬂ _v.' / =

0 2 4
[~ Layout Map After Discovery Complete

2 TLhaa /610

imlenkon@gmail.com fb.com/imlenkon
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Discovery Progress

|
Scanning 192.168.88.152 (3%)

Client: rx 4.52 kbps /tx 1.27 kbps Server:x 1.8 kbps /tx 9.

imlenkon@gmail.com fb.com/imlenkon 21



After Discovery completed

@ zdmin - p. 4

| Profeences || Heb | HoT:
Content /] (-] =[] @] [&][2][% [ setings | [ Dscover |[ ~Toos | 48] ][] Layer: [dependencies | Zoom: [100% v|

[Client: rx 367 bps /tx 187 bps |Server: rx 0bps /tx O bps lconnected
imlenkon@gmail.com fb.com/imlenkon
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Add Network device Manually

 To add a new device to The Dude, you can either use the Discovery
Interface, in which case the device will automatically be added with
no settings asked from you, or you can add a device manually, by
clicking the Add item button above the Map window.

* Once you click the Add Item button, you can then add a new device
by clicking anywhere on the Map. The New device window will be
opened.



| Device
Enter |IP address or DNS name

ess: |192.168.88.1

ame: [admin
jord: |

ure Mode
ter 05}

imlenkon@gmail.com fb.com/imlenkon 24



Addresses: |192.168.88.1

DNS Names: Igumybcdnd

DNS Lookup: * none ( addresstoname ( name to address

DNS Lookup Interval: |60

min

MAC Addresses: |N.&:42:48:3F:F7
MAC Lookup: © none (% iptomac  mactoip

-~
v

imlenkon@gmail.com
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SNMP = Simple Network Monitoring Protocol

Shows information about device configuration, if this information is available over SNMP. All of these parameters
are available from RouterOS. If the device is not RouterQS, it could still provide some of the information, so some
tabs would show it, some would be blank. The information is read only.

|
[g]

EHE E EE EEH E

-
& 192.168.88.1 - Device

General Poling Services Outages Snmp | History Tools

Inteface ||p Route Amp Bridge Fdb Storage Cpu Wireless Station Registration Table Simple Queue Dhcp Lease

Mﬂé s B~
Name s | Type MTU Tx Rate Rx Rate
| ether1 (2) ethemet-csma... 1500 Obps Obps
X sstp-out1 (4) other 0 0O bps Obps
X wian1 (1 ieee80211 1500 Obps Obps
wlan2 (3) ieee80211 1500 Obps Obps

g
2

Reconnect

imlenkon@gmail.com fb.com/imlenkon 26



Windows server 2016 SNMP On
and monitoring in DUDE

e Log Into your dedicated server using Remote Desktop
Click on Windows Key > Administrative Tools > Server Manager.

Click Manage > Add Roles and Features. Click Next > Next > Next >
Next. Verify SNMP Services are installed. Click Cancel.
If SNMP is not installed, contact Support.

e Click on Windows Key > Administrative Tools > Services. Right click
on SNMP Service and click on Properties. Click on

the Security tab. Type your randomized 8 - 10 character connection
string. Be sure to make it Read Only, not Read Write.

 Click on Add.

imlenkon@gmail.com fb.com/imlenkon
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't features

e You Begin
lation Type
r Selection
r Roles

Select one or more features to install on the selected server.

Features

b A RSTD A

[[] Peer Name Resolution Protocol

(] Quality Windows Audio Video Experience

[C] RAS Connection Manager Administration Kit (CM/
[] Remote Assistance

[] Remote Differential Compression

b [¥] Remote Server Administration Tools (Installed)
[] RPC over HTTP Proxy
[ Simple TCP/IP Services
SMTP Server

b [®] SNMP Service (Installed)

] Subsystem for UNIX-based Applications [Deprecat
[W] Telnet Client (Installed)

[] Telnet Server

[] TFTP Client

<[ m [ T5]

DESTINATION SERVER
Cloud2012traini.Domain.PowerDNN.com

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

<Previous | [ Newt> | |

Install H Cancel |

imlenkon@gmail.com

% SNMP Service

Enables Sim... Runniné Automatic

Local S;«'ste...

£ SNMP Trap

S.b Software Protection

S;, Special Administration Console |
Sg, Spot Verifier

. SQL Full-text Filter Daemon Laur
£, SQL Server (MSSQLSERVER)

% SQL Server Agent (MSSQLSERVEF
S.ﬁ, SQL Server Browser

% SQL Server WSS Writer

. SSDP Discovery

Sg, Superfetch

o) Systern Event Notification Servic
'-Ql;sTask Scheduler

L TCP/IP NetBIOS Helper

Sk Telephony

.Q,, Themes

i Thread Ordering Server

£ UPnP Device Host

Qp, User Access Logging Service
4 User Profile Service

4 Virtual Disk

Sﬁ VYolume Shadow Copy

£ \Web Management Service

Sg, Windows All-User Install Agent

=]

SNMP Service Properties (Local Computer)

General | Log On | Recovery | Agent | Traps | Secuity | Dependencies |

[+] Send authentication trap

Accepted community names

Community
8-10CharRand

Rights
READ WRITE

Community rights:
[READ GNLY

Community Name:
|8-10CharRand

| Add. | | Edt. | | Remove |

Learn more about SNMP

S;, Windows Audio

o0k || Cancal || apply

fb.com/imlenkon

Service
ork S...
Syste..
Syste...
Syste...
Syste...
ork S...
Service
Syste..
Service
Syste...
Syste..
Syste..
Service
ork S...
Syste...
Service
Service
Syste...
Syste...
Syste...
Syste...
Service
Syste...
Service
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Now show Server status in DUDE

IP Gam Server
cpu: 0.25% mem: 34% virt: 26% disk: 65%

imlenkon@gmail.com fb.com/imlenkon
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Some other Network device Status

Main UPS-1

Volts: 228
Load:8 %

BC Rem:162m
Uptime: 125d 10:
Batt Cap: 100 %
Batt Temp: 32 C

imlenkon@gmail.com

Lexmark C736
Toner Cyan Toner ima -0%
Toner Magenta Toner ima -0%
VG -1 oner ima -U%

AL TR LA

fb.com/imlenkon
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Add Mikrotik Router in DUDE

e Its very easy to add your
Mikrotik router on dude Just
enable SNMP from >

e [P >SNMP> Tick on Enable

e Then Right click on DUDE

> Add a device Like others,
Just put your router ID and
Password correct information.

imlenkon@gmail.com fb.com/imlenkon 31
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Main Router

UP: 15d 04:4
Tem:26.0 C
Pro-Tem: 51.0 C
PSU1:true (1)
PSU2:false (0)

imlenkon@gmail.com

| will describe below few OIDs

Uptime:

1.3.6.1.2.1.1.3.0

CPU load:

1.3.6.1.2.1.25.3.3.1.2.1

Total memory and how many are used:
1.3.6.1.2.1.25.2.3.1.5.65536
1.3.6.1.2.1.25.2.3.1.6.65536

CPU frequency:
1.3.6.1.4.1.14988.1.1.3.14.0

Mac addresses of LAN and WLAN:
1.3.6.1.2.1.2.2.1.6.1

Get Mikrotik Oid
/system resource print oid
/system resource cpu print oid

Write OIDs

Right click on device > Appearance > write this code in Level fe

[string_substring(oid("1.3.6.1.2.1.1.3.0"),0,8)]

fb.com/imlenkon



Control Mikrotik Router use DUDE

e |f we have more then Mikrotik Router its not difficult to control all
router from DUDE server.

» The Tools pane manages the utilities and programs that can be run
when right-clicking a device. Tools can be useful for executing custom
programs and passing them variables, which can be practically
anything the Dude knows about the device.

imlenkon@gmail.com fb.com/imlenkon 33



3 €| K| Settings

Discover ¥ Tools

Settings
Appearance
Tools

Reprobe

Ack

Unack
Upgrade
Force Upgrade
(J Notes
Remove
Select Adjacent

imlenkon@gmail.com

L~ & @ 0~ P i+ %

LINCINT AN N

Ping
Traceroute
Snmpwalk
Scan
Winbox

Terminal

Remote Connection

Torch
Bandwidth Test
Spectral Scan
Telnet

Web

Ftp

Dude

Run batch file

fb.com/imlenkon
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Connection & Router Outages view

e Its very important for us, we can view Outages from DUDE Server
> Double click on device then select on Outages Tab
> Then see device status and down time with service.

General Poling Services Outages Snmp RouterOS History Tools

Remove Resolved = @4 Status: |all Lj Service: |all Ll g
Status 5| Time _ B _ * | Duration |Service
resolved 18:58:37 02:16:50 ping
resolved 14:34:01 02:12:26 ping
resolved 13:15:07 00:00:20 ping
resolved 08:14:06 00:49:20 ping
resolved Mar/02 12:31:06 00:23:22 ping
resolved Mar/02 10:46:06 00:21:50 ping
resolved Mar/02 08:33:06 00:06:50 ping
resolved Mar/01 08:09:05 00:43:20 ping
resolved Feb/28 16:32:57 00:34:57 ping
resolved Feb/28 08:42:09 00:31:57 ping

imlenkon@gmail.com fb.com/imlenkon



Real time Mikrotik Port bandwidth view in DUDE

 Write OIDs
e Right click on Router > Appearance > write this code in Level feild

e Portl bytes In :[0id("1.3.6.1.2.1.31.1.1.1.6.3")]
* Portl bytes Out :[0id("1.3.6.1.2.1.31.1.1.1.10.3")]

imlenkon@gmail.com fb.com/imlenkon



Mikrotik Port bandwidth view in DUDE

4

192.168.2.10
cpu: 0% mem: 4% disk: 33%

Portl bytes In :20134935 :
Portl bytes Out :119044743 |

nnnnnnnn @gmail.com fb.com/imlenkon




Mikrotik to Mikrotik bandwidth view in DUDE

> Click + icon then click Link Icon

> Then Drag Both of devices

> Now select router , Mastering
Type, Interface, Type.

5, A
EEEC]
Device
Network
Submap
Static
Link

/10030

imlenkon@gmail.com

W Link o ® (=)
Device: P2P Wireless AP vI o  ooo Cancel
Mastering Type: (" simple ¢ snmp (" routeros Apply
Intedace: [wlan1 (2) |
Notes
Speed: I_I bps
Remove
Type: Iwureless Ll‘o || ooo |
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v

[~ =][E][@] [&][o][% [ sems |

Main Router
cpu: 3% mem: 5% disk: 34%

Rx: 1.12 Mbps
Tx: 22.3 Mbps

P2P Wireless AP
cpu: 12% mem: 35% disk: 13%

[

NVR

ent:x 4,01 kbps /b 337 bps [Server: nc Obps / tx D bps

7D43cover v Tools ﬁ .-" o2

\

MmE
=] Zoom: [200% _

Layer: |links

N—

Rx: 1.09 Mbps
Tx: 22.3 Mbps

P2P WiFi Station
cpu: 17% mem: 34% disk: 13%

Rx: 841 kbps
Tx: 23.7 Mbps

Rx: 1.17 Mbps

connected

. 4 “Ln

User AP
cpu: 4% mem: 19% disk: 12%

Tx: 27.2 Mbps

imlenkon@gmail.com
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NES

Layer: |links ~| Zoom: ‘200'6 vI

- Router to Router Speed

[#~][=I[E=][@)] [&][02][N [ sotngs | [ oscover || ~Toos | [#4]

‘.
~ Rx: 2.81 Mbps

Main Router Tx: 25.9 Mbps
cpu: 4% mem: 5% disk: 34%

User AP
cpu: 5% mem: 19% disk: 12%

LI
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Notification from DUDE

* The Notifications pane configures any actions that can be taken when a device

status changes. The predefined Notifications are the following:

Beep - Makes a beeping sound from the PC speaker of the server PC
Flash - Flashes the Dude taskbar menu

Log to Events - Saves information to local Event log

Log to Syslog - Saves information to Syslog

Popup - Opens a small notification window

Notifications can be send Facebook, Twitter and other social Media.

 You can also add new Notifications, more types are available in the add dialog.



Email Notl

fication

@] | Preferences || Help [IONGIDI5TAN]
(-] =][m][@] [&l[e2][% [ setings | [ Dacover ][ ~Toas | [#4] ][] Lave
@ Notifications @ New Notification m] X
EEII IIIH o] Ty [a | Goner |Schedde | Advanced o ]
c beep beep ! Ndes [\EY Rl Email Notification Cancel I
Notification execute on server ¥ Enabled Apply |
X  flash flash Type: Iemd ;j
e —
i o Server IP: | Copy
Server Dns Name: | Remove |
Server Port: [v|25
Test
User: fmlenkon@gmail.com -
P I: I....uun....
Tis Mode: Iyes _:j
From: [imlenkon @fareastislamie.com
To: I‘I'riericm@gnd_wn
Cc: | —
¥ Insert Variable
Service [Probe.Name] on [Device.Name] is now =~
Subject: [Service.Status]
v
¥ Insert Variable
Service [Probe.Name] on [Device.Name]l is now ~
Body: | (service.Status]
{[Service.ProblemDescription])
Client: rx 4.44 kbps / tx 192 bps |Server: rx O bps / tx 0 bps lconnected

imlenkon@gmail.com
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Alternate Notification use Router

* [ts also possible notify / alert automatic to social network by using
Mikrotik Script.

e SMS Generate from Mikrotik Router use SMS gateway / Modem or API
 Email Send from Mikrotik Router.

Live Notification use Telegram APPS

“Ln
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Backup & Restore DUDE

For Export
/dude export-db Dude-Backup
status: exporting: 62% complete

For Import

/dude import-db Dude-Backup
status: exporting: 92% complete

imlenkon@gmail.com

fb.com/imlenkon
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View office network from anywhere use
Internet with Port

e If you have Public IP in your router then you can see your Network from
anywhere use DUDE server IP as a Public IP.

* Win box & DUDE Port is : 8291
» Make sure port is allow or block from router : /ip service

Server: | Pulblic IP
Mode: (" plain (% secure

Port: |8291

0 0
2|3
2 ||s 3
5 8

User Name: 'admin

[V Remember Password

Comment: I

“Ln
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Some Topics which 1 Skip

 Auto network discovery and layout

 Discovers any type or brand of L3 device

 Device, Link monitoring, and notifications

e Includes icons for devices, and supports custom icons and backgrounds.
 Allows you to draw your own maps and add custom devices

 Supports SNMP, ICMP, DNS and TCP monitoring for devices that support it
e Individual Link usage monitoring and graphs

* Direct access to remote control tools for device management

 Supports remote Dude server and local client.Runs in Linux Wine
environment, MacOS Darwine, and Windows



* RB1100ahx4 is great for networking, very efficient and powerful
machine

e CCR1036 maximum of 160 services and maximum 4 days of raw value
data storage and maximum 300 mega-byte database size

> For big networks multiple virtualized instances of the dude will be
needed, decent SSD storage etc, always keep the dude database size
under 500mega-byte to keep good performance.

> Network monitoring IS NOT a light task It is a very intensive one not
only in terms of CPU usage but in terms of storage i/0 too

> NEVER use onboard storage to storage the dude database for long
term usage, in the case of rb1100ahx4 dude edition always use the
60gb SSD to host it because monitoring is very write intensive it leads
to a premature exhaustion of finite and scarce write cycles of the flash
memory.




For allow me on MUM Specially Thanks to ...

e Mahmud Hasan (Network Administrator)
Fareast Islami Life Insurance Company Ltd.

o All of My colleagues
Fareast Islami Life Insurance Company Ltd.

e Syed Abu Saleh
Mikrotik Authorized Trainer in Bangladesh

Sy ——
MikroTibke o
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Want to implement DUDE In your Enterprise ?
Contact with Me —

Imlenkon@gmail.com

https.//www.facebook.com/imlenkon

www.mikrotikgroup.com
Join Group
My Mikrotik




# console clear-history



Thank You
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