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. Using distance
. Using bridge

. Using vrrp

. Using OSPF

. Using mangle prerouting chain

. Using mangle input-output chain
. Using BGP

. Using Bonding




Situation: Two ISP has given me two IP, When
primary fails, secondary will be live auto.

IP > Route > add gateway with distance 1 and
add another gateway with distance 2. lowest
distance will be primary




Auto Fail Over Using Distance
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How to Configure:

e admin@4C:SE:0C:FB:A0:CF (Test) - WinBox v8.40.8 on RB2011UIAS-2HnD (mipsbe)

e

J& Quick Set

T CAPsMAN

T Intefaces

T Wireless

ﬁﬁ Bridge

=8 PPP

5= Switch

“T3 Mesh

= 1P I3

@ OpenFlow

H Routing ¥
{2 System P

! Queues

Files

[] Log

ﬂ. Radius

R Tools ¥

New Teminal
TRDES

[ co

MetaROUTER

& Partition

[ Make Supout rif
& Manual

| Network

|Irrta'face |V

202.191.126.180725  202.131.126.176 setherl

D 9ri0.8.8.15/24 10.8.8.0

Route List
Routes | Nexthops Rules VRF

[#][=] [“][=] [ [v]

wlanl

| UHCP Clert

Hide Passw

[Fne_Jfa_]5]

|Dst. Address | Gateway

P 0.0.0.0/0 202.191.126.177 reachable etherl

ing Mark |Fref.50uroe ”v

I 0.0.0.0/0 10.8.8.1 reachable wlan 1

F10.880/24 wlan 1 reachable
=192 168.1.0/24 etherd reachable
=202 191.126.1... ether1 reachable

10.8.8.15
192.168.1.1
202.191.126....

DHCP Options:  |hostname |i|¢

i
i

|clertid || &

'

Default Route Distance: |2

5

1% |%|g|f
!%s@i

Status: bound




Situation: Point to Point/ Router to Router
Connected with two/multiple fiber or Radio, If
primary fails another will be live auto.

Bridge has STP/RSTP protocal, STP/RSTP control
loop and work as failover. So No need any
configure other than bridge




Fail Over With Bridge




How to Configure:

KD || Safe Mode Hide Passwords

@ admin@4C:5E:0C:FB:8D:CF (Test) - WinBox v6.40.8 on RB2011UIAS-2HnD (mipsbe)

& Quick Set
X CAPSMAN

Address List

=] vI¥ [T [T |Find

Address ¢ | Netwarlk
Pri o° 152.168.1.1/24 152.168.1.0




Situation: Client wants failover with Hub or
switch, There is no router at client end.

ISP end required Mikrotik: LAN configure on
VRRP (logical Interface).

Both end Router will contain Same(gateway) IP




Fail Over With VRRP




How to Configure:

@ admin@4C:3E:0CFE:BDCF (Test) - WinBox v6.40.8 on RB2011UIAS-2HnD (mipsbe)

o] [soeteor |

4 Quick Set
[ Intefaces

E‘ﬁ Bridge

=2 PPP

5= Switch

“T3 Mesh

EE IP 2
¢ OpenFlow

88 Fouting

{3 System

! Queues

Files

[] Log

. Radius

x Tools ¥
New Terminzl
TROGS

= co
MetaROUTER
e Partition

[ ] Make Supout if

& Manual
W Fi

VRRF

Adaress Lis D X
== - [#]|=] [«][%] [=] [¥]
B | Address + | Network lnteface | ¥

Intefface: |ether3-LAN

VRID: |1

Priority: |100

It

Preemption Mode

Disable
Com

Py

Interiace |inteface List Ethemet EolP Tunnel IP Tunnel GRE Tumnel VLAN VRRP Bonding LTE

Relil E[

*) o v o
ame ¢ | Type |Actual MTU  [L2 MTU |Tx |Rx |
eirether Ethemet 1500 1598 0 bps
N 4irether? Ethemet “ﬂ Obps
SivetherLAN  Bthemet . 198 Tkbps.

RM Gvmp VRRP 1500 1558 368 bps 65
#retherd Ethemet 1500 1558 0 bps 1]
#rethers Ethemet 1500 1558 Obps 0
#iretherb Ethemet 1500 1558 Obps 0
#irether? Ethemet 1500 1558 0bps 1]
4i+etherd Ethemet 1500 1558 Obps 0
#ketherd Ethemet 1500 1558 Obps 0
#irether1l Ethemet 1500 1558 0 bps 1]
ehrefpi Ethemet 1500 1588 Obps 0

R 4bwlanl Wireless (Atheros ARS... 1500 1600 Obps 0

o 192.168.1.1/24 152.168.1.0
o 192.168.3.1/24 192.168.3.0
T 202.191.126.180/29 202.191.126.176

Gl )

Jitems




I il Over Nt OSBE Routinadechaal I

4. Using OSPF:

Situation: Nationwide very large network with
Router and multiple link, OSPF used for internal
fail over and auto update of Routing table.

add peering IP, add Network address with bit
from OSPF > Network, Then only in main router
you need to select: “if install as type2” from
Routing > OSPF > Instance > “Redistribute
default route”




Fail Over With OSPF




How to Configure:

@ admin@4C:5E:0C:FB:80:CF (Test) - WinBox v6.40.8 on RB2011UIAS-2HnD (mipsbe)

Interface List [=]|{E3
Interface | nterface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

@ e v]x]la]7

o 10.0.0.6/30
9P 192.168.1.1/24

|Name /[ Type |Actual MTU [L2MTU [T |Rx |»
“15 Mesh 4petherl-Pimary  Ethemet 1500 1558 Obps 1]
B3 P ¥ i ___
R +#ether3-LAN Ethemet . 7.0K
&7 OpenFlow Hetherd Ethemet 1500 1533 0
e - P — Etbacat O GO = 0
m OSPF E m
£23 System ¥

interfaces |instances Networks Areas Area Ranges  Vitual Links Ao

:Jem EE .@.E cesl{Networks Jreas Area Ranges Vitual Liks Neighbors NEMA Neighbors Sham Links LSA Routes  AS Border Routers
-1

= e T = BO(EN :

= & ether1-Pimary 10 1 none Network [

ﬂ- Radius #2 ether?-Backup 40 1 none 10000730 bad{bone
2 Tools P o #100.04/30 backbone
New Teminal #3152.168.1.0/30 backbone

TROBS
= cp
MetaROUTER
E Parition

[l Make Supout rf
&) Manual

B e

—
_l h\l‘.‘l

e TS



Situation: Two or more WAN from different ISP,
we want to merge all bandwidth including
failover. Some IPs of Will be marked for ISP1 and
Some Ips will be marked for ISP2




Load Balance with Fail Over
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How to Configure:
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.. Safe Mode

J& Quick Set
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E‘f Bridge

=F PPP

5= Switch

518 Mesh
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&7 OpenFlow

ﬁ Routing

{23 System

B Queuss

[ Files

[] Log

ﬂ Radius

% Tools

Mew Teminal
TRO&S

[ L.co

[FY MetaROUTER

ﬁ Partition

B Make Supout rf
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Check Gateway: | General ‘Mribmas
Type: |unicast Dst. Address: [0.0.0.0/0
o [ @E‘"a"’: 10.0.05 ¥ | |reachable ether2-ISP2
Scope: (30 Check Gateway: |
Type: ||_|r1icast
Routing Mark:
Pref. Source: | Distance: |1
Scope: |3|]
Target Scope: [10
< Routing Mark: |i5D2 )
e — il

Pref. Source: |

Route <0.0.0.0/0>

=1|E3
Fous | Nerhops Fuls VRF /=]
[+][=] Find | [0 |[%] |A%1.dress 7 [Networc Inter
|Dst. Address + | Gateway |Distance  |Routing Mark | Pref. Source ||+ %mgggﬂ lgggﬂ 3::
Interface | |AS I+ 0.0.0.0/0 10.0.0.1 reachable ether1-ISP-1 1isp1 B 192 'I'EB 11/24 19;? 'I'EE 10 sthe
AS I+ 0.0.0.0/0 10.0.0.5 reachable ether2-15P2 1isp2 R R
EIE AS - 0.0.0.040 10.0.0.1 reachable ether1-ISP-1, 10.0.0.5 reachable ether2-... 1
|Narn DAC P+ 10.0.0.0¢30 ether1-15P-1 reachable 0 10.0.0.2
R 4 DAC P-10.0.0.4/30 ether?-15P2 reachable 0 10.0.06
R 4 DAC P+ 192.168.1.0/24 ether3-LAN reachable 0 152.168.1.1
[=]|E3
| Cancel
[#] [reachable ether14SP-1 & | [ Aooly |

Check Gateway: |

Type: |unicast

Distance: |'|

Scope: |3'D

Target Scope: |'H]

Routing Marl: |

[ F
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How to Configure:
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1] # mark routing prerouting 192 168.1.0/25
1 & mark routing prerouting  192.168.1.128/25

.

General ‘Mvanced Bdra_Action, Statistics 0

Cha#? |prerouting \ [=] Canc

Src. Addre¥g, [1[192168.1.0/25 |« App
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Disaby
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- [ e

Log Prefix - Disa

Mew RoutingfVark: |i5p1 ||3| @
Passthrough Cor

[ ey

- -

General

Advanced Exdra Action Statistics

Protocol: |

Src. Port: |

General Advanced Action | Statistics

markroutin

In Log Prefix: |

Out

Mew Routigh Marl: |i5p2 \

Passthrough

Con

Con
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5. Using mangle input-output chain:

Situation: Two or more WAN from different ISP, we
want to merge all bandwidth including failover.

Mark connection with input chain, then mark routing
for that connection which has marked.




Load Balance with Fail Over
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How to Configure:
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.. Safe Mode

J& Quick Set
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E‘f Bridge

=F PPP

5= Switch
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Check Gateway: | General ‘Mribmas
Type: |unicast Dst. Address: [0.0.0.0/0
o [ @E‘"a"’: 10.0.05 ¥ | |reachable ether2-ISP2
Scope: (30 Check Gateway: |
Type: ||_|r1icast
Routing Mark:
Pref. Source: | Distance: |1
Scope: |3|]
Target Scope: [10
< Routing Mark: |i5D2 )
e — il

Pref. Source: |

Route <0.0.0.0/0>

=1|E3
Fous | Nerhops Fuls VRF /=]
[+][=] Find | [0 |[%] |A%1.dress 7 [Networc Inter
|Dst. Address + | Gateway |Distance  |Routing Mark | Pref. Source ||+ %mgggﬂ lgggﬂ 3::
Interface | |AS I+ 0.0.0.0/0 10.0.0.1 reachable ether1-ISP-1 1isp1 B 192 'I'EB 11/24 19;? 'I'EE 10 sthe
AS I+ 0.0.0.0/0 10.0.0.5 reachable ether2-15P2 1isp2 R R
EIE AS - 0.0.0.040 10.0.0.1 reachable ether1-ISP-1, 10.0.0.5 reachable ether2-... 1
|Narn DAC P+ 10.0.0.0¢30 ether1-15P-1 reachable 0 10.0.0.2
R 4 DAC P-10.0.0.4/30 ether?-15P2 reachable 0 10.0.06
R 4 DAC P+ 192.168.1.0/24 ether3-LAN reachable 0 152.168.1.1
[=]|E3
| Cancel
[#] [reachable ether14SP-1 & | [ Aooly |

Check Gateway: |
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Scope: |3'D
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How to Configure:
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1 & mark routing prerouting 192.168.1.128/25
2 & mark connect... input ether1-5P
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4 & mark routing output
5 & mark routing output
[Ollx]
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in: |ir1ert ) || ¥ Cancel
—_
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—— -
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In. Interface: [ |stherl-ISP-1 ?

Dst. Address:
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Src. Port:
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General

: |i5p1
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Situation: ISP is connected with multiple IIG, ISP has
own Real IP and ASN

a) add Peering IP, Routing > BGP > Instance > Self ASN
and IP,

b) BGP > Peer > Other’s ASN and IP
c) BGP > Network: add /24 and aggregate like /23, /22

d) Routing Filter: Create filter for specify network
advertise.




Load Balance with BGP




How to Configure Instance, Peer & Network:
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How to Configure Route Filter:
) 2dmin@DACAGD53 F1.C3 (BUIOY BGP) - Winox 1625 on RE4S0G (rmipsoe)

o || o | | Safe Mode Hi
AS Quick Set loute Fiters
1 CAPsMAN + = ¥R AT Find
|8 Interfaces # | Chain % | Prefix 11| Action
- 0 mango-out 202 151 120 0723 accept
Wirel
= rEiEss 5  mango-out 202.191.120.0/24 accept
g, Dndge 7 mango-out 202.191.121.0/24 discard
= PPP 3 mango-out 0.0.0.040 discard
_ 4  btcl-out 202 131 120 0723 accept
=2 Switch & btcl-out 202.191.120.0/24 discard
cSMesh L. 1 btcbout 2021911210724 sccept
- 2  biclout 0.0.0.0.0 discard
L
=&l |Pvh
<" MPLS
< OpenFlow
4 Routing [




Situation: To increase capacity of link / ether
Used only for Router to Router

Interface add bonding Slave = etherl, ether?2,
Link Monitorin=ARP, remote |IP=




Fail Over With Bonding
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