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Reason for security

» Remedy unauthorized people to access to the network
 Intruder detection purpose
» Taking necessary action for fix the issue.

e Protect information and infrastructure.
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How to secure our network?

» Administrative Users credentials
» Winbox default ports

« MAC-access restriction

» Site restriction

 Virus port filtering

* Log server
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Administrative Users credentials

Mikrotik router’s default username is “admin”. If it is kept to the default
username, it can be assumed very easily. So it is recommended to

change the username and set a strong password for the admin

privileged user.
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Administrative Users credentials

How to change credentials?

Log in Winbox

Click on System

Click on Users

e Note: user & Password

r

@ admin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

Session  Settings Dashboard

Session:

A& Quick Set
1 CAPsMAN User List
/i Interfaces Users |Gmups SSHKeys  SSH Private Keys | Active Users
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Winbox default ports

Usually we use Winbox application to log in to MikroTik router’s admin panel. Winbox
runs on default port 8291. If the default port is changed to a custom port it would
require the exact port number to browse the admin panel. It will be a secured way

when logging in using IP, username and password.
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Winbox default ports

How to change defaults ports
numbers?

e |Log in Winbox

e ClickonIP

e Click on Services

@ admin@192.168.1.1:8310 (MikroTik] - WinBox v6.34.2 on hAP lite (smips) | o B

Session  Settings  Dashboard

EI Safe Mode Session:m

A& Cuick Set
7. CAPSMAN
| Interfaces
1 Wirsless

%g Bridge P Service List

¥ PP

= Switch

|Name / |F'ort |ﬂvai|able From Certflicate

°12 Mesh 2ap e
; @ api-asl 8779 nane
(ezi] |P 9 fip A
Pyt N @ 55h 22
@‘? @ telnet 2
@/mes o f © wirbax 310
4 Routing b @ www &0
i : @ yww-gsl 443 none
.25 System
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MAC-access restriction

MAC access RouterOS has built-in options for easy management access to network
devices. But the particular services should be shutdown on production networks for

security purpose.
(© admin@6C38:68:18:842D (MikroTik - WinBoxv634.2 on hAP lite (smips) (oo

Session  Settings  Dashboard

Session: |6C:3B:6B:1B:84:2D _Ji

A5 Quick Set
1 CAPsMAN
¥ Interfaces
T Wireless
Eﬁ Bridge
=3 PPP

5= Switch
“15 Mesh
EE

| |Pv6

<7 MPLS
42 Routing

| ) s e (S
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MAC-access restriction

How we can configure it?

Log in Winbox

Click on Tools

Select Winbox Interfaces
Finally disable “all”

Session  Settings Dashboard

-- Safe Mode || Session

AS Ouick Set
3 CAPsMAM
| Interfaces
1 Wireless

32.163.1.1 :8310

Ef Bridge
=g PPP
=2 Switch
=13 Mesh
[zzsl 1P

=5l IPvE
<7 MPLS
#& Routing
System

Telnet Interfaces  VWinBox Interfaces

EE-EI-

[Interface
% all

vl vl el Bl

Q Queues

[ | Files

L Leg

H Radius

% Tools 2
MNew Terminal
|2 Make Supout rf

& Manual
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Security

Mikrotik router can be used to prevent access to selected websites if required (i.e.
adult sites, social media, entertainment websites etc.).

How to configure it?
e Log in Winbox
e ClickonlIP

e Click on Firewall

e C(Click on layer 7 Protocols '+ W .-

- T R
@ titas01717955372@192.168.1.1 (MikroTik) - WinBox v5.18 on x86 (x86)

R

P

File ek Hide Passwords [ (5
Interfaces
Wireless

[=1|E3

Bridge

Filter Rules MAT Mangle Service Pots  Connections = Address Lists LEIYEF_I"F'I'OTOCO|5|

PPP
Mesh
5 - |[ll=]
IPvE 8 Name
@ facebook
| MPLS I3
Routing I3
System -

Tools I3
Mew Terminal
ISDM Channels
KVM

Firewall L7 Proto

col Ffacebook:

MName: |I'E|cebook

|

Regexp

" +ffacebook .com).*$ -

QK

Cow |

Make Supout rf 1item
Manual
Exit
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Site restriction

@ titas01717955372@192.168,1.1 (MikraTik) - WinBox v5.18 on x86 (x36) . Ay ESEE)
Safe Mode Hide Passwords [ (5
- Interfaces Mew Firewall Rule
o FI Iter ru |e> Wireless General | Advanced Extra Action Statistics
— Chain: " * | Cancel
PPP
Src. Address: [][192.168.1.222 | « Apply
® General>src addreess Mesh
Dst. Address: | | b h
L , Protocal: | | - Comment
[\
HPLS Src. Port: | | = Copy
Routing 3
System - Dst. Port: | | - Remove
| -
| -
Log In. Interface: | |-
Radius Out. Interface: | | -
Tools I3
Mew Terminal Packet Mark: | | hd
ISDN Charinels Connection Mark: | |+
K Routing Mark: | | hd
Make Supout.rif
Routing Table: | | hd
Manual
: Bt Connection Type: | | -
Connection State: | | -
s v |
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Site restriction

Advanced>Layer7 protocol

Interfaces
Wireless
Bridge
PPF
Mesh

IP

IPwE
MPLS
Routing
System

- 7 7 77

Queues

Files

Log

Radius

Tools ¥
Mew Teminal
ISDN Channels
KWM

Make Supout rf
Manual

Exit

titas01717955372@192.168.1.1 (MikraTik) - WinBox v3.18 on x86 (x86)

ESREEE =)

MNew Firewall Rule

General Advanced |Extla Action  Statistics

Src. Address List
Dst. Address List

Layer7 Protocol

Content

Connection Bytes
Connection Rate

Per Connection Classifier

Src. MAC Address

Out. Bridge Port:
In. Bridge Port:

Ingress Priority:
DSCP (TOS):
TCP M55:
Packet Size:
Random:

Hide Passwords [l (5

- Cancel
|~ Apply
E leacebook || |4 Disable
|
-
|
-
|
-
| - Reset Counters
| - Reset All Counters
| B
| v
| -
| -
| |~
| -
| -

~w»- TCF Hags

~w— ICMP Options
W
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Site restriction

r@ titas01717955372@192.168.1.1 (MikroTik) - WinBox v5.18 on x86 (x86) L =[] g1
Hide Passwords [ (7
Interfaces Mew Firewall Rule
{ Acti0n>d rop Wireless General Advanced Edra Action ‘ Statistics
o Action: [T + |
PPP
Mesh Apply
= :
e
...
Routing I3
Seen 1
—
-
Log
Radius
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Exit
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Site restriction result

So that if he/she try to visit Facebook now. He/she will not able to visit it.

“~  New Tab x\\ \
X (D www.facebook.com G@*xX @ O O - O :
[ Keepvid EE Bug Task | Keep 4 Drive &3 YouTubeE 16 17 Jan_2018 B Translate » Other bookmarks

od evéning.Titas

=

What is your main focus for today?.

“Time you enjoy wasting is not wasted time.” Todo 16
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Virus port filtering

Firewalls filter keep outside threats away from sensitive data available inside the
network. Whenever different networks are joined together, there is always a threat that
someone from outside of your network will break into your LAN. MikroTik router’s

firewall easily filter virus ports and we can drop fit.
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Virus port filtering

How to block all the virus ports in
MikroTik?

e |og in Winbox

e C(ClickonlIP

e C(Click on Firewall

e Filter rules “+”

© 2dmin@10.1.1.1 (MikroTik) - WinBox v5.20 on x36 (x86) - == |0 = |

Safe Mode Hide Passwords [ (=)

Interfaces
Wireless
Bridge

add chain=virus protocol=tcp dst-port=135-139 action=drop comment="Drop Blaster Worm"
add chain=virus protocol=udp dst-port=135-139 action=drop comment="Drop Messenger Worm"
add chain=virus protocol=tcp dst-port=445 action=drop comment="Drop Blaster Worm"

add chain=virus protocol=udp dst-port=445 action=drop comment="Drop Blaster Worm"

add chain=virus protocol=tcp dst-port=593 action=drop comment=" "
add chain=virus protocol=tcp dst-port=10824-183@ action=drop comment="

vt ; add chain=virus protocol=tcp dst-port=1880 action=drop comment="Drop MyDoom”
~Eis [ Firewal add chain=virus protocol=tcp dst-port=1214 action=drop comment=" "
Routing . | Fiter Rules |NAT Mangle Service Ports Cornections | Address Lists | Layer7 Protocols add chain=virus protocol=tcp dst-port=1363 action=drop comment="ndm requester”
System v | = Feset Courters || 00 Reset Al Courters | Find al [#] add chain=virus protocol=tcp dst-port=1364 action=drop comment="ndm sarver”
Queues # | |Acton |Chan |Src_ Address |Dst. Address |Proto. |Sro Port  |Dst. Port  |In. Inter | Out Int_ | Byted add chain=virus protocol=tcp dst-port=1368 action=drop comment="screen cast"
e add chain=virus protocol=tcp dst-port=1373 action=drop comment="hromgrafx”
=3 add chain=virus protocol=tcp dst-port=1377 action=drop comment="cichlid"
izts S add chain=virus protocol=tcp dst-port=1433-1434 action=drop commant="Worm"
I — add chain=virus protocol=tcp dst-port=2745 action=drop comment="Bagle Virus"
|SDM Charnsls add chain=virus protocol=tcp dst-port=2283 action=drop comment="Drop Dumaru.Y"
KM add chain=virus protocol=tcp dst-port=2535 action=drop comment="Drop Beagle"
Make Supout i add chain=virus protocol=tcp dst-port=2745 action=drop comment="Drop Beagle.C-K"
SEE add chain=virus protocol=tcp dst-port=3127-3128 action=drop comment="Drop MyDoom"
Bt add chain=virus protocol=tcp dst-port=3418 action=drop comment="Drop Backdoor OptixPro”
add chain=virus protocol=tcp dst-port=4444 action=drop comment="Worm"
add chain=virus protocol=udp dst-port=4444 action=drop comment="Worm"

add chain=virus protocol=tcp dst-port=5554 action=drop comment="Drop Sasser”
add chain=virus protocol=tcp dst-port=8866 action=drop comment="Drop Beagle.B"
add chain=virus protocol=tcp dst-port=9898 action=drop comment="Drop Dabber.A-B"
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Log server

MikroTik RouterOS is capable of logging various system events and status information.
As well, MikroTik router’s Logging is configured for view who is visiting which website. If
anyone tries to visit any unauthorized site then we can easily track it.

Session  Settings  Dashboard

Session: 192.168.1.1

Asi Quick Set
e Log in Winbox ——

1 Wireless

e Click on System 54 Brdge
=g FPP

e C(Click on Logging -
3 P

e Click on Actions —
<7 MPLS
4% Routing Mame: |rernote
System Type: |rernote
g@.ueues
L] Files

|| Leg
AL Radius Src. Address: |0.0.0.0

How to configure it?

Remote Address: |192.168.1.209

Remote Port: |514

x" Tools [ BSD Syslog
o BT T
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Log server

© 2dmin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) =[5 jS|

Session  Settings Dashboard

Steps: Session: 192.168.1.1 Ia)

A% Quick Set
3 CAPsMANM
|8 Interfaces
L Wireless
Eg Bridge
=g PPP

==l Switch
“Ta Mesh

=5 P

%] |Pvb

<7 MPLS

22 Routing
System
g Queues
L] Files

Ll Leg

Y Radius
% Toals 2

Mew Teminal
| b Make Supout ff
ﬂ Manual 4 items {1 Seleded}

'ﬁ Mew WinBoo

e Login Winbox |

e Click on System |

e Click on Logging

Rules | Actions

[ #][=] [][%] [7]

|Topics I |
critical

emor

irfo Prefic: |
waming

e (Click on Rules

| | S S

-
-
-
-

Action: |rernute
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Log server’s output

Here we are use Kiwi Syslog for view purpose

Kowi Sysiog Service Manager (Free Version 9.6) =2 ‘“—’g
File Tda View Manage Help

b A 0 |Display 00 (Default) | > Comoae 1oatiags of the ree and Scenasd vorsors

Date | Tme | Priodty | Hostname = Message .

0828207 01:0620 lLecal? D 1921681 1 fuewallinfo www lacebook. forward: = 1 oub ethesl. sic mac 2¢ 56 de Mclred. TCP (ACK)
cae V93 1601 203 BAPSA > 157 o 770 443, MAT 1192 168 1 25 H00%4 5192 168 102 55 52041 > 157 2407 20 443 len 40

00-28-2017 010620 Local?.Debug 192168 1.1 Fuewall nfo forward: m:biidgel ocut-ethes], src-mac 2c:56:dc: M:cle8, proto TCP JACK],
192.160.1. 253502945157, 240. 7 20443, NAT 1921681 29350294 5192168 102.52. 502594 )-> 157.240.7 20: 443, len 40

08-28-2017 01.06:19 Local7 Debug 152.1668.1.1 Ffuewallinfo www. lacebook com lorward s buidge!l oul ethed] . sic-mac 2¢:56.dc. 71.cD.e8, prote TCP (ACK).

192.160.1. 253502945 157 240.7 20: 443, NAT (192.168.1 25350294 > 192 168 102.52.50294)-> 157.240.7_20:443, lon 52
08282017 010619 local7 Debug 152 168 1.1  Fuewallinfo forward i bridge T out ethes 1. sic-mac 2¢ 56 de 71 clk B, prote TCP [ACK).

192,168 1.253-50294-> 157 240 7 20:443_ NAT (1921681 253:50294-> 192 168 102 52.50294)-> 157 .240.7 20:443, lon 52
GH-28.2017 U619 Local/ Debug 152168 1.1  luewall oo www lacebook com tormard s ether] oul baidgel, sic-mac dd ca bd 7446 d4, geote TEP JALE PSH],

157.240.7 20 443152768 1 25350294, NAT 157 240 7. 20 443> 1192168 102 52 50294-> 192 168.1. 293 HU294), en 293
080282017 01:06:19 Locald7 Debug 19216811  fuewall info www facebook com formand o bridgel out ethes?, src-mac 20:56:de 7Hclre8, prote TCP (ACK),

1921681 26350284 > 157 240 7 200443, NAT (192 168 1 26350294 > 192 168 102 52-50294) > 157 240 7 20- 443, len 40

00-28-2017 01:06:19 Local7 Debug 192160 1.1 Ffuwewallinfo forward: incbridge | out-ethes |, sic-mac 2¢:56:do:7i:cl-el, proto TCP (ACK),

192.160.1.25350294-> 157 .240.7 20:443, NAT (192.168.1.252:50294-> 192 160.102.52:50294)-> 157.240.7 20:443, len 40
08-28-20017 010679 Locel/ Debug 152768 1.1  Inewallinlo wwe lacebook com forward s ether] oul bndgel . sic-mec 3 ca 6d 74 46.d4. gprote TCP JACKE PSH).

157.240.7.20.443>192.168.1 253.50294_. NAT 157.240.7 20,4432 (192.168.102.52.50294-> 192 168.1.253.50294). len 293
08282017 010619 lecal? Debug 152168 1.1 fuewallinfo www lacehook com lormard e baidgel oult ethes], sic mac 2¢ 56 de el e8, prote TEP (ACK),

192 1681 253 50294 > 157 240 7 20 443 NAT [192 168 1 253 50294 > 192 168 102 52 50294 > 157 240 7 20443 len 40
00-286-2017 01:06:19 Local?.Debug 192.168.1.1 fuewall info formard: in:bridge ! ocut-ethes!, ssic-mac 2c:56:da: Ti:clel, proto TCP (ACK),

192.160.1. 253 502945 157.240.7 20443, NAT (1921681 29350294 5192168 1025250294 )->157.240.7_20:443, len 40
08-28-2017 01.06:19 Local7 Debug 192.166.1.1  fwewallnfo www lacebook. com forward. mether] out beidge! . sic-mac dd.ca bd. 74:46.d4. proto TCP (ACK PSH).

157.240.7. 20: 4435152 168 1.253:50294. NAT 157.240.7.20: 443> (192168102 52:50294-> 192 168.1. 253 50294), ben 293
08-28-2017 010619 lLocal7? Debug 152 168 1.1  Feewallinlo wwe lacebook com formard s ethorl out beidge . src-mac d4 ca bd 74 46 d4. guoto TEP (ACK PSH)L

1S57.240.7 20:443> 192 160 1 253:50294_ NAT 157 240 7 20: 443> (192 168 102 52:50294-> 192 160. 1 253.50294). lon 303
08282017 MMUETY Local/ Debug 19276811  luewallinlo wwe lacebook com formard = ether] oul badgel, sicmac dd cabd 7446 . d4, prole TEP ALK PSH),

197.240.7 204432152168 1. 252 %0294, NAT 157 240 7. 20 443192168 102 52.50294-> 7192 1681, 293 SU294), ken 521
08282017 01:06:19 lLocal7 Debug 15216811 fiew‘ﬂ,nfo e lac.ebook com !or“t " llldooi outeth-l e Mmac 2c SG dc 71 c(}cO 8. proto 'ICP lACKl -

-~ san sesw s sam » -

m

100% | Jea0uPn | 0106 oe-28-2017
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Conclusion

Awareness is the key to security.
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