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) . PRESENTACION
Téc. Juan Eliseo Chura Amones

- Gerente de Tacnatel Peru ‘
Estudiante de Economia de la UNSA-PERU

- Tecnico en Electronica Industrial

- Técnico en Computacion e Informatica

Experiencia con MikroTik desde 2016

- Consultor MikroTik Certificado desde 2017—- TR0151

. Certificaciones Obtenidas: MTCNA - MTCTCE - MTCWE — MTCUME — MTCRE — MTCIPV6E
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https://tacnatel.com/curso-de-certificacion-mtcna/
https://tacnatel.com/curso-de-certificacion-mtctce/
https://tacnatel.com/curso-de-certificacion-mtcwe/
https://tacnatel.com/curso-de-certificacion-mtcume/
https://tacnatel.com/curso-de-certificacion-mtcre/
https://tacnatel.com/curso-de-certificacion-mtcre/

QUIENES SOMOS

Tacnatel Peru es una empresa de
telecomunicaciones emergente, brindamos
. \ capacitacion, soporte, distribucion a nivel
[\
nacional, implementacion de soluciones e
TACNATEL P

Integracion de tecnologias en Peru.
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TEMARIO:

¢Que es CAPSMAN y CAP?
Evolucion de CAPsMAN
Configuracion de CAPSMAN L2 y L3
Certificados

Configuraciones del CAP

= Configuracion Security
= Configuracion Datapath
= Configuracion Channel

Aprovisionamiento Automatico
Lista de acceso centralizado
Tabla de registro centralizada

Set Identity

Actualizacion automatica de CAP
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OBJETIVO:

I Configuracion del CAPsMAN y el CAPs !
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¢, Qué es CAPsMAN ?

Es un potente software que te permite controlar y gestionar los
dispositivos inalambricos MikroTik desde una unica ubicacion sin
ningun software adicional o costes de licencias adicionales.

“Administrador de sistema de punto de acceso controlado”
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¢ Qué es CAP?

Es un equipo MikroTik controlado por el CAPsMAN. ElI CAP
puede ser cualquier equipo MikroTik, que tenga una tarjeta
Inalambrica y RouterOS Lv4.
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Evolucion de CAPsMAN

v"No te compligues la vida
v'Actualiza a la ultima version

Check For Updates

Cumrent Version: |6.11
6.45.7

Latest Version:

| EMPEZEMOQOS !
1. Actualizael CAPsMAN
2. Actualiza los CAPs

., Que?

Check For Updates

Current Version: |6.30.1
Latest Version: |E-_45_?

OK

Cancel

What's new in 6.45.7 (2019-0ct-24 08:44);
MAJOR CHANGES IN v6.45.7:

I} lora - added support for LoRaWAN low-power wide-area network technology for
MIPSBE. MMIPS and ARM;

I) package - accept only packages with original filenames (CVE-2013-3576);

I) package - improved package signature verfication (CVE-2019-3977);

Changes in this release:

") capsman -fixed frequency setting requiring multiple frequencies;

") capsman - fixed newline character missing on some logging messages;

") conntrack - propery start manually enabled connection tracking;

*) ers312 - fixed combo SFP port toggling (introduced in v6.44.5);

") crs Jux - comectly display link rate when 10/100/1000BASE-T SFP modules are used in
SFP+interfaces;

*) ers ex - fixed management access when using switch rule "new-vlan-prionity” property:
*) export - fixed "bootp-support” parameter export;

") ike2 -fixed phase 1 rekeying (introduced in v6.45);

") led -fixed default LED configuration for RBLHG5nD;

") lte - fixed modem not receiving IP configuration when roaming (introduced in v6.45);

*) radius - fixed open socket leak when invalid packet is received (ntroduced in v6.44);

I} security - fixed improper handling of DNS responses (CVE-2015-3578. CVE-2015-3579);

W

\Downloaded 697% (7.9MB)
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Evolucion de CAPsMAN

* Solo habra un paquete “ wireless ” RouterOS v6.37

@' admin@D4:CA:6D:92:54:32 (Tacnatel) - WinBox v6.37.2 on RB750 (mipsbe)

Session  Settings

Dashboard

wireless-cmz2-

0|/ (4 | Safe Mode |

As Quick Set
1 CAPsMAN
| |nterfaces

" MPLS
& R ttina

Session:| D4:CA:6D:92:54:32

T | Check For Updates

'Name /| Version
© routeros-mipsbe  6.37.2
8 advanced4... 6.372
& dhep 6.372
8 hotspot 6.37.2
Fipve 6.37.2
& mpls 6.37.2
Sppp 6.37.2
© routing 6.372
& security 6.37.2
S system 6.37.2
B wireless 6.37.2

MUM BOLIVIA 2019

CAPsMAN

interfaces | Provisioning Configurations Chann

#||=| [2][5¢] [@] [T | Manager
|Mame ¢ |Type

DSMB__ 4p2-ALAMACEN-1 Intefaces
DSB 4P 2-ALAMAC ... Interfaces

DSB & 2-ALAMAC ... Interfaces
DSMB 4P 2-TIENDA-1 Interfaces

DSB 4P 2-TIENDA-... Interfaces

DSB 4P 2-TIENDA-... Interfaces
DSMB 4p5TIENDA-1 Interfaces

DSB 4P 5-TIENDA- .. Intefaces

DSB 4P 5-TIENDA-... Interfaces
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¢, Que puedo hacer con CAPsMAN ?

Administrar y gestionar la red WI-FI de forma segura y centralizada.
« Manejo del trafico de clientes

« Monitoreo de conexiones de clientes

« Autenticacion y control de acceso de clientes

 Controla interfaces fisicas y Aps virtuales

 Es capaz de gestionar AP de doble banda

* Gestion manual o automatica de frecuencias

 Aprovisionamiento (configuracion) de puntos de acceso

* Modo de reenvio de datos completo y local
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¢, Qué seguridad ofrece CAPSMAN ?

v'Conexion entre CAPSMAN y CAP es segura usando DTLS
v'Conectividad en L2 o L3 entre CAPs y CAPSsMAN

v'Permite usar certificados para autenticar la conexion entre CAPs y
CAPsMAN.

v' CAPsMAN puede pedir actualizar la version RouterOS del CAP.

v'Lock to CAPsMAN
* Fijacion del CAP a un determinado CAPsMAN.

v’ Autenticacion RADIUS MAC
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Ventajas

v'Bajo costo

v'Facil instalacion

v’ Altamente escalable

v"No se requiere licencia adicional
v Actualizaciones Automaticas



Ventajas

v'Puede gestionar un numero ilimitado de CAPSs.
v'"Roaming de usuarios

v'Cambios en tiempo real

v'Puede atravesar NAT si es necesario

v'Soporte de configuracion personalizada



Desventajas
Si el CAP pierde la comunicacion con su

CAPsMAN, pierde la configuracion de sus
Interfaces wireless.



Recomendaciones

v'MikroTik alojado en la nube — CHR

v'Tener un sistema de contingencia aprueba de
fallas
* Crear coplas de seguridad
* Equipo de respaldo
 Generar alertar por correo 0 sms
* EtC.



¢, Que necesitamos para implementar
CAPsSMAN?

RouterOS superior a la version 6.37

CAPsMAN no se requiere interfaces inalambricas

* RouterBoard
* CHR
e X86

CAP debe tener licencia de RouterOS Lv4
CAP debe tener 1 interfaz inalambrica



Configuracion en layer 2

@ admin@D4.CA:6D:92:54:31 (Tacnatel) - WinBox v6.45.7 on RE750 (mipsbe)

+ Configuracion del CAPSMAN | sesen setns: ossues _
1 Haga click en Enabled 0|| 4| | SafeMode | Session:[D4:CA6D:9254:31 Uptime00:22:52 Memory

J& Quick Set

1 CAPsMAN CAP Interfface ' Provisioning Corfigurations Channels Datapaths Se
8 Interfaces +|| ) | ) | E|| T| Reselect Channel || Manager ||
1 Wireless | [

Name ¢ |Type MTU

CAPs Manager

& Bridge CAPs Manager
=3 PPP
== Switch .
o8 Modh Cetificate: | | ¥ Cancel
@ P I CA Cedtificate: - v Apply
— I‘ . Require Peer Certificate
v Interfaces
J2 Routing I Generated Cetificate: |
i System " || Generated CA Certicate: |
1 | = N [ =1 - Q Q.IEUBS
B Fes Package Path: |
| Log Upgrade Policy: none 2
Ml oannic
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Configuracion en layer 2

* Configuracion del CAP © 2dmin@6C:38:6B:C6:C5:08 (CAP-Tacnatel) - WinBox v6.45.7 on hAP ac lite (mipsbe)

1. Haga click en Enabled Session Settings Dashboard
| o] | SeeMode | Sesson: 6C:3BEBCEC50B

2. Seleccione las interfaces Inalambricas

: : .., A& Quick Set

3. Seleccione la interfaz de comunicacion - . e _
1 CAPsMAN WiFi Interfaces - W60G Station Nstreme Dual Access List Registration Connect List

con el CAPsMAN 8 interfaces . A 7| cap || WPSClent | Setup Repeater || S

Actual MTU | T

= | i
*¥ | Cancel
17 [ ooy
T Cerificate: none :3
Cerfficate: none + —
Discovery Interfaces:  ether1 * v

>

" | Lock To CAPsMAN

4

Discovery Interfaces: ether] ¥
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Configuracion en layer 3

* Configuracion del CAPsMAN + = [v|][x][a
1. Haga click en Enabled Address
2. Asignarun IP 192.168.35.1/24 D _T1921681313/26

3. Crear un DHCP Server

':.l':'l.F'E MEIF'IEQEF Network: 192 168 350

O x
T |
. Network Inteface | ¥
192.168.13.0 etherl
o 192.168.35.1/24 192.168.35.0 ether5
)| %
Address\ | 192.168.35.1/24 OK
| Cancel
| Inteface: ether5 Apply
DHCP Setup
Select interface to run DHCP s=~sar on Disable
DHCP Server Interfa I Comment
| Back Cancel | — [ Ie]
| o |

MUM BOLIVIA 2019 - TACNATEL PERU
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Configuracion en layer 3

* Configuracion del CAP CAPsMAN Addresses: | 152.168.35.1

1. Haga click en Enabled

2. Seleccione las interfaces Inalambricas
3. Ingrese la direccion IP del CAPsMAN
4

Crear un DHCP-Client =
DHCP Client <ether1> Interfaces: | wiar 3 Cancel
DHCP Advanced Status E 0K wian2 ¥ e Aoply
IP Address: |192.168.35.252/24 Cancel Certfficate:  none I's
Gateway: | 192.168.35.1 .
' A Discovery Interffaces: -

DHCP Server: |192.168.35.1

N Disable | Lock To CAPsMAN
' Comment
Primary DNS: |192.168.13.1 Copy
Secondary DNS: | 200.48.225.130 Remove

MUM BOLIVIA 2019 - TACNATEL PERU 20



Certificado del CAPsMAN

* Configuracion del CAPsMAN

1. auto Certificate CAPs Manager [m] ‘
2. auto CA Certificate (iEnabled oK
Certificate: |auto fl - Cancel
CA Certificate: |auto v - Aoply
. | Require Peer Cerdfficate
Cerificate: auto T—

#€ | CAPsMAN-D4CABDS25431
M. CAPsMAN-CA-DACAGD925431

CA Certiiicate: :autn

Package Path: |
Upgrade Policy: none L2
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Certificado del CAPsMAN

* Configuracion del CAPsMAN
1. Acepte conexiones solo

de CAP con certificado valido

Generated CA Cerificate: CﬁFﬂMﬁHCﬂ—DdCAEDEEE#M

'v| Enabled =
Cerificate: |CAPsMAN-D4CABD925431 ¥ |« ——

Generated Cerificate: .CAF‘sHﬁHﬂdCAEDEZE#M

CA Certfficate: ;CAPsMAN-CA -D4CABDS25431 |3 “ I Apply

W | AN
'v| Require P

:EAFs MAN-D4CABD525431

Interfaces

Generated Certificgfe: |CAPsMAN-D4CA6D925431
e, | CAPsMAN-CA-D4CASD925431

:CﬁF’s MAN-CA-DACAEDS25431

Package Path: |

Upgrade Policy: ] none L2
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Certificados del CAP

. . 7 v Enabled

* Configuracién del CAP L Bl ——
1. Seleccionar “Request” Certificate ¥® [ hopy

o>

Discovery Interfaces:  bidgeLocal E3E

_| Lock To CAPsMAN

CAPsMAN Addresses: | v

CAPsMAN Names: -

CAPsMAN Certificate Common Names: | -

Certificado valido Bridge: [ondgeLoca E

Requested Certficate: CAP-6C3B6BCECS08
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@' Eliseo@200.81.11.199 (Tacnatel) - WinBox vbo.45.7 on CHR (x8b_b4)
¢ Como instalar un CHR?

* Registrarse en:
e cloud.digitalocean.com

e Descargar la Imagen VMDK
* https://download.mikrotik. outeros/6.45.7/chr-6.45.7 vmdk

1
@' Elisec@206.81.11.199 (Tacnatel) - WinBd vo.45.7 on CHE (x86_6d) — O pe
Session Settings Dashboard

> (4| | SafeMode | Session: MUM BOLIVIA Time{10:15:32 Memory/302.9 MiB CPUJ0% M (5}
A& Quick Set CAPsMAN (% |
1 CAPsMAN Channels Datapaths Securty Cfg. Access List Rates Remote CAP ‘Har.:iu Registration Table ..
8 Interfaces =| | 7| | Provision || Upgrade || Set Identy Finc
1 Wireless | Address ‘Name + | Board 'Serial \Version | Identity Base MAC |w
2% Bridge 1010102  [6C:3B:6B:C6.. RBIS2Ui-Sac.. 71B206FD82.. 6457 ~ VISITAS  6C:3B:6B.C6:C5:0
= 179.6.42.103 [74:4D28:72.. RBcAPL-2nD AG080A48208B 6457  C1_ALMACEN 74:4D:28.72-E29i
= PPP 179.6.42.103 [B8:69:F4F7. RBI31-2nD  94A2097F15C6 64314  VENTAS B8:69:F4:F7-37:07
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Configuracion CAP en layer 3

Session: MUM BOLIVIA,

WiFi Interfaces | WB0G Static

=] ][]
Name ¢ | Type

— managed by CAPsMAN

— channel: 2462/20/gn(8d
R  <4pwlani Wirel

— managed by CAPsMAN

— a5l0: Tacnatel, CAFsMAN

DX +twlanld Jirtug

Time:10:19:12 Memory:8.2 MiB CPU:{2%

Interfaces: |wid ¥
Cerfficate: none
Discovery Interfaces: -

|| Lock To CAPsMAN

CAPsMAN Addresse | 206.81.11.199 %
. e | | =

MUM BOLIVIA 2019 - TACNATEL PERU
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Configuracion CAP con L2TP/IPsec

Use IPsec: [

Psec Secret: Tacnatel

CAPsMAN Addresses: |10.10.10.1

Keepalive Timeout: |30 - Session: MUM BOLIVIA Time10:21:48 Memory:35.9MB CPU5% M3
Default Profile: |defaultencryption | % | CAP =1 E
WiFi Intefaces | WB0G Station v/ Enabled Fl oK
Max Sessions | ¥ N —
- +'H ' ‘ ) ‘ EI‘ 1 Interfaces: ‘m’m.? |ﬂ¢ Concel
Authentication: |v| mschap2 v mschapl —— — - _ —
Name ' |Type Certificate: ‘none |+ Aoply
R 4Pwlan Wireled . .
RS 4dwlan Virtual Discovery Interfaces: ‘ | v
Use IPsec: == —managed by CAPsMAN
' — channel: 5180/20-Ceee/ac|
|P!-EC SBCI'H: | 5 fowland ireled cAPsMAN Midresses: ‘1{]‘”]101 #
CAPsMAN Names: |$
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Session:| MUM BOLIVIA

Configuracion CAP con EolP/IPsec

Interface <eoip4unnell>

ARP Timeout:

Local Address:
Remote Address:
Tunnel 1D:

IPsec Secret:

- |65535
- |02:01:93:-B3:4F:A6

Session: MUM BOLIVIA|

10.10.10.1
10.10.10.2
: 12019

Interface <eciptunnells

- | Tacnatell Actual MTU: 1408
L2 MTU: |65535

l MAC Address: |[]2:D?:89:BG:EE:4A

10.10.10.2
10.10.10.1

2013

Tamatel|

|_] Remove

. |enabled * ARP:

_ ._ = |enabled

| ¥ ARP Timeout: |

10.10.10.1 - Local Address: [10.10.10.2
10.10.10.2 | Remote Address: 10.10.10.1
2019 | Tunnel ID: (2019
Tacnatel | &

IPsec Secret: |Tacnaiel|

MUM BOLIVIA 2019 - TACNATEL PERU
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Configuracion Security

El dispositivo CAP ahora
solo tiene que
proporcionar el cifrado y
descifrado de la capa de
enlace inalambrico.

CAPs Security Configuration <MUM:

Authentication Type: |
Encryption:

Group Encryption: |

| Name

CAP Inteface Provisioning Corfigurations Channels Datapaths Securty Cfg. | Access List Rates Remot
+ = 4O T

- | Authentication Type.Encryrﬁon -Grmp Encryption .Gmp Key Update .Passmmm

security 1 WPA PSK'WPA2 ... aes ccm tkip aes ccm Tacnatel
CAPs Security Corfiguration <security 1>
Name: Soeteeal 0K
Authentication Type: (v WPAPSK v/ WPAZPSK | | WPA EAP WFPA2EAP a Cancel
Encryption: (v aes ccm (v tkip - Apply
Group Encryption: |aes ccm F A Comment
Group Key Update; v Copy
Passphra “ Remove
Disable PMKID: v
EAP Methods: -
EAP Radius Accounting: -
TLS Mode: |
TLS Certificate: v
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Datapath

La configuracion de la ruta de datos controla los aspectos
relacionados con el reenvio de datos.

v'"Modo de reenvio local: CAP reenvia datos localmente hacia
y desde la interfaz inalambrica. CAPsSMAN solo controlara la
configuracion de la interfaz y el proceso de asociacion del
cliente.

v"Modo de reenvio de administrador: CAP envia todos los
datos recibidos por via inalambrica a CAPsMAN y solo
envia por via inalambrica los datos recibidos de CAPsMAN.
Icluido el reenvio de cliente a cliente.



Configuracion Datapath

Bidge Ports VLANs MSTis Port MST Ovem Name: | | OK
+ | || | T MTU: | - Cancel
B Interface | Bridge

| too , , MTU: -
0 DI 422CAP-Tacnatel-7  brdgel LZBERLL | ] Poply
1Dl £22TIENDA-T

2 DI 122 TIENDA-7-7 Comment
3 DI £ 2 CAP-Tacnatel-7-7 C
4 DI 12 2 CAP-Tacnated-7-2

2 2-TIENDA-7-2 Remove

Bridge
Data Tacnatel B Tacnatel

- -
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Configuracion Channel

La ConflguraCI(')n del CAP Inteface Provisioning Configurations Channels ' Datapaths Securty Cfg. Access Lis
grupo de canales permite * = < ¥ | | |
la configuracion de listas e "Eﬁmw_ s
de configuraciones charnels. 2457 EE— - =
relacionadas: channel21 5805 S—

_ channel23 5825 ¥ | Cancel
v’ canal de radio channel25 Z P, . ey
v'banda de radio | Corirl Cramnel it 20vne ) ALl rv—
v'Frecuencia |

2ghz-b/g/n

v'Tx Power y etc. 20hzb/g/n

5ghz-a/n/fac
Canal157 bghz-a/n/ac
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Configuraciones del CAP

CAP Inteface Provisioning Configurations Channels Datapaths Security Cfg. Access Lit Rates Remote CAP Radio Registration Table

+ = a7
|Name  SSID
cfal Tacnatel 1 CAPs Configuration <cfg1>
cfgb Tacnatel &
cfg1t Tacnatel 11 Wireless  Channel Rates Datapath Security oK
cfg21 Tacnatel 21 |
dig23 Tacnatel 23 Name: =PI Cancel
cfg2b Tacnatel 25 Mode- |ap |?| - Acoly
SSID: |Tacnatel 1 |« | e
Hide SSID: | |

CAPs Configuration <cfg1> CAPs Configuration «<cfg1>
Wireless Channel Rates Datapath | Security oK

Datapath: EEEFERY I + | ~

Channel: [==aa=k

CAPs Configuration <cfg1>
Wirsless Channel Rates Datapath Securty |

Secuty: EETTI * | -
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CAPsMAN

CAP Inteface Provisioning Configurations Channels Datapaths Securty Cfg. Access Liss Rates Remote CAP Radio

Configuraciones del CAP

*/[=| |2 |7

Name

SSID

Country

Install...

Channel

Datapath

Bridge

Security

Intemet 26
Intemet211
Intemet5143
Intemet5157
Intranet21
Intranet 26
Intranet 211
Intranet5149
Intranet5157

IntemetZ]

MUM-Bolivia
MUM-Bolivia
MUM-Bolivia
MUM-Bolivia
Tacnatel
Tacnatel
Tacnatel
Tacnatel
Tacnatel

bolivia

bolivia
bolivia
bolivia
bolivia
baolivia
bolivia
balivia
bolivia
baolivia
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Lanall

Canal6
Canal11
Canal149
Canal157
Canall
Canalé
Canall1
Canal149
Canal157

Data_ MUM
Data_MUM

Data_MUM
Data_MUM
Data_MUM
Data_Tacnatel
Data_Tacnatel
Data_Tacnatel
Data_Tacnatel
Data_Tacnatel

B_MUM

B_MUM
B_MUM
B_MUM
B_MUM
B_Tacnatel
B_Tacnatel
B_Tacnatel
B_Tacnatel
B_Tacnatel

MUM
MUM
MUM
MUM
Tacnatel
Tacnatel
Tacnatel
Tacnatel
Tacnatel

33



Solapamiento de Canales 2.4Ghz

2.4 GHz ISM Band: Channels [1,11] in North America; Channels [1,13] in Europe
Channels [1,14] in Japan

2.4 GJ-IE

245 MHz

2401 1 2423 l 2428 6 2448 I 2431 11 2473 l I
2412 ' 2437 2462 Lo
T T T ' l T T T ' T ' T l

2431

2ddn 10

24352

2457

N\

4 24565

2400

Z410

2420

2430

2440 2450 2460 2470
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Channel number

Top of channel

Center frequency

Bottorn of channel
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Solapamiento de Canales 5Ghz

ETS| DOMAIN mm UNII-2-Extended

Band A —>» Band B
DFS Channels

WI-FI CHANNEL #
CHANNEL WIDTH
20 MHz

40 MHz

30 MHz

160 MHz

5170 5250 5330 5490 5710
FREQUENCY ', MHz MHz  MHz MHz
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Aprovisionamiento Automatico

- = - . CAP Intefface Provisioning | Corfigurations Channels Datapaths Sex

Si se encuentra la interfaz apropiada: eli=l el o] [T

la ragllo se _cpnflgL_Jra usando la 8 [ RadoMac —— idertty Fogerp [Common Narn..[Action

configuracion de interfaz maestray T oo

eSCIava S ' FYollI00-00-00-00-00-00 oK
Cancel

e Protocolo [ roty |

+ Identity %ZZ

_ S

e |P Address

También podemos dar formato a los
CAPs

Remowve

enabled
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Aprovisionamiento Automatico

CAPs Provisioning <00:00:00:00:00:00> CAPs Provisioning <00:00:00:00:00:00> CAPs Provisioning <00:00:00:00:00:00>

37T W 0 PYesi 0-00:00:00:00:00 37% TS0 U F"eS00-00:00-00-00-00 OK
Hw. Supported Modes: Cancel

Identity Regexp: ' Apply

' Disable

: 110.10.10.0/ s

lodd 0.10.10.0/29 ]v O

- |create dynamic enabled ion: |create dynamic enabled | ¥ Copy

| Intemet 26 | | Intemet5149

e ——— Remove

. Intranet5149

MUM BOLIVIA 2019 - TACNATEL PERU 37



Access List

« Se utiliza para permitir / denegar a los clientes conectarse a cualquier
CAP bajo el control de CAPsMAN.

 Cuando el cliente intenta conectarse a un CAP, este reenvia esa
solicitud a CAPsMAN vy consulta la lista de acceso para determinar si
se debe permitir que el cliente se conecte.

CAPsMAN
CAP Inteface Provisioning Configurations Channels Datapaths Security Cfg. Access List | Rates Remote CAP Radio Registration Table

= v AT

# | MAC Address MAC Mask Interface Signal Ra... | Action Client To Clie... |VLAN Mo...|VLAN ID
0 <4pC4:06:83.C8:72:A0 -120..120 accept
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Registration Table

« La tabla de registro contiene una lista de clientes que estan conectados
a radios controlados por CAPsMAN.

[caps-man registration-table
CAPsMAN

CAP Inteface Provisioning Configurations Channels Datapaths Security Cfg. Access List Rates Remote CAP Radio Registration Table
Y | | CAPs Scanner '

|Interface ¢ 1 SSID 'MAC Address :Tx Rate Rx Rate :Tx Signal Rx Signal Uptime Tx/Rx Packets Tx/Rx Bytes
| 2CAP-Tacnatel-1 Tacnatel 1 C4:06:83.C8:72A0 11Mbps 1Mbps | 0 41 00:02:35.72 218/258 91.2 KiB/32 .4 KiB
2-TIENDA-1-2 Tacnatel 11 48 FD:A3:7C:58:2E 2Mbps SMbps 0 -49 00:01:55.31 29/38 8.7 KiB/7 .4 KB
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Set ldentity

* Proporciona un nombre de identificacion unico para cuando el CAP se
identifica con otros CAPs de la red. -
(60508 (MUM-BOLIVIA) -

ashboard

Provisioning  Corfigurations Channels Datapaths Securty Cfg. Accesslist Rates Remote CAP - Session: | 6C:38:6B:C6.C5:08)|

= | 7| | Provison | Upgrade | Setidentty

inBox v6.45.7 on hAP ac lite (mipsbe)

' Address . TName Board Serial Verson | Idently g, iR iterfaces \weua Station Natreme Dual | {| | | Check For Updates | | Enabie
6C-3B:68:C6:C5:08 5C:3B:6B.C6... RBI52Li-5ac... 71B206FDB2... 6.45.7 CAP-Tacnatel & - = _ E' ? |_CAP Name _ /| Version
—Tn = | Broderosmipsbe 6457
i, == ’ | lype Bad ed-+ool 6.45.7
St-‘t |d€'|"|t|t}' @E | —managed by CAPsMAN | gmgm —— 6.45.7
N . chaﬂnel 2412/20-Ce/gn(30dBm), SSID cand| & hotspot 6.45.7
Remote AP: [EoREEeeB] + | ).C6:C5:08 OK X wan Wircless (Atheros ARS. || 5 ¢ 6 457
— —_ managed by CAPsMA N | S mpls 6.45.7
. | —S3ID: canal 6, CAPsMAN forwarding | Spop 6.45.7
identity: | MUM-BOLIVIA | [ cancel Remove I s | @ming 6457
] | - Mmanage 8 a - 5457
B.C6:C5:08] - — SSID: canal 11, CAPSMAN forwarding g:;:;uw 6457
Provision 'p.;- vland = e

[ wlan4 n . rtua B wireless 6.457

BOEITdZ HBEEZU'S&&‘D . —~ managed by C/ f'sf"l N

- - 3 . c.haﬂnel 5335 20-Ce/an(30dBm), SSID: cang
.y X nwlan2 Wireless (Atheros ARS
Senal: 71B206FD82D3 —managed b,- CAPSMAN
— SSID: canal 2'* CA F'sl'n'l \N forwarding 1
Version: |6.45.7 | DX wian5 frtua fems
) ) . managedb CAPsMA N
T — SSID: canalE" CHF‘sI'v‘Iarstomarduna
Identity: |CAP-Tacnatel |5 o bps
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Upgrade

automatica se conectaalos = T SRl

La. funCién de aCtuaIizaCién Provisioning Configurations _Lhannels Datapaths Security Cfg. Access List Rates Remote CAP
Address N Board Serial Version Identity Ba
servidores de descarga de

- 6C:3B:6B:C6:C5:08 [6C:3B8:6BL6... RBI52Ui-5ac... 71B206FD82... 6457 MUM-BOLIVIA 6C

- - - Address: 6C:3B:6B:C6:.C5:08 OK
MikroTik y comprueba si hay —
una nueva Versi(’)n de Name: |[6C:3B-6B-C6:C5:08]
] N Board: |RB952Ui-5acZnD
RouterOS para Su dlSpOSItIVO. Serial: | 71B206FD82D3
Version: 6.45.7
e _ _ = E Idertity: | MUM-BOLIVIA
=| (V] |B|[ @] | Backp || Restore | | Upload.. Base MAC: |6C-38:6B:C6:C5:08
File Name Type Size Creati =
==t s an State: |Run
Radios: |2
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Aprovisionamiento Automatico

. Aprovisionar equipos MikroTik con Identity=C1* en canal 1 de
2.4Ghz

2. Aprovisionar equipos MikroTik Nuevos al canal 6 de 2.4Ghz

3. Aprovisionar cualquier equipo MikroTik al canal 11 de 2.4Ghz
4. Aprovisionar equipos MikroTik con IP Address=10.10.10.0/29 en

Canal 149 de 5Ghz

. Aprovisionar cualquier equipo MikroTik al Canal 157 de 5Ghz
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Téc. Juan Eliseo Chura Amones
juanchura@tacnatel.pe
+51 970370465
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