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* Discussao sobre os padroes Wi-Fi
 Mikrotik Wireless Tools

e Throughput real do padrao Wi-Fi

* Redes PTP e PTMP

e Nstreme x CSMA/CA
e Nstreme?2

Microwave Wireless Telecom www.microwavetec.com.br



Wi-Fi 802.11 a,b,g,n

Padroes desenvolvidos para redes
locais - LAN

802.11a : 54Mbps - 5 GHz

802.11b : 11Mbps - 2.4 GHz
802.11g : 54Mbps — 2.4 GHz
802.11n : 300Mbps - 2.4 GHz (draf)
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@) Microwave

Wireless Communications

Wi-Fi 802.11 a,b,g,n

Ativando uma interface wireless no Mikrotik
RouterOS.

General ‘Wireless |DataF|ates Advanced WDS

K.
Made: | ap bridge =] Cancel
Band: |24GHzB/G [E3| Apply
Frequency: (2457 [[¥]MHa Disable
SSiD: =

Comment

Fladia Mame: [MICR0wavE |

Tarch
senlit [ |+

it

Security Profile: |prnfi|e1 " 3| SEEL,
Freq. Uszage...
Frequency Mode: |manual trpoer || 3| Al
Country: |no_country_sat " 3| <riff
Antenna bode: |antenna a || 3|
Snhooper
Antenna Gair: |0 dBi
| Fiezet Configuration |
DFS Mode: |n0ne || 3|
Proprietary Estensions: |post-2.9.25 || 3|
‘Wb Suppart: |disablad " 3|

Diefault AP Tx Rate: l:l ¥ bps
Default Client Tx Rate: l:l ¥ bps

Default Authenticate
Default Forward
Hide 551D

|disabled |running | |running ap
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(® Microwave

Wi-Fi 802.11 a,b,g,n

Problemas encontrados nos padroes Wi-Fi:

Interface aérea desenhada para redes locais.
Transmissao half-duplex

Mobilidade restrita — sistemas nOmades
Banda ISM — FreqUéncias nao licenciadas
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Sobreposicao de canais

Padrao Wi-Fi mais utilizado entre
provedores WISP no Brasil € 0 802.11b,g.

Canais nao sobrepostos : 03

240z 241 2z 242 M FLEFLU 2443 MHz MEIMHz 2462 HEz 247 Ehdkir 2482 M

1 213 4 5 6/ /7 8 9 10 11 H=4 5=

2A07MHE 2407 MHE 2427 MHE F437MHE FATMHE 245 TMHE 246 TMHE 24T TMHE 2487 MHE
Marth America

Evsropse/Asia
80211 Specification
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Techica de Reuso

de Frequéencias

3 CELULAS = 10

b

Microwave Wireless Telecom www.microwavetec.com.br

CANAIS DISPONIVEIS = 11

CANAIS UTILIZADOS =3

51 4
R
3#

11




Q)

Microwave

Wireless Communications

Mikrotik Frequency Usage

« Carga de trafego por canais

Frequency:
zage:

Moze Floor:

Frequency:
lzage:;

Moize Floor:

2437
16.9 [

2442
3BT

M Frequency Usage {running} 5'

Frequency:
Usage:

Moige Floor

Frequency:
Uszage:

Muoize Floor:

Frequency:
Usage:

Muoize Floor:

Frequency:
Uszage:

Moige Floor

Frequency:
Usage:

Muoize Floor:

Frequency:
Usage:

Muoize Floor:

Frequency:
Uszage:

Maoize Floor:

Frequency:
Usage:

Muize Floor:

Frequency:
Usage:

Moige Floor

Frequency:
Uszage:

Muoize Floor:

Frequency:
Usage:

Muoize Floor:

2412
43]
gl
2417
14]
29
2422
251
91
2427
nz|
gl
2432
27]
91
2437
169
92
2442
.7
40
2447
1120
82
2452
179
93
2457
54l
a0
2462
245
&7

11 items
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Wireless Communications

Trafego

Trafego em tempo real da interface wireless

Il Interface <STALUZIA - 2457

WD5 Msteme TxPower Statuz  Traffic |

Tx: |D bps Cancel

R |D bps Apply

Tx Packet: |D ps
Rx Packet: |D pls

Dizable

J il

Carmmett

Tarch
Scan...
Freq. Usage...
Align...
Sniff...

BT Obps Shooper...
M | lhh Ll IHI U1 [ Rovet Configaaten

Simple Mode

B T: Packet: Op/s
mroeee oo | |

|disabled |running

|running ap
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(® Microwave

Qualidade do Sinal

A qualidade de um sinal é determinada por:

Relacao sinal ruido

Tecnologia de modulacao

Analise de interferéncias de canal adjacente
Analise de interferéncias de fontes diversas
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Wireless Communications

Qualidade do Sinal

Il Wireless Tables

Interfaces  Mstreme Dual | Access List  Fegistration | Connect List | Secunty Profilez

=]
|Radio Mame  |MAL Addiess |Interface 7 | Uptime |8P  wi_|LastActivity (s)  |Signal Strength [dBm) | Signal Ta Maise (d...| T«/Rx CCQ [%)

— DIFUSAO1
@ 0000527410008 DIFUSADT 1d 024345 no ho 13710 1 339940
& 00:05:3E:83CHED  DIFUSADT 03:05:33 no o 1.070 53 4192/0

— DIFUSAQZ
& DIFUSA02 3d10:05:41 o ho 1.100 49 4210040
& DIFSA02 3d 100541 o ho 1.740 A 3399/0
& DIFUSA02 3100541 no ho 13190 1 110040
& DIFUSA02 34100541 no no 13.210 7 16 95/0
@ DIFUSA02 3d 10:05:41 no ho 13190 59 33 95/0
& DIFUSA02 1d 220355 no no 1.260 A4 48 3440
@ DIFUSA02 1d 220353 no ho 13.210 53 29 9770
& DIFUSA02 1d 034047 no no 13180 72 2010040
@ DIFUSA02 12:2330 no ho 13.210 £ 27 10040
& DIFUSA02 10:48:32 no no 0.470 A7 45 10040
@ DIFUSAO02 05:15:58 no ho 0,040 2 40 5740
& DIFUSA02 04:00:41 1o o 0.780 71 21/99/0
@ DIFUSAO02 0%51:04 no ho 0,720 4 46 95/0
& DIFUSA02 03:36:20 no o 0110 5 a7 10040
@ DIFUSAO02 01:31:41 no ho 2340 A3 29 93/0
& DIFUSA02 00:21:25 no o 1.260 50 32 99/0
& DIFSA02 00033 o ho 12220 A2 40 79/0
& DIFUSA02 00:03:30 no ho 13190 0 32 7740
& DIFSA02 000330 no ho 1510 £ 28 5340
& DIFUSA02 00:03:30 no ho 12.220 70 22 24/0
& DIFSA02 000048 o ho 1.910 FE 3 9540
& DIFUSA02 00:00:48 no ho 1.530 53 29 48/0
& DIFSA02 000047 no ho 0.050 75 17 95/0
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Wireless Communications

Qualidade do Sinal

Il AP Client -

General |EEIE.'I:-: Signal | Mstreme  Statistics

Radio Mame: |UBNT

MALC Address: | T

Interface: |N|:|ru:uesteNet-I:utsI]2 A2422

Uptire: |00:01:37

Ak, Timeout: |EE Lig

Ok

Femove

Reszet

Copy to Acceszs List

Ié
|
|
|
| Copy to Connect Lizt
|
|
|
|
|

FouterdS Yersion: |2.E|.31 Ping
kAT Ping
AP T Limit
i | | Telnet
Client Tx Lirit; | |
MALC Telnet
Last IP: |0.0.0.0 | Torch
O] ap
[ wDSs

[ | Compression
[ ] wb4M Enabled

General 8021x Signal |Nstreme Statizticz

Last Activity: |0.560 =

Signal Strength: |-EEI dBm

T+ Sighal Strength: |-44 dBm

Signal Ta Maise: |32 dB

Tw/Rx CCO: 83414 %

[x

Ok

Femove

Reszet

Copy to Access List

P Throughput: | 10313 kbps Ping
— Signal Strenagths MAC Fing
|F|ate £ |Strength |Y| Telnet
1Mbps  -51 N
Mbpz  -60 MALC Telnet
12Mbps  -50 Torch

|
|
|
|
| Copy to Connect List
|
|
|
|
|
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@ Microwave

Qualidade do Sinal

Relacao Sinal Ruido - SNR: 56 dB

Tx/IRx CCQ: 96/94%
P Throughput: 26355 kbps

—
2
(=)
=

Tx/Rx CCQ: Eficiéncia da banda. Quanto menor, maiores serao
as retransmissoes.
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Wireless Communications

Banda Disponivel

M APClient ... __._ .. x| Bl AP Client < - - 0_.__.__oo_ .
General  8021x Signal | Matreme | Statistics ok General 8021x Signal | Mstreme | Statistics K,
Last Activity: |EI.EI¢1EI 5 Femave Last Activity: |EI.EIEIEI 5 Femove
Signal Strength: |-53 dBm Sigral Strength: |-48 dBm
Reset Reset

T+ Signal Strength: |-EEI dBm T Sighal Strength: |-4E dBm

Copy ho Access List Copy o Access List

Signal To Moise: |27 dB Signal Ta Maise: |55 dB

Tw/Rx CCO: | 30461 % Tw/Fx CCO: |97/96 %

|
|
|
|
| Copy to Connect List
|
|
|
|
|

| |
| |
| |
| |
| Copy bo Connect List |
| |
| |
| |
| |
| |

P Thrw;@ 1kbps ) Ping P Throughput, | 28672 kbps Ping
— Signal Shrenal _ AL Fing — Signal Strenagths AL Fing
Rate | Strength | |~ T elret \Rate + |Strenath | =] Telnet
1Mbps  -B3 EBMbpz  -45 N
Mbpz  -63 kAL Telnet WMbpz  -45 FMAC Telnet
12Mbps 62 N 12tbps  -47
18Mbps 63 DO Tarch 18Mbps -47 D Tarch
24Mbps B4 0 24Mbps -47
JEMbps  -B4 JEMbp:  -56
48Mbps  -53 N
Sdtbps  -54
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Detalhes Techicos

Indispensaveis

Aterramento

Analise Espectral — Canais Interferéntes

« Polarizacao de Antenas

« Cabos adequados

« Equipamentos de Qualidade e Procedéncia
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Performance e Otimizacao com
Protocolos Mikrotik
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@ Microwave

Wireless Communications

NSTREME

Protocolo proprietario Mikrotik
Prové melhorias ao throughput
Maior estabilidade em Enlaces PTP e PTMP

Funcional apenas em redes Mikrotik
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NSTREME
EXEMPLO:

[admin@MikroTik] interface wireless
nstreme> print 0 name="wlan1" enable-
nstreme=no enable-polling=yes framer-
policy=none framer-limit=3200
[admin@MikroTik] interface wireless
nstreme> set wlan1 enable-nstreme=yes \
\... framer-policy=exact-size
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@ Microwave

Wireless Communications

NSTREME

Framer-policy

Vejamos algumas politicas de otimizacao:
none — sem combinacodes de frames

best-fit — insere 0 maximo de pacotes até atingir a
capacidade definida pelo frame-limit, sem fragmentar o
pacote.

exact-size - Insere 0 maximo de pacotes ate atingir a
capacidade definida pelo frame-limit, podendo
fragmentar o pacote. (melhor performance)

dynamic-size — Escolhe o melhor tamanho
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Microwave

Wireless Communications

CSMA/CA X NSTREME

Il Bandwidth Test

z " Test To: |192.168.254.1 | Start
| |
eSteS pratICOS- Pratocol: € udp & tep |

Q)

Lacal UDF Tx Size: |1500

Femate UDP Tx Size: 1500

|
 Enlace de ~30 km o

. = A " Local TeSpeed [ |* bps
FreqUéncia, 5.8 GHz N W

User: | adrnir | -

Paszword: | ””””””” | S

Tx/Rx 10s Average: |11.1 Mbps/11.5Mbps |

Tu/Rx Average: |11.2 Mbps/11.5Mbps |

BT 11.2 Mbps
R 106 Mbps

|$tnpped
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ess Comm 1

CSMA/CA X NSTREME

ENLACES BASEADOS EM CSMA/CA - hall duplex

 Throughput médio: 10,3 Mbps
e Modulacao: OFDM -802.11a
* Range: ~30 km

ENLACES BASEADOS EM NSTREME - hall duplex

e Throughput médio: 28 Mbps
e Modulacao: OFDM -802.11a
* Range: ~30 km
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CSMA/CA X NSTREM

| Esl o /24 3
General Wireless  WDS  Mstreme |Status Traffic

Configuracao

]

Modos de operacao:

AP bridge ou WDS

Para clientes WDS a configuracao deve
permanecer como station-wds.
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@ Microwave

Wireless Communications

NSTREME

Framer-policy

Este método diz respeito ao tipo de combinacoes
de frames.

Podemos otimizar a transmissao combinando uma
série de frames e um s6 com maior capacidade
de transmissao, reduzindo assim o overhead
(sobrecarga de bits de sinalizacio), oferecendo uma

melhoria significativa no throughput (capacidade de
trafego) da transmissao.
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NSTREME2

Dois radios na interface nstreme-dual-mode
slave podem ser agrupados em uma
conexao ponto-a-ponto.

Para utilizar este método o modo de
configuracao dos radios devera
permanecer no nstreme-dual-slave.
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@ Microwave

Wireless Communications

NSTREME2

Muitos parametros das interfaces wireless serao
desativados utilizando o nstreme2, exceto:

 frequency-mode
e country

e antenna-gain

* {X-power

* tx-power-mode
« antenna-mode
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NSTREME2

» A diferenca entre TX-freq e RX- freq deve
ser igual ou superior 200 MHz.

» Podemos utilizar frequéncias diferentes
entre Rx e Tx (2,4GHz e 5.8GHz)
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NSTREME2

« Vamos agora configurar um enlace com
NSTREMEZ2, passo a passo.
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Configurar as interfaces wireless no modo nstreme dual slave

Microwave

Wireless Communications

NSTREME2

= admin@00:02:6F:4F:42:25 (Mikrotikl) - WinBox ¥3.13 on RBE433 (mipsbe}

=10l %]

Hide Passwords B (7]

Interffaces I Wireless Tables

ireless Intertaces |Nstreme [Dual  Access List  Registration Connect List Security Profiles

s || =) (][] [ [T

X

IF

|Name 4 |Ty|:|e Ta R T# Pac... |R# Pac... |MAC Sddress |"|

R auting I G walani “wiireleze [(Atheros ARG, Obpz 4.0 kbps 1] ]

0 00:0ZEF 4F 4225 &

Parts G wlanz Wireless [Atheros ARS... 0bps 0 bps o

Qusues

Dirivers

Suztem 2
File:z

Log

SHMP

Isers

Radiuz

Tools 2
Mew Terminal
Telnet

Pazzword
Certificates

Ik ake Supout. rif

b ariial 4|
Euil 2 item= out of B [1 zelected]

0 00:02E6F 4E:84:93 e
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@) Microwave

Wireless Communications

operacao para nstreme dual slave. Nao € necessario configurar

a frequéncia.

NSTREME2

Entre na configuracao de cada interface e altere o modo de

™= admin@00:02:6F:4F:42:25 {(Mikrotik1}) - WinBox ¥3.13 on RB433 {mipsbe}

=10l x|

Hide Passwords B (5

Interfaces
Wiireless
Eridge

IP

Riouting
Parts
Queues
Dirivers
Sustem
File:

Log

SHMP
Users
Radius
Tools

Mew Terminal
Telnet
FPazsword
Certificates
Make S upout. rf
b anuial

E xit

R EEISIE

Il Wireless T4 Il Interface <wlanl>

Interfaces |Ns General “Wireless |W’DS Mstreme  Traffic

Default Authenticate
Default Fonward
[ Hide 55I0

| E—

2itemns out of B |

ifaTs ol ristreme dual slave

::;ﬂ“% Band: |5GHz =]
@ wlan? Frequencs: |51 80 || #l MHz
53ID: |MikiaTik | =

Scan List: | |+
Security Profile: |default || ¥ |
Antenna Made: |antenna a =]

Default AP T Hate: l:l * bps

Drefault Client Tx Rate: l:l * bps

X X

| Cancel | Flrwt
&l ddress |V|
b FAFA2D5 e
F:4E:84:93 e

Dizable

Comment

Taorch
Scan...
Freq. Uzage...
Align...
Shiff...

Snooper....
Reset Configuration

Advanced Mode

JR0:
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Microwave

Wireless Communications

NSTREME2

Entre em Interfaces, clique em Add (+) e adicione uma
interface Nstreme Dual.

= admin@00:02:6F:4F:42:25 {Mikrotik1) - WinBox ¥3.13 on RB433 (mipsbe) - 0] x|

Hide Passwords M (2]

Interfaces W Wireless Tables x|

tdireless Interfaces ‘N&treme Dual  Access List  Registration  Comnect List | Security Profiles

e[| v

[\
IF Wirkualap £ |Type |T:-: |F|:< |T:-: Pac... |F|:< Pac... |MAC Address |V|
Fiouting WoS Wireless [Atheros AR 0 bpz 0 bpz i} 0 OO0ZEF4F 4225 e
Poits Mstreme Dual Wireless [Atheros ARG, Obps Obps ] 0 00:02EF4E:84:93 e

—

Hueues

Drivers

Swyztem k
Files

Log

SHMP

Uzers

Radius

Tools ¥
Mew Terminal
Telnet

Password
Certificates

b ake Supout.rif

M anual 1]
Esit 2 itemz out of B [1 zelected)
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Wireless Communications

NSTREME2

Mikrotik

= admin@0o0:

02:6F:4F:42:25 (Mikrotik1) - WinBox ¥3.13 on RB433 {mipshe)

=101 ]

Hide Passwords B ()

Interfaces M Interface <nstremel > X
Wirsless General "Nstreme Dual DataRates  Status | Traffic
Bridge Cancel

IP

S Tupe: |N3treme Dual Apply

B MTL; 1500
Bi MAC Address: | D0:0Z.6F:4F:42:25
LS ARP: [enabled |® Capy
System [

.
Log
Users

Radiusz

Taols I;

Mew Terminal

Telret

Passward

Certificates

M ake Supoutrif

G ETIE]

Exit |disabled lrunring |
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@) Microwave

Wireless Communications

NSTREME2

Mikrotik

= admin@00:02:6F:4F:42:25 (Mikrotill) - WinBox ¥3.13 on RB433 (mipsbhe) . =10l x|

Hide Passwords B ()
Interfaces M Interface <nstremel = il
Wireless Geperal  Mstreme Dual | DataFatez  Statuz  Traffic
Bilge Tx Radic: |w|an2 || 3| Cancel
IP ¥
= S| PR | |

aubing
Ports Remote MaC: |EIEI:EID:EIEI:DD:EIEI:DEI |
Queues Tx Band: |5GHz =
Lilias T= Freguency: |5‘l a0 | kHz
System ¥
Files Fix Band: |SGHz =]
Log R# Freguency: |5T45 |
- Diisable CEMA Reszet Counters
zer8
- Frarner Policy: |I:uest fit ||;|

Radiug
Todks | Framer Limit. [2580 |
MHew Terminal
Telnet
Pazzword
Certificates
Make Supaut.rif
M anal
Exit |d|sab|eu:| |running |
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@) Microwave

Wireless Communications

NSTREME2

Mikrotik2

= admin@00:02:6F:4F:42:3D {Mikrotik2) - WinBox v3.13 on RE433 (mipsbe) i ]
Hide Passwords (=)
Interfaces I Interface <nstremel > X|
\wireless General |'Nstreme Dual  DataFates  Status | Traffic
Bridge Mame: |[FEE==1 | Cancel
IF [
- Type: |Nstleme Dual | Apply
R outing [
MTL: (1500
| '
Hueues MAC Address: | D0:02:6F:4F:42:30 |
Dilieis ARP: [enabled |* Copy
System [
|
Files
Uzers
R adius
Tools I:
Mew Terminal
Telnet
FPaszword
Certificates
b ake Supout.nf
b anual
Exxit |d|sab|ed |running |
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@) Microwave

Wireless Communications

NSTREME2

2:30 {Mikrotik?) - WinBox ¥3.13 on RE433 (mipshe) 2 |D|ﬂ
Hide Passwards B (55
Interfaces M Interface <nstremel
Wireless Gengral  Mstreme Dual ‘ DataRates Status  Traffic
: i (Ol x|
s T Radio: |wlan2
P I - | - Hide Passwords [ (5
Routing [ A Interfaces Il Interface <nstremel > x|
B Remote MAC: |D0:026F:4F:42:25 Wigless General Nstreme Dusl | DataPates Status  Traffc
Bridge .
E T Band. |56Hz - s Tifre B
I Rix Radio: |wlanl -
St Tw Frequency: |5?45 Routing [ | " | i
System I Bt Remate MAC: |UU:U2;BF:4F:42;3D |
Files Fx Band: |EGH2 Miicties T Band: | 53Hz 3]
Log R Frequency: |51 80 Liles T# Frequency: |5180 | Hz Copy
o isine Lobis Files R Band: [5GHz [E3 SlEE
e Framer Policy: |hest fit i St S |
imik: SMMP
Tols I Framer Lirnit: |255E| . S LT,
sers
Mew Terminal B Framer Policy: | best fit |#]
Telnet . .| FramerLimit 2560 |
Passward Mewy Terminal
Certificates Telnet
take Supout.rf Password
b anual Certificates
; : I ake S upout.rif
Ext dizabled TUnning
b anual
Exit |disabled |rurring
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Wireless Communications

NSTREME2

I Interface <nstremel >

General  Mstreme Dual  Data Rates  Status |Traffic

0K

Rix Signal Strength: |-ED dBm

Cancel

Tx Signal Strength: |-4? dBm

Rx Rate: | S5dMbps

T Rate: | SdMbps

Fackets [Tx/Rx: | 17179/11434
Bytes [Tu/Rx | 1754955/5876354

Frames [T=/F«

Frame Bytes [T+/Fx)

Huw. Frames [Tu/Rx)

Hua. Frame Bytes [Tu/Rx)

T= Fietries Timeout:
T+ Retries Lost:
AxBad Seqx

R Duplicates:

Apply

Dizable

Cornmemnt

Tarch

Reset Counters

o,

- [16806/10562

i |2451 553/6322622

- [118729/25648

§ |5539?4?£59252E2

Connected

dizabled

|lunning

Frames [Tx/Fx:

Frame Butes [TH/R«

Huw Frames [Tw/Fx]

Huw. Frame Bytes [Tw/Rx]

Tx Retries Timeout
T Retries Lozt
Fix Bad Seqs

Fix Duplicates

Il Interface <nstremel =

General  Mstreme Dual | Data Fates  Status ‘Traffic

R Signal Strength: |-4T-" dBm

Cancel

T« Signal Shrength: |-ED dBm

Rx R ate: | 5dMbps

Tw Rate: | S5dMbps

Packets [T=/Rx | 11564417090

Apply
Dizable

Comment

Torch

Bytes [Tx/Rx: | 5885035/1746335

| Coed |
et |
_ Toch ]
| sel Couries |

Feset Counters

- [10620/64747

§ |832?922£43?D455

- [164967/75322

b |13039359£4?95881

- |a0s09

- [392

:|EI

:|4

Connected

|disabled

|running
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ess Comm 1

NSTREME2

Framer Policy

v| Dizable CSMA

Framer Policy: | best fit

Framer Lirnit; | 2560
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Wireless Communications

NSTREME2

Laboratério de Testes

e - &

H

. A RB433-01 "B 433 02 . .
9 MikroTik 9 MikroTik
X86 Box B X86 Box -
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NSTREME2

Teste Unidirecional (Rx) — Protocolo UDP
Teste Unidirecional (Tx) — Protocolo UDP
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NSTREME2

Teste bidirecional — Protocolo UDP

Media: 33,85 Mbps

Teste bidirecional — Protocolo TCP

Media: 29,25 Mbps
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NSTREME2

Framer Policy: Exact Size

I T+ 33.9 Mbps

Teste bidirecional — Protocolo UDP

Media: 35,20 Mbps

Teste bidirecional — Protocolo TCP

Media: 31,13 Mbps
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CONCLUSAO
ENLACES BASEADOS EM NSTREME 2

e Modulacao: OFDM -802.11a
 Distancia: ~30 km

Media: 33,20 Mbps Full Duplex

Microwave Wireless Telecom www.microwavetec.com.br



(® Microwave

ess Comm 1

Fim

Eng . Nicola Sanchez
nicola.sanchez@microwavetec.com.br

Microwave Wireless Telecom www.microwavetec.com.br



