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Eu sou um entusiasta do MikroTik
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Eu sou um entusiasta do MikroTik

Eu sou um evangelista
MikroTikiano




Sobre mim

® Fundador da (2016)

i

=SB POUTING & WIRELESS
IHIACADEMY

Uma ONG para
Training Partners de alta qualidade

ROUTING & WIRELESS
I“ A CADEMY MUMBelzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy 8




)

RO
A

UTING & WIRELESS

Dedicado ao Max

CADEMY MUMBelzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy




O trafego da sua rede...
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O trafego da sua rede...

E uma das “coisas”
mais importantes
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O trafego da sua rede...

O que voce sabe a
respeito?

MUM Belzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy
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O trafego da sua rede...

Qual o crescimento
de trafego dos seus

clientes para o
Netflix?
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O trafego da sua rede...

Qual o mais
Importante AS que
voceé deveria estabeler
conexao?

14



O trafego da sua rede...

Que usuarioe o
campeao de
consumo?
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O trafego da sua rede...

Com algumas poucas
ferramentas vocé pode
descobrir mais do que vocé

imagina®© «ib@
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NetFlow em pilulas

E um recurso bem “comum” nos routers
Coletor de estatisticas de trafego IP

Essas estatisticas serao exportadas para o
coletor do NetFlow

Elas sao chamadas de: flow record

Este formato € baseado em modelos preé-
definidos (desde de a Versao 9)
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NetFlow no RouterOS

Sim, suportado!!
Ch dimad d 0. TraffiC FIOW (NetFlow € uma nomenclatura prépria da Cisco....)

“Encontrado” no menu: /ip traffic-flow
Existe desde o ROS v. 2.9

Atualmente suporta as Versoes 1, 5, 9
Suporta IPFIX desde o ROS 6.36 W
Consulte a wiki para identificar as diferencas
entre versoes.... ©
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Traffic Flow em acao

ST

e W S I

O “Fluxo”

NetFlow
Collector

(e o Analyzer)
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Dois Ingredientes

Os “Fluxos” Um NetFlow

Collector
(e Analyzer)

)
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Limitacoes do Traffic Flow

® Atualmente o RouterOS n3o suporta leitura
de ASNs BGP ®

® Estamos na torcida para esta implementacio
nas proximas versoes.... ©
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A parte “tecnica”

(porém bem rapida ....)
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Packet transport protocol

Os registros sao exportados utilizando o protocolo
UDP

A porta padrao é a: 2055 (pode ser definida pelo
usuario)

O router nao mantem os registros ja exportados

Se um pacote do NetFlow for descartado, todos os
registros inerentes serao perdidos também

Nao exporta o “conteudo” do trafego. Somente
estatisticas.

® 0O conteldo do pacote n3o é encriptado

)
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Estrutura Geral (v9)

NetFlow Packet header

— Modelo
® NetFlow Record 1
® NetFlow Record 2

® NetFlow Record n

— Modelo

® NetFlow Record n + 1
® NetFlow Record n + 2
® NetFlow Record n + n
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O cabecalho do pacote

Versao (v1, v5, v7, v8, v9)
Sequence number
Timestamp

Numero de registros (v5 ou v8) ou lista de
modelos e registros (v9)

)
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O formato modelo (template)

ID

length

Field Count
Field 1 Type
Field 1 Length
Field 2 Type
Field 2 Length
Field N Type
Field N Length

)
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(alguns campos) v9

IN_BYTES DIRECTION SRC_AS

OUT BYTES PV4 NEXT HOP  DST_AS

IN_PKTS P\V6 SRC ADDR  BGP IPV4 NEXT HOP
OUT_PKTS PVV6 DST ADDR  IP_PROTOCOL VERSION
PROTOCOL CMP_TYPE MPLS LABEL (1-10)
SRC_TOS N SRC_MAC IF NAME

TCP_ FLAGS IN_DST_MAC IF_ DESC

4 SRC_PORT OUT DST MAC

4 DST PORT OUT SRC_MAC FORWARDING STATUS
PV4 SRC ADDR  SRC VLAN (muitos sub-codigos!!!)
PV4 DST ADDR  DST VLAN

ROUTING & WIRELESS
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i Visao do trafego ao vivo i

O cabecalho do pacote

731 1. S '. CFLOW 1446 total: 20 (v9) records Obs—Doma

Frame 731: 1446 bytes on wire (11568 bits), 1446 bytes captured (11568 bits)
Ethernet II, Src: AxiomTec_52:93:bc (00:60:e0:52:93:bc), Dst: Routerbo cf:4c:74 (00:0c:42:cf:4c:74)
Internet Protocol Version 4, Src: ). DStE
User Datagram Protocol, Src Port: 2055 (2055), Dst Port: 2055 (2055)
Cisco NetFlow/IPFIX
Version: 9
Count: 20
SysUptime: -854209.489001904 seconds
» Timestamp: Feb 23, 2016 12:49:08.000000000 CET
FlowSequence: 45665169

() o Y

» FlowSet 1 [id=256] (20 flows)

4 vVVvVYVvYyyYy

)
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i Visao do trafego ao vivo i

O modelo(Template)

v Cisco NetFlow/IPFIX
Version: 9
Count: 20
SysUptime: -854209.489001904 seconds
» Timestamp: Feb 23, 2016 12:49:08.000000000 CET
FlowSequence: 45665169 ’,—'
Sourceld: 0 PR

FlowSet 1 [id=256] (20 flows)

." (] .o (4 k3

v

FlowSet Length: 1384 I Y 4
[Template Frame: 19]

>
>
>
>
>
>
>
>
>
>
>
>
>
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Visao do trafego ao vivo

Um Fluxo

ﬁ - F.LOW-].

v [Duration: 1.290000000 seconds (switched)]

StartTime: 854193.160000000 seconds
EndTime: 854194.450000000 seconds

Packets: 4

Octets: 160

InputInt: 8

OutputInt: 3

SrcAddr:

DstAddr: 85.73.239.223

Protocol: TCP (6)

IP ToS: 0x00

SrcPort: 64866 (64866)

DstPort: 61053 (61053)

NextHop: 80.249.208.179

DstMask: 0

SrcMask: @

TCP Flags: 0x14

Destination Mac Address: AxiomTec_52:93:bc (00:60:e0:52:93:bc)

Post Source Mac Address: AxiomTec 06:02:d4 (00:60:e0:06:02:d4)

Post NAT Source IPv4 Address:

Post NAT Destination IPv4 Address: 85.73.239.223

Post NAPT Source Transport Port: 0

Post NAPT Destination Transport Port: 0

)
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IPFIX

O NetFlow é uma tecnologia
proprietaria cisco.

IPFIX € um protocolo IETF, um
padrao baseado nas RFC5101 e
RFC5102 (baseado no NetFlow v9)

\}'
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IPFIX

RouterQOS suporta o IPFIX desde a
versao 6.36

Quer saber mais sobre o IPFIX?
https://en.wikipedia.org/wiki/IP_Flow_ Information Export

REL
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Sumario

Y 4

O Traffic Flow ira “exportar”
quase “tudo” exceto o
“conteudo” efetivo do
trafego.

EL
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Configurando o router
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IP —> Traffic Flow

Traffic Flow Settings

General ‘IF‘FI}: Skakus Ok,
T Enabled Cancel
Interfaces: |all ¥ | -
nkerfaces: |a L Anply
Carche Entries: |16k +
Active Flow Timeout: (00:30:00

Inactive Flow Timeoudt; (00:00:15

)
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IP —> Traffic Flow - Targets

Traffic Flow Targets

rc, Address 4 |Dsk, Address Pork Wersion w
L 1234 20959 |
ﬂ' 5.6.7.8 2055 IPFIX
Mew Traffic Flow Targek
Sro, Address: [ hd O,
-—> Disk, &ddress: | <MNetFlowColleckorIP = Cancel
Pork: |Z2055 Apply
ﬁ Yersior: |9 &
Copy
w2 IPFIX Template Refresh: |20
Fernoye
w2 IPFIX Template Timeouk: | 1300
|
2 kems
=SB P OUTING & WIRELESS
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IP —> Traffic Flow -> Status

Traffic Flow Settings

General | Status

Interfaces:

Cache Entries:

Active Flow Timeout: (00:01:00

Inactive Flow Timeouk: (00:00:15

)

ROUTING & WIRELESS
A

Cancel

QK

fic Flow Sekkings

General Status

Finished Flows:

Active Flows:

Unmanaged Packets:

Unranaged Bytes:

095207633

Cancel

43275

Apply

Targets

CADEMY MUMBelzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy
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IPFIX settings

Traffic Flow Setkings

General IPFIx | Skatus Cik

wilast Formarded | |v Packets Cancel

Firsk Forwarded Bivtes o
PRI

In Interface Src. Address

ok Inkerface D=k, Address Targets

Src, Pork

Dist. Part
zateway

Src, Address Mask,
Cist, MAC Address
Src, MAC Address
MAT Src. Port
MAT Dst. Port

Is Mulkicast

IP Header Length
TCP Seq. Mumber
TCP Ack, Mumber
ICMP Tvpe

ICMP Code

Protocol

IP Tas

Dist. Address Mask
TP Flags

MNAT Src, Address
MAT Dst. Address
IPw6& Flow Label
TTL

IP Tokal Lenth
UDP Length

TICP Window Size
IGMP Type

)
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Quanto recurso sera
requisitado (banda) ?
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Traffic Flow “trafego”

Nao existe uma formula exata
para calcular o consumo dos
“fluxos” exportados, porém
irei demonstrar um exemplo
“ao vivo”.

\}'
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Traffic Flow “trafego”

The router traffic

Interface <etherg:=

General Ethernet  Status TFEFHE‘

The sessions

Tx/Rx Rate:] 297.9 Mbps 39,8 Mbps

Tx/Rx Packet Rate:| [33 166 pfs 25 196 pfs ‘ 12050 items out of 8965

The “Flows”

|Eth.P... / |Pro... Src. Dst. YLAMId DSCP | TxRate RxRate  |°
300 (ip) 17 ... 3:2055 12055 Obps 1130.3 kbps

)
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O coletor NetFlow
(e Analizador)

)
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O que eu preciso agora?

® O Coletor ird coletar os fluxos exportados
pelo seu router.

® O Analizador vai tornar os dados legiveis
e utilizaveis para voce.

® A maioria dos Coletores também s3o
Analizadores.

ROUTING & WIRELESS
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Qual escolher?

Open source OU Closed source?
Windows OU Linux?

Em Cloud OU no seu Data center;
Pago OU Gratis?

44



Exemplos

Engine
NetFlow Analyzer

PRTG (N )
NETWORK
MONITOR

¢ Talaia

Colasoft

- Get to Know Your Network

=
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Qual escolher?

Eu nao representante de vendas de
nenhuma dessas marcas.

Vocé pode pesquisar na internet e
“experimentar” antes de comprar.

)
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Qual escolher?

Nesta apresentacao vou demonstrar um
exemplo usando o servico em nuvem
provido pela:

¢dP Talaia

(14 dias para teste)

http://talaia.io

)
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Porém a parte mais
importante é:




Que trafego?

Apenas alguns exemplos:

® Monitoramento de consumo de Banda
® Aplicacdes Utilizadas

® |dentificacdo de dominios visitados

® Principais consumidores (usuarios e
destinos)

® Trafego por geo-localizac3o.
® Deteccido de ataques.

)
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Que trafego?
® E desde o RouterOS 6.33 o fastpath

)
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Demonstracao “ao vivo
(U RETETEN o | | & || f 22-00-2016-22-02-2016 | Avappications ~ | bitss - [EECUEE

Application Breakdown - all e

Application Breakdown - all

a8

oc=n

22-2-2016 14:00 - 22-2-2016 23:10
P2P - 9.57%

Encrypted - 10.33%

P2P - 9.57%

Encrypted - 10.33%

22-2-2016 14:00 - 22-2-2016 23:10

£ WWW -70.35%

Legend

® www

@ Encrypted
© P2P

) Others

© VoIP

@ Mail

@ Streaming
© Instant Messaging
) DNS

) File transfer
@ Games

Temporal Evolution

(=1Eq

22-2-2016 14:00 - 22-2-2016 23:10

Start: 22-2-2016 14:00 W ——~—

1 1 I 1
End: 22-2-2016 23:10 Vion 22 Feb.—————CIAM AT A R2PM. O3RN

TING & WIRELESS

>CD
-
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Application Breakdown - all

e

Application Breakdown - all

e

All applications > WWW
google.com - 20.22% _

facebook.com - 12.78%
akamai.net - 6.55%

22-2-2016 14:00 - 22-2-2016 23:10

linkwave.it - 62.139

W Source .Dﬁ

All applications > WWW
google.com - 20.22%

facebook.com - 12.78%
akamai.net - 6.55%

Total
279.2 Mb/s

22-2-2016 14:00 - 22-2-2016 23:10

linkwave.it - 62.139

i Source W Dj

Demonstracao “ao vivo”
O Talaia EINEIEIN

oe=s

Legend

@ www

Temporal Evolution

ad

All applications > WWW

22-2-2016 14:00 - 22-2-2016 23:10

200 Mb/s

100 Mb/s

0b/s

100 Mb/s

Start: 22-2-2016 14:00

End: 22-2-2016 23:10

TING & WIRELESS

-
=
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Demonstracao “ao vivo”

22-02-2016 - 22-02-2016 World wide web ~

O Talaia ENEIEIR

e

facebook.com - 12.78%
akamai.net - 6.55%

279.2 Mb/s

linkwave.it - 62.139

! Source le

facebook.com - 12.78%
akamal.net - 6.55%

Total
279.2 Mb/s

¥ Source W Dj

Application Breakdown - all Applicat ar Legend
All applications > WWW 22-2-2016 14:00 - 22-2-2016 23:10 All applications AV ERPLNPEAY 00 - 22-2-2016 2310
google.com - 20.22% _ : @ www

Temporal Evolution

=1y

All applications > WWW

22-2-2016 14:00 - 22-2-2016 23:10

200 Mb/s

100 Mb/s

0b/s

100 Mb/s

Start: 22-2-2016 14:00

End: 22-2-2016 23:10

TING & WIRELESS

>CD
-
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Demonstracao “ao vivo”

¢ Talaia ﬂlnm. 22-02-2016 - 22-02-2016 || World wide web ~ Relative ~

Application Breakdown - all (=3
All applications > WWW 22-2-2016 14:00 - 22-2-2016 24
google.com - 20.22%
facebook.com - 12.78% lint it-
akamai.net - 6.55%
Total
279.2 Mb/s
i Source

Temporal Evolution

® All applications

© DNS

© Direct Download

@ Encrypted and Tunneling
© File Sharing P2P

O File transfer

@ Games

© Instant Messaging

@ Mail

~ Services and Others

@ Streaming and P2P TV
© Voice and Video over IP

| World wide web

'l
1

All applications > WWW

200 Mb/s

100 Mb/s

Ob/s

100 Mb/s

Start: 22-2-2016 14:00

@ AdobeCon...
" Apple iTunes
O AVI
DCE RPC
© Feidian
' FLASH
@ Funshion
© Grooveshark
© Icecast
O iPlayer
@ IPTV
© Kontiki
O Last.fm
MMS
@ Mojo
Move
© MPEG

Multimedia...

NetFlix
Octoshape
@ OGG
) OGG Vorbis
© ORB
- Pandora

@ PPLIVE
' PPSTREAM
@ QQLive
© QUICKTIME

@ RealDataTr...

) REALMEDIA

© RTCP

© RTP

© RTSP
Shoutcast

@ Slingbox
SOPCAST

© Spotify
TVANTS

© TVUPLAYER
Vcast

@ VeohTV

" VeohTV

© Webex
WebM

© WINDOWS...

) YouTube
@ ZATTOO

oes

) Lo

e

22-2-2016 14:00 - 22-2-2016 23:10

= |

End: 22-2-2016 23:10 Vo

ROUTING & WIRELESS
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a pagina in una nuova finestra dietro quella attuale

03 AM
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¢V Talaia m 17-02-2016 - 22-02-2016 § Streaming and P2P TV ~ Relative ~

Demonstracao “ao vivo”
o=s

Application Breakdown - all &= Application Breakdown - all = Legend
All applications > Streaming All applications > Streaming
FLASH
SOPCAST
O NetFlix
‘ \ Shoutcast
/ Total Total
SOPCAST - 37.34% N 1072 Mbre SOPCAST - 37.34% 567 2 Mive .\D;;Egpc
' B FLASH - 56.8 ' FLASH - 56.6
Temporal Evolution &
All applications > Streaming
6 Mb/s | all
4 Mb/s A =
A M i “ pu g " -l . /
2 Mb/s N N/
/‘ { ~ uA\.
| y b ; A/ ;
Ob/s = =<
i o WA VA
| - ' ¥ VA

2 Mb/s 2 S Y )
4 Mb/s y

Start: 17-2-2016 00:00

A fJ\/\N/\v\/\./\/\J _/\f.J*w\/V‘\/yp jwfwf\./\,/v\_\ P /f\J k/\/"\v\\

End: 23-2-2016 00:00
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~ '{ o ))
Demonstracao “ao vivo
O Talaia

o=

Cisco Skinny

@ — @ All applications Gl VN —
PPLICATIONS Application Breakdown - all = ® GRE = Legend
— DNS - ,
A sErioasons> Encypiad @ Direct Download ® (::r:achiVPN 3§ SSL
Encrypted and Tunneling » HTTP Connect © SSH
@ File Sharing P2P @ HTTP Proxy ® IPSEC
E"CW’QD Mb/s © File transfer IPin IP > g‘;‘? Connect
o }"5 @ Games @ IPSEC ~ PPTP
"\5 1\97 2 Mb’i ) © Instant Messaging IPSEC/UDP IPinIP
- $iii ISAKMP
Services and Others O L2TP
@ Streaming and P2P TV @ NetMotion
SSL -97.17% © Voice and Video over IP ® ngnVPN =
@ World wide web PPTP
Temporal Evolution 222§hemet =1k
. All applications > Encrypted | © SSH B
SSL
30 movs | 2l = @ SSL (no cert) 2
‘ | - /‘ . SSTP . \
e M/“/\\\ \,‘ Ay " - A © Teredo i \ \ \
0 b/s UPnP
@ VPN-X
10 Mb/s V» _ o e VTUN A i
W = i~ | 7Y © YourFreedom Tunnel Y /
20 Mb/s N\/ V9 ' ~ \ T

Start: 17-2-2016 00:00

End: 23-2-2016 00:00 Ned mlz PM Thu 18%WWW w;m

Aprl# in questa pagina in una nuova finestra dietro quella attuale
=SB P OUTING & WIRELESS
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—~ ] - 14
Demonstra¢cao “ao vivo
O Taeia EIMEIEIN EEETRrET ot C - ae=n

Application Breakdown - all & Application Breakdown - all e Legend
All applications > P2P 21- 161 22-2-201 1:4 All applications > P2P ‘ |
BitTorrent
© eDonkey
Thunder/Webthunder
P2P - 31.9 Mb/s P2P - 31.9 Mb/s
Total Total
223.7 Mb/s 223.7 Mb/s
BitTorrent - 99.83% BitTorrent - 99.83%
Temporal Evolution =
All applications > P2P
all
40 Mb/s
20 Mb/s |
Ob/s
20 Mb/s ‘

Start: 21-2-2016 12:50

End: 22-2-2016 04:40 Sun 21 Feb 06 AM

ROUTING & WIRELESS
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Demonstracao “ao vivo”

O CitrixOnline GotoMeeting

FiCall

© Generic Voice
H323

O |AX
Iskoot

© Lync
MGCP

O MyPeople
NOE

© ooVoo
Scydo

O SIP
Skype

O Tango
TeamSpeak
Truphone
Ventrilo

O Viber
VoipSwitch VolP Tunnel

)

ROUTING & WIRELESS
A

O AdobeCon...
Apple iTunes

O AVI
DCE RPC

O Feidian
FLASH

© Funshion
Grooveshark

O Icecast
iPlayer

O IPTV
Kontiki

O Last.fm
MMS

O Mojo
Move
MPEG

Multimedia...

O NetFlix
Octoshape
O OGG
OGG Vorbis
© ORB
Pandora

O PPLIVE
PPSTREAM

O QQLive
QUICKTIME

O RealDataTr...
REALMEDIA

© RTCP
RTP

» RTSP
Shoutcast

O Slingbox
SOPCAST
Spotify
TVANTS

O TVUPLAYER
Vcast

O VeohTV
VeohTV

O Webex
WebM

O WINDOWS...
YouTube

O ZATTOO

CADEMY MUMBelzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy

O Gmail
IMAP
O IMAPs
Lotus Notes
O POP
POPS
O SMTP
SMTPs

58



Demonstracao “ao vivo”

O Activesync

AFP
© Apple
BGP

O Blackberry

Citrix

O CitrixGoTo

collectd

© ComodoUnite

Corba

O DHCP
DHCPV6

O EGP
123V5

O ICMP
ICMPVv6
IGMP
IPP

O JAP
JBK3000

O Kerberos
LDAP

)

ROUTING & WIRELESS
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O LDP
LPD

O Mapi
msSQL

O MySQL
NETBIOS

O NetFlow/IP...

NFS
O NTP
Oracle
O OSPF
PCAnywhere
O PostgreSQL
RADIUS
RDP
RemoteScan
O RSync
SAP
© SCTP
sFlow
O Skinny
SMB/CIFS

O SNMP
Socrates

© SSDP
STUN

O Syslog
TDS

O TeamViewer
Telnet

© Tunnelvoice
Ubuntu ONE

O UltraBac
Usenet
VMWare
VNC

O VRRP
WAP-WSP

O WAP-WTLS

WAP-WTP-...

O WebDAV
Whois-DAS

© WindowsU...

XDMCP

O eBuddy
Fring

© Gadu-Gadu
Goober

O Google Talk
IMO

O IMplus
IRC

O Jabber
MEEBO

O MSN
MSRP

O NIMBUZZ
Oscar

O Paltalk
POPO
QQ

Unencrypted Jabber

O WhatsApp
XDCC



)

Demonstracao “ao vivo”

© Armagetron
Battlefield

© ClubPenguin
CrossFire

O Dofus
Fiesta

© Florensia
GameKit

O Guild Wars
Halflife2

O MapleStory
PS3

2 QQGame
Quake

O rFactor
Second Life
SplashFighter
Steam

O Warcraft Il
Wii

O World of Kung Fu
World of Warcraft

O XBOX

ROUTING & WIRELESS
A

© Aimini
ANtsP2P

O Appleduice
Ares

© Bitcoin Mining
BitTorrent

O DirectConnect
eDonkey

O eDonkey
Freenet

O Gnutella
Gnutella

© iMesh
Kazaa/Fasttrack

O KaZaa/Fasttrack
Manolito
Mute
OFF

O OpenFT
Pando

© Soulseek
Soulseek

O StealthNet

Thunder/Webthunder

© UUSEE
WinMX
© WINNY

O Cisco Skinny
Cisco VPN

O GRE
GTP

© HamachiVPN
HTTP Connect

O HTTP Proxy
IPin IP

O IPSEC
IPSEC/UDP

O ISAKMP
L2TP

© NetMotion
OpenVPN

O PPP
PPTP
Socks
SoftEthernet

© SSH
SSL

© SSL (no cert)
SSTP

O Teredo
TOR

O UltraSurf
UPnP

© VPN-X
VTUN

© YourFreedom Tunnel
CADEMY MUMBelzonte 2016 © Lorenzo usatu, nup:/rouung.wireless.academy

© Apple iCloud
Dropbox

O FTP
TFTP

© DirectDownloadLink
Filetopia

© Skyfile postpaid
Skyfile prepaid

O Skyfile rudics
Wuala

© DNS
LLMNR
© MulticastDNS
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Demonstracao “ao vivo”

Protocol Breakdown - all a8 Protocol Breakdown - all a8 Legend
21-2-2016 12:50 - 22-2-2016 04:40 21-2-2016 12:560 - 22-2-2016 04:40
@ TCP
UDP-14.75% . UDP - 14.75% © UDP
’ : ® ICMP
@ IPSEC-ESP
© IPv6-ICMP
© GRE
©
@ IGMP
IPv6
TCP - 85.08% TCP - 85.08%
. J - =
Temporal Evolution a
21-2-2016 12:50 - 22-2-2016 04:40
300 Mb/s
200 Mb/s |
100 Mb/s
Ob/s
100 Mb/s
200Mb/8 1o WY P, \ ’ Y w ’ o E A / .

End: 22-2-2016 04:40 Sun L1, eem— 17 Mag g Lol — 08

OUTING & WIRELESS
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Demonstracao “ao vivo”
or=a

Protocol Breakdown - all e Protocol Breakdown - all a Legend
$L All applications > DNS > DNS 21-2-2016 12:50 - 22-2- All applications > DNS > DNS 21-2-2016 12:50 - 22-2-;
5 @ UDP
TCP - 16.34% TCP - 16.34% @ TCP
Total Total
110.8 kb/s 110.8 kb/s
UDP - 83.66% UDP - 83.66%
Temporal Evolution =1y
All applications > DNS > DNS
all A
200 kb/s L&«i A
ﬁ' AR/ . WA\, /7 "
k " < A A\~ \e /’a M .;:-:_g\VA 1{ Q \ ’In‘.“ A ‘ {i\
100 kv INAAAFRAY \‘37 AGAVAY VSN ANEERAGANLY A ATV IR AN AN Vi R e VAN
y \ 7 ™ \
'A .;".f( =) Y 4
Ob/s
ARERDT N s
v i}(\—*,"".z,' A.\.)\/-‘/ =
100 ko/s ‘ v~ W .‘vl’-" \ YV Ve, SoaE e Vs : | Y ol AL Ao~ ) ‘\'g, AR e A
NUVA /’ A "" V 4 o | g N, AAVRAATT DY VIS N of
;? dma’’ A Y VT RV
V' A S
Start: 21-2-2016 12:50 T
E:—“——_\‘ 1 1] 1 o 1 N T e e e e e ———
End: 22-2-2016 04:40 Sun 27 Feb 06 AM 12 PM 06 PM Mon 22 Feb 106 AM 06 PM Tue 23 Feb 06 AM 12 PN
A =
=== ROUTING & WIRELESS
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Demonstragao “ao vivo
O Talaia CINEIEIN XS DT O - - ae=n

Top Addresses Top Conversations Top Autonomous Systems Top Ports
Top Addresses - all = Top Addresses - all a
!\_‘_'.',U
TOF'N Source M Destination Source M Destination
31.13.64.15 31.13.64.15
185.26.141.208 185.26.141.208
31.13.64.7 31.13.64.7
31.13.93.15 31.13.93.15
a 3
13,107.4.50 13.107.4.50
31.13.64.52 31.13.64.52
217.19.146,199 E 217.19.146.199
9 st
217.19.146.200 217.19.146.200
8 Mb/s 6 Mb/s 4 Mb/s 2 Mb/s 0b/s 2 Mt 8 Mb/s 6 Mb/s 4 Mb/s 2 Mb/s 0b/s 2M
Top Conversations (=1 Top Ports a8
all Wal Srcal MDstal " Srcall M Dstall
46.105.55.96 - 212.84.50.225 | we 443 TCP
) - 199.66.238.115 ! 46"05';‘? 80 TCP -
185.26.141.208 - 185.26.4 443 UDP
198.41.208.107 - 7 108.41.4 2055 UDP
87.248.201.165 - © 5 87.248.3 1935 TCP
4 e 1 8777 TCP
80.249.211.49 - 128.199.52.181 809403 53561 TCP
, 01 900, 4 1024 UDP
2.18.213.34 - 3 218.213 5060 UDP
217.19.146.200 - 212.84.50.18 217.18.1 50704 UDP

Start: 21-2-2016 12:50

End: 22-2-2016 04:40

R— " ———— i —
Sun Au;eo"’_’?e—' MW 06 06 PM Tue ! T

Collegati a # in questa pagina : :

=SB} OUTING & WIRELESS
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¢ Talaia m 21-02-2016 - 23-02-2016 | All applications ~ Top 10 ~

Demonstracao “ao vivo”
o=a

Summary Top Addresses

Top Source Autonomous Systems - all

Source M Destination

15189 l

£
B
ke

32934
60772
22822
20940
3269
2906
16509
8075

50 Mb/s 0b/s 50 Mb/s 100 Mb/s 150 Mb/s

Temporal Evolution (Source - Destination)

Top Conversations Top Autonomous Systems Top Ports
=@ Top Source Autonomous Systems - all =
Source M Destination

43942 15169

15169 15169

16509 3eu04 16509
60772

3269 Seins 3269

29834 25640 29834

32934 3080 32934

8075 2006 8075

202018 202018
16509

1267 so78 1267

12874 12874

=

200 Mb/s | all

100 Mb/s

|
|
Ob/s
|

100 Mb/s

200 Mb/s | gl

Start: 21-2-2016 12:50 /H‘VT‘“/‘//V\\
[\-~—]’/

End: 22-2-2016 04:40 SunZiFes  O06A 12P

ROUTING & WIRELESS
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Demonstra¢cao “ao vivo
O Talaia EINEIEN EEETEEED Erm C75 ae=n
all - Destination all - Destination all - Source

Traffic Location a
g
| e |
Start: 21-2-2016 12:00 Lj:j; J/F"\(_NA/NM\\_J .. —command
End: 22_2_2016 23.30 Sun *M’PM M1PM Mon : o OGJAM—\ j M MIPM TUBi : F——MZ]BK
——

ROUTING & WIRELESS
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= '{ - 14
Demonstra¢cao “ao vivo
¢ Talaia m 21-02-2016 - 23-02-2016 a
all - Destination all - Destination all - Source

Traffic Location

@
Mountain View: 46.3 Mb/s |
Start: 21-2-2016 12:00
End: 22-2-2016 23:30
i

ROUTING & WIRELESS
TP

CADEMY MUMBelzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy



Demonstracao “ao vivo”

Vocé pode também gerar
relatorios, visualizar e
exportar os fluxos
armazenados, etc........

EL
M Y MUM Belzonte 2016 © Lorenzo Busatti, http://routing.wireless.academy
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Demonstracao “ao vivo”
OTaiaia CINEIEN T 08 - - o=

Anomalies e
300 Mb/s v\/f/\/\ o //\/\P\,\/\/\ /
200 Mb/s —a WMJ
%\’—\_\' \//\/-M ‘
100 Mb/s j=— U Lo |
Ob/s | I I | | | | I | I i
12 PM 03 PM 06 PM 09 PM Mon 22 Feb 03 AM 06 AM 09 AM 12PM 03 PM 06 PM
i Filter 1 -4 of 4 (0 below baseline; ~ Show)
v |d Type First detection Last detection Source Destination Protocol Autonomous System Bits Packets Flows
O #1284 Horizontal scan 22-2-2016 00:28 22-2-2016 00:37 189.203.240.181 : * %) TCP 64097 — * 9232Mb 1.3 Mp 88.9 kf P
@ #1285 Application Layer 22-2-2016 00:28 22-2-2016 00:37 *:22 189.203.240.181:* TCP * — 64097 1.3Gb 1.3Mp 88.3kf
O #1324 Application Layer 22-2-2016 06:30 22-2-2016 06:32 217.172.189.11:8584 *:.* UDP 8972 —* 1Gb 288.5 kp 25.7 kf P
@ #1418 Application Layer 22-2-2016 17:22 22-2-2016 17:25 209.126.122.25:5235 *:* UbP 30083 — * 771.5Mb 217.3kp  453kf F

Start: 21-2-2016 12:00

End: 22-2-2016 23:30 Sun

=== ROUTING & WIRELESS
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Conclusao

‘/Com o Traffic Flow e o NetFlow Analyzer
voceé pode saber o que acontece na sua
rede e que tipo de trafego é trocado
entre seus clientes.

‘/Com este previlegiado ponto de vista
voceé pode planejar e prever diversas
“coisas” para sua rede.

REL
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Conclusao

‘/Espero gue todos adotem este
previlegiado “método de
monitoramento” o mais breve possivel

©

)
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Obrigado!

Perguntas?

http://training.grifonline.it
training@grifonline.it
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