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I.eandro Rocha

- Analista de Redes e Sistemas na Matrix Corporation.

Meu setor é responsavel por automacoes e desenvolvimento de
para o NOC e clientes da Matrix.
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Scripting
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Caracteristicas

* Baixo processamento.

* Facil aprendizado.

* Documentacao oficial bem documentada.

* Integra com outras aplicacdes no RouterOS.
* Execucao automatica através de Scheduler.

* Politica de execucao.
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System>Scripts

| Script List
i
Scripts |Jnhs Environmert
[+
|Name s |Dwna' |Last Time Started Run Court | |V
MATRECALT matrix 0
MATREX-ATL matrix 0
MATREX-BKF matrix 0
MATREX-BKP-EMAIL - matrix 0
1| MATREX-POR matrix 0
MATRIX-SEG matrix 0
I
i
1
1
6 items
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System>Scheduler

#]=] [][%] 9] [¥]

|Name ¢ |5tart Date |5tart Time |Irrtenra| |Dwner |F'{un Court |Nead Fun |Dn Event

MATREALT Jan/01/1570 00:25:00 02:00:00 matrix 65 Nov/22/2016... MATRIX-ALT

MATRIX-BKP Jan/01/15970 04:50:00 1d 00:00:00 matrix & Nov/23/2016... MATRIX-BKP

MATRECBKP...  Jan/01/1570 04:40:00 6d 00:00:00 matrix 1 Mow/25/2016... MATRIX-BKP...

MATRESAFDR  Jan/01/1570 D0:00:00 01:00:00 matrix 129 Now/22/2016... MATREX-PDR

MATRIX-SEG Jan/01/1570 00:00:00 00:00:30 matrix 15582 Nov/22/2016... MATRIX-5EG
£ items
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Policies

» Define as permissdes do script/scheduler.

Policy: |+ ftp reboot
read write:
policy test
password sniff
senstive || romon
|| dude
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Cenanos Praticos

* Configuracao de CPE.

o Criacao das configuracoes padroes.
o Firewall padrao.

o Padronizar Wireless.
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Configuracao de CPE

O] (O]
Fitter Rules |NAT Mangle Service Ports  Connections  Address Lists  Layer7 Protocols Interface |FFFnESu’m Secrets  Profiles  Active Connections
[#][=] [«][z] [ 7] [= Reset Courters || 00 Reset Al Counters | [=] [=][%] [ PP Scamer || PPTP Server || SSTP Server || LZTP Server || OVPN Server || PPPoE Soan |
# [ [Action [Chan [Src. Address |Dst. Address [Proto...[Src. Pot [Dst. Port  [In. Inter..[Out. Int... By » [Name + [ Type [2mTU [ [Re [T Packet (p/s)  |RxPacket p/s) | | ¥
. MATRIX-Firewal_Protecao_Router - <4-pppoe-out 1 PPPoE Client Obps Obps 1] 0
o Ctadd... input | I
i MATRIX Firewal _Protecao_Router
1 Mdop  input 6 tcp) 21
. MATRIX-Firewal_Protecao_Router
2 Hdrop  input € ttcp) 22
i MATRIX-Firewal_Protecao_Router
3 dop  input 6 ttcp) 23 =
i MATRIX-Firewall_Protecac_Router
4 $dop  input 17 {u... 53
. MATRIX-Firewal_Protecao_Router
5 drop  input & ftcp) 53
i MATRIX Firewal _Protecao_Router
[ Mdop  input 17 (... 161
. MATRIX-Firewal_Protecao_Router —
i % dene_inew st £ hor) A42 o
+| | [»
16 items 1item out of &
(B[] =] E3 [=IEY
(] Enabled Scripts | Jobs | Environment DHCP | Networks  Leases Options  Option Sets  Alts
g::;:isab;?ﬂﬂﬁ‘ Interface: ,m‘ EE E EE @ E | DHCF Corfig || DHCF Setup \
= |Name P ‘Dwne! |La=t Time Started |Hun Court || * |Name + |Irrlerface |Relay |Lease Time: |Mdr&ss Fool |Md AF{l b
MATRIXALT  matrix Nov/23/201 - 10M4 | dhepl bridgedan 01:00:00 dhep_pooll no
MATRIGATU  matrie
MATRIX-BKP  matrix Nov/23/2016 D1:40:00 B84
MATRIX-BKP... matrix Nov/15/2016 01:30:00 14
MATRIX-POR  matrix Nov/23/2016 12:00:00 20
MATRIX-S5EG  matrix Nov/23/2016 12:40:00 241282
6 tems
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Cenanos Praticos

* Backup automatico.

o Com horario predefinido.

o FTP/Email.
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Backup Automatico




Cenanos Praticos

* \Verificacao de configuracoes periodicamente

o Regras de Firewall.
o Interface Wireless.

o Usudrios do RouterOS.
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Padronizacao

Sem padronizacao
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Cenanos Praticos

* Alteracoes de forma massiva na rede.

o Adicdo/Remocao de usudrios.
o Adicdo/Remocao no firewall.

o Adicao de classes em address-list.
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Alteracao em Massa

»
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Cenanos Praticos

* Envio de notificacoes via e-mail.

o Alarmes com condicionais, ex: CCQ < 70%.
o Acesso ao equipamento.

o Gargalo no Link.
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Fxemplo
Padronizar Interface Ethe

e Objetivo:
o Manter padrao no nome das interfaces.

o Rodar periodicamente garantindo o nome defaul
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Padromizar Interface Ether

Mame: |Sch_Exemp|o_Mum

Start Time: |DD:DD:DD || ¥

|

Start Date: |Jar1fﬂ1x"15?ﬂ | Cancel
|
|

Interval: |01:00:00

Owner: |Ieandro.rod1§| | Comment
Policy: (vl fip reboot

read write
palicy test

password sniff
sensitive roman
[ dude

Run Count: |1] |

Nest Run: |Nov/24/2016 21:00:00 |

Fxemplo

Script <Exemplo_Mum::

Name: |Exemplo_|'u'lun1 |

Owner: |Ieandro.rocha |

Palicy: [v! ftp reboot
read write
policy test
password sniff
sensitive roman
[ dude

Last Time Started: |Nov/24/2016 20:54:56 |

Run Court: |1 |

:global identity [/system idertity get name];

foreach i in=[4rteface ethemet find] do={

local nameatuale [fintedface ethemet get S name];

Jocal namecertoe [finterface ethemet get & default-name];

O Bt Jocal comentarioe [finterface ethemet get % comment];
Hilog info (nameatuale);
Exemplo_Mum if (Snameatuale 1= Snamecertoe) do={
/interface ethemet set $i name=8namecertoe comment="%comentarioe - Snameatuale”;}
i
enabled |
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F'xemplo
Padronizar Interface Ethe

:global identity [/system identity get name];

.foreach i in=[/interface ethernet find] do={

:local nameatuale [/interface ethernet get Si name];

:local namecertoe [/interface ethernet get Si default-name];
:local comentarioe [/interface ethernet get Si comment];
#:log info (nameatuale);

;if (Shameatuale != Snamecertoe) do={
/interface ethernet set Si name=Snamecertoe comment="Scomentari

}
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Por que utilizar?

* Reduzir esforco.
e Automatizar tarefas rotineiras.

* Integrar com outros sistemas.
o Zabbix

o SmartlISP

o Nagios

o PRTG

o Zendesk
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31973455228 - 312517 3550
leandro.rocha@matrixdobrasil.com.br

- Obrigado!
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