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Historia do The Dude

* Desenvolvimento parado
* Sem atualizacdes por varios anos.

* Funcionalidades de RouterOS pararam de
funcionar.

 Falhas nao eram resolvidas.



O The Dude voltou
 Versao 6.34 do RouterOS

*) dude — The reports of my death have been
greatly exaggerated;
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Evolucao

RouterBoards Todas CHR, i386, CCR CHR, i386, CCR,
ARM, MMIPS
Servidor Windows  Sim Nao Nao
Linguagem Varias incluindo Somente Inglés Somente Inglés
Portugués

Interface WEB Sim Nao Sim




Introducao
* Quem é o The Dude?
* Por que ele é essencial para os provedores?
* Porque monitorar uma rede?

* O que monitorar?



Como atualizar o The dude

e v3/v4 for v6.xx

& admin@localhost - The Dude 4.0beta3

d save Backup
m ‘ Preferences ”Q Local Server H Help ‘ J 453 "\‘I; Save in: l! Desktop EI + &5 [fF Ed~

I |

|Conterts
] Address Lists
& Admins
] Agents
] Charts
=] Devices
(%= Files
] Functions
History Actiofis
% Links I3 cous B sk 27,
E 5 LOQS ' di 48%
[P Action :
[P Debug .
L7 Evert cpu: ik 33%
f=P Syslog
E] Mib Nodes
= 5] Network M
] Local
] Networks
] Notificatio
=] E Panels ers212.lan. p
] admin [127.0.0.1
F Prahas

3 Libraries Q E Homegroup
| l' "‘—!I 2yslc LIUIC 2ysc QIUC
] dude L] L Computer
. System Folder = System Folder

—

@ =
|

. backup-2015.12.02.tgz Local Dlsk (C) Shortcut

€rs226.lan

——2
B

Save I
Cancel I

File name: lbackup-2015.12.02t02

Save as type: |Backup ("tgz)

@
!

Lef Lo

/dude set enabled=yes
/dude import-db backup-file=(file name path)




Como Atualizar o RouterOS

Com o The Dude

* Faca o Upload dos pacotes do RouterOS
atraveés da aba files.

& flavio@10.21.0.100 - The Dude £.36
@ Preferences Help

| = s | O Settings -
Contents ~ Al | Packages Transfers
] Address Lists Ik ==
] Agents
] Charts Mame Type
] Devices =1 [] default direc
- [ Files certificate pem certif
] Functions =[] images direc:
= History Actions [fhe] ap svg imag
] Links [fhE]| bridge sva imagy
= Log ] cliert svg imagr
] Mib Nodes ] clock svg imag
- ] Metwork Maps [fef] drs svg imag:
- DD0Rede Vipnet [hd| file_serversvg  imag
- n-d e m ﬁlﬁhﬂ (=17} im:-i'lu




Como Atualizar o RouterOS

Com o The Dude

TELECOM

Al Fackages | Transfers
1r 1| || S| csv
Name Size Version Architect... # |Notes
Import Package Ed
Examinar: |. Area de Trabaho ﬂ i
E} Mome Data de modificag..  Tipo TS
.. Artigo Arduino 18/10/2016 09:59 Pasta de arquivos
Acesso rapido ) )
DCS-100_sw_4-0-4_DP_2-0-13_eu_multi_201...  07/09/2016 20:31 Pasta de arquivos
Disertagdo UFF 26/09/2016 11:02 Pasta de arquivos
l D-ViewCam_DC5-100 V3.6.4_& Device_Pac... 02/09/2016 1838 Pasta de arquivaos
_l’_é‘-l'eba ﬁ'je Evolugdo 19/11/2016 12:26 Pasta de arquivas
ranane Faperj 23/11/2016 01:40 Pasta de arquivos
Fornecedores 27/08/2016 10:06 Pasta de arquivos
Bibliotecas Fotos Anister 02/11/2016 20:57 Pasta de arquivos
Gravagdes 02/10/2016 12:26 Pasta de arquivos
Lﬂ Gravagdes Concurso 11/10/2016 11:14 Pasta de arquivos
e Imagens 11/10/2016 02:05 Pasta de arquivos
Este Computador Jardirn Botanico 18/11/2016 0916 Pasta de arquivos
) KMZ 08/09/2076 13:42 Pasta de arquiviaos
\ Lﬂ* Mikrotik_Academy 24/11/2016 20:11 Pasta de arquivos W
Rede < >
| ﬂ Abrir |
Tipo "|Package ("npk) ~| Cancelar




Como Atualizar o RouterQOS
Com o The Dude

List Tree RouwterDS |Types Mac Mappings

Device | Group Wircless Registration  Simple Queue

@k = esv | v Upgrade Arct
Status Mame Version Architecture | Board
= b4 failed 10.5.104.83
| - 4 failed 172.16.0.253
| o ok 10.5.104.50 6323 x86 x86
| o ok B e x36
| v ake ooo  Device Settings 26 CHR
| v ok Show On Map 86 CHR
| o ok 86 x86
I o« ok “%  Tools ? & RE3011UIAS
| v ok oo Settings ipsbe CR5109-8G-15-2...
Foe ok 45
| v ok Upgrade » 6.34rcd5 9%,
| v ok Force Upgrade » 6.33.5 105-...
: : EE Reconnect 6.32.3 25+
| v ok nine lan £.3drcdl  tile CCR1005-8G-15-...




Como Atualizar o RouterQOS
Com o The Dude

-

List Tree PRouterOS | Types Mac Mappings

Device Group | Wireless Registration | Simple Gueue

= | = v | ¥ Uporade

Mame Devices
Switch Device Gr... crs226lan, crs212lan, crs210/an, crs112Jan, crs108.0an

2 Mew Device Group O X
=yl [Switch Device Group
Mame
sfplan
plus lan
nine lan
new lan
v crsddBlan
v cre212lan
v crs21llan
Devices: | v  crs11Zlan
v crs109lan
3 lan

172.16.0.253
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Wireless Registration

w

List Tree RouterOS | Types Mac Mappings

Device Group Wireless Registration | Simple Queue

| S v

Device Hadio Ma... |MAC AP |WDS5S| Tx/Fx Bate | Tw/Rx Sig... |Comment Last IP
crs109 lan E8:50:8B:1C:95:7D no no  52Mbps-Z2.. 0/-49 152.168.20.253




Simple Queue

-

List Tree RouterDS |Types Mac Mappings

Device  Group

g = ¥

Device

D 10.5.104...

D 10.5.104..

D new lan
ppclan

b ppclan
ppclan
ppc lan

Wireless Registration  Simple Gueus

® N E o

MName Comment Destination Target Foc Limit Mae | T Limit Max

hs-<hots... 0.0.0.0/0

hs-<hots... 0.0.0.0/0

hs-<hots... 0.0.0.0/0

client-1d... 152168 202.122... 512 kbps 20 Mbps

hs-<hots... 0.0.0.0/0

cleirt-1

Cliert-1 & client-1-devlD - RouterQ5 Simple Queue O 1 Mbps
General Advanced k

o
>

=11 =0 \client-1-dewv 0 Cancel

Comment: | Apphy
Target: |152.1EE.2D2.122.-“32

L1

R Limit Maoc: |+ |512000

Toc Limit Maoe: [+ |20000000

Total Limit Max: |_|

Fix: Limit: |_|
T Limit: |_|

Total Limit: | |




Memoria

& Memaoria > 90% - Probe O >
Name: |[UE0E Ol
Type: |Fun|:ti|:|n ﬂ Cancel
Agent: ||:|efauﬂ j ooo Apply

Motes
Copy
Remove

Awailable: |'rf[rnem_usage|}‘;l},1.-1}

Emar: |'rf[mem_usagel}:ﬁﬂ',"","Cn:unsumn:u de Memara RAM maior que S0°07)

Walue: |mem_usage|}

Unit: |
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TELECOM

HD

& Drive C: < 80% - Probe Ol e
= Nl (Dirive < 807% Ok
Type: |Funn:tin:un ﬂ Cancel
Agent: ||:|efauft j oo Apply
MNotes
Copy
Remove

Available: ||:|ri~.-'eC_‘."'.|'in| «="Falze"

Emar: |'rf|]:|ri~.-'eC_‘.".|'in|} < 50, ", concatenate("Alerta: Drive C =" driveC_Win{, "%")

Walue: ||:|ri~.-'eC_‘."'.|'in|}

=
£

Linit:
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Temperatura

& Temperatura > 70° - Probe U >
Mame: |Tempemtum =70 Ol
Type: |SNMP ~| | Cancel
Agent: |defaut -] oo Apply
Motes
Copy
Remove
Snmp Profile: |HES-‘-ﬁpnet j o || ooo

v Treat service as available only if up

Oid: |is::u.u:urg.dn:u:| intemet private enterprises milkrotik milrotil Expermental Module mt XRouterOs mbarHealth mbaH Temperature 0 | oo

Qid Type: |integer

-]
-]

Compare Method: |: less)

Imteger Value: |?I}




Ping largo

& Ping Largo - Probe O

Mame: |F‘ing Lango

Type: |ICMP =l
Agent: ||:Iefauh j ooo
1500
Packet Size: |15|3'E' '-'| | : : : 2 : : bytes
28 B4 256 1024 2500 65535
TTL: |64
2
Retry Count: |2 '-'| | ,JI — Y17 7—7 limes
1 3 5 7 9 12 16 20 50
1000
Retry Interval: |'||]'|]'E' *-'| — : ’Ju : ; ms
10 14 18 25 250 2000 GO0O0

>

Ok

Cancel

Apply

Motes

Copy

Remove

TELECOM
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Latencia > 40ms

& ALERTA_DE_LATENCLA_DE_REDE - Testador = (-G
LTS ERTA DE LATENCIA DE _REDE Ok
Tipo: |Funn::tin:un j Cancelar
Anente; ||:|a|:|r§n j - Aphcar
Notas
Copiar
Hemover

Dizponivel: |ping[-:|e.1ri|::e_|:|mperty["Fimt.-’-‘-.-:l-:lress"]] »=0

Erra |if[array_e!emEnt[ping[deuice_prnperty["Fimhﬂ.du:lress"]], 0] <40 ", "Latencia acima de 40msz")

Walorn |pir’ng[de-ri=:e_pruperty["Filslﬁddrsss"]]

Uredade: |m$




The Dude Tools

Wifi-Flan

Settings
Appearance
Tools

Reprobe

Ack

Unack
Upgrade
Force Upgrade
Motes

Remove

Select Adjacent

%

& @ 0@

[s -

o oo oog

Ping
Traceroute

Snmpwalk

Winkbaox

Terrninal

Remote Connection
Terch

Bandwidth Test

Spectral Scan

Telnet

Web

Ftp

Dude

Area de Trabalho Remota
Mini-link Craft
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Remote Connection

ooo  Settings
Appearance
~,  Tools > <% Ping & Make Connection From VIPMET SOLUCOES *
\ Q Reprobe & Traceroute Type:  Telnet © SSH * MAC Telnet
Ack @ Snmpwalk MAC: [00:00:00:00:00:00 -]
Vini-Flay Unack [E  Winbox
Upgrade -] Terminal
Force Upgrade > @ Remote Connection
1 Motes ¥ Torch
== Remove =] Bandwidth Test
Select Adjacent < * Spectral S5can
O Telnet
O web
O Ftp
O Dude
O Area de Trabalho Remota
B Mini-link Craft




Bandwith Test

ooo Settlngs
Appearance

~+  Tools

Reprobe
g Ack
Wifi-Fli
Unack
Upgrade
Force Upgrade
1  Motes

Remove

Select Adjacent

%

.
i}
:

P

[Jaf =

o oooodg

Ping

Traceroute
Snmpwalk

Winbox

Terrninal

Remote Connection
Terch

Bandwidth Test
Spectral Scan
Telnet

Web

Ftp

Dude

Area de Trabalho Remota
Mini-link Craft
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& Bandwidth Test VIPNET SOLUCOES - VIPNET SOLUGOES - O

®
From e
Device: [VIPNET SOLUGOIES ~|la || s Device: |VIPNET SOLUGOES |l ||aca
T Size: m ﬂ T Size: m j Close

unlimited unlimited

Tx Speed: |unlimited I) - ; Tx Speed: |MEMNEE] - I) ;

T T T T T T T
unlimited 28k 512k M 10M S50M unlimited 28k 512k M 10M 50M

Protocol: ™ udp 7 tcp I Random Data
Direction: © receive <~ { send —» % both <3

==
o]
4

~ Export Zoom:

3 Ghitfs
2.3 Ghit/s
2 Ghitfs
1.5 Ghit/s
1Ghit/s

500 Mbit/'s At

! [ I i
10:47:15 10:47:20 10:47:45 10:48:00 10:48:15 10:48:20 10:48:45 10:49:00

@ T ibit/s) @ = (bit/s)
Rate: | 36.4 Mbps Rate: | 2.62 Gbps

Obit/s

nnning...
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The Dude Tools

oon  Settings
Appearance
“.  Tools » o Ping
\\ Reprobe & Traceroute
Q Ack &  Snmpwalk
Win-Flay Unack [ Winbox
Upgrade » Terminal
Force Upgrade > @ Remote Connection
1 Motes ¥ Torch
== Remove = Bandwidth Test /
Select Adjacent <= *  Spectral Scan
O Telnet
O web
O Ftp
O Dude /
O Area de Trabalho Remota
O Mini-link Craft
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Wireless Scan

572
5743
5760
5776
5793
5810
5827
5844
5860
5877 : TIiIrIsIIIIIIIEIIIIIIR TirIIIIIIIIIIIDIIIIIIOIGLE TizIrIzIIIIIIIEIIIINICR TIzIisIIIIIIIIIIIIIINN Tl
5894 -60
5911 -&0

= [Q quit|D dump|C-z pause]




Wireless Frequency Monitor

[Vipnet@BB1 PJB PTR AP] > interface wireless frequency-monitor
number: 0
FREQ TSE HF
S1E80MH= 5.2 -128
2200MH= 18.28 -128
2220MH= 1.8 -128
2240MH= 2.9% -128
S260MH= 21.1% -128
S280MH= 8.2 -128
S300MH= 0% -128
5320MH= 3% -128
S5T450MH= 0.7% -128
ST760MH= 1% -128
ST85MH= 2.9% -128
oB805MH= 2.8 -128
oB820MH= 4.5% -128




Spectral Scan

: Settings Switch /

ag" mae Rede Julio
\ Appearance |
<k Tools * % Ping
H -
H - Reprobe & Traceroute
Swiite Ack 5 Snmpwalk
Unack [ Winbox
Upgrade -] Terminal I_!,:ﬁ
— Force Upgrade > @ Remote Connection
g
/ 1  Motes ¥ Torch
== Remove Z|  Bandwidth Test N
Select Adjacent < ¢ Spectral Scan
d P
6u/26  23j93 23/97 — Telnet
- . ® O web
L & L
° = . O Fp
T 10 SR 23mMaz O Dude
307000
¥ 23/0/0 1o O Area de Trabalho Remota
O Mini-link Craft




Spectral Scan

® Spectral Scan BASE Il

Device: AEII 3 ® | =00 Sanole Tane: 1 '
Inkertace: |wdan3 | I;; o Stop
Peak Hold Time: [ili =
Bond - M Cloze
" 24ghz © Sghr & cument channel Memaocy Usage: 51.8kB
Memory Usage Lime: [l ~| MB
Al Waledsl Densly | Graph
07:46:03 07:46:21 Time Representation
Tie l) (& absohte (" relativeto stat " relative to end
T T r T
07:8.:05 07:45:10 07:46:15 07:46:2
m' oatn
12.%
Xdtn
0N
Sate
"
“dm
& — o — o —
Bdtm
2%
1004 e
0 2.414 Gha 2,416 Ghe 2,418 Gha 2.42 Gha 2.422 Ghz 2.424 Ghz 2.426 Gha 2,428 Gha 2.43 Gha




Spectral Scan
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& Speoctral Scoan AP - hAP ac —_ — ><
Dievice AF - AP ac s - cea - Stant
Sample Time = — . - ), - - - ms
Irtedace | wian1-2Ghs -~ | 3 3 s 7 © 12 1s 2o Stop
Band- & 2 agh=z=  Sgha T cuvem channal 135 Olosce
Peaic Hold Time OO N -
2. 4 G 2.5 Gis r v v 13 L - ¥
= © 1= 2= S= 15= 1
Ranoe - T T 1aa
2.2 G 2.3 Gh= 2. 2 G 2.5 Gi= 5
= Memory Usage Lime- |[HZ5 -1 . v T — v e
3 = 7 ae 38 100 ESSS
Mamory Usage 237 3 kB
Al | wistedsll Densey Graph
Time Repressmation: (0 ahesowne T relative 1o stant + relative 10 end
Zoom 4
LN
~Aasdom B — 1 = -~
' -00 05 00 : 1 rfA
3 -
- = —
-Sodbw -00:05 00 & == 2
: s —
00045 :00 : = =
-60 d b 3 = i
oo:03:e0 . — ¢ -
- O d b =
-o9:92-e6 -
- = =
20dom _o0:91 -ea — i: §
- s
96 d o 2 a6 G 2 a8 cho 2.5 Gn= ~
19 :29: 25 Time Roprescerdation: ¢ obsoaste ¢ reistrve to stat € relotve 1o end
Time -
10:50 16 52 10:5a 10 =6
15 e edom
- 2Sd
Rk - SDdtye
S Facitew — - = —
. loodoe =
o= 2.4 Gh=z A2 G 2 Shz Z2.485 Ghz 2 2.5 Gh=x
- TOd e
- B e
Sodw
100de
2.38 Ghs 2.2 G 2.42 Gh= 2 Z. &6 Ghr 2.48 Ghs Z.5 Ghe
Gl 15 s—corel pea i G current mx ED current avemge GllD rox 2t cursor position

MU




Torch

] Settings Switch /

ag" mon Rede Julio
\ Appearance |
<k Tools * % Ping
H -
H - Reprobe & Traceroute
Swiite Ack 5 Snmpwalk
Unack & Winbox
Upgrade -] Terminal I_!,:ﬁ
orce rade > emote Co
— Force Upgrad & R C
g
/ 1  Motes ¥ Torch
= Remove =] Bandwidth Test N
Select Adjacent < ¢ Spectral Scan
J —
6u/26  23j93 23/97 — Telnet
- . ® O web
L & L
0 a . O Fp
T 10 SR 23mMaz O Dude
307000
W 23/0/0 Hod O Area de Trabalho Remota
O Mini-link Craft




& Torch AP Exhibition

General Fi
From: | AP Exhibtion v|la |loma| Eth
1192.168.0.21
tedace: | 195 168.0.249 3
P
Average: AP Foor 1 —_
AP Hoor 2 1m Src
AP Kitchen
AP Living Room Dst
AP Office 2
AP Office 3
AP Office 3
AP Ofice EDV
Table |Pie Bar
)
# [Bh.. |IPPr.. VianID Src Address Sec Port
.. ip tcp 192.168.0.250 Ipr
.. ip tcp 192.168.0.250 hitp
.. Ip udp 152.168.0.250 netbiosns
.. ip icmp 192.168.0.250 0
.. ip tcp 152.168.0.247 winbox
. ip tcp 192.168.0.247 winbox

b tep 192 168.0.247 ST

Torch

TELECOM




Table _Pie | Bar /

Protocol Ip Protocol Vlan ID Src Address Src Pot | Dst Address  Dst Port

@ o 10k

@D 54972 -104 K

@ :nmp-281K
() winbox - 3.02|K

Tx Bytes

Tx Packets

@& 0-129K CDo-188K
@ 54972 -110K . @ 54972-5.81K
@ other - 2.37 K & @ other- 237K
D) snmp-572K @ snmp-291K
@ winbox-512K @ winbox-21K
Total Bytes Rx Bytes
LAY
Table Pie Bar | /
Bih Protocol  Ip Protocol  Vian 1D Src Address | Src Port  Dst Address Dt Port @ o-27
‘ @ 54972 -10
150 K @D other - 2
snmp -4
100 X @ winbox - 3
@D Tota!
50K - Rx
- -
0 h
2211 38114 39406
0 40944 39395 34892
Bytes
60
40
@ Total
20 - Rx
[
0 — —_—
2211 38114 39406
0 40944 39395 34892
Packets

(MU




Historicos

Device AP Hoor 1 (MikroTik Device)
IP: 192.168.0.247

MAC: 00:0C:42:28:2C.96 A .
Services (8): Laténcia
Up: telnet, ssh, ping, ftp. hitp, cpu. disk, ros_registration_size
System Name: AP Floor 1

Description: RouterOS RB411AR

Uptime: 14d 11:14:03.00
T Consumo de CPU
Notes:
600 ms NUumero de assinantes
400 ms
Ll e P e~ P W=
22:10 22:20 22:30 22:40 22:50 23:00
@ t=net @ AP Floor 1 @ =h @ AP Floor 1 ping @ AP Floor 1"_-/
@D ftp @ AP Floor 1 @ nttp @ AP Floor 1

100% n |

|
)/ I |
/ — 1
22:10 22:20 22:50 23:00

S
@ cru @ AP Floor 1 @ disk @ AP Floor 1

65tations

4Stations i A "
25tations ‘ |
0Stations =

22:10 22:20 22:30 22:40 22:50 23:00

@ ros_reqistration_size @ AP Floor 1




The Dude Syslog

=]

SNMP  Poling Server Agents Syslog |Map Chat  Reportt Discover FRouterD5  Misc
W Enable /
Port: |514

/egem:

Motification: |a|ert

beep

flash

log to Enegia

log to Monitoramento

o |logta RBs Log

popup Energia

==

Action: ™ accept { passthrough ¢ drop

Apply
Motes

Copy

Remove

o
ot

4 S Y= B~
H Source Add... | Regexp Action Metification Motes
1 accept logto RBs Log
& Mew Syzlog Rule O
Source Address: hd ke
b Cancel

—__—__—__—______________________—————“"'—__—' popUP

TELECOM




1 Wireless
i Dridge
=g PPP

== Switch
“a Mesh
225 |P

w51 [Pvh

7 MPLS

7 OpenFlow

& Tools
| =l Mew Teminal

| Make Supout rif

& Manual

L

The Dude Syslog

Auto Upgrade
Certfficates
Clock
Conscle
Drivers

Health

Histaory
|dentity

LEDs

License
Logging
Packages
Fassword
Ports

Reboot

Reset Configuration

Resources

Rules Actions
+ T
MName Type
* disk dish
* echo echo
* memory memaory
* remote remote
Mew Log Action
Mame:
Type:
Femote Address:
/ Remote Port:
Src. Address:
4 items
Syslog Facilit

TELECOM

=] E3
action 1
remote *
2000
-
B5D Syslog
ilty: |3 (daeman)

=]

%]
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The Dude Syslog

E]

Rules | Actions
o+ T
Topics Prefoc Action -
*  crtical echo
= emor memory
\A info Mmemary
irfa remaote
waming memary

Log Rule <info

#
1

Topics: irfa

/ﬁ(: i

/ Action: |remote ¥

7
° HW Copy

Remove

enahbled




=nnnnn. i

Jan/02/1570 (00:00:44
Jan/02/1370 00:01.05
Jan/02/1970 00:01:46
Jan/02/1370 00:04:43
Jan/0211370 01:17.22
Jan/02/1370 02:05:44
Jan/021570 020723
Jan/02/1370 020733

MEMOTY
MEmOry
MEmOry
MEmary
MEmOry
MEmOry
MEmOry
MEmAry

The Dude Syslog

system, emor, critical
interface, info
gystem, info, account
interface, waming
system, info, account
gystem, info, account
gystem, info

gystem, info

TELECOM

router was rebooted without proper shutdown

ether? link up (speed T00M, full duplex)

user admin logged in from 10:1F; 74:E7:35:06 via winbox
ether? excessive broadcasts/multicasts, probably a loap
user admin logged out from 10:1F:74:E7: 35:06 via winbox
user admin logged in from 10:1F; 74:E7:35:06 via winbox
log action added by admin

log rule added by admin




| New Terminal

Dude

Charts

Devices

Functions

As Quick set

WebFig

| Interfaces

J MNetwork Map “ Network Map Elements “ Discoveries

Links

=3 PPP

am Bridge

Mibs

“13 Mesh

| Add MNew |

. OpenFlow

2 jtems

MNetwork Maps

= 1P

77 MPLS

& Name

Metworks

& Routing

Local

Motifications

227 System

L N N

Metwork M2

=l
=

g QJueues

Probes

|| Files

Log

Lol

Router0S Info

A radius

= cp

SMMP Profiles

& IPvE

}é Tools

Server Config

| Mew Terminal

Services

Dude

Charts

Settings

Devices

Functions

Svslog Rules

Links

Mibs.

Tools

Network Maps

Networks

l.i"l_' Partition

| Mala Sunnut rif

Matificatinns

TELECOM

Status
partially down

unknown
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