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Objetivos

Caracteristicas e beneficios no uso do IPv6;

Dimensionar a implantacao e utilizacao do protocolo, levando em

consideracao as dificuldades no cenario real;

Apresentar cases de utilizacao do IPv6 na ultima milha utilizando

equipamentos Mikrotik;

Apresentar autenticacao PPPoE de CPE's e seu funcionamento.




Caracteristicas do protocolo
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IPv6 - Definido pela RFC 2460 em 1998;
Grande espaco de enderecamento e escalabilidade (128 bits);

Formato de cabecalho simplificado para otimizacao de entrega de

pacote;

Suporte aos atuais protocolos de roteamento;
Possui servicos de autoconfiguracao;
Crescimento do numero de enderegos multicast;

Nao utiliza processos de broadcast.

IPv6 Ready
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Diferencas basicas entre IPv4 e IPv6

IPv4 IPV6
Espaco enderecamento 32 bits 128 bits
Enderecos Possiveis 2"32 2”128
Formato do endereco 10.1.1.1 2001:0db8:a:b:1:2:3:f
Tamanho do cabecalho 20 bytes 40 bytes
Campos do cabecalho 14 8
IPSec opcional recomendado

N° de enderecgos IPv4: 2 ~ 32 = 4.294.967.296
N° de enderegos IPv6: 2 ~ 128 = 340.282.366.920.938.463.463.374.607.431.768.211.456
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Tipos de enderecos IPv6 (RFC 4291)

« Unicast - cada endereco corresponde a uma unica interface;

« Anycast - Quando o mesmo endereco € utilizado em mais um

host, porém ¢é entregue a interface mais proxima da origem;

« Multicast - identifica um conjunto de interfaces, entretanto, um
pacote enviado a um endereco multicast € entregue a todas as
interfaces associadas a esse endereco. Um endereco multicast &

utilizado em comunicagdes de um-para-muitos.
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Funcionamento dos enderecos

Unicast %
B

- -
—

-
Anycast Gmupf %
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Enderecamento

« Representacao dos enderecos IPv6:
2001:0DB8:AD1F:25E2:CAdE:CAfE:F0Ca:84C1

Na representacio de um endereco IPv6 é permitido:
e Utilizar caracteres maiusculos ou minusculos;

e Omitir os zeros a esquerda;

e Representar os zeros continuos por “::”.
Exemplo:
2001:0DB8:0000:0000:12F1:0000:0000:140B
2001:db8:0:0:12F1::140b
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Quem é o responsavel pelas alocacoes
IPv6?
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Quem é o responsavel pelas alocacoes

IPv6?
2

ICANN

lacnlc‘9

2800::/12

nie.;

2804::/16
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Como esta o uso do IPv6?
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Taxa de acesso do Google via IPv6

Brazil

i )
IPvE Adoption: 21.67% --\__?JL"

Latency { impact: -40ms [ -0.01% d-l\

. ool United States N

/ IPvG Adoption: 32.89%
) Latency / impact: Oms /-0.01% |
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Taxa de acesso do Google via IPv6

Native: 18.10% Gtod/Teredo: 0.03% Totsl |F i | 1 de nov de 2017
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fonte: https://www.google.com/intl/pt-BR/ipv6/statistics.html#tab=per-country-ipv6-adoption&tab=per-
country-ipv6-adoption (Acessos no mundo)
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Taxa de uso dos enderecos

RU
Capable:1.00%

us L
Capahle: 36.26%

x""&i <

BR
Capable:20.74%
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Quais sites permitem conexoes via IPV6?

15



@MOGA :jgg?j".’solintel -@VLSM

Sites que permitem acesso via IPv6

-+ AW

@ CLOUDFLARE terra

< le+m1o MIK =—slc W Bradesco
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Mais algumas estatisticas...

- Country/Region Q1 2017 IPvé % QoQ Change

1 Belgium 38% -19%
2 Greece | 25% -16%
'8 | UbitedStates | 22% -15%
2 | Switzerand 21% | 22%
5 | Trinidad and 21% -4.8%
Tobago
6 Germany | 20% -20%
7 | India 17% 21%
8 | Estonia | 16% 10%
9 | Brazil 13% 29%
10 | United Kingdom 13% -4.8%

Fonte: Akamai’s [state of the internet] - Q1 2017 report
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Como podemos auxiliar na transicao?
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Passos para a transicao

e Analise a rede e sua conectividade;

e Crie uma estratégia;

e Segregue as areas de implementacao;
e Utilize a tecnologia a seu favor;

e Crie um cronograma.

Emulated Virtual Environment
Next Generation

€
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Rede com IPv6

| ethi
= OPERADORA

P CE-PPPaE
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Backbone - solucoes mais usuais

Dual stack utilizando OSPFv3 - RFC 6333;
Tunelamento 6to4 - RFC 2784;
6PE e 6VPE - RFCs 4798 e 4659 utilizavel em backbones MPLS.
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Como tratamos os equipamentos da
ultima milha?

22



@MOGA ::;f'..'sol.intel. {(VLsM

Rede IPv6 - Ultima milha
(PPPOE Server)

e Radius - Sistema de gerenciamento;

e Configuracao manual de clientes
PPPOE.
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Rede com IPv6
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Rede IPv6 - Ultima milha
(PPPOE Server)
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Addresses
DHCP Client
DHCP Relay
DHCP Server
Firewall

ND

Neighbore

[ Pool
Routes
Settings
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e[| Uptime
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i PPP Profile <def

Cancel
S PTaTe—: P —

" @defaut-encr... ;

& Queues Remote IPvE Prefix Pool: [pool_remato 3] -

= o vt BT | [

|| Log

L Radius Bridge: | |

A Tools ) Bridge Port Prioriy: | -

B New Teminal Bridge Path Cost: | R g

| J Make Supout i |

& Manual Incoming Filter: | -

@ New WinBox | 5 tems (1 selected) Outgoing Fiter: | =

B Ea Address List: | -

DNS Server: | | &
WINS Server: | |
- Change TCP MSS

Cno @yes (" default

— Use UPnP
i no " yes O« default

defauilt
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PPP Profile <default=

Cno Cyes ¢ requied (% default
- Lse Compression
| no " yes o default
i5¢ System - Use Encryption
& Cueues Crno Cyes  requied (& defaul
|| Files
|| Log
. Radius
fﬁTﬁdﬂ
[B| New Teminal
| J Make Supout rf
& Manual
@ New WinBox | Ziems (1 selected)
[ Exi
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As Quick Set
¥ Interfaces
1 Bridgs
=g PPP
*15 Mesh . Frr secret <este>
=P : nteface  PPPOE Servers | Secrets | Profiles  Active Connections  L2TP Secrets Name: [0 ] [ ok |
eI — - o
Rrowng | | | esg Service: [pppoc A | ey |
i System I Caller ID: | - ’—‘
& Queues Profile: Idefauft !1 -
Files

— Local Address: | -
|} Log
L Radius Remote Address: | -
A Tools ¥ Remote IPy6 Prefix: | .
B e Temina — -
| Make Supout if
& Manual ek e | |T
@ New WinBox | {tem (1 selected) L i
E &i

Last Logged Out: | |

|=nablqd
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Rede IPv6 - Ultima milha
(PPPOE Server)

A Quick Set
¥ Interfaces
gf Bridge
=3 PPP _
ﬁ._Lg .il;.:"':::.ﬁ' | F'F'F'EIE E-Efrl.a'ir::E “pppoe
g |p " | intetface]_PPPoE Servers | Secrets | Frofies | Acive Comnections | L2TP Secrets | Service Name:l | [ ok
! IPvE 'N inteace Jether2 =
= DE vlx ¥ N c— W
e ; |tnterfa::.e.= Max MTU |Max MRU |MRRU ica Max MTU: | |> Apply
G | -
® oo ke 5
[ Files Keepalive Timeout: |10 | &
|| Log Default Profile: fdefaut [ %]
A Radius One Session Per Host
A Tools "\ Max Sessions: | s
E_‘l e i PADD Delay: ¥ ms
| 2 Make Supout.rif
@ Vanua Authertication: [ mschap? [v| mschap?
anu [l chap vl pap
@ New WinBox Titem (1 selected) i
- | %
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E o CPE...?
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| Intefaces
IE‘ Bridge

aralt Wamrgl| (e || b
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Rede IPv6 - Ultima milha (CPE - Mikrotik)

ntertace JPPPOE Servers Secrsis Profies | Active Comections  L2TP Secrets

(#~|[= v|[%¢] @] 7|  PPPScaner || PPTP Server || SSTP Server || L2TP Server || OVEN Server || PPPoEScan | [F0 | |

Type: |PPPoE Client
Actual MTU: (1480

Max MTU: |

Max MRU: |

MRRU: |

S —F

i U = | ‘

ooooo

Profile: |default [#]

Keepalive Timeout: |Bﬂ | a

["] Dial On Demand
[] Use Peer DNS
Add Default Route

Defautt Route Distance: |'I]

Allow: mschapZ mschap1
chap pap

Status: connected

|enab|ed runining




i Quick Set | BHCPVE Cliert

Iem tfaces |#]=] (][] [=] [7] [ Rekese |[ Renew |

i, Bridge iteface |Request |PoolName | Pool Pr.. | Prefix |Prefix Expir... |Status |+
=% PP pppoe-out1 prefix pool_PD &4 2001.db8:./64 2d 23:51:15 bound

s M i DHCPvE Client <pppoe-out 1=

& IP DHCP | Status

[v2] |PyG M | Addresses |m | = III
e e —
#2 Routing I DHCP Relay Request: [ aﬂ:#ess ook

& System I DHCP Server Pool Name {pool_PD |
@ Queves Faewsal Pool Prefix Length: |64 |
[ Files. ND Prefix Hirt: | Re

|-} Log Neighbors
M Radius Pool Use Peer DNS _
% Tools Al Add Default Route
[ New Teminal Settings Renew
[3 Make Supoitf Status: bound

& Manual

@ New WinBox

B et
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Rede IPv6 - Ultima milha
(CPE - Mikrotik)

4| | SafeMode | Session:| |

\# Intefaces =B
Ef Bridge
B =l lv|x v
|Mdress % | From Pool |Ir1terface |T
15 Mesh DL  =Pfe80:52004 f=05:3/64 etherd
%15__' P " DL  PFed0:52004 fe05:2/64 etherd
— DL  PFe80:52004 f=05:1/64 ether?
8| |Pvb " | Addresses DL  PFed0:52004 f=05:0/64 etherl
77 MPLS I DHCPCi EL gfeﬂﬂ::ﬁfﬁﬂl — pppni-nuﬂ
4. Routing " DHCP Relay _
iz System " DHCP Server Of x
@ Gueues Firewall Address: | ETET LT | oK |
=
i D From F‘onl:l poal_PD |3 | *I | Cancel |
o B8 I =
L-“I - N i Irﬂerface:l etherl 3' | Apply |
L Radius Pool »
XToh | roun SET
| Mew Teminal Settings Advertise Comment
| J Make Supout i Copy
& Manual
Remove
9 New WinBox
Exit
! enabled Global
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Conclusao

v' O IPv4 coexistira com o IPv6 durante um bom tempo;
v Um IPv4 bem implementado auxilia na implementacao de IPv6;

v' O conteldo ainda é restrito em v6 porém nao é empecilio para sua
implementacao;

v' Vamos focar na solugao?!
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Perguntas ?



Obrigado.
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