Boas praticas para obter o maximo de
desempenho com equipamentos da
MikroTik.

5

Redes Braosil
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Informacodes sobre o palestrante Redes Brasil

Nome: Francisco Ribeiro de Souza Neto

Resumo:

» Trabalha com telecomunicacdes desde 2005.

» Possui todas as certificacdes da MikroTik
(MTCNA,MTCRE,MTCWE,MTCINE,MTCTCE,MTCUME,MTCIPV6E).

> Consultor e instrutor oficial MikroTik.

» Consultor e instrutor oficial Ubiquiti.
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Objetivos da apresentacao Redes Brasil

» Mostrar uma série de funcionalidades e recursos que irdo te ajudar
a usar 100% da capacidade de seus equipamentos.

» Fazer uma explicacdo detalhada sobre cada um dos tdpicos, para
gue voceé consiga definir guando e onde utilizar tais recursos.
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Agenda b

Redes Brosil

» Bridge X Switch;

» Connection tracking (conntrack);
» Fasttrack;

» Tabela RAW;

» FastPath;
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Bridges e Switchs L

Redes Brosil
4 h 4

- Trabalham na camada 2

- Comutacdo de frames acontece Switch
em um nivel diferente.

Bridge

Comutagao de frames passa somente

Comutacao de frames passa pelo CPU

K (software) ) \ pelo switchchip (hardware) )

1 Wireless

Inteface  Ethemet | EolP Tunnel IP Tunnel GRE Tun

EE Bridge Interface <etherd>
= PPP

=3 PPP Bridge | Ports | Fiters | NAT | Hosts . General | Bthemet Overall Stats R Stats | T Stats

== Switch + = v % ] ? Setti = owie MName: |ZiiE
ings “I3 Mesh
Type i &3 1P P Type: |Bhemet
|  Erdge s€l IPv6 N WTU: [1500
[+ L2 MTU: (15598
: I Max L2 MTU: 4074
brldge— Ligando a ether3 MALC Address: |D4:CA:6D:00:BB: 36

com a ether2 no ARP: |enabled

modo switch Master Port. ether? ]

para futura inclusao
de interfaces
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Diagrama de bloco resumido L

Redes Brosil

Ethé Eth? Etha Elh& Ethi0

RB2011UiAS-2HnD-IN

{Chaint

CPU

1000Mbit

v

Gigabit Switch

SFP Eths

TN
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Usando a funcionalidade de switch L

Redes Brosil

Onde usar o modo switch O trafego ndo

passa pela CPU.

Mesmo segmento
de rede.
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Usando a funcionalidade de bridge L

Redes Brosil

Onde usar o modo bridge

O trafego passa
pela CPU.

11111

+* Firewall
** QoS avangado
s Torch

I
Glg'blt Swﬂch

//:/ \\\

"
SFP uz Eths
| g

Mesmo segmento
de rede.
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E Testes de bancada Bridge e Switch L | u

Redes Brosil

Gerador de Bridge ou Gera}dor de
trafego Switch trafego

10.1.1. 1/24 10.1.1. 3/24

-_" s

T
1304.2 Mbps
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Testes de bancada Bridge e Switch .

Bridge ,ﬂfm‘[m‘ﬂrmrn-wm%ﬁ \ Switch

Ethemet Overall State R Stats T Stats  Status  Traffic | Ethemet Owerall Stats Fx Stats | Tx Stats = Status  Traffic |
Tu/Fx Rate: | 554.6 Mbps F11232 bps Tw/Foc Ratg: |586.5 Mbps F11216 bps
To/Rx Packet Rate: |81 506 p/s /2pis Tx/Fx Packet Rate: |81 241p/5 /2pis
£ To/Ro R =] E3 CPU =] E3
FP Tx/Rx Packet | L FPTwR{| T
To/Rx || cPu0 61 57 0 cpull p 0 0
Tu/Fx Pa T
Te/Ric 1 item T
TR Errors: |0 £ TR Emrors: (0 f0
BT 5546 Mbps Bl T 5865 Mbps
R 1232 bps B Fc 1216 bps

Video com teste de desempenho https://www.youtube.com/watch?v=tNEhExMOJyw



https://www.youtube.com/watch?v=tNEhExMOJyw
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Bridge Hardware Offloading L

Redes Brosil

| e e e S

= v | % O T

H Irterface Bridge
0H  itether? bridge1
1H  ttetherd bridge1
2ZH  tdether bridge1

General | STP  WLAN  Status

Interface:

Bridge: |bridgel

Bdemal FOB: auto

v| Hardware Offload

LR |

=
] =
& @ 2o
& o 0
a @

|

Bridgel Parts "'I.I"L.Pl.NS M5Tls Port MST Ovemides = Fiters MAT Hosts  MDB

Horzon | Priorty (h... |Path Cost

20
80
a0

Apply

Comment

10
10
10

» A partir da versao v6.40rc29 o
RouterOS conta com a
funcionalidade de Bridge
Hardware Offloading.

» Com esse recurso uma bridge
tera a capacidade de fazer
encaminhamento Layer2
usando o switch chip.
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Resultados com hw-offload

Redes Brosil

Resources = E3
Uptime: [00:25:01 Bridge Pots |VLANs MSTls Port MST Ovemides
Free Memony: |5.1 MiB CPU + = T
Total Memary: |32.0 MiB #D E:tahifz E:ddgg:1 o
a Aro Are-0 NA0 1 $Eetherd bridge1
CPU: |MIPS 24Kc V7.4 2 Ttetherl bridge1
CPU Court: |1 p
CPU Frequency: |650 MHz Testto 10.7.7.10
CPU Load: |99 %

Free HDD Space: |7.8 MiB
) - I T 41.8 Mbps ‘
Total HDD Size: |16.0 MiE -

running. ..
Sector Writes Since Reboot: | 248
|
Uptime: [00:16:17 Bridge Pots VLANs WMSTls Port MST Ovemides Fiters N
Free Memory: |10.3 MiB CPU + =Igh {

- # Inteface Bridge Horizon |Prion

Com hardware-offload Toa Vemery: 32018 T —

WHE tdetherd bridge1

CPU: |MIPS 24K V7.4 AHN ttethert bridge1

CPU Count: |1
CPU Frequency: |650 MHz

CPU Load: [1% Testt010.7.7.10 ===

Free HDD Space: | 7.8 MiB

Total HOD Size: |16.0 MiB
B T £1.6 Mbps |

Sector Writes Since Reboot: (220

nnning...

JTotgl Sector Wites: (25 099
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Connection Tracking

Redes Brosil

» Utilizando a connection tracking o firewall consegue armazenar
os estados das conexoes.

[Ol[x]
Filter Rules MNAT Mangle Service Poris Connections | Address Lists  Layer7 Protocols
:
Src. Address Dst. Address Proto_.. Connecti... (Connecti... P2P | Timeout TCP Stg

1 10.100.70.210:62961 255.255.255.255:1947 17 (u... 00:00:53
L| 10.100.71.195:17500 255255 255255:17.. 17 ... 00:00:47
L| 10.100.71.196:590 ) ) 49
TRRETRGI R ECI Connection Tracking [=] EJ s
1 10.100.100 .42 | {Enabled -08:00
L| 10.100.100 53 \L‘ {09:45
L| 10.100.100.61 TCP Sy Sert Timeout: | 00-00:05 Cancel 08:59
1 10.100.100 .62 o : 08:36
U 10.100.100.63 TCP 5yn Received Timeout: | 00:00:05 Apply 08:35
1 10.100.100.68 08:47

TCP Established Timeout: | 1d 00:00-00

TCP Fin Wait Timeout: |00:00:10
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Connection Tracking

Redes Brosil

Cuidado com Connection Tracking (Conntrack).

Ajuda em algumas tarefas. [ Rouba seu CPU ]




Redes Brosil

/ Firewall \

Chegada
Conntrack _ J pstnaT de — SRONAT Y saida
roteamento

MUM Brazil 2017 J L
E Localizacao da Connection Tracking L

Conntrack

m
de

roteamento

\ Processo local /
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EQuando preciso da conntrack habilitada? L

Redes Brosil

=T N

» firewall:

— connection-bytes
— connection-mark
— connection-type
— connection-state
— connection-limit
— connection-rate
— layer7-protocol
— p2p

— new-connection-mark
— tarpit

K » p2p matching in simple queues /
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Marcas de conexoes L

Redes Brosil

Para que serve marcas de conexoes?

”.

[ Marcas de pacotes Marcas de roteamento

\

» Auxiliar as marcas de pacotes e marcas de roteamento
» Evitar que todos os pacotes sejam inspecionados no firewall
» Economia de uso de recursos da CPU

&Ajudar em algumas politicas de roteamento /
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Marcas de conexao Redes Brosil

/ Sem marcas de conexao \ / Com marcas de conexao \

Conexao HTTP

Colexéo HTTP
Firewall

(o9

Firewall

“
L

o .




MUM Brazil 2017 J L'-
Onde posso desabilitar?

Redes Brosil

/ IPs publicos \ / IPs privados \

NAT Router

Conntrack
habilitada

Conntrack desabilitada
em todos os roteadores

Conntrack
desabilitada
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Consumo de CPU

5

Redes Brosil

(

Conntrack desabilitada

\.

CPL:
CPU Count:

CPU Fregquency:

ARMvT
2
1400 MHz

CPU Load:

=,
iz

Free HOD Space:
Total HOD Size:

Architecture Name:
Board Name:

28.5 MiB
128.3 MiB

am

RB3011UiAS

CPU

[0

£

am%

2 F =

18%

e

Conntrack habilitada

\_

CFPLU:
CPU Count:

CPU Frequency:

ARMvT
P
1400 MHz

CPU Load:

CPU

L

0%

a0

63 %

Free HOD Space:
Total HDD Size:

Architecture Name:
Board Mame:

28.5 MiB
128.3 MiB

am

RB3011LIAS

ETY
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E Ainda precisa parcialmente do NAT ? L H

¥ 4
Sem controle de banda Controle de banda
v v

Sem filtros no firewall Filtros de firewall
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Onde aplicar fasttrack ?

Redes Brosil

- Precisa de NAT
- Sem controle de banda e outros recursos
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Fasttrack L

Redes Brosil

» Com o recurso de Fasttrack ativo os pacotes irdo fazer um bypass dos seguintes recursos.

= Firewall
: . FastTrack
= Connection tracking
. Without Witk
= Simple queues e queue tree com parent=global
= |P accounting e PO
= |PSec CPU 100% CPU 86%

= Hotspot

44% CPU on firewall | 6% CPU on firewall

= Universal client
= VRF

* tested on RB201| | with single TCP stream

» Ativando Fasttrack vocé pode aumentar em até 5x a performance do roteador.

» Para mais informacodes visite http://wiki.mikrotik.com/wiki/Manual:P/Fasttrack

/ip firewall filter
add chain=forward action=fasttrack-connection connection-state=established,related

Comandos }



http://wiki.mikrotik.com/wiki/Manual:IP/Fasttrack
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Fluxo do firewall sem fasttrack L

Redes Brosil

~

Firewall

[ ] | |
Forward 'I Posmtin? »l \SRCNAT

< /
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Analogia do fluxo com fasttrack L

Redes Brosil

4 N

Chegada NS FI rewa ” P e
~ ~ ~
| PreroutingRAW | , / 7 N\ \
Conntrack \
h 4 \

Prerouting

Forward »I Postrouting »l SRCNA‘

h
< /
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Regra para Fasttrack L

Redes Brosil

General | Advanced Exra  Action  Statistics

Chain: | T *
Src. Address: b
Dist. Address: b
Protocol: ]
Src. Port: ]
Dst. Port: ]

Ary. Port v General Advanced BEdra Action | Statistics

P2P: hd . .
Action:
In. Interface: b
Out. Inteface: ] LDQ
In. Interface List: hd LDQ Prefi:

Out. Inteface List: b
Packet Mark: b
Connection Marl: b
Routing Marl: b
Routing Table: b
Connection Type: b
Connection State: invalid v| established |w) related MEW untracked | &
Connection NAT State: b
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Consumo de CPU

5

Redes Brosil

(

Com Fasttrack

CPLU:
CPU Count:

CPU Frequency:

ARMw7
2
1400 MHz

CPU Load:

36 %

Free HDD Space:
Total HDD Size:

Architecture Name:

Board Mame:

CPU

88.5 MiB
128.3 MiB

amm

RE3011LIAS

\_
-

\_

Sem Fasttrack

CFPLU:
CPU Count:

CPU Frequency:

ARMvT
P
1400 MHz

CPU Load:

63 %

Free HOD Space:
Total HDD Size:

Architecture Name:

Board Mame:

28.5 MiB
128.3 MiB

am

RB3011LIAS

CPU

NS
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Onde aplicar a acao no-track ? L

Redes Brosil

=

Pouco trafego precisa
passar pela conntrack

Grande parte do trafego usa IPs publicos

Cuena parte do trafego usa IPs privady

Somente trafego destinado
a redirecionamento ira
passar pela conntrack

Precisa ativar NAT nos roteadores internos
para fazer algum tipo de redirecionamento.
Ex: Pag de bloqueio
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Tabela RAW L

Redes Brosil

=
| Accounting Fiter Rules  MAT  Mangle Ser'u'ice Ports Connections  Address Lists | Layer? Protocols
&l IPvE [ L = | T Reset Courters || o0 Reset All Counters
Cloud
%7 MPL5 I o H Action  |Chain Src. Address |Dst. Address |Proto... |Src. Port  [Dst. Port  |In. Inter... | Out. Irj
38 Routing . DHCP Cliert
& System r DHCP Relay
g Qusues DHCF Server
|| Files s

» A tabela RAW pode ser usada para fazer um bypass ou drop de pacotes antes que os pacotes cheguem até a
connection tracking e com isso consegue reduzir drasticamente a sobrecargas na CPU.

» Filtros contra ataque de DoS e ou DDoS devem preferivelmente ser aplicados na tabela RAW.

» As acOes mais comuns da tabela RAW s3o:
= Drop: Usada para dropar pacotes antes que ele avance para processos internos.
= No track: Usada para fazer com que pacotes facam um bypass da connection tracking.
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Canais da tabela RAW

Redes Brosil

Chegada

| Prerouting RAW | Fi rewa I I
v

———————— i m _—
Prerouting DSTNAT de Forward Postroutmg
' roteamento

Conntrack

M
: d

e
roteamento

| outputraw |

Processo local
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Consumo de CPU

5

Redes Brosil

/

\_
-

\_

LFL
CPU: |ARMv7
General Netifications Outages History
i ¥ Graph Poll Times

CPU Court: |2 = Zoom: T =

CPU Freguency: (1400 MHz -
CPU Load: |34 % _
Com no-track - - ~ VA e IS
Free HDD Space: |88.5 MiB \
Total HDD Size: [128.3 MiB o 2h pa IS D £
Architecture Mame: |am e
Board Mame: |RB3011UiIAS /
CPU: |ARMv7 cFu \
. L

CPU Court: |2 ‘j;:‘ph::";:;“
CPU Frequency: | 1400 MHz — = :

CPU Load: |56 % \

Sem no-track Free HDD Space: |28.5 MiE - — i N
Total HDD Size: |128.3 MiB " Lo
Architecture Mame: [am . . .
Board Mame: |RB3011LiAS
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Problemas ao cair varios tuneis PPPoE L

Redes Brosil

» Mais de 120 mil entradas na conntrack

——
Free Memory: |1152.3 MiB LT 2. il L 1
— = K5 firewal 2 875
Total Memory: |1939.3 MiB usB 845 I
L firewwall 1 365 I
CPU §9'5 F— firewval 13 260 I
CPU: |tiegx 76.5 I frewal 2 205 I
: 70.5 I firewall 15 805 [
CPU Count: |16 90.5 I — 10 20,0
: : 770 2
v <pppoe-san... PPPOE Serv... 1480 CPU Frequency: [1200 MHz 7;_0 = frewial 7 780 I
¢ <pppoe-san... PPPOE Serv... 1480 — 835 r=— firewzll 12 775 I
4+ pppoesan... PPPOE Serv... 1480 cpum@m et firewal 5 770 I
4 cpppoe-san... PPPoE Serv... 1480 550 = firewwall 11 3?.".'# [—
4-d<pppoe-san... PPPOE Serv... 1480 Free HDD Space: [417.5 MB o ————m— firewall 9 765 I
¢»<pppoe-sam,.. PPPoE Serv... 1480 3 67'0 o firewall & 75.0
4-®<pppoe-sam... PPPoE Serv... 1480 Total HDD Size: |512.0 MiB 60-0 firewall 14 740 I
-0 <pppoe-salv... PPPoE Serv.. 1480 73'5 __ f;:: g E:g I
4-® <popoequith... PPPoE Serv... 1480 Architecture Name: |tie . 5 I
(tile: 91.5 I =
{3154 frewal 3 550 I
Board Name: |CCR1016-12G
Version: |6.39.2 (stable)

» Roteador ficava travado por mais de 10 minutos
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Problemas ao cair varios tuneis PPPoE

Redes Brosil

Fiter Rules NAT Mangle Rawh»ervicePoﬂs Connections Address Lists Layer7 Protocols

-I-j— vixl @l |7 ooRuetComters 00 Reset Al Counters |

#3 |Action  |Chain |Src. Address | Dst. Address |Pr... .
Ddapaedude&ndocmhpﬁvadmpmmp&m

Passa 1Ps pubbcos fora da conntrack p&a Upload

1 no frack prerouting
... Passa |Ps publicos fora da conntrack para Download
2 notrack prerouting

s |Src. Pot  |Dst.Pot |in. Inter...|Out. Int... [Bytes | Packets

22505MB 2487184

140GB 74974123

95.7GE 87501235

» Pouco mais de 5 mil entradas na Conntrack

> Sem travamentos

[ [OR &> <pppoedons... PPPOE Serv... 1480
DR ¢-b<pppoe-edg... PPPoE Serv... 1480
DR ¢-®<pppoe-edi.... PPPoE Serv.. 1480
DR | $><pppoe-edia... PPPOE Serv... 1480 cPU: liiogx [
DR ¢-><pppoe-edim... PPPoE Serv... 1480 : 4 T IRQ
DR $-5<pppoeedim... PPPoE Serv... 1480 CPU Count: |16
DR 4¢-b<pppoe-ediv... PPPoE Serv... 1480 —
DR ¢v<pppoe-ediv.. PPPOE Serv.. 1480 CPU Frequency: | 1200 MHz
DR ¢-#<pppoe-ediv... PPPoE Serv... 1480 ;
DR 4-#»<pppoe-edm.. PPPoE Serv... 1430 CPU Load: | Z
DR 4#<pppoe-edn... PPPoE Sery... 1480 =
DR ¢o<pppoeeds.. PPPOESav..| 1480 Free HOD Space: [417.5MB
R 3 Total HOD Size: [512.0 Mi8
DR @dcpppoe-edu... PPPOE Serv... 1480 :
iDR' a9 <pppoe-edu... PPPOE Serv... 1480 Architecture Name: [tie
DR ao<pppoeeie... PPPOE Serv... 1480 ;
DR_ ¢®cnoonesia__ PPPaF Sery 1480 Boat Meme ) [CERINNE 128
[ €] - Version: |6.39.2 (stable)
845 tems out of 861(1505eleded) I

cpul |
cpul 145 &
cpu 95
cpul ey |
cpud 501
cpud 601
cpub 551
cpu? 1300
cpul 1050
cpud 165 [l
cpull 12510
cpull 1250
cpul? 45
cpulld 205 [l
cpuld 205 I |
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Regras de no-track L

Redes Brosil

Firewall
Fiter Rules MNAT Mangle | Baw | Service Pots  Connections  Address Lists  Layer7 Protocols
e = | T Reset Counters || 00 Reset All Counters
H Action Chain Srz. Address List Dist. Address List Bytes Packets Comment
0 «f accept prerouting passarpela-contrack 151.2 KiB 789 Deia pacotes destinados a exegdes passarem pela conntrack
........ 1. ®faccept  prerouting passarpelacontack  12675KB 11441 Deixa pacotes originados a exegies passarem pela conntrack
2 notmck PIEOUMING e 914GIB 96421095 Fazbypassdetodorestarte .

/ip firewall raw

add action=accept chain=prerouting comment="Deixa pacotes destinados a exe\E7\F5es passarem pela conntrack" dst-address-list=passar-pela-contrack

add action=accept chain=prerouting comment="Deixa pacotes originados a exe\E7\F5es passarem pela conntrack" src-address-list=passar-pela-contrack
add action=notrack chain=prerouting comment="Faz bypass de todo restante"

\_

/
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Resumo para ter mais desempenho.

5

Redes Brosil

Fastirack Fast-path
L/ ¢ |/ ¥

Sem NAT

U

Sem marcas de
conexao

v

Sem analise de estado
de conexoes.

Sem controle de banda

U

Sem filtros no firewall

¢

Salta alguns recursos,
mas deixa 0s pacotes
passarem pela
conntrack.

Controle de banda

U

Filtros de firewall

v

Preservar alguns
recursos e salta a
conntrack para um
trafego especifico

Se vocé nao usa:
- Conntrack
- Firewall
- Queues
- VRFs
- HotSpot
- IPSec
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Onde aplicar o FastPath? L

Redes Brosil

/ @ \ N3ao utiliza os recursos abaixo? ]
":ﬁ_f-.

Firewall I ’

/
-
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FastPath L

Redes Brosil

A funcao de fastpath permite encaminhar pacotes sem processamento adicional no Kernel Linux.

Com essa funcionalidade ativada conseguimos melhorar significativamente a velocidade de encaminhamento de pacotes
e reduzir muito a sobrecarga no CPU.

Fastpath sera automaticamente usado se as condicdes abaixo forem satisfeitas.
— firewal rules nao estar configurado.;
— firewall address lists ndao estar configurado.;
— Simple e queue trees with parent=global ndao estar configurado.;
— no mesh, metarouter interface configuration;
— sniffer, torch and traffic generator is not running;
— connection tracking ndo estar ativa;
— ip accounting is disabled (/ip accounting enabled=no);
— VRFs are not set (/ip route vrf is empty);
— Hotspot is not used (/ip hostspot has no interfaces);
— IpSec policies nao estar configurado. (ROS v6.8);
— /tool mac-scan is not actively used;
— Jtool ip-scan is not actively used;
— route cache must be enabled



MUM Brazil 2017 J L
Analogia do fluxo com fastpath L

Redes Brosil

-

| Prerouting RAW |

~

Chegada [fandli8 Firewall/ - =~

s \
\
\

\

Forward »I Postrouting »l SRCNA‘

h
< /

Conntrack

v

Prerouting H DSTNAT
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Testes de performance com fastpath.

IPG-8064 All port test

|| HEEECI11L.|iAS-RF.]

Mode

1518 byte 512 byte
Configuration

kpps Mbpz kpps Mbp=

Bridging none (fast path 3250 35846.8 §38.8 3,845 4 1,530.2 T83.5
Eridging 25 bridge filter rules 325.0 3,845 1 2242 1,573.7 KL 178.5
Routing none (fast path) 3250 2545 2 39.8 23,8454 1,437 6 7361
Routing 25 simple queues 325.0 35846 8 4189.6 1,718.7 418.7 214 .8
Routing 2% ip filter rules 202.0 24531 2041 836.0 182.4 065

REA1000mx4 |

Mode

Eridging
Eridging
Routing
Routing

Routinc
douting

Configuration

AL21400 1G all port fest
1518 byte

kpps Mbps

~NE B 7 LR
L. J J
none £ 7 LRE A
..... I, 2
g 7 LRE
uls f,d J
none £ 7 LRE A
..... 3 h
A P ——
s
o SR

512 byte

kpps

7112
=

A 5a7
7112
' £

3,824
-
U

L

=]

[ —— e
= EEN 2.821.0
- s
1,153, oD 4
- J—
o0k 3 2607 3
i R —
060 451
- I
S o 2881
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Ativando FastPath

5

Redes Brosil

v Allow Fast Path

Max ARP Entries:
ARF Timeout:

ICMP Rate Limit:

Accept Redirects
v Secure Redirects
Accept Source Route

¥ Route Cache

-l

TCP SynCoolies

3152
00:00:30

10

Path Bytes:

! RP Fiter: (o
|

Pv4 Fast Path Packets:

' |Pv4 Fast Path Active
1182

160.0 KB

IPv4 Fastirack Packets:
IPv4 Fasitrack Bytes:

|Pv4 Fasttrack Active

ilUse [P Firewal

Uze |P Firewall For VLAN
lUse IP Firewall For PPPa
‘-':: v Alow Fast F‘i >
, v Bridge Fast Path Active
‘ Bridge Fast Path Packets: (11964 534

| Bridge Fast Path Bytes: |7.1 GiB

m

oK

Cancel

ooy |
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Roteador com FastPath

5

Redes Brosil

NN AN NN/ NN NN NN NN NN ChA Co e
B B B B W WS BN ER WM. R il

CCRIQZ]

CPU:7%

Uptime:/6d 23:4

> am

O

>
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Redes Brosil
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www.redesbrasil.com
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