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Objetivo

e Demonstrar a funcionalidade BCP com L2TP

 Comparar desempenho dos tuneis de camada 2
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Agenda

* O que é BCP
* Exemplo de aplicacao do BCP

* Tuneis de camada 2

e Overhead L2TP x EOIP

* Como configurar o L2TP com BCP

contract.com.br Yu leomikrotik



eeeeeeee

BCP
Applies to

RouterOS:
v

* BCP (Bridge Control Protocol) — RFC3518
* BCP é responsavel por interligar as extremidades em camada 2

* N3o esta relacionado a nenhum endereco de IP do tunel PPP
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Tunels suporte a BCP

e PPP — Point to Point Protocol

PPTP — Point to Point Tunneling Protocol

SSTP — Secure Socket Tunneling Protocol

L2TP — Layer 2 Tunneling Protocol
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Treinamentos

Desempenho

Desempen ho

Layer 2 Layer 3 Layerd Payload

Testes usando utilizando um ping de 1500 Bytes
“nao permitindo fragmentar”
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VLAN x EOIP ContractTl

Layer 3 Layerd Payload

Overhead

Layer 2 | Layer 3 E:I)_.(I: Layer 2 Layer 3 Layer4 Payload
14 20 3 14 20 8 1472

EOIP

Overhead EOIP 42 Bytes
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VLAN x EOIP ( REDE LAN ) ContractT/

VLAN

42 Bytes

—
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EOIP x BCP-L2TP

EOIP

Layer 2 | Layer 3 Z%IE Layer 2 Layer 3 Layerd Payload
14 20 3 14 20 8 1472

Overhead EOIP 42 Bytes

BCP L2TP

Layer 2 Layer 3 Layer4 | L2TP | PPP
14 20 8 6 4

Overhead BCP L2TP 54 Bytes

Layer 2 Layer 3 Layer4d Payload
14 20 8 1472
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FOIP x BCP-L2TP ( Internet ) ContractT/

BCP-L2TP

-
A

95.5 Mbps }

95,1 Mbps
BANDA

54 Bytes
OVERHEAD
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EOIP x L2TP

e EQOIP é necessario IP Publico “fixo” em ambos os lados.

* L2TP/BCP Apenas um dos lados precisa de IP Publico
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Layer 2 — Site-to-Site

 Compartilha a mesma subrede

* Mesmo dominio de broadcast

* DHCP Server centralizado

* Gateway — Acesso internet centralizado
* Baseado em Bridge

* Nao requer rota entre os hosts.

 Compartilhamento de arquivos.
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Configurando o RouterOS
BCP Lado Servidor
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Bridge

L WVINEIess

=3 PPP
< Switch Bidge | Pods Fiters NAT Hosts
“18 Mesh
=5 P I
&) MPLS Sl Interface <BCP-LZTF>
#2 Routing || General |5TP Status  Traffic oK
{5 System y Name: |ESIPIS | Cancel
e Queues Type: |Eln'dge | Apply
Fil
] Fles MTU: | > )
| Log Disable
Actual MTU: |1500 |
M Radius Comment
% Toos N L2 MTU: :1593 : ooy
; MAC Address: |CC:20:ED.00:DA:63
[ Mew Teminal Remove
| 4 Make Supout rif ARP: |enabled || ¥ |
Torch -
& Manual ARP Timeout: | - s
© New WinBox | Admin. MAC Address: | | 7 i
o o~ .
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Bridge - Ports

Bridge

Bridge Fiters NAT Hosts
“Ia Mesh :

(= |« 32 T
55l | P
" Interface ¢/ |Bridge
LS | HtethedlAN  BCPL2TP
#2 Routing [
io System [*
el:eueues
|| Files

Bridge — Ports — +
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PPP -> Profile

Inteface PPPoE Servers Secrets Profiles | Active Connections  L2TP Secrets

r'-.
Sk
r__- MName ¢ | Local Address Mew PPP Profile _
* @ defaul General | Protocols | Limits  Q E— -
I f|* €¥default-encr... n
Cancel
Local Address: - Apply
Remote Address: - —
I | Bridge: | BCP-L2TP e Copy
1 I ) I
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L2TP Server ContractT

=E PPP
g2 Switch
“1a Mesh
8 P I
<7 MPLS | Interface |FFFuE5&va’s Secrets  Profiles  Active Connections  LZTP Secrets
4 Routing M | O | DY | F| | PPP Scanner || PPTP Server || SSTP Server
iy System ¥
= |Name L2TP Server
CQueues
[w[ Enabled oK

[ Files
) ton Max MTU: 1500 | T cancel
) Radius Max MRU: |1500 | hoply
& Toos . MRRU: | |~
New Terminal Keepalive Timeout: |30 =
| o Make Supout rif Default Profile: |defauhﬂnmrptiun ” * |
€@ Manual Max Sessions: | | hd
-ﬁ MNew WinBox

. Authentication: mschap? mschap
!- Exit ‘] chap [ | pap

Ditems out of 5 [ ] Use IPsec

_ IPsec Secret: | | _
PPP — Profiles — +
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PPP -> Secrets

e Para cada filial 1 Login

contract.com.br

== Switch
“Ia Mesh

s P
/7 MPLS

ﬂ Routing
System

e Queues
|| Files

.. Log
.ﬁ. Radius
W Tools

Mew Terminal

®mL Mot=RNIITER

e s B

Mew PPP Secret

ContractTl

Treinamentos

Intefface  PPPoE Servers Pmﬁea Active Connections  LZTP 5
p—

Mame:

Password:

Service:

Caller [T

Profile:

Local Address:

Remate Address:

=] E3
oK
test "* Cancel
2p *| | Aoy
- B
Disable
BCP-PROFILE ¥ -
Comment
10.10.10.1 A Copy
10.10.10.2 e Remove

PPP — Secrets — +
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Configurando RouterOS
Lado Cliente — Filial
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Treinamentos

Bridge

A WVIrEless

=R PPP
= Swieh Bidge Pots Fiters NAT Hosts
“Ia Mesh
lzssl |P F
7" MPLS Al Interface <BCP-L2TP>
4 Routing || Genersl |STP Status  Traffic oK
{5 System ¥ Name: |EloAWAL | Cancel
e CGueues Type: |E|1'idge | Apoply
Fil
[ Fles MTU: | |- _
| Log Disable
Actual MTU: | 1500 |
. Radius Comment
% Tools N L2 MTL: 1598 | =
- MAC Address: |CC:2D:E0:00:DA:63
[ Mew Terminal | | Remove
| = Make Supout rif ARP: |enabled || ¥ |
Torch -
& Marual ARP Timeovt: | |+ -
© New WinBox i Admin. MAC Address: | | e i
[
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PPP -> Profile

EE Bridge
=3 PPP

= Switch
“Ia Mesh

23 P
<7 MPLS

ﬂ Routing
System
& Cueues

7] Files Local Address: hd Apply
ij Log Remote Address: b

. Radius
% Toaols [

Interface PPPoE Servers Secrets Profiles | Active Connections  L2TP Secrets

+

MName ¢ Local Address Mew PPP Profile

* @defaut General | Protocols Limits Queue  Scripts 0K
* ¥default-encr... n

e e B

Cancel

Comment

| Bridge: |BCP-LZTP | - Copy

I 1 | i |

PPP — Profiles — +
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Bridge Ports

Bridge | Ports |Fiters NAT Hosts
+1=| [~][% T

Interfface ¢ | Bridge
+tetherd-LAN BCP-L2TP

e e e

Bridge — Ports — +
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L2TP Client

1 CAPsMAN PPP
[ Interfaces Inteface | PPPOE Servers  Secrets | Profiles
T Wirel
e I~ =] [~]|3 T| | PPPSc
EE Bridge
PFP Server
=3 PPP |
L=
e PPP Client
oW
®12 Mesh PPTP Server Binding
=5 |p I PPTP Client
=5
7 MPLS N S5TP Server Binding
S5TP Client
#2 Routing I
Birdinn
0y System I* =
g Queues L2TP Client
g R OVPM Server Binding
iles
Lo OVPM Client
a
;é Radi PPPcE Server Binding
adius
PPPaE Client
& Tools I*
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Mew Interface

General  Dial Out |5tatus Traffic

Connect To

P ou Cloud

Prafile

Password:

Iser: |teste

[

- |BCP-Profile

]
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PPPoE £

Keepalive Timeout:

|Psec Secret:

Default Route Distance:

Allow

60

[

[ ] Use IPsec

[ ] Allow Fast Path

[ ] Dial On Demand
[] Add Default Route

0

- [w| mechap2 machap

chap

enahled

Status:
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/Bridge Ports

Bridge Ports ‘ VLANs MSTls Port MST Ovemides Filters NAT Hosts MDB
7 Al s
+J1 = ( ¢ x | | l Y
g#__[_ilmerface /| Bridge Horizon | Priority h... |Path Cost |Role |
2 H  4bether3-LAN BCP-BridgeCLI 20 10 designated port
Emztp BCPCLI  BCP-BridgeCLl 80 10 designated port

A interface do L2TP é adicionada dinamicamente na bridge
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Conclusao

* Apenas o server precisa de acesso direto com IP Publico.
e Para cada novo client, basta criar o login e senha em PPP no Server.

* A escolha de qual tunel usar pode influenciar no seu resultado do projeto.
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