CRS - Exemplos Basicos para
Configurar seu Switch Mikrotik



Quem sou eu:

Wissam Melhem Quemel

Especialista em ajudar donos de
provedores e técnicos de rede a obter o
maximo proveito do seu Mikrotik sem
precisar perder mais tempo ou dinheiro no
processo.

Youtube.com/WissamQuemel
Facebook.com/WissamQuemelOficial
Instagram: @wissamquemel




Agenda

O que é CRS

CCR x CRS x CSS

Diferenca entre Bridge e Switch
Bridge Hardware Offloading

O que é VLAN

Exemplo de Configuracao



O que é CRS?

 Cloud Router Switch

CRS109-8G-15-2HnD-IN |CRS317-1G-165+RM
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CCR X CRS

m Cloud Core Router Cloud Router Switch

Modelo: CCR1072-1G-85+ CRS317-1G-16S+RM
CPU: 72 Core 1Ghz Tile 2 Core 800Mhz Arm
Layer 2 Throughput 79,000 Mbps 159,000 Mbps
Layer 3 Throughput 79,000 Mbps 3,000 Mbps

Preco S3050 S399



Testes com CCR:

Ethernet test results

CCR1072-1G-85+

Mode
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Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

CCR X CRS

Tile 72 Core (1200Mhz, DDR1333) Max possible throughput

1518 byte 512 byte

kpps Mbps kpps Mbps
6,502.0 73,9603 18,7900 76,963.8
6,130.5 74 4438 81927 33,5673
6,502.0 73,9603 18,7900 76,963.8
6,502.0 73,9603 12,370 4 50,6692
4 6676 56,683.3 5,985.1 24 5150
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kpps
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Testes com CRS:

Switching results

CRS317-1G-165+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Mon blocking Layer 2 throughput
Mon blocking Layer 2 capacity
Mon blocking Layer 1 throughput

Mon blocking Layer 1 capacity

Ethernet test results

CRS317T-1G-165+RM

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

CCR X CRS

64 byte
kpps
2305833
239,583.3
2305833

2395833

Mbps

122 666.7
2453333
161,000.0

322,000.0

98DX8216B0 all port test

1518 byte
kpps
268.3
95 4
254 4
1046

1046

512 byte
kpps

37,8289
37,828.9
37,8289

37,3280

512 byte
kpps

361.2

Mbps

154,047 4
300,894.7
161,000.0

322,000.0

1518 byte
kpps
13,0852
13,085.2
13,0852

13,085.2

Mbps

158,0906.4
T 82T
161,000.0

322,000.0

Mbps
1831.9
50.2

161.5

53.6



CCR X CRS
Diagrama de Bloco CRS:
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CCR X CRS
Diagrama de Bloco CCR:
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CRS X CSS

Funcionalidades CRS326-24G-2S+RM CSS326-24G-2S+RM

RouterQOS Sim Nao
SwitchOS Sim Sim
Preco $199 5139



CRS X CSS

* SwOS:

MilaroTilk SwOS

[ Link ” SFP ” Port Isolation ” LAG ” Forwarding ” RSTP ” Stats ” Errors ” Hist ” VLAN ” VLANs ” Hosts ” IGMP ” SNMP ” ACL HE”W\

General

Address Acquisition DHCP with fallback

Static IP Address  |192.168.88.1 |

Identity |MikroTik |

Allow From | |

Allow From Ports
Allow From VLAN I:l
Watchdog
Independent VLAN Lookup
IGMP Snooping
Mikrotik Discovery Protocol
MAC Address o4:d1:54:c7:3a:58
Serial Number 763CO75756AE
Board Name  CRS5326-24G-25+

Uptime 00:08:17



Diferenca entre Bridge x Switch

Fungoes  lwidge  lswich

Interligar Tecnologias Sim Nao
Comutacao em Software Sim Nao
Comutacao em Hardware Nao* Sim

Wire Speed Nao* Sim



Diferenca entre Bridge x Switch
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Bridge Hardware Offloading (6.41+)

* A partir da versao 6.41, a configuracao
master-port foi convertida para dentro da
bridge.

* A bridge agora negocia todo o

encaminhamento Layer2 e usa o chip de
switch

* O Hw-Offload vai ser ativado
automaticamente se o cenario por propicio



Bridge Hardware Offloading (6.41+)

 Antes da 6.41 (master-port):

Interface <etherl:

General | Bhemet Loop Protect Overall Stats | Fx Stats | Tx Stats | Status | Traffic ‘ oK |
Mame: |e‘ther'| | ‘ Cancel |
Type: |Ethemet | ‘ hoply |
MTL: | 1500 |
‘ Disable |
Actual MTU: |1500 |
L2 MTU: 1538 | | Conment |
Max L2 MTU: (2028 | | o |
MAC Address: |6C:3B:6B:26:5E:5D | | CableTes |
ARP: |enabled [+] | — |
ARP Timeout: | v | | Reset MAC Address |
‘ Reszet Counters |
Master Port: |none || ¥
etherl
Bandwidth (R Tx):
ether3
Switch: | etherd PC
none




Bridge Hardware Offloading (6.41+)

* 6.41 e acima (hw-offload):

[=]|E3

Bridge FPorts |WLANs MSTls Port MST Ovemides  Fiters  MAT  Hosts MDB

L = | T

H Interface Bridge Horizon Priority th... |Path Cost |Role Root Pat... -
0OH ftether bridge1 a0 10 designated port
1H  Adtether? bridge1 80 10 designated port

Mew Bridge Port = E

General |STP WLAN  Status 0

Ll

«
&
& -

Interface:

Bridge: |bridgel

Cancel

p

Horizon: - Disable

Leam: |auto ¥ Comment
¥| Unknown Unicast Flood
v| Unknown Multicast Flood
¥| Broadcast Flood

Copy

Remove

v| Hardware Offload

enabled




Bridge Hardware Offloading (6.41+)

» Enabling this feature maintains hw-offload: +
» Enabling this feature turns off hw-offload: -

RouterBoard/[Switch Chip] Model Features in Switch menu Bridge STP/RSTP Bridge MSTP Bridge IGMP Snooping Bridge DHCP Snooping Bridge VLAN Filtering Bonding

CRS3xx series + + + + + + +
CRS1xx/CRS2xX series + + - + - -
[QCAB33T] + + 5 - . .
[ARB32T7] + + 5 - . .
[AR8227] + + - . . .
[AR8318] + + - . . .
[ART240] + + = - . -
[MT7621] + - = - . -
[RTL836T] + . 5 - . .

[ICPIus175D] + . - . . .



O que é VLAN?

* Uma rede local virtual, normalmente
denominada de VLAN, é uma rede
logicamente independente.

* E um método que permite multiplas LANs
Virtuais em uma mesma interface fisica,
dando a habilidade de segregar as LANs
eficientemente



O que é VLAN?

Tag x Untagged // Trunk x Access x Hybrid

untagged VLAN200 tagged VLANA0OD



Use ROMON e Safe Mode

* RoMON: bit.ly/mkromon

» Safe Mode: bit.ly/mksafemode



Portas Trunk e Acesso

P Mikrotik

Link 3



VLAN de Gerenciamento - Switch

1 — Criar a Bridge 2 — Criar a VLAN

A& Quick Set O[]
1 CAPsMAN Bridge | Ports WLANs MSTls  Port MST Ovemides Fiters NAT Hosts MDB EolP Tunnel IP Tunnel GRE Tunnel VLAM | WVRRP  Bonding LTE
|8 Interfaces & &= | T Settings o =
1 Wireless _ e =E
Mew Interface =1E3 MNew Interfface
i, Didge
- PPPQ Genersl |STP VAN Status Traffic General | Loop Protect  Status  Traffic
i
o2 Mesh Name: |Bridge Mame: |Vian-800-Gerenciamenta
7 MPLS 2 : - MTU: 1500 -
| e
4 Routing ¥ Actual MTL: Actual MTU:
System ¥ . L2 MTU
57 L 5
Q Clueues T Copy MAL Add
MAC Address: IEEEE
15 s | -
= ARP: |enabled 3 ] =abied *
L -Torch
L Radius ARF Timeout: - ARP Timeout: -
& Tools [ 1 Admin. MAC Address: - VLAN ID: [200
| New Teminal . o =
Ageing Time: |00:05:00 e e *
® Dude ¥ .
) Use Service Tag
. IGMP Snooping
| & Make Supout rif
Fast Forward
& Manual
& New WinBox
B e
enabled enabled




VLAN de Gerenciamento - Switch

3 — Colocar IP/Rota

&+ = | T

Address Metwork It
Mew Address = E3
Address: [10.80.80.1/30
Metwork: w7
Interface: |Van-200-5erenciamerto || % Lpphy

Disable

Comment

Routes | Newthops Rules VRF

+ = | T

Dist. Address Gateway
DAC = 10.20.80.0/30 Wan-§00-Gerenciamento reachable

Mew Route
General | Atrbutes
Dst. Address: |[0.0.0.00
Gateway: |10.80.80.2 -

4 — Permissao VLAN

L
Bridge
Mew Eridge WLAN

enabled

Bridge Ports WVLANs

Bridge:
VLAN |Ds:

Tagged:

Untagged:

Curment Tagged:

Cumrent Untagged:

Bridge
800
Bridge

etherd

M5Tls

=]
VLAN IDs

+|

+l
Ay A Ap Ap [

Port MST Ovemrides

Cument Tagged

Fiters  MAT H

DK

Cancel

Apply

Disable

Comment

Copy

Remaowve




VLAN de Gerenciamento - Roteador

4 — Criar VLAN 5 —Colocar IP

[=]|E3
EolP Tunnel IP Turnel GRE Tunnel YLAN |WRRP Bonding LTE ...
L 5 =T + =10 ¢
New Inteface = E& Address Network Interface
General | Loop Protect  Status  Traffic Mew Address =] E3
Mame: |Vlan-300-Gerenciamento Address: |10.80.20 2/30 0K
Type: [VLAN —
. -
el =00 Metwark: Cancel
Actual MTU: Intefface: |Van-800-Gerenciamento | # Apphy
L2 MTU: Copy
MAC Address: Dizable
ARF: |enabled ¥ Comment
ARF Timeout: d
Copy
VLAN ID: | 300
Interface: |ether * Remove
Use Service Tag enabled




Portas Trunk e Acesso

 6— Adicionar as portas na Bridge

Bridge =] E3

Bridge FPors |"u"L.P|.N5 M5Tls  Port M5T Ovemides  Fiters MNAT Hosts MDB

EE [o]l] =] [7]

Bridge Port <etherls
General |STF' VLAN  Status

Interface: |ether'| " ¥ |
Bridge: |Bridge || ¥ |
Horizon: | |~
Leam: |a|.rto " ¥ |

Unknown Unicast Aood
Unknown Muticast Flood
Broadcast Food

Hardware COffload

Bridge Port <etherZ:

Genersl |STP VLAN  Status

|Interface Bridge \Horizon | Priority ... |Path Cost | Rale \Root Pat...| ¥
1]' +-tetherl Bridge 20 10 designated port
1 ttether? Bridge a0 10 backup port 10
2 ttetherd Bridge 80 10 backup port 10
3 ttetherd Bridge a0 10 designated port

Interface: |ether2 || L |
Bridge: |Eridge ” * |
Horizon: | | &
Leam: |a|.rto || ¥ |

Unknown Unicast Food
Unlenown Mutticast Flood
Broadeast Flood

Hardware Cffload

Bridge Port <ether3>

General |STP VLAN  Status

Interface: |e‘ther3 || ¥ |
Bridge: |Eridge " * |
Harizon: | | =
Leam: |auto || ¥ |

Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood

Hardware Offload

Bridge Port <etherd:>
General |STP VLAN  Status

Interface: |ether-i || ¥ |
Bridge: |Bridge || 3 |
Horizon: | | &
Leam: |a|.rto || - |

Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood

Hardware Offload



Portas Trunk e Acesso

» 7-8 — Tag nas Ethernets/Politica-VLAN

Brdge Por <atherl
General STP VLAN |5tatus Bridge: |Bridge [#] | Bridge Ports VLANs |M5Tls Port MST Overide
PVID: |100 | VLAN IDs: |100 E [#][=] [][5]
. \Bidge  |VLAN IDs |Tagged Untagged
Frame Types: |admrt al || ¥ | Tagged: |e¢her4 || ¥ | - | 1800 e siherd
[ | Ingress Fittering Urtagged: |ethert [#]% | Bridge 100 etherd ether1
Bridge 200 etherd gther?
Bridge 300 etherd gtherd
Bridge Port <ether?: Bridge VLAM <200
General STP VLAN |Status Bridge: |Bridge ||$|
PVID: [200 | VLAN IDs: [200 | %
Frame Types: |adm'rt all || ¥ | Tagged: |etherd |=|%
[ | Ingre=z Fittering Untagged: |ether? |= |+

Bridge Port <etherd:

General STP VLAN |Status Bridge: |Bridge |*]
PVID: [300 | VLAN IDs: [300 =

Frame Types: |admit al | =] Tagged: |etherd B3
[ — Untagged: [ether3 KA




Portas Trunk e Acesso

Interface <Van-100-Link 1>

General |Loop Protect Status = Traffic

Name: |‘u"|ar1—'|DD—|Jr1k1

|
Type: [VLAN |
MTU: [1500 |
Actual MTU: [1500 |
|
|
|

L2 MTU: |
MAC Address: |50:00:00:02:00.00

ARP: |enabled |=

ARP Timeout: | |-
VLAN ID: [100 |
Interface: |e‘ther‘| || + |

[] Use Service Tag

Inteface List

Interface <Wlan-200-Link2

General ‘Lonp Protect Status Traffic

Mame: |\:‘Iar1-2|}D-IJr1k2

Type: |VLAN

MTU: 1500

Actusl MTL: | 1500

L2 MTL: |

MAC Address: |50:00:00:02:00:00

ARP: |enabled B

ARP Timeout: | |-
VLAN ID: [200 |
Interface: |ether1 || ¥ |

[ Use Service Tag

Imterface Inteface List Bthemet  EolP Tunnel  IF Tunnel GRE Tunnel VU"-N|

*[=] (=] =] (7]

' Name /|Type  |VLANID |interface |
R 4Vian-100-Link1 VLAN 100 ether
R 4pVian-200-Link2 VLAN 200 etherl
R 4pVian-300-Link3 VLAN 300 etherl
R 4Wan-300Gerenciamento  WLAN 800 etherl

9 — Criacao de VLANs no Roteador

Interface <\an-300-Link 3>

General |Loop Protect Status Traffic

Name: |‘u"|ar1-SDD-|Jnk3

Type: [VLAN

MTU: [1500

Actual MTU: [1500

L2 MTU: |

MAC Address: |50:00:00:02:00:00

ARP: |enabled |=

ARP Timeott: | |-
VLAN ID: [300 |
Interface: |e:ther1 || ¥ |

[] Use Service Tag



Portas Trunk e Acesso

10 — Ativar a Filtragem de VLAN no Switch

Bridge | Ports  WLANs MSTls  Port MST Ovemides  Fitters  WAT Hosts MOE
o ||= | | O | T| | Settings

Mame Type L2 MTU T
R +tBrdge Bridge 6H535 4.6 kbps

Interface <Bridge:
General STP VLAN | Status  Traffic

]

| VLAM Filtering Cance)
PVID: |1

Disable

Comment

[

0|

2

Remove

Taorch




Portas Trunk e Acesso

Script do Switch:

/tool romon

set enabled=yes

/interface bridge

add fast-forward=no name=Bridge

/interface vlan

add interface=Bridge name=Vlan-800-Gerenciamento vlan-id=800
/interface bridge port

add bridge=Bridge interface=etherl

add bridge=Bridge interface=ether2

add bridge=Bridge interface=ether3

add bridge=Bridge interface=ether4

/interface bridge vlan

add bridge=Bridge tagged=Bridge,ether4 vlan-ids=800

add bridge=Bridge tagged=ether4 untagged=etherl vlan-ids=100
add bridge=Bridge tagged=ether4 untagged=ether2 vlan-ids=200
add bridge=Bridge tagged=ether4 untagged=ether3 vlan-ids=300
/ip address

add address=10.80.80.1/30 interface=Vlan-800-Gerenciamento network=10.80.80.0
/ip route

add distance=1 gateway=10.80.80.2

/interface bridge set Bridge vlan-filtering=yes



Portas Trunk e Acesso

Script do Roteador:

/tool romon

set enabled=yes

/interface vlan

add interface=etherl name=Vlan-100-Link1 vlan-id=100

add interface=etherl name=Vlan-200-Link2 vlan-id=200

add interface=etherl name=Vlan-300-Link3 vlan-id=300

add interface=etherl name=VIan-800-Gerenciamento vlan-id=800

/ip address

add address=10.80.80.2/30 interface=Vlan-800-Gerenciamento network=10.80.80.0



Explore a Wiki!

* https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features
* https://wiki.mikrotik.com/wiki/Manual:Interface/Bridge

* https://wiki.mikrotik.com/wiki/Manual:CRS1xx/2xx_series_switches_examples



Obrigado!

* Youtube.com/WissamQuemel
* Facebook.com/WissamQuemelOficial

* Instagram: @wissamquemel
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