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Fundador da Pro Networks
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Consultor e Instrutor Oficial com todas as certificacoes Mikrotik;
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Cronograma

» Case Real de uso em Backbone; » Prevenindo ataques de
“MAC Flooding”;

» DHCP Snooping;

» Introducao a série CRS 3xx;

» Hardware Offload;
» VLAN’s® » BPDU Guard;

» LACP: » Limitacao de Trafego;

» Port Mirroring; » MPLS Hardware Offload
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Objetivos:

» Difundir as caracteristicas dessa fantastica linha de switches;

» Desmistificar que é possivel desfrutar de performance e
estabilidade em redes comutadas em L2;

» Todos os recursos aqui apresentados serao recursos possiveis via
HARDWARE; |

» Propagar a MANEIRA CORRETA de configurar alguns recursos.
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Case de backbone: ISP
Radar Internet

» Backbone optico com 10 e 20Gbps;
» Mais de 240 dispositivos com RouterQS, sendo 30 Switchs CRS3xx;
» 650km de backbone optico;
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Introducao a Serie CRS3xx

» Switches com excelente custo x beneficio;

» Aplicaveis desde redes de acesso até backbones;

» Opcoes com portas de até 40Gbps;

» Switches com caracteristicas de roteador;

» Comutacdao em Hardware (Atende cenarios mais exigentes);
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Suggested price: $139.00

Principais Caracteristicas:

» 2 portas SFP+ (10Gbps);
» 24 portas ethernet 100/1000;
» Aimentacao PoE;

» Util para redes opticas/Acesso
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CRS5305-1G-45+IN

Suggested price: $149.00

1 porta ethernet 100/1000;
4 portas SFP+ (10Gbps);
Alimentacao via PoE;
Alimentacao DC Redundante;

Design compacto e baixissimo consumo de energia;
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CRS 317

-

Cloud Router Switch / -
LA5 317-1G-165+ "

MrroTik | )\

Suggested price: $399.00

» 16 portas de SFP+ (10Gbps);

» Fonte Redundante;

» Excelente para Backbones/Datacenters;

» Capacidade maxima de switching: 322 Gbps
» MPLS Hardware Offload;
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CRS5326-245+2Q+RM
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Suggested price: $499.00

» 24 portas (SFP+) de 10Gbps;
» 2 Portas (QSFP+) de 40Gbps;
» Capacidade maxima de switching: 640 Gbps

» Excelente para Backbones/Datacenters;

©2019 - Pro Networks -
Material Por: Joao Aberto

& — arbosa de Oliveira
MikroTik | T




Name: iswitdﬂ
Type: |Marvell 98DX3236
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Caracteristicas base:

Wireless

Models
This table clarifies main differences between Cloud Router Switch models.
Model Switch Chip CPU  Cores
CRS326-24G-25+  Marvell-98DX3236 | 800MHz = 1
CRS328-24P-4S+  Marvell-98DX3236 | 800MHz 1
CRS328-4C-205-45+ Marvell-98DX3236  800MHz 1
CRS305-1G-4S+  Marvell-98DX3236 800MHz 1
CRS309-1G-85+  Marvell-98DX8208 800MHz 2
CRS317-1G-16S+  Marvell-98DX8216 800MHz = 2
CRS312-4C+8XG | Marvell-98DX8212 650MHz = 1
CRS326-245+2Q+ Marvell-98DX8332 650MHz = 1
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SFP+ port ACL rules Jumbo Frame (Bytes)
+ 128 10218
+ 128 10218
+ 128 10218
+ 128 10218
+ 680 10218
+ 680 10218
+ 341 10218
+ 170 10218
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Bidge Pots VLANs MSTls Pot MST Overid

Bidge Pots VLANs MSTIs Port MST Overides Fiters NAT

|
Como Geralmente as pessoas fazem...*-a\_v

2° Adiciona Todas as portas na Bridge

% N
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13

(=] <] Y| | Settings
|Name + | Type *(=| <2 |3 |T
2 1 Bidge = Interface Bridge Horizon | Trusted
0 all bridge 1 no
1 DH 42sfp-sfpplusi bridge 1 no
2 DH #42sfp-sfpplus2 bridge 1 no
3 DIH 4tsfo-sfoplus3 bridge 1 no
4 DIH 1shp-sipplusd bridge 1 no
1° Cria uma Bridge 5 DIH 4tsfosfoplus5  bridgel no
6 DIH 4tsfh-sfoplusé bridge 1 no
7 DIH 42shp-sfoplus7 bridge1 no
8 DIH #tsfo-sfoplus8 bridge 1 no
9 DH 4etherl bridge 1 no
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Hardware Offload

Bidge Pots |VLANs MSTis Port MST Oy

+(=| 2% 3|7 : .-
#| [inteface Bridge |.|H H'ﬁ Eﬂlﬂﬂd

0H fisfpsfpplusl  bridgel
1H 4dsfpsfpplus2  bridgel o ek F. P _ 1
2H Aisfpsfpplusd  bridgel
3H tisfpsfpplusS  bridge ™

41H 4+ 6 o Thidgel

5 IHH - Hw. Offload bridge 1

6H ZIisfpsfpplus®  bridgel

7H  4dsfp-sfpplus10-v... bridge1

8H 4tsfpsfpplusii=... bridge

9H tisfpsfpplusi2i.. bridgel
10H 4dsfpsfpplus134... bridgel
1M H 4isfpsfpplus16  bridgel
12H  4tbonding14acp-... bridge1
13H  tsfpsfpplus15  bridgel
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Hardware Offload

SEM
Hardware ====+ CPL{100%
Offload

COM .
Hardware _____ .
Offload » CPL0%
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hboard

VLANS
JAMAIS FACA 1SS0!

D:B7 (NAO-FACA-ISSO!!) - WinBox (64bit) v6.44.6 on CRS305-1G-45+ (arm)

Interface List
Interface List Ethemet EolP Tunnel

=] Detect Intemet

EolP Tunnel

Session:| 74:4D:28:89:3D:B7,

IP Tunnel GRE Tunnel VL

IP Tunnel
GRE Tunnel \Type
VLAN | Bridge
VRRP Bridge
Bonding Bndge
G Ethemet
. PORTA-TRUNK
_______ 4}*sfp-sfpplus1 Ethemet
3 4Pvlan100 VLAN
S 4pvian200 VLAN
S <¢»sfpsfpplus2 Ethemet
S <isfpsfpplus3 Ethemet
S <issfpsfpplusd Ethemet
¢/
11 items (1 selected)

D:B7 (NAO-FACA-ISSO!!) - WinBox (64bit) v6.44.6 on CRS305-1G-45+ (arm)
1board

AT eee e
Session: | 74:4D:28:89:3D:87|

}_ 'Name /| Type 2MTU [Tx
R 4bidge-vian-100 Bridge 1588
|[R 4tbridge-vian-200 Bridge 1588
|R #2bridge-vian-300 Bridge 1588

D:B7 (NAO-FACA-ISSO!!Y) - WinBox (64bit) v6.44.6 on CR

hboard

Session:| 74:4D:28:89:3D:B7

[ Pots JVLANs MSTIs Port MST Ovenides ~ Fit

#[=TT=lx] [a] (7]

#| |Inteface Bridge Horizon

0H Hishsipbs?  brdgevian-100

11 tvianio0 bridge-vian-100

21 thsspps?  brdgevian-200

31 Avdan200 bridge-vian-200
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VLANs (Tagged)

» O switch espera ja receber frames com alguma Tag;
» Util para isolar dominios de broadcast/gerencia;

» Util para transportes Lan-to-Lan;

SVID 200
SVID 300
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VLANs (Untagged)

» O switch recebe ou remove um “Tag” do Frame;
» Uso em redes de acesso/servidores/gerencia;

» Util para transporte Lan-to-Lan;
ether3

(access port)

etherl
(trunk port)

*

VLANZ20

tagged

ether2

(access port)
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VLANs (Tagged)

Exemplo simples

4i*ether] Ethemet
4Evlan100 VLAN
SEvlan200 VLAN
4Evlan300 VLAN

X
N
—

R1

sfp1
(trunk-port)

—r e e AR —r

e \/|an-100
— \lan-200

S Vlan-300

. Payload

------ > R1<>R2
------ » R1<>R3

> R1<>R4
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VLANSs (Untagged)

Exemplo simples

4i*ether] Ethemet
4Evlan100 VLAN
SEvlan200 VLAN
4Evlan300 VLAN

X

sfp1
(trunk-port)

P et R

e \/|an-100
— \lan-200

S Vlan-300

. Payload

------ » OmniTIK

» DELL Server

MIKroT n.
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VLAN de Gerencia (tagged)

Exemplo

» Objetivo:
» Filtrar a gerencia do Switch em modo “tagged” pela VLAN ID 10
sobre via etherf1;

R #j#ether Ethemet
= dpvlan1l  V0LAN

f

ether1

e Van-10 (tagged) ===<> Gerencia
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VLAN de Gerencia (tagged)

Exemplo

1- Criar uma bridge

=] |2 |AT

Settings

New Interface

Name:

Btidge'Pm VLANs MSTIs Port MST Ovemides Fiters NAT Hosts MDB

Type: |Bridge

/\/l/Kro' 1k

2- Vincular as portas a Bridge

VLANs MSTIls PcttMSTOvmides.
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VLAN de Gerencia (tagged)

Exemplo

3- Criar uma vlan (logica)

1 CAPsMAN Interface |Hetfaoeuu ~ Ethemet ‘ EolP Tunnel IP Tunnel GRE Tunnel ‘ VLAN
mretes Y- (v]x] (@)
1 Wireless
Interface <vlan10-gerencia>
&% Bridge | ‘ ,
o PPP General | Loop Protect Status Traffic OK |
“= Switch Name: |vlan10-getencia| I Cancel |
218 Mesh Type: |VLAN Apply |
p ;
s | = =
. i Comment

ot | o e ==
Gomen |

MAC Address: |74:4D:28:89:3D:B7 |
® Qucves * -
= | ARP: |enabled (%]
=
] Log 1 ARP Timeout: | |~
£ RADIUS VLAN ID: |10 ]
X Tooks : Interface: |switch 2
m . I < 5 -
New T T Use Service 1ag i ©2019 - Pro Networks -
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VLAN de Gerencia (tagged)

Exemplo

4- Adicionar o IP de Gerencia a VLAN criada

“1a Mesh
E IP Address List =] E3

& MPLS = v X A 7T Find
4 Routing

= == |zl =

1 CAPsMAN
i Interfaces
5 Wireless

&5 Bidge

®3 PPP

% A
Mikror ik

5- Marcar essa VLAN como “Tagged”
nas respectivas interfaces;
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VLAN de Gerencia (tagged)

Exemplo

6- Ativar a filtragem de VLAN na Bridge

Bidge |Pots VLANs MSTIs Pot MSTOvemides Fiters NAT Hosts MDB

L2 MTII

Interface <switch>
[VUN] Satus | T
EtherType: |0x8100 ¥
PVID: 1
= Disable
Frame Types: |admit only VLAN tagged ¥
Ingress Fittering | Comment
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VLAN de Gerencia
(Consideracoes finais)

» Preferencialmente faca essa configuracao antes das demais

(se possivel em bancada);
» Ficar atento a erros (eles podem custar caro);
» Usar o “Safe mode” e “RoMON para testes/gerencia;

» A Mikrotik recomenda realizar a ativacao do “Vlan Filtering”

usando cabo serial (se possivel);
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\%

LANs (Tagged)

Como Fazer?

sfp+1 (trunk) —_ -
essssssse \/|an-200 =m===== > R2
— \llan-300 == === » R3
Vlan-400 ====== > R4

% N
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Vlan-200

Vlan-300

lan-400
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VLANSs (Tagged)

Como Fazer?

1- Criar os grupos de portas que permitirao a passagem das VLANs tipo “Tagged”

Bridge

VLANs || msTis

SY

D sy

New Bridge VLAN

Bridge: |switch

WLAN IDs: |200

Tagged: |sfo-sfopls?

MIKI’ onik

Bridge: |swi
fvLaN 1Ds: |
agged: |

300 | New Bridge VLAN

sosiopls? ||| Bridge: TN ¥ |

sosfopls3 |E3 VLAN IDs: [400 |
Tagged: | sfo-sfoplus 7 ]E]

[#]

\stp-sfoplus4
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2- IMPORTANTE - Ativar a filtragem nas respectivas portas fisicas
Bridge

e

# |

Interface

0H
1IH
2 H
3IH
4 1H

4detherl

1t sfp-sfoplus 7
1t sp-sioplus2
2 sfo-sfoplus3
trsp-shoplus4

Bridge Port <sfp-sfpplus3>

General STP VAN | Status

VLANs (Tagged)

Como Fazer?

Status

Bidge Ports |VLAN’ I Bridge Port <sfp-sfpplus1>

| General STP VLAN

PVID: |1

l

Frame Types: admn only VLAN tagged E]

(v Ingress Filtering

switch

Bridge Port <sfp-sfpplus2>
General STP VLAN | Status

Frame Types: |admit only VLAN tagged

Bridge Port <sfp-sfpplus4>
| General STP VLAN | Status

PVID: |1

Frame Types: |admit only VLAN tagged

Vi Filten

PVID: [1 |

| v iingress Fitering

PVID: |1 ]
Frame Types: [admlt only VLAN tagged
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Bridge VLAN <200, 300, 400>

VLANs (Tagged)

Exemplo de uso

Router (Cidade A)

Bridge: ST |
VLAN IDs: |200 | ¢
(300 |$

400 |$

Tagged: |sosois? | %] %
\sosools2 ¥ %

Bridge VLAN <200, 300, 400>

Bridge: [switch k3
VLAN IDs: [200-400] | $
Tagged: [sospots? 3]
sosopbs2 %%

e \/|an-200
— Vlan-300

S Vlan-400

Router (Cidade B)

% N
MIKror s

Bridge VLAN <200, 300, 400>

Bidge: |switch E3
VLAN IDs: |200 ¢ 8
(300 | %
(400 | &

Tagged: |shosiopkis? | %] %

\sosoolis3 | =| s

Router (Cidade C)
©2019 - Pro Networks -
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VLANs (Untagged)

Como Fazer?

sfp+1 (trunk) o -._-,5:1-*“____5_-__% = !
"
e \/|an-200 ====== » Sfp+2 - DELL
— \lan-300 == ==——- » Sfp+3 - R3
T vlan-400 === == > Sfp+4 - R4
esmmmmmme Frames sem TAG

MIKroT i

=l

DELL SERVER
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VLANs (Untagged)

Como Fazer?

1- Adicionar a Trunk Port e VLANs Tagged

1 CAPsMAN
8 Interfaces
1 Wireless

Bridge Ports

v wsi

25 Bidge

®3 PPP
<z Switch
919 Mach

+

|

SN New Bridge VLAN

\

Menu “Bridge > Ports”

Bridge:
VLAN IDs:

Tagged: PRSI

switch

200

300

400

+

O O O O«

% N
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2- EM PVID dizer qual tratara frames “Untaged”

Bridge Port <sfp-sfpplus2>
General STP VLAN |Stdus

PVID: |200) ]
Frame Types: |admit only untagged and prioriy tagged | ¥ |

Bridge Port <sfp-sfpplus3>
General STP VLAN | Status

PVID: |300 |

Frame Types: |admit only untag_ged and priority tagged I:i |
v Fitteri

Bridge Port <sfp-sfpplus4>
General STP VLAN | Status

PVID: |400 l
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VLANS

Consideracoes Gerais

v Sempre usar “ingress filtering” nas interfaces para garantir o
isolamento de broadcast;

v Essas configuracoes sao validas exclusivamente para a série
CRS3xx (modo hardware);

v Existem diferentes formas de se configurar (dependendo do
hardware/serie);

3 6 ©2019 - Pro Networks -
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LACP

(Link Aggregation Control Protocol)

Util para agregar 1 ou mais circuitos/Interfaces;
Possibilidade de transportar VLANs (Tagged ou Untagged);
Proporciona também HA;

E possivel agregar até 8 portas pro grupo;

Sempre observar o “Hash” correto para seu cenario;

SW1 SW2
= g o e
ServerA ServerB
=
3 &

MIKrOT .
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LACP

(Caso de uso)
» Exemplo com CDN (Netflix) (LACP + VLAN)

Vlan-400
(tagged)“
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LACP

(Como fazer?)

1- Criar uma interface “Bonding” no modo 802.3ad

2- Adicionar o Bonding 'na Bridge

Interface |ktetfaceLii Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP

Slaves: |sfp-sfpplus2-netflix1
[sfp-sfpplus?metﬁxZ ¥ ¢

Link Monitoring: ]ma ”Zl
B2

T Transmit Hash Policy: llayer3and4

| *E possivel também em modo “balance-xor”
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LACP

(Como fazer?)

3- Colocar o PVID 400 (untagged) no Bonding

General | STP VLAN | Status

......

PVID:

: |admit only untagged and priority tagged

v/ Ingress Filtering
|| Tag Stacking

% N
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A5 Quick Set
1 CAPsMAN
8 Interfaces
3 Wireless
&5 Bridge
=3 PPP

LACP

(Como fazer?)

4- Marcar a porta Trunk como VID 400 “tagged”

Bidge Pots VLANs |MSTis Port MST Over

L HESI R AEEE| Bridge VAN <400>
Bridge vy Bridge: (SN + |
VLAN IDs: |400 5
Tagged: |sfp-sfpplus1-wan I@ >
Untagged: | -

Cumrent Tagged: [sfp-sfppll.m-wm ]

Current Untagged: [bonding |

‘enabled
MIKIrOTi
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LACP

(Resultado)

Bidge Ports |VLANs MSTls P
=] ||

inteface  |ffidge
Atbondingl @ switch

o+

all

ST S TP S = .. switch

+tefp-sfpplusS-.. switch
{tefpofpplush  switch
tdsfpsfpplus®  switch
ttefpsfpplusd switch
$defpsfpplus10  switch

AN B L P —L
P o e ] g Pt e s e
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LACP

(Resultado)

Time:10:27:56 CPU{0% Uptime:37d 00:23:17 M (5}

Interface List
Interface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
by = ¥ Y | Detect Intemet
Name / Actual MTU [L2 MTU [Tx
RS 4Pbonding1 l 1500 1592 42.9 Mbps

eivether] 1500 1592 0bps 0bps
... WAN
RS <issfp-sfpplus1-wan Ethemet

Type
‘Bonding
Ethemet

1500 1592
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Port Mirroring
(espelhamento de portas)

» O Chip permite que haja o “espelhamento” de pacotes a uma determinada(s)
porta/vlans/MACs;

» Util para analises avancadas com algum packet sniffer (Ex: Wireshark)

» Interessante para analisar comportamentos de ataques.

8 Interfaces

23 Bidge Switch |Pot Port Isolation Host Rule
== Switch
“15 Mesh Switch <switch1> =] E3
&3l IP ¥

Name: |30t 0K
@re Tl Lok |
WS X Type: |Marvel 98DX8216 I | Cancel |
e Miror Source: |sfp-sfpplus R
& Quees Miror Target: [sfp-sfpplus2 [#]~
Fen (] Switch All Ports
| Log
. RADIUS 1item (1 select |
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Port Mirroring
(espelhamento de portas)

» Exemplo com base em VLANs

e VLAN Based Mirroring

/interface bridge

set bridgel vlan-filtering=yes

/interface ethernet switch

set switchl mirror-target=ether3 mirror-source=none
/interface ethernet switch rule

add mirror=yes ports=etherl switch=switchl vlan-id=11

Mais em: https://wiki.mikrotik.com/wiki/Manual:CRS3xx_series_switches#Mirroring
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Port Mirroring
(exemplo real de analise)

* Freme 1: 913 hy-l:u_ an -irim {?3134 hitsj, E-B byﬂ: coptured (488 bits)
» Ethernet II, Src: Juniperh_£9:29:44 (d8:bi:22 ), Dst: Juniperh 52:35:4d (2@:4e:71:! i

¥ B@2.10 Virtual LAN,

| Be@da 2@ 4e 71 52 35 4d d8 b1l 22 D 29 44 B1 @8 &5 df NgRSM: - " D
‘ BOL0 93 20 45 98 @3 7F 30 f6 42 00 od 26 456 a5 25 To E:--9: @--F-X
L@ 7 Ethemet (sth), 14bytes .
v
|

. . ©2019 - Pro Networks -
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(antes de um ataque)

Bidge Pots VLANs MSTls Port MSTOverides Fiters NAT Hosts MDB

Mac Flooding

= 1S [¥ Ojf x
| MAC Address /|VID  |On Intefface |Age .
DL 74:4D:28:89:3D:B7 20 switch 4 E
DL 74:4D:28:85:3D:B7 switch s
DL 74:4D:28:89:3D:B7 10 switch 4
DE DO0:94:66:A7:4B:88 10 etherl 5
4
4
4
<
4
4
4 —
4
<
4
4items ! L%
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Mac Flooding
(durante um ataque)

Bridge
Bidge Pots VLANs MSTls PotMSTOvemdes Fiters NAT Hosts MDB
(=D |T
Teminal
|MAC Address /\VID  |OnInteface |Age
DE 00:00:D7:47:AS:66 10 etherl
DE 00:02:80:2E:3E:8F 10 ether1
D 00:02:EB:5C:D3:FE 10 etherl
D 00:03:6F:29:87:42 10 etherl
D 00:09:31:10:A7C5 10 ether1
DE 00:09:D1:02:88:BD 10 etherl
D 00:12:5B:4B:6E:6B 10 etherl
D 00:15:DB:4D:AB:6D 10 etherl
D 00:17C5:08:3E:E2 10 etherl
DE 00:1B:DD:49:F0:4D 10 etherl
D 00:1C:1A:13:B9:23 10 etherl
D 00:1D:73:12:45:55 10 etherl
D 00:1D:99:6E:EE:46 10 etherl
D 00:1D:A1:55:7B:D8 10 etherl
D 00:1E:67:56:92:D5 10 etherl
12525t
f——— g ™™ | (= T
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Mac Flooding
(apos um ataque)

Host A Host B

t }

Swilch is confused "Fail open™ means
and falls back to it acts like a hub
fail open mode

https://rumyittips.com/cam-flow-attack-on-switch-network/
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Mac Flooding
(alternativa)

» Create an ACL rule to allow the given MAC address and drop all other traffic on ether1 (for ingress traffic):

finterface ethernet switch rule
add ports=etherl src-mac-address=54:01:54:81:EF:8E/FF:FF:FF:FF:FF:FF switch=switchl
add new-dst-ports="" ports=etherl switch=switchl

« Switch all required ports together, disable MAC learning and disable unknown unicast flooding on ether1:

/interface bridge

add name=bridgel

finterface bridge port

add bridge=bridgel interface=etherl hw=yes learn=nc unknown-unicast-flood=no
add bridge=bridgel interface=ether2 hw=yes

« Add a static hosts entry for 64:D1:54:81:EF:8E (for egress traffic):

J/interface bridge host
add bridge=bridgel interface=etherl mac-address=64:D1:54:81:EF:8E

Mais em: https://wiki.mikrotik.com/wiki/Manual:CRS3xx_series_switches#Port_Security
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DHCP Snooping

DHCP With Option 82 With Option B2

_— —_—>
Server SW2 SW1i

ether? etherl etherd
frusted .‘ _..tl'USIEd frusted '.'._

L] L] L]

etherl
S0 unfrusted

L d

L]

'@ ether3
untrusted

—> DHCP Offer
—>»DHCP Discover
X Dropped packet

Rogue
DHCP
server

Fonte: https://wiki.mikrotik.com/wiki/File:Dhcp_snooping.png

% N
MIKror
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DHCP Snooping

1- Habilitar a opcao na Bridge

Inteface <bridge 1>
Genersl | STP VLAN Status Traffic |

MName: |hridge'| |

Type: |Bridge |

MTU: | B

Actual MTU: [1500 |
L2 MTU: |1592 |
MAC Address: CC:2D:E0:A2:D3:F2 |
|

ARP: |enabled |®
ARP Timeout: | | > Unknown Unicast Flood
Admin. MAC Address: | |> Unknown Mutticast Food
Ageing Time: |Dﬂ:ﬂ&:iﬂ] | Broadcast Food
Trusted
[ ] IGMP Snooping —
| DHCP Snocping | Hardware Offload
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BPDU Guard

? ROOT
(para que server) Priority 32768

MAC: AAA

Priority 4096

NON-ROOT NON-ROOT
Priority 32768 Priority 32768
MAC: BBB MAC: CCC

Fonte: https://networklessons.com/cisco/ccie-routing-switching-written/spanning-tree-bpduguard
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BPDU Guard

Bidge
miusm{musmmmﬂn_m\unn]

& | = Bridge Port <ether1>

# | |inted General [STP | VLAN Status
11H 4 Priority: |80 | hex Cancel
21H 4
31 44 Path Cost: |10 | Apply
Intemal Path Cost: |10 | -
Edge: |auto “El Comment
Point To Point: [auo IEI Copy
[ Auto Isolate Remove
["] Restricted Role
__| Restricted TCN
I ¢ VI[BPOU Guard ]
4 tems
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MPLS Hardware Offload

» Em uma nuvem MPLS, é necessario que o Switch Comute os Labels;

» Nao se aplica ao processo de POP/PHP;

» Necessario ser um “P”; se caso antecipar um destino € necessario ter “Explicit Null”;

e ——

10.3.3.0/24

> ~L0P session. ~~ "Rg ~ LDP session. — = "LONREED |

10.9.9.3 ”*1
=]
2\
2 2
10.1.1.0/24 %; 10.4.4.0/24 o
i i
!f

CET CEz /

10770/24
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MPLS Hardware Offload

e LDP Intedface | LDP Neighbor Accept Fiter Advertise Fiter Forwarding Table MPLS Inteface  Loc
sl IP M|l =] | 2|52 | |7 MPLS Settings || LDP Settings

A [CE [+]
<’ MPLS 2 e e ke ViEnabled N ok
3P LSR ID: [100.100.100.1 |2 [ concd
22:2 : Transport Address: |100.100.100.1 |- R
Fies Path Vector Limit: |255 ]

] Log Hop Limit: |255 |

& Tools N v| Use Null

e [ Distribute For Default Route

ﬁ Atualmente este Recurso funciona apenas para as Routerboards: |
CRS317-1G-16S+RM e CRS309-1G-8S+IN
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MPLS Hardware Offload

@ admin@CC:2D:E0:A2:EB:6B (SW-01-MASCOTE-JOAO-ALBERTO) - WinBox (64bit) v6.45.7 on CRS317-1G-165+ (arm)

Session  Settings

Dashboard

(0[ca] | sefe Mode

A5 Guick Set
3 CAPsMAN
# Interfaces
3 Wireless
%i Bndge

=g PPP

= Switch

%12 Mesh

sl IP

¥l IPv6

&’ MPLS

42 Routing

{5 System

& Queues
Files

|- Log

& RADIUS
X Tools

[Em) New Terminal
4j» Dot1X

#5 Partition

| J Make Supout sif
@& Manual

@ New WinBox

~ | 2 ek e el

Session: CC:2D:E0:A2:EB:6B

— O X

:00:27:39 B3

LDP Interface  LDP Neighbor Accept Fiter Advertise Fiter FWmTable|MPLSHelface Local Bindings  Remote Bindings

[In Label / |Out Labels |Interface |Nexthop | Destination |[Bytes  |Packets |Hw. Bytes “-iw Pack .~ lv
i oy 1] il | _ __ 100 I ﬁl u\
LH | 40 35 % 10.0.1.2 4444 16.3 KiB 12 132GiB__ 9303682
L 10002 2222 ~ 08 0 0
L 42 explnul sfp-sfpplus2 100.1.2 10.0.2.0/30 08 0 0B 0
L 43 explnul sfp-sfpplus2 100.1.2 3333 280 KB 19 272GB 19117128

Interface |hafaoau! Ethemet EolP Tunnel IP Tunnel GRE Tunnel .. rx-packets-per-second: 80 917
1 rx-bits-per-second: 987.2Mbps
EE /x| al 7] M (ol to-rs-packets-pez-secona: &2
Nane 7 ! [Ac! ]LZ \Rx [Tx Packi ¥ fp-rx-bits-per-second: 164.3kbps
R sivetherl | 1500 1592 “S625kbps  202kbps - r:f;‘r‘:‘;i’:::i:::‘:ggg; g
; tx-packets-per-second: 80 918
i ‘_’ 2 IRl IR 987_% 131%: tx-bits-per-second: 987.4Mbps
) fool fp-tx-packets-per-second: 62
t.#sfp f I“ {| B e Sty 59 fp-tx-bits-per-second: 164.3kbps
‘.’dp fool ] e i Ol tx-drops-per-second: 0
G:’sfp f IsB 1| T Ve Sope s tx-queue-drops-per-second: 0
Spep e e T Shpe Spe tx-errors-per-second: 0
4}»sfp-sfpplus8 | 1500 1592 Obps Obps B- (0 quitiD d o peined .
srsfpsfpplusd | 1500 1592 Obps Obps o i P
4irsfp-sfpplus10 | 1500 1592 Obps Obps .l
4}*sfp-sfpplus 11 |1 1500 1592 Obps Obps
<irsfpsfpplus12 | 1500 1592 Obps Obps L
4irsfpsfpplus13 | 1500 1592 Obps Obps L g
. [ I
18 items (1 selected)

MIKI’ onik

[in Label

Out Labels

ST
40

HwBytes

35

Hw.Pack.| ¥

Il S

I} L

13.2 GiB

o

9303682
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MPLS Hardware Offload

© 2dmin@CC:2D:E0:A2:EB:6B (SW-01-MASCOTE-JOAO-ALBERTO) - WinBox (64bit) v6.45.7 on CRS317-
Session Settings Dashboard
s BT SS

3 CAPsMAN LDP Inteface  LDP Neighbor Accept Fiter Advertise Fiter Fotwa'dhgTable||
8 Interfaces
L st in Label / |Out Labels inedace Nexthop Desti
ﬁﬁm = | :
I explnul
o LH 40 35 prapr 100.1.2 444
L4 Wpsipksl 10002 222
= Switch L & P sip-sipphus2 10012 100.
o2 Mesh L 43 weind - Ghn? 10012 333
T N[ eace Lt =5
(58! IPv6 1 || itedace |intedace List Ethemet EolP Tumel 1P Tunnel GRE Tumnel . -
owis 1 =)= (][] [0 [7] [omrems -
42 Routing > |Name s [1Act... - M |Tx Packi ¥
o r R drethert > 3628kbps _ 30.2kbps =
58 s R e O T C0 1592 24kbps 957.0 Mope =
& Queues R 4issipsipplus2 | 1500 1592 987.0Mbps 131.8kbps
B8 Res dvsfpsipplus3 | 1500 1592 Obps Obps
. dvsipsipplusé | 1500 1592 Obps Obps
|| Leog aosfpsfpplus5 |1 1500 1592 Obps Obps
& RADIUS dvsipsipplus6 | 1500 1592 Obps Obps
56 Tods - dosfpsfpplus? | 1500 1592 Obps Obps
dvsipsipplus8 | 1500 1592 Obps Obps
@) New Temninal dosfpsipplusd | 1500 1592 Obps Obps
e dvsipsipplus10 | 1500 1592 Obps Obps —
desfpsipplus1] | 1500 1592 Obps Obps
#5 Parition 4irsfpsipplus12 | 1500 1592 Obps Obps
3, Meke Supout - dvsfpsipplusi3 | 11500 1592 Obps Obps - -
@& Manual
fnce{iaace) ©2019 - Pro Networks -
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Limitacao de Trafego
JAMAIS FACA ISSO NO SWITCH!

e

™ General | Advanced Statistics Traffic Total ..

.| Log Name: |STEVS] |

S RADIUS Target: |ether3 [#] %

X Tools P T I | =

@ New Teminal

#5 Partition Target Upload  Target Download

| Make Supout sif Max Limt: [500M |#] [500m | % | bits/s

& Manual -a- Burst

@ New WinBox Burst imt: |uniimted | ¥ | |unimted | ¥ | bits/s

B Ext Burst Threshold: |unlimted | ¥ | |unlimted | ¥ | bits/s

Burst Time: |0 | |0 | s

~¥- Time
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Limitacao de trafego

» Plenamente possivel em Hardware;

» Possibilidade de limitar trafego acima de 1Gbps com muita
facilidade

8 Interfaces
20008 Swich Pot |Port lsolation Host Rule

0[3 M
& IP

5gl IPv6
&’ MPLS
i System

/ [Switd'\

b2l Ze I Z

sip-sipphis1Z-...
sfp-sfpplus13-... switch1

Switch: |switch1
Ingress Rate: . Upload (cliente)

Egress Rate: | 2G ® Download (cliente)
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Bits per second

Limitacao de trafego
(resultado)

¢ .a0Gkh

3.00Gh

£ O0Gk

1.00Gh

R e L AR -
16 18 20 22 o 2 4 &6 & 10 12 14 16 18 20 22
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Resultado Real

(preservando o Hardware offload)

Time:{08:12:35 Memory:982.5 MiB Date:Nov/29/2019 cpu:- H5

X rx-bits-per-second:

fp-rx-packets-per-second: B

E fp-rx-bits-per-second: 40.¢ckbps

rx-drops-per-second: 0

rx-errors-per-second: 0

tx-packets-per-second: 2 067 930

tx-bits-per-second: 9.7Gbps

fp-tx-packets-per-second: 46
fp-tx-bits-per-second: 40.¢kbps —

(= tx-drops-per-second: 0

tx-queue-drops-per-second: 0

— tX-errors-per-second: 0
(¥|B- [Q quit|D dump|C-z pause] =
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Resultado Real

(preservando o Hardware offload)

Mikror ik



Referencias e
informacoes adicionais:

» https://wiki.mikrotik.com/wiki/Manual:CRS3xx series switches
» https://wiki.mikrotik.com/wiki/Manual:Bridge VLAN Table
» https://youtu.be/CKgyf9N-wRO -> (Overview da CRS326-245+2Q+)
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