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Objetivo

» Apresentar como implementar uma solucao com
alta capacidade de cliente banda larga em
dispositivos Mikrotik.

» Switch de agregacao
» BRAS para autenticacao e limitacao de banda
» Solucao CGNat para todos clientes




Sumari
pApresenta«;é‘éo

» Descrever o que € um BRAS
» Tipos de BRAS

» Importancia de uma boa solucao BRAS
para ISP




Introduca

anorténcia de uma boa solucao BRAS para ISP

» Autenticacao de Usudrios

» Exaustao do IPv4

» Mais com menos

» |[Pv6 Ready

» Pay as you grow (simples)

» Menos configuracdes necessarias
» Estavel e resiliente

» Pronto para mudancas e upgrades
» Qualidade para os clientes




O que é um BRAS?

Broadband remote access
server




Tipo

S
» PPPOE (PPPOE, PPPOA)
» DHCP

» DHCP + option 82 (IPoE)
» Hotspot




Autenticacao dos clientes

»Blogueio Automatico
»Bandwidth ( Limitacao de Banda)
»Upgrade pelo sistema Radius (CoA)

»Sem interacoes/configuracdoes no
BRAS




Radius - O que é7?

Packet Type - Access Request

Username, Password

Access-Accept/Access-Reject

- User Service, Framed Protocol
Access - Access Challenge (optional)
Server Reply Message

RADIUS
Server




IPv4 Exhaustion
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Calculando

1 IP = 65535 tcp/udp ports

1 aproximadamente utiliza 300 portas
Entao 65535/300 =~ 218

1 IP publico atende 218 clientes

Quanto maior a quantidade de clientes por IP,
maior podera ser a perda de qualidade no s




Obter melhor performance

O que é melhor?
2 routers fazendo NAT + Queuing + PPPoE + Firewall
ou
2 routers uma fazendo Queue + PPPoOE, e a outra fazendo NAT + Firewall

- Pt

NAT + Firewall

NAT+ PPPoE + NAT+ PPPoE +
Queuing + Queuing + PPPOE +
Firewall ire

Queuing




IPv6 Ready
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Integracao ERP

Integracao com RADIUS faz o controle ficar mais SDN




Escalavel




Resiliente

Switch Switch
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Qualidade para os cliente!




Como fazer 1sso?




Estudo de caso
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Switch Concentrador
SWITCH-BRAS-POOL

»CRS317-1G-165+RM

» 16 SFP+ ports
» Bounding Hardware offload
» 2 Power Supplies
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BRAS para o Pool
BRAS

»CCR1036-8G-2S+EM
» 36 Cores
» 8GB RAM
» 2 SFP+ ports
» 2 Power Supplies
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CGNat

»CCR1072-1G-8S

» 72 Cores

» 16GB RAM ECC

» 8 SFP+ ports

» 2 Power Supplies Hot Swap
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Direct Attach
»S+DA0001

» SFP+ direct attach cable, 1m




Diagrama de Conexoes
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Switch - Cenario Logico

» Hardware Offload: configurada uma interface Bound para o
router onde os clientes serao transportados.

» Criar uma vlan na bounding para geréncia do switch
» Utilizar Hardware Offload em todas interfaces com bridge

Interface List
imerface | ineface Lst Bhemet EolP Tumel 1P Tunnel GRETunnel VLAN VRRP  Bondng LTE.
1*-||=] [v][%] [a] [7]
| Name /| Type \Actual MTU L2 MTU |Tx |Fx
RS onding-bordertouter Bonding 1500 1500 1027 kbps 74 4 kbps
R an-mngmt: 159 WLAN 1456 1496 959 kbps 8.4 kbps
R ridoe-poal-bras Bridge 1500 1500 0bps 582 kbps
- BOARDER_ROUTER
RS [Eethert Ethemet 1500 52 0 kbps 6.0 kbps
- BOARDER_ROUTER
RS [ether2 Ethemat 1500 50.6 kbps 383 kbps
;. BRASD
RS [ether3 Ethemet 1500 64 3 kbps 1280 bps




BRAS - Cenario Logico
» Use uma das interfaces para PPPoE IN, e a outra para
OUT traffic

» A interface PPPoE IN vai conecta com o Switch
Concentrador e a interface OUT com o CGNat

Inteface List

iteface | erface Lt Ehemet EolP Tumel 1P Turnel | GRETumel VLAN VRRP Bondng ...
#-|=] |v][%] (] |7]

|Name /| Type |Actual MTU [L2MTU |Tx Re v
. PPPoE IN
R herl Ethemet 1500 240 bps
DR <pppoe-user... PPPoE Server Binding 1480 O bps
DR mmppue-user... PPPoE Server Binding 1480 O bps
DR mmppne-user... PPPoE Server Binding 1480 O bps
DR mmppne-user... PPPoE Server Binding 1430 0 bps
DR mmppne-user... PPPoE Server Binding 1430 0 bps
DR B8 <pppoe-user... PPPoE Server Binding 1430 0 bps
DR mmppne-user... PPPoE Server Binding 1430 O bp=
DR <pppoe-user... PPPoE Server Binding 1480 O bps
DR m<pppne-user... PPPoE Server Binding 1480 O bps
DR mmppne-user... PPPoE Server Binding 1480 O bps
DR mmppne-user... PPPoE Server Binding 1430 0 bps
DR BB <pppoe-user... PPPoE Server Binding 1430 0 bps
DR B8 <pppoe-user... PPPoE Server Binding 1430 0 bps
DR mmppne-usen... PPPoE Server Binding 1430 O bps

DR <pppoe-user... PPPoE Server Binding 1480 O bps

.
17 tems (1 selected)




BRAS - Cenario Logico

v|iAccept |
Port: [3793 |

» Configurado RADIUS do ERwmms
Acks: |0
Naks: 0

e | |= ||| 2 T Reset Status Incoming Eind
H Service Called 1D Domain Address Secret




BRAS - Cenario Logico

» Configurado ppp para usar Radius, PPPoE Server com
PADO Delay para balancear usuario no Pool e Max
Session para limitar a quantidade de usuarios no BRAS

FFPoE Service <pppoe-server:

Service Name: |pppue-sewer | oK
Inerface: Cancel
ace. E PPP Authertication&Accounting
Max MTU: 1480 |- Boply || e
vl Use Radius : 0K
Max MHU |1-|1.Eﬂ | - - -\. .......................................................................
Disable il .
MRRL: | 1600 | - Cony Cancel
D a [ Use Circuit 1D in NAS Port ID
Keep imeout: Remaove Anol
Default Profile: |defaut [E3 interim Update: -
One Session Per Host
Max Sessions: |15 | -
PADQ Delay: |500 |~ ms
Authentication: mschapZ mschap1
chap [ lpap
enabled




BRAS - Cenario Logico

» Configurado o ppp Profile Local Address, use IPv6
yes e a Session Timeout para janelas de
manhutencao

PPP Profile <default:

» Configurado o DHCPv6 PD pool

PPP Profile <default>

.........

General | Protocols Limits Queue Scripts oK
Name: |default _ Cancel
Local Address: 1172 |i F hﬂ.’l’ PPP Profile <default:
Remote Address: »
Comment Session Timeout: |1]'Il{h[l:1}|] | -
Remote IPv6 Prefix Pool: A4 Ey S -

DHCPv6 PD Poal: |poalbrasipvé * A .
: Remaove Rate Limit {pobe): | g

- Only One
" no " yes ¥ default




BRAS - Cenario Logico

» Configurado iBGP com a
router de CGNat para
redistribuir a rota dos
cliente conectados e
receber a rota default.

» Selecionado ip e ipv6 para

o0 dual-stack

Address Families: (viip, ...} [V]ipvé []12vpn [ vpnd [ 12vpncisca
Update Source: |ether2 || il -
Cisco VPLS NLRI Length Format: |auto bits =]

Ll

Remote Address: |10.0.0.17

Remote Port: |

Remote AS: |65530

TCP MD5 Key: |

Mexthop Choice: |defautt

[ ] Multihop
[ ] Route Reflect

Hold Time: | 180

Keepalive Time: |

TTL: |defautt

Mezc Prefoe Limit: |

Max Prefix Restart Time: |

In Filter: |ibgp-ir1

Out Fitter: |ibgp-out

AllowAS In: |

[ ] Remove Private AS
[ ] AS Ovemide

Default Originate: |never

[] Passive
[ | Use BFD

enabled




BRAS - Cenario Logico

» Configurado Firewall Raw com regra bloqueando ip
address-list Ist bloqueio, para bloqueio de clientes

Firewal [=]{E3
Fiter Rules NAT Mangle Raw |Service Ports Connections Address Lists Layer7 Protocols
| = «| 8¢ 3 |T| 8 ResetCounters | [l Reset Al Counters Find all ¥
# | [Action [Chain  [Src. Address |Dst. Address |Froto...[Src. Port |Dst.Port |in. Inter..[Out. Int..[w
= BLOQUEIO
0 [Bdop prerouting
- Aip firewall co

1D notrack [EaERRsT=ES

-+ p firewall co

5 (PIENE ©9 General Advanced | B Action Statistics oK
Src. Address List: [ |lst_bloqusio | % | & Cancel
Dst. Address List: v Apply

Content: R




BRAS - Cenario Logico

» Desativado o Tracking para otimizar o BRAS

Firewwall

Connection Tracking




CGNAT - Cenario Logico

» Configurado iBGP com todos os BRAS enviando rota
default, IBGP com a router de borda para receber a
rota default e enviar as rotas do Pool BRAS

» Selecionado ip e ipv6 for para dual-stack

BGP

e ([ = |« 52 T Fefresh || Refresh Al Fesend || Resend Al Eind
Name / | Instance \Remote Address  |Remote AS |M...|R... |TTL|Remote ID  |Uptime  |PrefixCo... |State | -
eer-BORDER_ROUTER defautt 10.0.0.13 65530 no no d.. 19216801  11d050.. 1 established
eer-BRASDI defautt 10.0.0.18 65530 ne no d.. 10.0.0.18 11d 05:0... 1 established
eer-BRASD2 defautt 10.0.0.22 65530 no no d.. 100022 11d 03:3... 1 established
B¥oeerBRASO3 defautt 10.0.0.26 65530 ne no d.. 10.0.0.26 11d 05:0... 1 established
B¥oeer-BRASDA defautt 10.0.0.30 65530 ne no d.. 10.0.0.30 11d 05:0... 1 established
Boeer-BRASDS defautt 100034 65530 no no d.. 10.0.0.34 11d 05:0... 1 established
Eieer-BRASDS defautt 100.0.38 65530 no no d.. 100038 11d 05:0... 1 established




CGNAT - Cenario Logico

» Configurado Firewall RAW para proteger clientes e
internet, na table Filter configurado FASTTRACK par
otimizar o CGNat

Firewall

Fiter Ries NAT Mangle Faw | Service Pors Comectons Address s  Layer7 Prtocals FHH'HHH‘HAT Mangle Raw Service Pots Connections Address
|i”i‘ I_H‘ |‘ |7‘ iuu Reset Counters Huu Reset All Counters ‘

U asdlaadl |G l i' l | oo R H Reset
' # | |Acion [Chain 'Src. Address | Dst. Address Proto...|Src. Pot  |Dst. Pot  |In. Inteface Ou +H:| | - || l L=10R | 00 Reset Counters || 00 N
;> special dummy rule to show fasttrack counters # | Acti Chain Sre. Add Dst. Address P‘I'BtD SI'E

0D ([pas.. prerouting |
: LST_BRAS_MGMT .- special dummy rule to show fasttrack counters
1 ofacc... prerouti .

:;; BLOCK?ECPOO??RA? 0D ([opas.. forward

2 drop prerouting  100.64.0.0... - FASTTRACK

. BLOCK_LOW_PORT_TO_BRAS 1 b fastt... forward 100.64.00/...
3 xd L‘l 192-1 63, 1 .sz‘- S ﬂ ) D_1D2¢ b d 'HOUTER'B. = o b 8 o o B o o B B B B B B R B R e 8 B R o W R o o 8 8 B B B B W B o B o B R B ot o B o R B B o
- BU0CK LOW_PORT 15 BRAS - —— - ACCEPT ESTABLISHED/RELATED

4 #drop prerouting 192.168.1.0/24 17 (... 0-1024  bonding-ROUTER-B... 2 ¢ acc... forward




CGNAT - Cenario Logico
» Alterar o “TCP Established Timeout” para 30 minut

-
Fiter Rues NAT Mangle Raw Service Pots Comnections ' Address Lists Layer7 Protocols

=| | Y| | Tracking | |

|Src. Address /| Dst. Address [Proto...[Connect... | Tmeout | TCP State |Oig /Repl. R4~ |

Connection Tracking

Enabled: |auto ¥ 0K
| Loose TCP Tracking Cancel
TCP Syn Sent Timeout: |00:00:05 | Apply

TCP Syn Received Timeout: | 00:00:05
TCP Established Timeout: |00:30:00




CGNAT - Cenario Logico

» Ajustando a tabela NAT para o CGNat distribuindo &
portas para os clientes.

> https://github.com/helysonoliveira/cgnat-mikrotik

Fiter Rules HAT|umy= Raw Service Pots Connections Address Lists Layer7 Protocols
+| = |¢||%| O |V |00 ResetCourters | 00 ResetMiCounters | [ | [ |3
| | Src. Addr... + |Dst. Address |Proto...[Src. Pot | Dst. Pot |in. Inter... Out. Int... I+

- CGNAT>192.168.0.1<para_100.64.0.1
1 I sre-... srenat 100.64.0.1 17 ...
. CGNAT>192.168.0.1¢para_100.64.0.2
2 +|*sre-... srenat 100.64.0.2 6 tcp)
.. CGNAT>192.168.0.1<para_100.64.0.2
3 Jsrc-... srcnat 100.64.0.2 17 (...
. CGNAT>192.168.0.1¢para_100.64.0.3

RFC 6269 4 " src-... srcnat 1006403 6 fcp)
- CGNAT>192.168.0.1<para_100.64.0.3

RFC 6598 5 |I"sre-... srenat 100.64.0.3 17 ...



https://github.com/helysonoliveira/cgnat-mikrotik

Tudo Pronto!

IPvo e CGNAT
configurados.

Simulado 60
clientes distribuidos no
pool em 6 BRAS.

Realizado testes
de resiliéncia com
sucesso.

Firewall de protecao

mantendo a rede segura.
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Obrigado!

Flavio Gomes Figueira Camacho Junior
E-mail:

Telefone: +55 21 96978-4673 O

Skype: flaviocamacho95 1
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