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Camada 3, Rede - Cabecalho IPv4

Versao Té':hae“;h;l'hi“ Tipo de Servico Tamanho Total
(Version) (IHL) (ToS) (Total Length)
|dentificacao Flags Deslocamento do Fragmento
(Identification) (Fragment Offset)
Tempo de Vida Protocolo Soma de verificacio do Cabecalho
(TTL) (Protocol) (Checksum)

| Endereco de Origem (Source Aﬂdress”

|Endere:;-: de Destino (Destination Address}'

Opcdes + Complemento
(Options + Padding)
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Diagrama do Fluxo de Pacotes

Porque € necessario conhecé-lo?

Para sabermos quando, porque e
onde passam 0s pacotes no RouterOS

Resolver tarefas mais complicadas
como bloqueios

Fazer redirecionamentos, marcacoes
e classificacoes

Priorizar trafego e fazer QoS
Criar politicas de roteamento
E ..
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Diagrama em Blocos do Fluxo de Pacotes
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https://wiki.mikrotik.com/wiki/Manual:Packet Flow
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https://wiki.mikrotik.com/wiki/Manual:Packet_Flow

Fluxo de Pacotes em Blocos Simples
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DecisOes Expandidas
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Chains (corrente) de Fluxo dos Pacotes
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Fluxo dos Pacotes IP Completo
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Tabelas em /ip firewall

‘ Fiter Rules |NAT Mangle Raw Service Pots Connections Address Lists Layer7 Frutnnolll

1. Filter Rules: Filtra pacotes
2. NAT: Traduz enderecos e portas

3. Mangle: Marca conexoes, pacotes e roteamento,
também pode alterar campos no cabecalho

4. Raw: Salta a Conntrack, protege e agiliza

5. Connections: Rastreia conexdes (ConnTrack)
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/ip firewall filter add chain=

New Firewall Rule

torward
. |input
output
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/ip firewall filter add chain=

FORWARD - Pacote vem de fora e passa ATRAVES DO ROUTER

INPUT — Pacote vem de fora e vai PARA O ROUTER
OUTPUT = Pacote é ORIGINADO NO ROUTER
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/ip firewall connection

Src: 192.168.10.10 |
Dst: 192.168.20.20

192.168.10.10/24 192.168.20.20/24

Src:192.168.20.20 |
Dst: 192.168.10.10

Sm———
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Conexao Estabelecida

Fiter Rules MNAT Mangle Raw Service Ports

=] | 7| (Trckng ]

Connections || Address Lists ~ Layer7 Protocols

Protocol - | Timeout  TCP State

Cursos e Servigos MikroTik

SAC 172.30.1.198:13089 6cp)  00:04:59 established 7.2 KiB/28.5 KiB
SACs 172.30.1.198:13050 |NNRRPERONARRR 1569 B/1843 B
SACs 17230.1.198:13083 |kl SRR 1785 B/3875 B
SACs 172.30.1.198:13084 General  Statistics oK i 1785 B/9.4 KiB
SAC 172.30.1.198:13086 ‘ 7.8 KiB/29.6 KiB
SACs 172.30.1.198:13087 Src. Address: |172.30.1.198:13089 || TRemove 2639 B/6.2 KiB
SACs 172.30.1.198:51007 12.8 KiB/3.0 KiB
SACs 172.30.1.198:51008 Dst. Address: |172.30.1.1:80 | 2910 /22178
SACs 172.30.1.198:53168 Reply Src. Address: |172.30.1.1:80 ‘ 3178 B/2986 B
SACs 172.30.1.198:53169 : 8.5 KiB/5.2 KB
SC  172.30.1.198:53732 Reply Dst. Address: |172.30.1.198:13089 | 68 B/174 B
SACs 172.30.1.198:54450 3092 B/2217B
SACs 172.30.1.198:55891 Protocal: |6 ficp) | 1501 B/1549 B
SACs 172.30.1.198:57365 _ 887B/1212B
SACs 172.30.1.198:61098 Connection Type: | 2137 B/3450 B
SACs 172.30.1.198:61100 7.2 KiB/53.7 KiB
SACs 172.30.1.198:64243 Connection Mark: | 2481 B/2305 B
SACs 172.30.1.198:64403 Tmeout: |00-04:59 | 4610 B/4012B
SACs 172.30.1.198:64404 3707 B/3490 B
SACs 172.30.1.198:65061 803 B/860 B
SACs 172.30.1.198:65105 TCP State: |establisned | 3226 B/3012 B
SC  192.168.15.2:36332 61B/77B
SC  192.168.15.2:42237 63 B/174 B
SC  192.168.15.2:45181 [seen reply [assured _|corfimed 58 B/74 B
SC  192.168.15252368 |lworoomoe S I 75B/91 B
. — S —
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Fluxo de Pacotes Connection Tracking
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/ip firewall nat add chain=

New NAT Rule
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Fluxo de Pacotes src-nat e dst-nat
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/ip firewall nat add chain=srcnat

Src: 192.168.1.2
Dst: 8.8.8.8

192.168.1.2/24
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Src: 200.1.1.1 |
Dst: 8.8.8.8

200.1.1.1
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/ip firewall nat add chain=dstnat

. ——— Camm————

Src: 177.1.1.1:5781 | Src: 177.1.1.1:5781 |
Dst: 192.168.1.2:80 Dst: 200.1.1.1:80

177.1.1.1:5781

192.168.1.1/24

192.168.1.2:80 200.1.1.1:80
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/ip firewall nat add chain=dstnat

Usar a action=redirect pra enviar ao proprio Router as consultas DNS

/ip firewall nat

add action=redirect chain=dstnat dst-port=53 protocol=udp
add action=redirect chain=dstnat dst-port=53 protocol=tcp

Fiter Rules  NAT |
][] [ T] ] ] [on P e 00 e o |

Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

[Find | [ |¥]
# | | Action (Chain  |Src. Address |Dst. Address |Protocol |Src.Port  |Dst. Pot  |In_inter..|Out. Int. Bytes  |Packets | |¥
0 +ll masquerade  srcnat 3049.4 KiB 6126
T =lredirect dstnat 17 (udp) 53 150.1 KiB 2346
2 =l redirect dstnat 6 ftcp) 53 0B 0 ]

. — S —_—
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/ip firewall mangle add chain=

New Mangle Rule

General | Advanced Exira Action’

brerouting I

Chain:
forward
Src. Address: |input

output

Dst. Address: ﬁstroutini
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Fluxo de Pacotes Mangle
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Camada 3, Rede - Cabecalho IPv4

(Identification)

Eersao Té':hae“;h;l'hi“ Tipo de Servico Tamanho Total
(Version) (IHL) (ToS) (Total Length)
|dentificacéo Deslocamento do Fragmento

Flags

(Fragment Offset)

‘ Tempo de Vida Protocolo
(TTL) (Protocol)

Soma de verificacio do Cabecalho
(Checksum)

Endereco de Origem (Source Address)

Endereco de Destino (Destination Address)

Opcdes + Complemento
(Options + Padding)
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/ip firewall mangle set action=change-ttl

* Nao redistribuir Internet ao acrescentar um novo Router | )

— ——

TTL=2 TTL=1

&S

Log Prefix:
- TTL Action
(+ change ( increment (" decrement
New TTL: [2
- — & .t/
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/ip firewall raw add chain=

New Raw Rule

General | Advanced Extra £

Chain: | ST

Src. Address: [T e

& N
Academla MT Mikror ik
os e icos MikroTik



' PRE
ROUTING

DST-NAT

4

MANGLE
PREROUTING

4

CONNECTION
TRACKING

RAW
PREROUTING

HOTSPOT
IN

4

Fluxo de Pacotes Raw

FORWARD

ROUTING MANGLE
DECISION = TTLL =% L ORWARD - ACCOUNTING

l INPUT

MANGLE
INPUT

SIMPLE
QUEUE

INPUT
INTERFACE

TOIN LOCAL

PROCESS TO OUT

OUTPUT

ROUTING
ADJUSTA-
MENT

4

MANGLE
OUTPUT

4

CONNECTION
TRACKING

RAW
OUTPUT

POST
ROUTING

MANGLE
POSTROUTING

\/

SRC-NAT

\4

HOTSPOT
ouT

SIMPLE
QUEUE

ROUTING
= DECISION

Academia Vv

Cursos e Servigos MikroTik

A 4

OUTPUT
INTERFACE




/ip firewall raw set action=drop

« Bloquear Spoofing (falsificacéo) dos IPs Rede Local
- Estar em conformidade com a RFC 2827 ou BCP 38 criadas 2000)
* Diminuir em quase 100% o numero de Ataques para a Internet

Comandos

/interface list add name=LAN

/interface list member add interface=ether3 LAN list=LAN

/ip firewall address-list add address=192.168.1.0/24 list=REDE_LOCAL

/ip firewall raw

add action=drop chain=prerouting comment="Anti Spoofing - BCP 38" \
in-interface-list=LAN src-address-list=IREDE_LOCAL

. p— S —_—
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/ip firewall raw set action=accept e drop

DICA

« Aceitar 50 Pings por segundo e dropar o resto
« Consumir menos processamento em um ataque de Ping Flood

Comandos

/ip firewall raw

add action=accept chain=prerouting comment="50 Pings por segundo” limit=\
50,5:packet protocol=icmp
add action=drop chain=prerouting comment="Ping" protocol=icmp

- p— S —_—
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/ip firewall raw set action=drop

DICA

* Bloguear acessos vindos da WAN para servicos privados
* Prevenir ataques de Amplificacao, DoS e Flooding, ao Router e para a
Rede Local

Comandos

/ip firewall raw

add chain=prerouting in-interface=WAN action=drop protocol=udp dst-
port="53,123,161,1900” comment="Previne Amplificacao de DNS, NTP, SNMP e SSDP”

add chain=prerouting in-interface=WAN action=drop protocol=tcp dst-
port=22,23,53,80,2000,8080” comment="Portas Mais Visadas”

- p— & —_—
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/ip firewall raw set action=drop

* Bloquear Prefixos BOGONS \

/ip firewall address-list

add address=0.0.0.0/8 comment="Auto Identificacao" list=BOGONS

add address=10.0.0.0/8 comment="Privada - Verifique se voce necessita" \
disabled=yes list=BOGONS

add address=127.0.0.0/8 comment=Loopback list=BOGONS

add address=169.254.0.0/16 comment="Link Local - APIPA" list=BOGONS

add address=172.16.0.0/12 comment="Privada - Verifique se voce necessita" \
disabled=yes list=BOGONS

add address=192.168.0.0/16 comment="Privada - Verifigue se voce necessita" \
disabled=yes list=BOGONS

add address=192.0.2.0/24 comment="Reservada - TestNetl" list=BOGONS

add address=192.88.99.0/24 comment="6to4 Relay Anycast" list=BOGONS

add address=198.18.0.0/15 comment="Teste NIDB" list=BOGONS

add address=198.51.100.0/24 comment="Reservada - TestNet2" list=BOGONS

add address=203.0.113.0/24 comment="Reservada - TestNet3" list=BOGONS

add address=224.0.0.0/4 comment="Multicast - Verifiqgue se voce necessita" \
disabled=yes list=BOGONS

lip firewall raw

add action=drop chain=prerouting comment="dst BOGONS" dst-address-list=BOGONS

= pa— S —_—
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