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HacTpanBaem
Windows Server 2012



[obaBnaem ponu:
server roles

Begin To remove one or more installed roles from the selected server,

tion Roles

Active Directory Domain Services
' : (Mot installed

A-.':twe DIFECtDF_',.f nghtm-.'mght Directory Services [N:
Actrve Directory Rights Management Services (Nof
Application Server (Not installed)
DHCP 5erver (Not installed)

DMS Server
Fax Server (Mot installed)

(Mot installed) ™

I File And Storage Services
Hyper-V (Mot installed)

HEMVICES

honty (Mot installed)
Hc:st Credential Authorization Protocol (Mot in

Dt amed K e mmd & mmaneome § b e = -
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port Configuration
Export Configuration

Start MPS Service
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Register server in Active Directory

Properties

View

Help

S (Local)
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HacTtpansaem goctyn ana CAPsMAN

4 =] Policies

| Connection Request Policies
| Metwork Policies
| Health Policies
s h Metwork Access Protection
8 Accounting

- Ml Templates Management

skynet Properties

Settings | Advanced

Enable this RADIUS cliert

Select an existing template:

Mame and Address
Friendhy name:

shoynet

Address (IP ar DNS):
152.168.12. 245

Verify...
Shared Secret

Select an existing Shared Secrets template:
Mone

To manually type a shared secret, click Manual. To automatically generate a shared

secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(@) Manual () Generate
Shared secret:

Confirm shared secret:

Carc

fa MR

a1



HacTpanBaem NONUTUKMN:

5 NPS (Local)
4 | RADIUS Clients and Servers
E' RADIUS Clients

Herrnte Bl

| Health Pelicies
: .ﬁ Metwork Access Protection
& Accounting
. Wl Ternplates Management

vy

Mew Connection

Specify Connection Request Pol

You can specify a name for your connection reques

10

Metwork connection method

Select the type of network access server that sends the connection re
type or Vendor specific, but neither is required. If your network access
select Unspecified.

(®) Type of network access server:
Unspecified W

() Vendor specific:

o
-



HacTpanBaem NONUTUKMU:

You have successfully created the following connection request policy:

skoymnet

Policy conditions:

Condition Walue
Called Station D skoymet

Policy settings:

Condition Walue

Authentication Provider Local Computer




HacTpanBaem NONUTUKMU:

€ NPS (Local)
a4 || BADIUS Clients and Servers

= RADIUS Clients
i Remote RADIUS Server Groups
4 EJ' Policies
__Connection Beayest Policies
_| Health Folicies
> h Metwork Access Protection
Ilj Accounting
. Wl Templates Management

skynet Properties

Overview | Conditions | Constraints | Settings

Policy name:

Policy State
If enabled, NP5 evaluates this policy while performing authorization. If disabled, NP5«

Policy enabled

Access Permission

If conditions and constraints of the network policy match the connection reguest, t
access. What 1s access permission?

(") Deny access. Deny access if the connection request matches this policy.

[ ] lgnore user account dialin properties.

If the connection request matches the conditions and constraints of this networlc pa
authorization with network policy only; do not evaluate the dialin properties of user :

Network connection method

Select the type of networlc access server that sends the connection request to NP5, >
or Vendor specific, but neither is required.  your network access serveris an 802.1X
select Unspecified.



HacTpanBaem NONUTUKMU:

skynet Properties
Chvervie nstraints | Settings

Configure the conditions for this networ: palicy.

If conditions match the connection request, NP5 uses this policy to authorize the connection request
connection request, MP5 skips this policy and evaluates other policies, if additional policies are confi

Condition Yalue

;ﬂ Windows Groups DOMAIN\skynet
g Called Station ID shynet




HacTpanBaem NONUTUKMU:

skynet Properties
Cverview Eund'rtiings

Configure the constraints for this networlc policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints

Allow access only to those clients that authenticate with the specified me
= Authentication Methods

EAP types are negotiated between NP5 and the client in the order in wh
listed.

ﬁ Session Timeout

u;] Called Station D

EAF Types:
Microsoft: Protected EAP (PEAP)

Add... Edit... Remaove

o : -
" Day and time restrictions

o NAS Port Type

Less secure authentication methods:
|| User can change password after it has expired
[ ] Microsoft Encrypted Authentication {(MS-CHAF)
lser can change password after it has expired
[ ] Encrypted authentication {CHAF)

1 I_I | [ g [ M 1 p—" e p—— i 0 O A




[lobaBnsem nonb3osBaTens B
rpynny Aocryna:

user-login Properties ?

Remote control Remote Deskiop Services Profile COM+
zeneral Address Accournt Profile Telephones Organization

Member Of Diial+n Environment Sessions
Member of :

MName Active Directory Domain Services Folder
| skynet domain/group

Add... Remove

Primary group: shkoynet
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HacTpanBaem ceTb:

Interface

Ethemet EolP Tunnel [P Tunnel

Bridge Fors ‘Hhem MAT Hosts

4ivether?
drether?-vlani2
drether?-vlan17

4ivetherd
dretherdvlani2

dretherdvlan17
4{vetherd

dretherd-vlan12

dretherd-vlan17

0 Gh it b 0 b 0 B O

0

tn

tems

+1r — o Eﬁ T
MName Type Interface 1
R ttorvlanid Eridge -tether? br-vlan01
R +tbrvlani2 Bridge ttetherd br-vlan01
R Itbrvlani? Bridge I-tetherd br-vlan(1
= 3the e Itethervlian12  brvlanl2

ttetherdvlan12  brvlanl2

Itetherd-vlan1?2  brdani2
Itether?vlan1?  bredani?
Itetherivian1?7  brvlani?
Itetherd-vlan1?  bredani?




HacTtpansaem RADIUS:

———

| Interfaces

_ W | | Reset Status || Incoming

1L Wireless | | |
Address Secret

Bd o

&y Bridge 192.16817.16 =

=E PPP

3= Switch

“ra Mesh

sl |P F General | Status

# Routing ’ Service: || ppp i

Sygem | (ot

g Clueues [ dhep

|| Files

Called ID: |

Address: |192.168.17.16

s |ools I

Mew Terminal

Secret: | — Remaove

Reset Status

F4 MetaROUTER Authentication Port: |1E12

'} Fartion _ Accounting Port: |1E13

oad BT

& New WinBaox || Accounting Backup

! Exit Realm: | | hd

Src. Address: |192.168.12.245 |-



Hactponkn meHeaxepa CAPsMAN:

Jcap3a-man channel

add band=2ghz-b/g/n extension-channel=Ce fregquency=2437 name=skynet width=20

/caps-man datapath

add cliEﬂt—tc—:lient—fc:wa:diﬂg=yes|lc:al—fc:wa:diﬂg=EE§jname=5kynet

/cap3a-man security

add|authent1:atlcﬂ—types=wpa2—eap eap-methods=passthrough eap-radius-accounting=vyves |\
encryption=aes—ccm g:cup—en::xpticﬂ=aea—ccm name=akynet

Jcapa-man configquration

add channel=skynet country=belarus datapath=skynet |milticast-helper=£full] name=skynet \
security=skynet =ssid=skynet

/capa-man acce3s-list

add acticn=reject comment="deny by 3ignal” disakled=no signal-range=-120..-85 \
33id-regexp=""

add action=accept comment=clientl disabled=no ma:—add:e33=3ﬂ:ﬂﬁ:ﬂh:m 33id-regexp=\

add action=accept comment=client? disabled=no maﬂ—aﬂﬂ:E35=EU:EE:9Dm 33id-regexp=>\
""lvlan-id=17 vlaﬂ—mcde=uae—tag|

add action=accept comment=clientld diszabled=no mau:—a:id:ESS:DD:lF:SE:M 33id-regexp=\
““|vlaﬂ—1d=15 vlaﬂ—mcde=uae—ta2|

add action=accept comment=clientd disabled=no ma:—add:es.a:EE:EE:ﬂﬂ:w s3id-regexp=>\

add acticn=guery-radius comment="deny unknown" disabled=nc ssid-regexp=""
/caps-man manager

3Et|EﬂﬂblEd=fE3I

/capa-man provisliconing

add[acticn-create-enabled Ma3Ler-CONLIQUraLl0on—3EY0e
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HacTtpansaem cetb Ha CAP1, CAP2, CAP3:
e

Bridge FPors |F|rters MAT Hosts
|| = ||| 22 T

Interface Bridge riority (hea)
ftether brvlan01
$twilan 7 brvlan01
ftetheri-vian12 brvlan12

£t wilzn T-vlan 12 br-vlan12
ttatherl-vlan17 brvlan17
ttwian T-van 17 br-vlan17

Interface | Bt et EolP Tunnel IP Tunnel GRE Tunnel  VLAL
||l = qﬁ} gg ?

K E=laal= T = LE |
+tbrvlan0l
+tbrvlan12

+thr-vlan17
4irether
dfether1-vlan12

dpetherl-vlan17 WLAN
¥ 4iretherd Ethemet

¥ 4retherd Ethemet
Gtwlan Wireless (gheros ARS...
drwlan1-vlan12 VLAN

rwlani-vlan17 VLAM



[loakntovyaem CAP1, CAP2, CAP3 Kk CAPsMAN:

| | Check For Updates Enable Disable Uninstall Unschedule Down
MName Version Build Time Scheduled
& routeros-mipsbe £.35.2 May/ 02,2016 10:09:26

"o - L
L 1F - R

32016 10
L Vigys s AU o TUIUS 20

6.35.2 May/02/2016 10:09:26

6352 Mane 22016 10:09-26

Imterfaces | Metreme Dual Access Lis
L b (=

Mame Type Tx R
—managed by CAPsMAN
— channel; 2437/20-Ce/an{20dBm), 5510: sloynet, local forwarding

Connect List Securty Profiles  Chanr

Scanner Freq. Usage Alignment

RS  <wlani Wireless (Atheros ARS300) 11.2 khps
v| Enabled oK =
Interfaces: (wlanl Cancel
Cedificate: |none ¥ Apply

Discavery Interfaces: |etherl

CAPsMAN Addresses: =]

CAPsMAM Mames: -

CAPsMAM Cedificate Common Mames:
Bridge: |brvlanil ¥




[Moakntoyaem yctpounctso clientl:

eseee MTS BY LTE 14:14 © '+ eeeee MTSBY LTE 14:14 o+
BseauTe napony ana «skynet» OTMEHUTb Ceptudukar doBepaTb
OTMEeHUTb Beopg napons Mopkn.

MmMsa nonb3oBaTens user-login

Maponb es 00000000 HeHaae>KHbli

Ncrekaer 17.06.17, 12:33:41

NMopgpobHee

qw e r t y ui op

a s d f g h j k |

& zZ X ¢ Vb nm &

123 space return




[Moakntoyaem yctpounctso clientl:

eseee MTS BY & 14:14 O )4 ®e**eMTSBY ¥ 14:14 LA
< HacTpoiiku Wi-Fi < Wi-Fi skynet
Wi-Fi Q 3abbITb 3Ty ceTb
v skynet Iy @
ALPEC IP
BbIBPATb CETb... BootP Crarnin.
06 a = (i) |AgpeclP 192.168.88.195
byfly WIFI = @ Macka nogceTu 255.255.255.0
L31 C I @ MapwpyTusaTtop 192.168.88.245
TP-LINK_590ECE a= (i) DNS 192.168.88.245
TP-LINK_FEB4 a = (i)  [omeHbl noucka
Opyras... ID knneHTa

MooTBepyaoaTb NOAK/IOYEHME

MoakntoveHne K M3BeCTHbIM ceTaM ByaeT Npon3BefeHo
aBTOMaTMyeckn. ECM HET M3BECTHbIX JOCTYMHbIX CEeTeM,
Bam npuaeTtcs BoiBpaTh CETh BPYUHY!HO.

OBHOBUTbL apeHay

HTTP MPOKCU




CAPsMAN

[1lpoBepaem TOYKU AOCTyna:

Provisioning Configurations Channels Datapaths Securty Cfg. Access List Remote CAP  Radio Registration Table
| Manager AAA
MTU L2 MTU |Tx Foe Tx Packet [p/s) |Rx Packet fp/s) |[FPTx |FPRx |FP Tx|
..................................................................................... 1500 1600 Obps  Obps O .0 Obps Obps
1500 1600 {0 bps 0 bps 1] 0 bps 0 bps
1500 1600 {0 bps 0 bps 1] 0 bps 0 bps
igurations Channels Datapaths Securty Cfg.  Access List Remote CAP | Radic  Reagistration Table
rade Set |dentity
Board Serial Version Hase MALC Radios
:0C:23.7BDE]  RB3S1-2n 477804E23543 6352 N CAPT  _JFC SEOCZ3V/BDE RPRun R 1
= 0C:7A:06:DE] RB951-2n 522604004476 6352 BE:0C:7A:06:DE
=:0C:78:B2:04] RB951-2n 22604885883 6352 -BE:0C:78:B2:04




HactpanBaem VLAN A4 nonb3oBaTenen:

Interfaces  Provisioning Configurations Channels Datapaths  Secunty Cfg Aemote Cf

= | | || 82 T

MAC Address B 5Signal Range | Action VLAMN Mode Comment

A -120. -85 reject deny by signal
S 38:CADA.. accept client 1

45 20:68:50:. accept use tag client2
&p00:1F:3B:... accept use tag client3

458 50.CA accept client4

i query radius derny unknown

£ items




[poBepsaem perncrTpaLuio yCTpOMUCTB:

Interfaces  Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List  Femote CAP  Radij FRegistration Table

Interface MAC Addr... #+ | Tx Rate Fu Rate Foc Signal | Uptime ‘| Comment
capd 00:1F:3B:B4:... 54Mbps 54Mbps -43  00:06:33.96 § client3
capd 20:68:90:B6... 135Mbps-40MHz/15  135Mbps-40MHz/15 -h2  00:08:.07 23 § client2
capl J8.CADADL. .. 65Mbps-20MHz/15  65Mbps-20MHz/15 -28  00:08:.06.77 § client1
capd h&:50:.CAD... 65Mbps-20MHz/15  65Mbps-20MHz/15 -6 00:07:53.27 | clientd

DHCP Metworks Leases |Options Option Sets  Alerts

o= (| | | Check Status

Chynamic * | iz | ¥ |yes

Address MAC Address + |Client 1D | Server Active Address |§i| Expires After Last Seen | Status
15216812105 O00F3B:B4:... 1:0:1:3.f vlan12 152.168.12.105 | 00:08:25  00:01:35 bound
192.168.17.102 20:68:50:B6:... 1:20:68.§ vlan17 152.168.17.102 |l 00:06:55  00:03:.05 bound

192.168.88.195 38.CADA:D4.... 1:38:ca: | vian( 192.163.88.195 § 00:01:3%  00:08:0% bound
192.168.88.193 58:55:CA:DD:... 1:58:55. vlan(l 192.168.88.193 00:02.:09 00:07:31 bound

o B v B B
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