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RouterOS - siBHble npeuMmyljecTBa

* MpocTaa 3arpy3ka MNpPoOWMBKU M3 4 BeTOK

Check For Updates

Chanrnel: |cument
bugfix on

Installed Version: release candidate
Latest Version: _ctlrn_a_‘\'xcnra__lgpmerd

+l

Check For Updates

What's new in 6.35.2 (2016-May-02 10:03):

Bughx only *) discovery - fixed idertity discovery {introduced in 6.35.1);

) firewall - fixed policy nouting configurations {introduced in 6.35rc38);

) log - fixed time zone adjustment (ntroduced in 6.35.1);

) queue - fixed interface queue type for ovpn tunnels;

) snmp - fixed snmp timeout irtroduced in 6.35.1);

) vmp - fixed missing vip interfaces after upgrade (rtroduced in £.35.1).

What's new in 6.35.1 (2016-Apr-25 09:23):

*) bonding - do not comupt bonding statistics on configuration changes:

) bonding - fixed crash when vlan parent mtu is higher than bonding mtu;

) ethemet - do not allow mtu to be higher than |2mtu and |2mtu to be higher than maz-
[2mtu {reduce automatically on upgrade if it was wrong before);

*) log - fixed reboot log messages:

) ke - do not allow to set multiple modes when it is not supported;

) te - fixed address acquistion on Huaweii LTE interfaces;

) winbox - show voltage in Health only i there actually is voltage monitor;

) wireless - ficed issue when CAPsMAN could lock CAPs interface;

Release Candidate

What's new in 6.35 (2016-Apr-14 12:55):

) amp - apply Linw Kemel patch to stop RouterQS from randomly exhibiting misplaced
ARPs;

System is already up to date




RouterOS - siBHble npeuMmyljecTBa

* Hann4yme CBOE€ro MyJIbTUOKOHHOIMO KJ/IMeHTa (

winbox)

n Settings Dashboard

[ sefe Mode

| Sesen

A Quick Set
L CAPSMAN
8 Interfaces
I Wireless
4 Brdge
1¥2 PPP
Switch
L5 Mesh
&P

< MpLS
#2 Routing
4 System
& Queues
[ Files

[ o9

S Radius
K Tools

(B New Teminal
= 1co

(P4 MetaROUTER
Parttion

[ 4 Meke Supoutsf
& Manual
@ New WinBax

Eee

al

un/01/2016 22:19:08

un/01/2016 2219:15

un/01/2016 22:19:28

un/01/2016 22:19:28

un/01/201622:19:28

un/01/2016 22:19:25

un/01/2016 2219:30

T0.10.32 1:67-5255 255 256.255:68, len 328
drop_inputinput: in‘ether out (1one), stcmac
4:84:8c:2:d2 60, proto UDP,
10.10.32.1:5678-255 255,255 255:56 78 len 127
drop_inputinput: in-ether out (1one), stcmac
£4:8d:80:2a:02:60, proto UDP,

10.10.32 1:67:5255 255 255 255:68, len 328
drop_inputinpt: in'ether out (1one), stemac:
4:8d:8c: 202 60, proto LIDP,

10.10.32 1:67:5255.255 255.255:68, len 328
drop_input inpt: invethr ot (rone), sre-mac:
£4:8d:8c: 202 60. proto LIDP,
10.10.32.1:67:>255.255.255.255:68, len 328
drop_inputinpu in-ether out {rone). sro-mac:
484 8c: 23102 60, proto LIDP,
10.10.32.1:67:5255.255 255 25568, len 328
drop_inputinput: in-ether out (rone), sro-mac:
dd:ca6d:54.7d:55. proto LIDP,

192168 32 253 56785255 255,255 255:5678. len 126
S
4:84:8c:22:d2 60, proto LI

101032 67>25525525525568 len 328

memory  firewall, info

memory  firewal, info
memory  firewal, info
memory  firewal, info
memory  firewal info
frewal, nfo

memory

memory  firewall, info

MetaROUTERS | ntrfaces  Vitual Ethemet

#][=) [2][2] [¥] [romnme |

Channel: |curert

Installed Version: [6.35:2

[Name 7 [Memory... Diskc Si.. [Used D...|Status [

| | Check For Updates

Latest Version: [6.35.2

[Whet's newin 6.35.2 @016-May-02 10:05)

1) discovery -fored identity discovery niroduced in 6.35.1)

7nrewau T polcy rutng corfigurtons firoduced n 6 3530
1) log -fuxed time zone adiustment {rtrodu 351);

1) ueue -fixed interface queus type forovpn e

) smp - ficed srmp tmeos (rtroduced in 6.35.1):

) v -fixed missing vrp intefaces after upgrade {ntroduced in 6.35.1).

[What's newin 6.35.1(2016-Apr-25 09:29):

3 onding-do nat ot bonging sttt o corfgurton d’\angﬁ.
bondi

mhu
) themet -do et alow muto be gherthan [2nta and Lt o b¢ hiher than max-

Backup || Restore

File Name

[Ty | Creation Time

DOiskins

dectory

Jan/01/1970 03:00:01

16.8 MIB of 1280 MiB used

Brdge | Pats e NAT Hods

[=]

| Repatiton || Cony To || Save Config To || Restors CordiFrom |

onupgrade
g edrebont

te- o nat stow 1050 Al s when s nct supported

ke - sition on Huaweii LTE intefaces;

7w\nbux show vottage in Heath only f there actualy s voltage montor.
) wircless -fored issue when CAPSMAN could lock CAPs interface;

[What's newin 6.35 (2016-Apr-14 12:55)

# | |Name

|Fallback To |Version
next

0 A patd Router0S v6.35.2 May/02/.

) arp - apply Linux Kemel paich to stop RovterOS from randorly exhibting misplaced
JARPs:

@

[ Systemis aready upto date

erace | Bhemet | EolP Tumel [P Tunnel | GRE Tunnel VLAN VRRP | Bonding | LTE

L2MTU [T
159

hemet
Wireless (Atheros ARS.

< [Tyme

G FEEE

Mbndge local __Bridge

Tx Packet (p/s)
18.9 kbps

[Fx Packet (p/5) |+
39 31

i

Hbidge_other  Bidge

5.2kbps i]

10




RouterOS - siBHble npeuMmyljecTBa

* MAC access

* MAC Telnet Server

* MAC wWinBox Server

* MAC Scan

* MikroTik Neighbor Discovery protocol (MNDP)

B WinBox Loader v2.2.1%

Connect Tec [10.1.907.1 LD connea |
Log MAL Addeess IP Addinss Ity ‘Viepon -
L O00C: 4.2 02 0 20 oo S FL_5W 259
Pasiwond DO:0C: 4202200 -ED oo Z2nd_FL_Sw' 257 o
DO-OC: 42021 -E3 oo 2nd_FL_SW' 2 %7 Save |
D0-0C: 42:02-01 -FB oo Jd FL_S5w 2507
D0:0C: 42021552 oo Sedchipondion: 2 %c7
DOOC 4202 2775 oo Sentchd posdiioo: a1 Q
D0-0C: 4203 1E-Dd 1058123 MikmaTik 282 T ook |
D0-0C: 4203 27-0B 105823 USER_MaN 291 — 1
Hotee | o, 0 43 0k 4574 1058100 G 25 |
D00C: 420035195 1058237 USER_MTEST 232 —l
Adddrets D0:0C: 42 04:00: 73 1058144 MikoTik 232
1000.11,155 | D0:304F-23 7820 1581 web-prosy 285
101101
1001101 158
10.255. 2551




RouterOS - siBHble npeuMmyljecTBa

* TexHonorna Fasttrack connection + Fast Path - -
Settings

v|:|P Forward

eisiillaere) <

v Send Redirects Cancel

Routing Forwarding FastPath Acospt Redredts oply

v| Secure Redirects
Accept Source Route

1 D
W'th O Ut Wl-th | |PRERULITING _ Ho'rspo‘rmq—)l Cg::g:l':gu PR::.;?#IENG DSTAAT \/’|
v| Allow Fast Path
|| wr || =| ".:235 |—>| 7';:5% |—>| (azzf;?::; > éa:';;z | v| Route Cache
| FORWARD i j— _; ui'glzf:n f—*} / L= rrL| F’ggw“i';fu - Fg:-;;';n@hl—) Accoun-rmggl RP Fitter: |no
890Mbps JE— ‘ < TCP SynCookies

— ¢/ BRIDGE i ’ GDNNECTION MANGLE ’ § FILTER ' ¢ ROUTING ‘;‘
ouTPUT —— / DECISION § | TSACKING ?__ ﬁUYPUT | ouTPUT [ / ADJUSTMENT/

MANGLE -
| |P081R0UTIN‘£ﬂ POSTROUTING I_’l

FASTPATH | <22

i

-

360Mbps

Mz Meighbor Entries: |8192
Gﬂ:ﬁ'??:??) |—’| 3325?? ARP Timeout: |00:00:30

ICMP Rate Limit: |10

CPU 100% CPU 86%

|Pvd Fast Path Active
IPw4 Fast Path Packets: |0

IPw4 Fast Path Bytes: (OB

44% CPU on firewall | 6% CPU on firewall

v |Pv4 Fasttrack Active

* tested on RB201 | with single TCP stream

|Pv4 Fasttrack Packets:
|Pwd Fasttrack Bytes:

121 007 §12
84.1 GiB
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« IP Cloud

=52 Switch

“I2 Mesh

52 1P | are

gl TPv I Accounting
<’ MPLS I \dresses
< OpenFlow I Cloud

# Routing " DHCP Client
i System I DHCPRelay
& Queues DHCP Server
[ Files DR

|&] Log Firewall
_@.‘ Radius Hotspot
A& Toaols [ ypeer

| Mew Terminal

Meighbaors

blic Address: |36.?U.231.28

DHMS Mame: E1bEmleﬂbbd].sn.m].rnetname.net

I._deEtEd

l.lan.-"ﬂl.."zﬂﬂz 08:00:24  me

Bcé xopoLo, 4TO XOpOLO KOHYAETCS. [m:l

v Enabled ok

[w Update Time
Cancel

|
Apply
|

Force Update

[IIII|I[3
Il

Routerboard

1k
| e
. | Upgrade | he
| : ne
| Settings |
Current Firmware: |3.10 | | e

. | | USE Power Reset | '€
Upgrade Firmware: |3.10

Aa— | 213 KoMMeHT2pMEE / 36 HOBLI; NPUWNO OT psionika 59 gvei Hazan | mikrotik | | poyreps: | | eopoecTeo

HekoTopoe BpeMA Ha3ap, Obina BCKpEITa W 00BOpPOBaHa KBapTHpa. Mpu STOM, NOMMMO BCEMD
oCTankHoro, Buin yKpageH W poyTep Mikrotik. ECTECTBEHHO NONWUMA, BCE Aena. Ho "onepaTHBHblE
MEPONPUATHA" PE3yNBETaTa He Janu. Yxe nonpolanucs co Bcem gobpom. CoBeT "MoHMTOpUTE"
ABMTO (M Npoure CaiTel OBLABNEHWIA) Ha BCMLIBWME BelUW 0Cobo He nomor.

Tak Bkl MOKHO BbINO NONPOLATECA C TEXHWUKOI ecni Bkl HE NONLITANMCE YEPes NoATopa MECALA
MOOKMKUMTECA K aapecy MUKpoTHKE, npubuTomMy uepea IP-Cloud (aHanor DDNS gna s1oli dupmMel) K
[aHHOMY poyTepy. W TYT MOMEHT - B AaHHbIX POYTEPAX, 30Pec 3TOT HEM3MEHASMEIR M CBA3EH C
CepUAHLIM HoMEpOM. TaK UTe CMEHWTL ero Henk3A. BuHro! EcTe nogkniodeHue!

TyT we Bepém IP-agpec, NPoBaRaepa, BPEMA M CO BCEM 3TUM MOEM B NONUUMID, MO8 YHE OenarT
ODMUMANEHEIA 33NPOC, HA TEMY, KTO CHMOEN B 3TO BPEMA C 3TOMO alnMWHMKE. Nomyuue yxe
dMaMUECKWIA 3Opec, HaBeanuck. TaM CUOWT NapeHs, KyMMBLLWIA C pyk. HO 3HaKWWA niogei y
KOTOPbIX Ky, TOMyrand CKYNKoR KpageHHoro, poyTep BepHyn, "NpoaaBuce” caan. A yxe y Tex
KT NPO&EN, HALWMW W NONOBKMHY Apyroro ywegwero nobpa.

K cOManeHuio, BTOPYH NONOBUHY OHW YKe pacnpofani, HO BO3BPAT [aie OCTABLUMXCA Beluel yxe
*opoLuo :)

TEKCT
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MetaRouter

Tor Proxy
10.192.168.2

Tor Subnet Privoxy Proxy
torBridge 10.192.168.2

10.192.168.0/30

Administration Mikrotik
Transparent Proxy

! | Display imespan - NN

Open¥rt: Transfer on br-lan

e Mikrotik
Bousen o ms g e Hotspot
E 10.11.1.1

10

NAT User Subnet
natBridge
10.11.1.0/24
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* Noajepxka CTpUMMMHra anaa Wireshark

K| Safe Mode

Ag Quick Set
W Interfaces
1 Wireless
1, Bridge
=z PPF
== Switch
22 Mesh
255 |P
MPLS
#° Routing
System
g Cuesues
Files
Log

= || VEE | | EE

Packet Sniffer Settings

General Streaming | Fitter
[w| Streaming Enabled
Server: |10.85.20.6

|| Filter Stream

[v| Hide Passwords B '

L]
-

Cancel

=3

p

Start

Stop

Packets
Connections
Hosts

Protocols

npeuMMyllecTBa

Ethernet enabled 262144 2 udp port 37008
M Wireshark: Capture Filter - Profile: Default =NRCIE X
Edit Capture Filter
No ARP =
interfaces
IP enly
IP address192.168.0.1
IPX only
TCP only
LUDP enly |
_ TCP or UDP port 80 (HTTF) E|
& Us HTTP TCP port (80)
mega Mo ARP and no DS
] Moen-HTTP and non-5MTP to/from www.wireshark.org
: mikrotik sniffer =
files
Properties
Filter name: | mikrotik sniffer
O 2 Filter string: | udp port 37008
= |2
o ][ ome

time

ive C




Router0oS + hardware

* CCR cepusi — BO3MOXHO, Haunydllee pacnpejeneHne Harpy3ku paBHOMEpPHO NO sAApaM.

eface | Bhemet EolP Tumel | P Tumel GRE Tumel | VLAN | VRRP Bonding |LTE
[#][=] [2][] [v]
[Name 7T [MTU  [L2MTU [T« IR [Tx Packet (p/s)  |PxPacket p/s) | ||/CPU_ - [Load (1) [IRQ (%) [Disk (| |
R 4Pbondinglwan  Bonding 1500 227.8 Mbps 865.1 Mbps 75287 101 369 | cpul 14 14 1]
RS 4bbondng2dan  Bonding 1500 870.0 Mbps 2286 Mbps 101 510 75476 || cpul 1 1 1]
cpu2 19 19 0
cpud 12 12 (]
cpud H 8 0
cpus. 7 7 0
cpub 13 19 0
cpu? 5 4 0
cpul 19 19 ]
Resources cpud 23 23 0
cpull 13 13 o
cpull 5 5 0
cpul2 13 13 (i}
cpuld T . 0
cpuld 13 13 0
cpuls 22 22 o
cpulh 15 15 o
2 items out of 607 cpul? g g 0
cpuld 20 20 o
cpuld 13 19 0
cpuZl 2 B 0
cpu2l 11 g i}
cpuZ2 16 15 0
cpu23 2 2 0
cpuZd 20 20 1]
Fres HDD Space: cpu2s 7 4 ]
e . cpu2b 7 5 0
Tatal HDD Size: e o 5 0
cpu28 16 15 0
Architecture Name: cpu2d 2 17 0
. 5 cpudl 22 22 (1]
Board Name: [CCR1036-8G-25+ e 2 2 ;
Version: cpul2 13 13 ]
cpu3d 5 5 i}
Build Time: cpudd 14 14 0
cpuls 5 5 (]
36 items
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hAP Lite (RB941-2ND)

* CPU 650 MHz P 4
* Wireless 802.11b/g/n s
 Input voltage 5V (MicrouUsSB)

* Routeros L4
* Price $22




MUHYCbl

* HenepeHocMMoCTb KOHGUIoB (Ha HEKOTOPbIX YCTPOMCTBAX)

Af Quick Set WebFig ve

Interfaces ” Nstreme Dual H Access List " Registration ” Connect List “ Security Profiles “ Channels ‘

| Interfaces

‘Aﬁﬁ New ¥ || cap || Scanner H Freq. Usage HAHgnment meess Sniffer meess Snﬂﬂper‘

\#n, Bridge

S Switch 1 item

=2 PP
e — FP Tx Packet FP Rx Packet

©2 Mesh 4 Name Type Tx Rx Tx Packet (p/s) Rx Packet (p/s) FP Tx FP Rx (w.’; = MAC Address ~ ARP  Mode Band
=P o] RS wlani Wireless (Atheros AR9300) 363.3 kbps 39.5 kbps 95 39 326.2 khps 39.5 khps 59 39

Chan..
Width
E4:8D:8C:43:C7:

enabled ap bridgi 2GHz-B/ 20/40M

< MPLS
4 Routing

“lviv|wy

& System

Auto Upgrade

Certificates

Clock

Console

Disks

Drivers

Health

History

Identity

LEDs

License

Logging

Packages

Password

Ports.

Reboot

Reset Configuration

Resources

Routerboard

SNTP Client

Scheduler

Scripts

Shutdown

Special Login

Users

Watchdog




MUHYCbl

* HectabunbHana pabota CAPSMAN

SKT
A, CLIENT C APSM AN
- ] BUILDING

( CONTROL
CENTER

WIRELESS DEVICES

cannected 1o cAP

CLOUD CORE ROUTE

1. It is connected to the client building over the

MikroT ik
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* 2 banoka nutaHua tonbko B8 CCR1072

CCR1009-8G-1S5-15+PC CCR1072-1G-85+

® ® oo ® - 3 3
3 R L, P O
aZe %l S8V, 82918, sTeNa8,
2500095 250008, 220009 250000
920t 20% 22 020202 20%20
elotoge efiotoze efiotoe aflotole
T Weqegy Yae0eer Vjelees viegegy
e 0,80 B R @B e &R0




MUHYCbl

* HenonHaa nogaepxKa OpenVPN

(HPENVPN




MUHYCbl

* LleHa cepTudukaymnm

MIKroTik

MikroTik | MikroTik | MikroTik IKrOTTk

MikroTik




OnbIT UCNONb30BAHUA

PacCcTodHuMe

MeXAy KpalHUMKU CeTAMMU

Bpaxcbka obn.

Tynbcbkalobnacmb

Pa3aHcbka obnactb

o

Opnoeckka 06nactb

Mopaogisa

YnNeAHOBCbKa 06N

8[jleH3eHCcbKalo

Jlinelyska obnacmb; :ambosChka 061!

KypCbkaiobnactb

a
JpCbka obnactb ZKnis ac

on
3
Ber

CymcbKalo

obnacmb 8 8
YkpaiHa 8 3
" SlEpKacbka obnactmb
(=]
RCbKa 00NacTb

= e
GDHBCTbﬂH|npo|—|3Tp

]

[loH

a

TliHis Linax Fro

NoE#MHE KapTH:

&
il [LoBEMMHE AinAHKN:
(0] ASHMYT!

el|bKe
o

BUMpHOITE BiACTaHE MiX ABOMA TOYKEMW Ha SEMAi

= —

1045,22
101,67 rpaaydis

Mepexia 5@ ACNOMOrOHD ML

KpacHogapCcbknn kpan

a A4WIes

e

ACTpaxaHcbKka o)



ABTOHOMHbI€ JIOKaJibHble CeTu

* MoTpebneHune snekTponuTaHua (UCTOYHUK NUTaHuMa oT 14 po 57V)

HasBaHue Max Power consumption

RB2011UiAS-2HnD-IN 11W
CCR1009-8G-1S-1S+ 35W
CRS125-24G-1S-RM 15W
RB850Gx2 8W
RB411U 10W
CAP 2n 2W
SXT5 11W
Metal 5SHPn 11.5W

RB951G-2HnD W



ABTOHOMHbI€ JIOKaJibHble CeTu

BO3MOXHOCTb MUCNO/Ib30BaHNA ABTOHOMHOINO NMUTAHUA




ABTOHOMHbI€ JIOKaJibHble CeTu

Co3aaHne peTtpaHcnaTopa Ha 50 Km




ABTOHOMHbI€ JIOKaJibHble CeTu

Co3aHue peTpaHcnsaTopa Ha 50 km




APXUTEKTYpHble pelieHUN

ncnonb3oBaHne B MUC

e
-
.
o k.
s A e ™ o
PR i
- i %
[P — B I . ' .
E i - '
. | - - [ 4t
HP Fnl:r\l61ur (113 - .

/B

H],/'

CEOTHSIRATOR

2

. VPN
Bl ceptudikaToe
«_ HP Encryptor UA
DM 3oma
Cep .f ELT D, Fleks X
o T

JoHansHaA CETE

- —
- cooeh

- VFPH VFH
. I TR © SRR LRz s T, Mo aaered i KT
):‘ T2 I RIS HETAEHE IS 3T HAS AR I B 440l b CETH

B, cepTudikatoe

' sLnkosie ELIN Bl Enexe

Noxanskan cete LG



ApDXUTEKTYpHble pelleHus

ObbeanHeHue NoKa/lbHbIX ceTeun

Priority O

DC1

DC2 (Reserve)

Office 1

Office 2

Office N

Priority 1



APXUTEKTYpHble pelieHUN

APXUTEKTYypa JIOKa/ibHbIX CeTeun

Wireless
Device 1

Uplink

Wireless
Device 2

RB2011/RB3011

Wireless
Device N

Metwork Devices (NAS, NVR,
etc)

CRS125 (Optional)




APXUTEKTYpHble pelieHUN

noaceTtun
[NoaceTb OnucaHune
192.168.0.0/16 [MoaceTtn oucos
172.16.0.0/24 [NoaceTtb Ans ynpasneHus
CETEBLIMU YCTPOMCTBaAMMU
172.17.0.0/24 ToHHENn mexay odmcamu
172.18.0.0/22 VPN gnsa yoaneHHoro
NOOKITOYEHMNS
10.100.0.0/24 [ocTeBOM ooCTyn

(MOBUNbLHbIE YCTPONCTBA)




APXUTEKTYpHble pelieHUN

172.18.0.0/24
(VPN)

172.17.0.0/24
(Tunnel from DC)

——

192.168.45.0/24
(management at
172.16.0.0/24)

10.100.0.0/24
Guest Netwark

~ (Local resources)

M nxX AOCTYNHOCTb

192.168.0.0/16

—->¥ Internet }B

\_J>ﬁ )~
-

~

e
~



APXUTEKTYpHble pelieHUN

MCnoNb30BaHNe CepBUCOB

DC (CCR)

IPSec | DNS DHCP? | DNS | |Dynamic routes (RIP, OSPF...)

Web

Office (RB2011)

|

DHCP
Firewall (part 2)

Routes

Networks



NMpumeHeHHOe obopyaoBaHMue

heEx Tite

RB2011iL-IN, RB2011UiAS-RM, RB2011UiAS-2HnD-IN
RB3011UiAS-RM
CCR1009-8G-1S-1S+PC
CCR1036-8G-2S+
CRS125-24G-1S-RM

SXT 5 ac

SXT Lite2

Groove 52HPn

omniTIK U-5HnD

Metal 2SHPn

hAP 1ite, hAP, hAP ac Tite
mAP 2n

911 Lite2

RB411

RB433

RB450

RB850Gx2

MoxeT 6biIThb ewé 4To-To 3abbi..



Npumepbl

MCnonb30oBaHue

CepBUCOB

=l E3|
Interface: ‘ Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
[Name. 7 |Type [L2MTu [ |Rx |Tx Packet (p/s)  |RxPacket p/s)  |FP Tx PP Rx |FP T Packet (p/5) |FP Rx Packet (/s) | -
R iibrdgeguest Bridge 1594 Obps Obps [1] [1] Obps Obps [1] [1]
R 42bridgedocal Bridge 1558 17328 kbps 1418 7 kbps 288 314 6588 kbps 1406 5 kbps 106 302
R 4ether! Ethemet 1558 14.0 Mbps 2.5 Mbps 1458 747 12.8 Mbps 2.0 Mbps 1324 652
5 divether2 Ethemet 1598 Obps Obps 0 0 Obps Obps 0 0
RS siretherd Ethemet 1558 2.1 Mbps 545 8 kbps 332 261 17352 kbps 14030 kbps 284 292
X5 |4retherd Ethemet 1558 Obps Obps [ [ Obps Obps [ 0
XS | divethers Ethemet 1598 Obps Obps 0 0 Obps Obps 0 0
RS ivethert Ethemet 1598 107 kbps Obps 10 0 14 4kbps Obps 14 0
RS 4Pguest_onE  VLAN 1554 424 bps Obps 1 0 Obps Obps 0 0
RS #ivether? Ethemet 1598 5.6kbps 7.9kbps 6 8 5.2kbps 11.6kbps 6 12
RS 4bgueston?  VLAN 1534 Obps 448 bps i 1 Dbps 448 bps 0 1
S e [omss&l . Obps|  Obs 0000 Obps.  Obps. 00 0
5 4pguest_ong  VLAN 1594 Obps Obps 0 Obps Obps 0 0
RS 4#ivetherd Ethemet 1598 14.0kbps 5.6kbps 15 4 19.4 kbps 5.9kbps 2 1
RS 4Ppguest_on3  VLAN 1554 Dbps Dbps o o Dbps Obps o o
RS 4itether1D Ethemet 1558 10.7 kbps Obps 10 0 144 kbps Obps 14 0
RS 4bguest_on10 VLAN 1594 424 bps Obps 1 0 Obps Obps 0 0
R @#2poutl L2TP Cliert 7420 kbps 10418 kbps 183 196 Dbps Obps 1] 1]
X |4sfpl Ethemet 1600 Obps Obps 0 0 Obps Obps 0 0
19 items (1 selected)
Fiter Rulcs | NAT | Mangle | Servics Ports | Connections | Address Lists | Layer Protocols
|00 Feset Counters || 00 Reset All Courters | ofx
# | [Adion [Chain |Src. Address |Dst. Address |Proto...[Src. Port  |Dst. Pot  [in. Inter...|Out. Int... | Bytes Packets - @ 5]
=+ special dummy rule to show fasttrack counters -
0D efacc.. foward 818GB 117473 system, emor, critical  login failure for user root from 221.232.123 51 via ssh *
1 P fastt... forward 21.3GB 28215 770 system, emor, crtical  login failure for user root from 221.232.128 51 via ssh
- Manster admin system, emor, crtical  login failure for user root from 221.232.128 51 via ssh
3 ace.. o H50MBE 1 48738 system, emor, crtical  login failure for user logan from 221.232.129.51 via ssh
- Monster adhin system, emor, ertical  login failure for user help from 221.232.129 51 via ssh
3 Wfacc... forward U471 KB 71244 dhep. info dhep1 assigned 192.168.45.40to 2C:56:DC: 74 7CF5
" Mlow established & relsted connections dhep. info dhep? assigned 10.10.45 23t 10.2A83.79.C0:9D
5 wace.. input etheri 23437 MB 37 139 318 dhep, info dhep1 assigned 192.168.45.237t0 38C9.86.0A.37.ED
- Alow established & related connections dhep. info dhcp2 assigned 10.10.45.21to 68:0B:CA:3E:74:2A
5 e, foward 211GB 26 057692 dhep. ifo dhep1 assigned 192168 45.235to AC-BC:32.C2:20:9D
" Drop invaid connecions system, emor, crtical  login failure for user jose from 221.232.129.51 via ssh
6 dop  inpat etherl 678.3 KB 11514 dhep. info dhcp2 assigned 10.10.45.26to A4:5E:60:EB:18:A1
2 Drop invalid connections dhcp. info dhcp2 assigned 10.10.45.25t0 F8:27:.93:14:54.A7
7 Rdop forward atheri 08 0 dhep. info dhep1 assigned 192,168 45 26 to 28.F0.76:12 70.68
:: Deny to access to router from eth 1 dhep. info dhcp1 assigned 192.168.45.227to 38:C9:86:0E:B2.CE
8 Wfacc... input letherl I6OMB 339642 dhcp. info dhep? assigned 10.10.45.24 to 1C:B0:54:84:0D:47
- Block "bogon” dhep. info dhep2 assigned 10.10.45.27to 38.C3:86.86:19.BF
5 Rdop forward 08 o system, emor, ertical  login failure for user openerp from 221.232.129.51 via ssh
= Jump TCP system, emor, ortical  login failure for user nathaniel from 221.232.129.51 via ssh
0 rmpmp foward ) B5ME 814517 system, eror, crtical  login failure for user jaxon from 221.232.123.51 via ssh
-+ Jump UDP dhep, info dhep2 deassigned 10.10.45.27 from 33:C9:86:6:19:8F
1 Ajump  forward 170.. 1925 MB 1272269 dhep. info dhcp2 assigned 10.10.45.22to0 30:F7.C5:.7C:1D:AB
- Jump ICMP system, emor, crtical  login failure for user jack from 221.232.129 51 via ssh
15 ump forward Tie. 016E & system, info, account  user sergey_kiev logged in from 192.168.212 225 via winb
:: Deny TFTP system, info device changed by sergey_kiev —
REE 1 icp 6 ticp) 69 0B 0 system, infa device changed by sergey_kiev ol
- Dy KP(}portmapper —
i DropbBap top 6ttep) m 0B 0
iy POpotmapper
15 3 dmn_ten £ thend 135 nR n &

|3€rtems

Uptime:

Free Memory.

Total Memory:

CPU

CPU Count:
CPU Frequency:
CPU Load:

Free HOD Space:
Total HDD Size:

Architecture Name:
Board Name:
Version

Build Time:

O]
44 17:47:56 oK
977.3 MB PCI

011.1 MiB

ARMv7

92.8 MiB
28.3 MiB

RB3011UiAS
35 (stable)

Apr/14/2016 12:55:07

Al

[cPu s (load () IRa () [Dik(y [+
cpul 20 1 [1]

cpul

0

0

)

2items
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RB3011
/interface bridge set guest_on6 discover=no
add name=bridge-guest set guest_on7 discover=no
add name=bridge-local set guest_on8 discover=no
/ip neighbor discovery set guest_on9 discover=no
set etherl discover=no set guest_on10 discover=no
set ether2 discover=no
set ether3 discover=no /interface vlan
set ether4 discover=no add interface=ether6 name=guest_on6 vlan-id=1045
set ether6 discover=no add interface=ether7 name=guest_on7 vlan-id=1045
set ether7 discover=no add interface=ether8 name=guest_on8 vlan-id=1045
set ether8 discover=no add interface=ether9 name=guest_on9 vlan-id=1045
set ether9 discover=no add interface=ether10 name=guest_on10 vlan-id=1045

set ether10 discover=no

set sfpl discover=no

set bridge-guest discover=no
set bridge-local discover=no
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RB3011
/ip pool |
add name=dhcp_pool1 ranges=192.168.45.20-192.168.45.254 /P address | |
add name=dhcp_pool2 ranges=10.10.45.20-10.10.45.254 add address=192.168.45.1/24 interface=bridge-local

network=192.168.45.0
add address=10.10.45.1/24 interface=bridge-guest
network=10.10.45.0

/ip dhcp-server
add address-pool=dhcp_pooll disabled=no interface=bridge-
local lease-time=12h\

name=dhcpl
add address-pool=dhcp_pool2 disabled=no interface=bridge-
guest lease-time=30m \

name=dhcp2

add bridge=bridge-guest interface=guest_on6
add bridge=bridge-guest interface=guest_on7
add bridge=bridge-guest interface=guest_on8
add bridge=bridge-guest interface=guest_on9
add bridge=bridge-guest interface=guest_on10
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RB952

/interface bridge
add name=bridge_guest
add name=bridge_local
/interface wireless
set [ find default-name=wlan1 ] band=2ghz-b/g/n channel-
width=20/40mhz-Ce \

country=ukraine disabled=no frequency=auto frequency-
mode=regulatory-domain \

mode=ap-bridge preamble-mode=long rx-chains=0
ssid="Monster 2GHz" \

tx-chains=0
set [ find default-name=wlan2 ] band=5ghz-onlyac channel-
width=20/40/80mhz-Ceee \

country=ukraine disabled=no frequency=auto frequency-
mode=regulatory-domain \

mode=ap-bridge preamble-mode=long ssid="Monster 5GHz"

/ip neighbor discovery
set ether2 discover=no
set ether3 discover=no
set ether4 discover=no
set ether5 discover=no
set wlanl discover=no
set wlan2 discover=no

/interface bridge port

add bridge=bridge_local interface=etherl

add bridge=Dbridge_local interface=ether2

add bridge=bridge_local interface=ether3

add bridge=bridge_local interface=ether4

add bridge=Dbridge_local interface=ether5

add bridge=bridge local interface=wlanl

add bridge=bridge local interface=wlan2

add bridge=bridge _guest interface=vlan_guest
add bridge=bridge guest interface=wlan3
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