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060 mHe

AnexkcaHap MetenbcKkum

OnbIT paboTbl ¢ ceTamu okono 20 net
OnbIT pabotbl c 060opyaoBaHnem MikroTik u
onepaunoHHou cuctemon RouterOS 6onee 15 ner
Ceptndukarbl MikroTik:
MTCNA, MTCRE, MTCWE, MTCTCE, MTCIPv6E
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060 mHe
KomnaHus: (((°)))

000 «HetAup» ‘
NetAir Ltd. N ETA IQ

* CACTEMHbIA WHTErpaTop MO BHEAPEHUIO MNPOBOAHbLIX M HecnpoBOAHbIX
(WiFi/3G/LTE) cetein Ha 6a3e obopyaosaHua MikroTik

* ObnumanbHbIn  nNepBblii  AUCTpmubbloTOPp  0obopyaoBaHma  MikroTik  Ha
Tepputopumn Pecnybnunkum benapyco.

e OnctpmnbbloTop KomnaHuik ITelite, RF Elements, AHTa3kc (pa3paboTka u
NPOM3BOACTBO QHTEHH M KOMMJEKCHbIX pelleHnin) Ha Tepputopum Pecnybamnku
benapyce.

* OpraHu3atop TpeHuHros MikroTik Ha TeppuTOopUM Pecnybnmkmn benapycb

* OpraHu3aTtop u Kypatop nepsont Akagemun MikroTik Ha 6a3e T BI'YUP

©
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Llenb npe3eHTauuu

- PaccmoTtpeTb peanmnsaumto Bridge B HOBbIX Bepcuax
RouterOS Ha 6a3e obopyanosaHma MikroTik.

- Hactponka VLAN c ncnono3osaHuem Bridge 8
KOMMYTaToOpax U MapLUPyTU3aTOPax B HOBbIX
Bepcmax RouterOS.

- HacTpowKun, pacnpocTpaHeHHble OWNHKN 1
npobaembl U MeToAbl UX peLleHus.

- [1paKTUKa NCNo/sib30BaHUA.
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KommyTatopbl MikroTik
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KommyTatopbl MikroTik

e SWOS
e SwWOS/RouterQS
e RouterQS
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KommyTtatopbl MikroTik

Y10 661110 po Bepcun MikroTik
RouterQOS 6.41

* HacTpomnKa KoHpuUrypaumm bblna Ch1oXKHOM
e OTCcyTCTBME MaAcWTabnpyemocTu

e [1na ynpouweHna cxem NOAKNIOYEHUA
NPUXoAMUNOCHb NpUNaraTb 4OCTAaTOYHO
bonbline ycunms
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KommyTatopbl MikroTik

MikroTik RouterOS 6.41

O! Hosasa Bepcua!ll Cemyac obHoBntoCh!

©
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KommyTatopbl MikroTik

MikroTik RouterOS 6.41

He noHan?! Huuero He paboTtaet!!!!

N roe master-port??!!1

)
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KommyTtaTtopbl MikroTik

MikroTik RouterOS 6.41

* OCHOBHblEe HAaCTPOMKM BbINOJIHAIOTCA
Ha /interface bridge

* YnpaBseHne NnopTamm 4ymna
KommyTauuu B /interface bridge ports
* KoHpurypauma VLAN BbinonHAeTcA B
HacTpouKax bridge
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KommyTtaTtopbl MikroTik

hw=yes unu hw=no

e hw=yes, UCNOAb3yeTca Ynn
KOMMYTaLUMNN, CKOPOCTb Ha YPOBHE
CKOPOCTU MHTEPPENCOB

e hw=no, ncnonb3yetca CPU, ckopocTb
HUXKe YPOBHA CKOPOCTU MHTEPPENCOB

©
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KommyTtaTtopbl MikroTik

hw=yes 1 BbICOKaa CKOPOCTb

RouterBoard/[Switch Chip] Model Features in Switch menu Bridge STP/RSTP Bridge MSTP Bridge IGMP Snooping Bridge VLAN Filtering Bonding
CRS3xx series + + | + | + | + +
CRS1xx/CRS2xx series
[QCA8337]
[AR8327]
[AR8227]
[AR8316]
[AR7240]
RB750Gr3 [MT7621]
RB1100AHx4 [RTL8367]
[ICPIus175D]

+

+  + |+ |+ |+ o+

U S S P " P RO S [ S T S S

* hw=no Ha ntobom gpyrom ycrtpoucrtee ¢ bridge

©)
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KommyTatopbl MikroTik

VLAN B CRS1xx/CRS2xx

:0F (MikroTik) - WinBox v6.39.2 on CRS125-24G-15-2HnD (mipsbe) =(3fx]
Session Settings Dashboard

® admin@CC:2D:E

CC:2D:E0:2C:EB:0F

A& Quick Set

Safe Mode | Session:

T CAPsMAN
8 Interfaces
3 Wireless
52 Bridge [svL  [sALeami..[Flood  [ingress M...[Comment
@ PP 4095 ether1, switch1-cpu no no no no
Switch
913 Mesh
Lssi P I
</’ MPLS P QoS
& Routing I Setti Find
i N [Name /|[VLAN Type [Isolation Profile | MAC Based V...|Egress VLAN Mode | v =
{’:} SiED VAN etherl network port 30 no unmodified |* |#
, Queues ether2-master network port 29 no unmodfied
[ Files 4 g(her?; ng.'lwork port 29 no unmodified
: e s i s e
L_J Log etherd network port 29 no unmodified
ﬂ Radius etherb network port 29 no unmodified
ether7 network port 29 no unmodified
x Tools I ether network port 29 no unmodified
@ New Terminal etherd network port 29 no unmodified — FP Tx Packet (p/s)
= ether10 network port 29 no unmodified ps 0
’:‘l Lco ether1l network port 29 no unmodified ps 0
[®] MetaROUTER ether12 network port 2% no unmodified ps 3‘11
ether13 network port 29 no unmodified ps
s z
b Parttion ether14 network port 29 no unmodified 1= ps 0
@ Make Supout rif ether15 network port 29 no unmodified - ps 0
26 items (1 selected ps 0
@ Manual r ( ) e b
& New WinBox her8 Ethemet 1500 1588 Obps ps 0
Ext herg Ethemet 1500 1588 Obps ps 0
= her10 Ethemet 1500 1588 0bps ps 0
her11 Ethemet 1500 1588 Obps ps 0
her12 Ethemet 1500 1588 Obps ps 0
>ether1d Ethemet 1500 1588 0bps ps 0
T
27 items (1 selected)

AnekcaHap MeTtenbckum
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KommyTtaTtopbl MikroTik

VLAN B CRS1xx/CRS2xx RouterOS 6.41

ol ol ol *‘ ol ol il il |l il il - 2o
| PRER WY PEEW N
. g Bl H) nE g e ol W B Sl PRy e ot L,

\ -

Rl Ep Mg A Mg = =

ether5 etherll, etherl3
4 )
— ! — ——
VLAN id=102 VLAN id=101
\ % \ %
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KommyTatopbl MikroTik

VLAN B CRS1xx/CRS2xx RouterQOS 6.41

e /interface
e /interface
interface=et
e /interface
interface=et
e /interface
interface=et

oridge add

oridge port add bridge=bridgel
nerS

oridge port add bridge=bridgel
nerll

oridge port add bridge=bridgel

nerl3

@)
NETAIR
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KommyTatopbl MikroTik

VLAN B KommyTtaTopax CRS3xx
noptbl trunk n access

©
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KommyTatopbl MikroTik

VLAN B KommyTtaTopax CRS3xx
a0 RouterOS 6.41

® admin@CC:2D:E0:28:7D:4C (MikroTik) - WinBox v6.40.4 on CRS326-24G-25+ (arm) i = |E|ﬁ]
Session Settings Dashboard
Safe Mode | Session:|CC2D.E0:28:7D:4C B
A5 Guick Set
1 CAPsMAN
{#8 Intedfaces erface List
3 Wireless
&4 Bidge
3 PPP [Actual MTU_[L2MTU [Tx [Rx = [Name /[ Type [L2mTU [T [Rx [ Tx Packet fp/s)
= Swich R 1500 1552 e .
s 1500 1592 Obps
e Mo s 1500 1582 Dbps
sl |P. I ||S  sivetherd Ethemet 1500 1592 Obps
> RS <¢ivetherd Ethemet 1500 1592 262.4 kbps 18
&/ MPLS ¥ S <¢ivethers Ethemet 1500 1592 Obps
&, Routing I ||s  esether? Ethemet 1500 1592 Obps
S <ivetherd Ethemet
I i
& System S avethers Ethemet 3
& Queues S eivetherld Ethemet T
Fies S <ivetherl Ethemet
- S eether12 Ethemet
|-} Log S eether!3 Ethemet
 Radus S sivetherld Ethemet [VLAN Mode  [VLAN Header [Defautt VLANID | #
< ether1-master fallback leave as is 1 »
X Tools I fallback leave asis 1
New Teminal ether3 fallback leave asis 1
B = etherd fallback leave as is 1
@5 Partition - iy sy | S
D Make Supout rif ethers switch1 fallback leave asis 1
ether7 switch1 fallback leave asis 1
@ Venual ethers swich falloack leave asis 1
e New WinBox ether§ switch1 fallback leave asis 1
l Ext etheri( switch1 fallback leave as is 1
etheri] switch1 fallback leave as is 1
ether12 switch1 fallback leave asis 1
ether13 switch1 fallback leave asis 1
ether14 switch1 fallback leave asis 1
ether7s switch1 fallback leave as is 1
27 items (1 selected)
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KommyTatopbl MikroTik

VLAN B CRS3xx RouterOS 6.41

® admin@CC:2D:E0:28:7D:4C (MikroTik) - WinBox v6.42.3 on CRS326-24G-25+ (arm) - lﬂlﬂ
Session Settings Dashboard
Safe Mode | Session:[CC.2D:E0:28.7D:4C [ ]
lﬁ Quick Set Bridge El\m
7 CAPSMAN e
| Interfaces
e [Horizon [Priority th... [Path Cost [Role + [ Switch [ingress Rate  |Egress Rate | Stom Rate (%) |
@ Bridge 80 10 disabled port switch1 100
@ PPP 80 10 disabled port switch1 100
20 10 disabled port switch1 100
i Switch 20 10 disabled port switch 100
212 Mesh 80 10 designated port 100
=P I 80 10 disabled port switch1 100
ES 20 10 disabled port switch1 100
/7 MPLS I 80 10 disabled port switch1 100
= 10 disabled port switch1 100
# Routing Y on 10 dioshiod aad D etherl0 switch1 100
57 System > ether1] switch1 100
ether12 switch1 100
& Gueves etherl3 switch1 100
(] Files etherl4 switch1 100
] tog etherl5 switch1 100
B Rk |27 tems (1 selected)
X Tools I [Actual MTU. [L2MTU [Tx
@) New Teminal R 1500 1592 Obps
P S eetherl 1500 1592 Obps
atioq S <ether2 Ethemet 1500 1592 Obps
| J Make Supoutsif  |{[S  #ivether3 Ethemet 1500 1592 Obps
S eivetherd Ethemet 1500 1592 Obps
€ Manual RS ivethers Ethemet 1500 1592 418 6 kbps
@ New WinBox S ehethers Ethemet 1500 1592 0Obps
B S evether? Ethemet 1500 1592 Obps
S evetherd Ethemet 1500 1592 Obps
S evetherd Ethemet 1500 1592 Obps
S eetherld Ethemet 1500 1592 Obps
S evether!l Ethemet 1500 1592 Obps
S evether2 Ethemet 1500 1592 Obps
S evetherl3 Ethemet 1500 1592 0bps -
«f I 1»
27 items
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KommyTatopbl MikroTik

VLAN B CRS3xx RouterOS 6.41

ether5 etherll, etherl3

4 ) - )

—— —— ——

VLAN id=102 VLAN id=101
- / - /
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KommyTatopbl MikroTik

VLAN B CRS3xx RouterOS 6.41

e /interface bridge add

e /interface bridge port add bridge=bridgel
interface=ether5

e /interface bridge port add bridge=bridgel
interface=etherll

e /interface bridge port add bridge=bridgel
interface=ether13

)
nnnnnn ap MeTtenbckuin NETA‘R
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KommyTatopbl MikroTik

VLAN B CRS3xx RouterOS 6.41

Hactpausaem VLAN

e /interface bridge port set ether5 pvid=102

e /interface bridge vlan add bridge=bridgel tagged=bridgel,etherl
untagged=ether5 vlan-ids=102

e /interface bridge port set etherl11,ether13 pvid=101

e /interface bridge vlan add bridge=bridgel tagged=Dbridgel,etherl
untagged=etherll,etherl3 vlan-ids=101

Bknatoyaem punbrpauuio VLAN

e /interface bridge add name=bridgel vlan-filtering=yes

@)
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KommyTatopbl MikroTik

VLAN B CRS3xx RouterOS 6.41

Hactpausaem VLAN

e /interface bridge port add bridge=bridgel
frametypes=admit-only-vlan-tagged interface=etherl

)
AnekcaHap MeTenbckuin NETA‘IQ
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KommyTtaTtopbl MikroTik

IGMP snooping B RouterOS 6.41

e |GMP Snooping - otcnexkmBaHme npotokona IGMP, koTopbin
KOHTpo/npyeT NnoTokn multicast n npepgortepallaer
MYNbTUKacT daya, peanmsosaHo B RouterOS, HaunHaA ¢
Bepcun 6.41.

e HacTponKM HaxoaAaTca B meHto bridge, n pabotaet
HEe3aBMCUMO B KaxKaom nHtepdence bridge.

e Peann3auma nporpaMmmHoro obecneyeHus Ha Bcex
ycTpoincTtBax ¢ RouterOS, Ho KommyTaTopbl cepum CRS1Ixx / 2xx
/ 3xx nopaepxunsatot IGMP Snooping c annapaTHOM
PA3rpy3Kon.

©)
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KommyTtaTtopbl MikroTik

IGMP snooping B RouterOS 6.41

e BkntoyeHne IGMP Snooping Ha Bridge.
/interface bridge set bridgel igmp-snooping=yes
e MOHUTOPUHT MynbTUKAcT rpynn B Bridge Multicast Database

/interface bridge mdb print

)
Anekcanap MeTenbckuii NETA“Q
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KommyTtaTtopbl MikroTik

Management port B RouterOS 6.41

CyLiecTByeT HECKOJIbKO cNOocobOB HACTPOMUKM NOPTA
YNpaBAEeHUA Ha YCTPOUCTBE, ncnonb3lytowem bridge
VLAN filtering.

PaccmoTpum HeKoTopbie U3 Hanbosiee NoNyasipHbIX
NoAxoA0B K MPaBUIbHOMY BKAOYEHMIO A0CTYNA K
MapLupyTM3aTopy / KommyTaTopy.

©)
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KommyTtaTtopbl MikroTik

Management port B RouterOS 6.41

* Co3paem Bridge 6e3 dpunbrpaymm VLAN:
/interface bridge add name=bridgel vlan-filtering=no

*B cnyyae, ecnm dunbtpauma VLAN He byaeT ncnosnb3oBaThCs
N HY»XE€H AO0CTYN C HEMapKUPOBAHHbIM TPaPUKOM, TO
eANHCTBEHHOe TpeboBaHMe - Ha3dHavyeHue IP-aapeca
nHtepdemncy Bridge

/ip address add address=192.168.88.1/24 interface=bridgel

©)
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KommyTtaTtopbl MikroTik

Management port B RouterOS 6.41

* B cnyyae ncnonb3osaHma punbtpaumm VLAN u ana
nosyyeHuna goctyna vepes trunk n/mnm access nopThbi C
NOMEYEHHbIM TPaPUKOM

* B npumepe Hmxe VLAN 333 6yaeTt ncnonb3oBaTbCca AN
A0CTyna K YCTPOWCTBY, ANA 3TOro Ha MHTepdence Bridge
nonXeH bbiTb co3gaH nHtepdenc VLAN n emy gonxeH bbithb
Ha3Ha4yeH IP-aapec.

/interface vlan add interface=bridgel name=mgmt vlan-id=333

/ip address add address=192.168.88.1/24 interface=mgmt

©)
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KommyTtaTtopbl MikroTik

Management port B RouterOS 6.41

* Tenepb, HaNPUMEP, €CNN Bbl XOTUTE PA3PELLINUTb AOCTYN K
MapLIpyTU3aToOpy/KoMmyTaTopy M3 access-noptos etherll,
etherl3 u us trunk-nopta sfp-sfpplus2, Bbl AOMKHBI A06aBUTH
cneayoLLyo 3anmncb B Tabamuy VLAN:

/interface bridge vlan add bridge=bridgel
tagged=bridgel,etherll,etherl3,sfp-sfpplus2 vlan-ids=333

* [Tocne 3Toro Bbl MOXeTe BKAOUNTL dunbTpaumnto VLAN:

/interface bridge set bridgel vlan-filtering=yes

)
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KommyTtaTtopbl MikroTik

Management port B RouterOS 6.41

* B cnyyae ncnonb3osaHma punbtpaumm VLAN u ana
noay4yeHus aoctyna vyepes trunk n/mnm access nopTbl C
Henome4YeHHbIM TPpaPpUKom

* YT06bI pa3pewintb HEMapPKUPOBAHHbIN TPAaPUK Ana A0CTyNna K

MapLLpYyTM3aTOPYy/KOMMyTaTopy, HasHauybTe IP-aapec Ha
nHtepdenc Bridge:

/ip address add address=192.168.88.1/24 interface=bridgel

©)
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KommyTtaTtopbl MikroTik

* lo6asbTe VLAN 1 B nOpTbl, N3 KOTOPbIX Bbl XOTUTE MNOJIY4YUTb
NOCTYN K MapLLpyTU3aTopy/KOMMYTaToOpy, Hanpumep, 4tobbl
pa3peLwnTb A0CTYN U3 access noptos etherll, etherl3
Heobxoanmo A06aBUTb cneaytoLyo 3anucb B Tabanuy VLAN:
/interface bridge vlan add bridge=bridgel untagged=ether11,
ether13 vlan-ids=1

* YcTaHOBUTE ogmnHakoBbin PVID Ha nHtepdence Bridge n
nopTax:

/interface bridge set bridgel pvid=1

/interface bridge port set etherl1,etherl3 pvid=1
*[locne 3T0ro Bbl MOXKeTe BKAOUYNTb dunbTpaumnio VLAN:

/interface bridge set bridgel vlan-filtering=yes

)
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MapuwpyTtusaropbl MikroTik

REZ01 1UIAS-RM
: B e i cvovKel L Mok \

 EEEEEEEEN
NEEENES
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Mapuwpytusatopbl MikroTik

B HEeKoTopbIX MoAeNnAx MmapLlpyTn3aTopos
MikroTik ecTtb 3ameyatenbHasn BelLlb:

Switch-chip

CnNMCoK mapwpyTnU3aToOpoOB:
https://wiki.mikrotik.com/wiki/Manual:Switch Chip Features

)
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https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features
https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features

Mapuwpytusatopbl MikroTik

Kakon ynn kommytaumnmn??!!
970 X poyTtepbi!!!

)
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MapuwpyTtusaropbl MikroTik

no sepcunm RouterQOS 6.41

Ana o6beguHEHUA HECKOIbKUX MOPTOB A1 KOMMYTaLuuu
- Master/Slave nopTbi:

* BbiCOKaA CKOPOCTb, 3a c4eT 06paboTKM Ynnom
KOMMYyTaLNn

* ucnonb3osanm 50% nonb3osatenen (NpoumtTanm
PYKOBOZCTBO MO HacTpOWKe)

Ana o6begnHEHUA HECKOZIbKNX NOPTOB A1 KOMMYTaLnUun
- rpynnupoBKa noptos B Bridge:

* HU3Kan cKopocCTb, 3a cyeT 06pPaboTKM NpoLeccopom

* ucnonb3osanm 50% nonb3osatenen (npoumtTanm B
NHTepHeTe)

)
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eKkcaHap MeTenbcKkui

Mapuwpytusatopbl MikroTik
Bepcua RouterOS 6.41

I'm the master port!

©)
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MapuwpyTtusaropbl MikroTik

BepcuAa Router0OS 6.41

*OTcyTCcTBYIOT Master/Slave nopTbl
*HoBble HACTPOUKU B UHTEpence
Bridge

©)
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Mapuwpytusatopbl MikroTik
RB750Gr3 (hEX) MT7621 (etherl etherb)

1 -::.—:— o 5

ether5
trunk VLAN 101,102

‘ ‘

VLAN id=102 VLAN id=101

. J \

@)
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Mapuwpytusatopbl MikroTik
RB750Gr3 (hEX) MT7621 (etherl-ether5)

/interface bridge

add fast-forward=no name=bridgel vlan-filtering=no

/interface bridge port

add bridge=bridgel interface=ether5

add bridge=bridgel interface=etherl pvid=102

add bridge=bridgel interface=ether2 pvid=102

add bridge=bridgel interface=ether3 pvid=102

add bridge=bridgel interface=ether4 pvid=101

/interface bridge vlan

add bridge=bridgel tagged=ether5 untagged=etherl,ether2,ether3
vlan-ids=102

add bridge=bridgel tagged=ether5 untagged=ether4 vlan-ids=101
/interface bridge set bridgel vlan-filtering=yes

©
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UToru u BbiBOAbI

Master Port vs Bridge Hardware Offload

e C 3TOro momeHTa TpaduK Layer 2 byaet
NOJIHOCTbIO ynpaBaATbca Bridge.

* Y1T06bI MICNO/1L30BATb YN KOMMYTATOPaA ANA
nepecbINKu TpaPuKka mexxay nopTamu, a He
OTCYTCTBYHOLLMM master-port, noptbl A06aBNAIOTCA
c hw = yes B Bridge.

* lcnonb3oBaHue switch-chip aktnsmnpyetca
aBTOMATUYECKU, €CNN KOHPUTYpaLMA NO3BONSET, B
NPOTMBHOM C/ly4ae BCe NPOUCXOANT NPOrpPammHo.

©)
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UTormn un sebiBoabl

Hoewle onyuu e Bridge

G 577 WA St T
Name: Ibridge | | Cancel |
Type: |Bridge [ [ Aoy |
MTU: | |w T
Actual MTU: |1500 ] -
-Comment
L2 MTU: 1598 |
MAC Address: (D ] o
ARP: [enabled H?I
ARP Timeout: | v
Admin. MAC Address: /(EEED |-
Ageing Time: [DO:DS:DO| ]
[_] IGMP Snooping
[ | Fast Forward
enabled Irunning ]

)
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UTorn n ebiBoAabl
Hoesble onyuu e Bridge

Fast Forward

e CneumnanbHbin BUA Fast Path ana nutepdenca
Bridge c 2 noptamm.

* [Tlo3BONAET NepecbinaTb TPAPUK MeXKAY BTOPbIM
noptom 6e3 gononHutenbHon o6paboTKU B Aape
Linux, ocobeHHO none3Ho anAa Bridge mexay
NPOBOAHbIM N becnpoBOAHbIM UHTEPPENCOoM.

©)
AnekcaHap MeTtenbckum NETA“Q 43



UTorn n ebiBoAabl
Hoeslie onyuu 8 Bridge
IGMP Snooping

* TexHonorma IGMP Snooping nomoraet 6onee

3¢ PeKTUBHO nepeasaBaTb MHOroagpecHbin Tpaduk Layer2,
nepegaBas ero To/1IbKO Yepes NopPThbl, rae eCTb KANEHTHI,
3anpalwmsatolime TpaduK.

* be3 IGMP Snooping multicast TpaduK nepenaerca yepes
Bridge Kak broadcast.

e Ina CRS 1xx / 2xx / 3xx IGMP Snooping noaaep»xmBaeTcs
YMNOM KOMMYTATOPA, a ANA APYTNX MapLIpyTU3aTOPOB Npu
aktnsaumm IGMP Snooping Ha nHtepdemnce Bridge
Hardware Offload He ncnonb3syercs.

©)
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UTorn n ebiBoAabl

[encrema npmn HacTpomKke u obHoBNAEHUMU
Ao sepcun RouterOS 6.41

* Co3paem Bridge

* Co3paem VLANSs

* HacTpaneBaem management port n IP
* BKntoyaem vlan-filtering

©)
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UTorun n BbiBoAbl

YntanTte BHMMaTenbHo changelog (CNMCOK M3MeHEeHUM 1 3aMedyaHnin) K
BepcmamM RouterOS — aT1o cbeperkeT Balle Bpema 1 HepBbl )))

)
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AnekcaHap MeTenbckum

3aK/1ro4yeHue

Bonpochbi?

@)
NETAIR
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3aK/1ro4yeHue

Cnacubo 3a
BHUMaHue!!

Anekcanap MeTtenbCKni

E-mail: metelski@netair.by
www: http://netair.by/
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