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Features:
* L2 Access & AAA Policy
1. EAP-SIMAKA (via WLC)/ FSOL - DHCP
2. EAP-SIMAKA (via1SG)/ FSOL - Radius Proxy
3. Web Logon /TAL. FSOL - Unclassified MAC
* GGSN selection via DNS

* Overlapping MNO address support with multlple
SSID

Hotspot 2.0:

Next-Generation Hotspot. Automated Login.

IEEE 802.11u, WPA2-Enterprise, and EAP-based authenticaton.
Wi-F Centified Passpoint ™



1.1 Obwasa KoHuenuua pewweHna Cisco
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1.4 MikroTik EolP protocol ans opraHmnsaumm
L2 cpeabl

Mo, Tirme Source Diestination Pratocol  Length Info
| Cancel i 25 @.457004 172.18.25.1 10.24.1.106 Tcp 54 64773 - 5291 [ACK] Seq=73 Ack=9647 Win=16218 Len-@
, | | | 29 @.455911 l10a.7@.@.1 255,255,255, 255 OHCP 384 DHCP ACK - Transaction ID @xf3ifagzas
Type: |EolP Tunnel Apply ; 30 0.524039 9.0.0.a 255,255, 255, 255 DHCP 394 DHCP Discover - Transaction ID 0x57827096
MTL | | = | 31 @.524569 le0a.7@.@.1 255,255,255, 255 OHCP 384 DHCP Offer - Transaction ID @x57§27@9&
! 33 9.586892 a.8.49.a 255, 255, 255, 255 OHCP 4@5 DHCP Reauest - Transaction ID @x57527@9&
Actual MTL: |1453 | Frame 29: 384 bytes on wire (3872 bits), 384 bytes captured (3072 bits)
Ethernet II, Src: @@:dl:ef:ef:ef:at (@0:dl:eb:eb:efiab), Dst: ac:ff:fT:@00:00:00 (ac:ff:ff:00:08:08)
L2 MTL: |E'5535 | CDI:I‘:.-' Internet Protocol Wersion 4, Src: 172.24.211.11, Dst: 1@.24.1.186
4 generic Pouting Encapsulation (VIKROTIK EoIP)
MAC Address: |FE:OC:A4:54:96:13 | 4 Flags and Version: x2001
= Remove @... ...s vivv vu.. = Checksum Bit: Mo
ARF: |‘3|-"E"|:'|'3':I ||*| @4 wias uae wa.. = Routing Bit: Mo
are ool ... ... . ... = ley Bit: Yes
ARP Timeook: | | 7 8 ... .. ... = Sequence llumber Bit: la
@vs vuen waa. = Strict Source Route Bit: llao
.@8@ .... .... = Recursion contral: @
Local Address: | |""IIIr @200 @... = Flags (Reserved): @
Ciie waae aa.. @@L = Version: Enhanced GRE (1)
Remote Address: |172.17.109,100 | Protacal Type: VIKROTIK EcIP (@x646a)
Key: @xalsaicad
Turmel I |1Ei | Ethernet II, Src: UsDepart @@:52:13 (@0:00:52:00:52:13), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
Internet Protocol YVersion 4, Src: 106.70.6.1, Dst: 255, 255, 255,255
User Datagram Protacol, Sre Part: 67, Dst Part: &3
IPsec Secret: | |‘Ilr Baotstrap Pratacal [ACK)
kKeepalive: |':”:':':":':1':' |;|1U |‘L @020 @l Ga |2e ol |6+ aal | £f ff ff £f £f ff .5 .d. 00, .....
@3 @@ Se @@ 52 13 @95 @@ 45 @@ al 45 6b ea 0@ 9@ ..M R... E..Hk...
ff 11 ea 73 64 46 @@ a1l ff ff ff ff 00 43 aa 44 celsdFLL L c.D
DSCR: |inherit ||$| Ol 34 cf 77 @2 0L 66 00 3 f9 82 @3 00 @0 80 00  .Aiw.... .oiiiens
&l 46 of 2¢ &4 46 af 2¢ 08 98 00 @0 @0 6@ aa aa dF.LdF., v,
Donit Fragment: ||.":I ” ;| 00 ec @a be f7 ac 00 GO 00 00 00 08 00 @0 @8 B8  ........ .....aas
a9 9a 98 aa aa 9a 99 aa Qa Ao ad Qa Qa4 aa aa aa ... ... ce e
':lEIITII:l TCR M55 99 aa 98 aa aa 99 99 aa e Ao g aa 98 aa aa @@ ... e s aaas

Al Fask Path

enabled |running slave



2 MacwTtab noctpoeHHou ceTn WiFi Ha
MikroTik

e ~500 WiFi AP MikroTik

* ~1000 KnueHtos B HHH

e ~250 mbuTt/c 8 YHH

* 2 MikroTik CHR B KauectBe CAPsMAN
* 2 MikroTik CHR B KauecTtBe EolP HUB
* 2 freeradius server

e [lononHUTENbHbIE Y3/1bl MOHUTOPUHIA U YNPaBAEHUA
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5 Radius
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6 MOHUTOPWHT M ynpaBaeHune

e Zabbix

* MikroTik DUDE :local checkip [/ping 172.24.202.193 count=7]
:if (checkip = 0) do={
log warning "IP not reachable";
/system reboot;
log warning "mikrotik rebooted";
P\
else={
log info "OK";
}



/ 3arpy3ka CPU v BblaeneHHble pecypchl

[dbuynovskiy@wlc1] > system resource print
uptime: 5w3d20h42m46s

Session  Settings  Dashboard

§| Safe Mode Session: |172,24,223,..,

version: 6.42.1 (stable)

A Quick Set

build-time: Apr/23/2018 10:46:55 ;ICTSF"”‘“
free-memory: 814.3MiB 5{.} Wireless / |Load (%)2|IRQ (%)2|Disk(°‘fc~)0| > Uptime: |8d 05:28:40
total-memory: 975.8MiB L o0 o .
=2 FRP 3 3 a Free Memary: ,m m
CpU: InteI(R) 715 Mesh g S g Taokal Memary: ISE
25| [P
cpu-count: 8 o I — - [ ceu
51 g u] IRG
. <7 OpenFlow CPU Count:
cpu-frequency: 2494MHz s CPU Frequency: (2494 iz [ e
cpu-load: 0% gﬁvstem e | Hardus
. Queues
free'hdd_space: 956.9M|B I Files Free HDD Space:
total-hdd-space: 986.1MiB ue Tl HOD S
write-sect-since-reboot: 20097992 X Tods s tes nes Rebest
. ] Total Sector Writes:
wrltg-sect—total. 20097993 s N
architecture-name: x86_64 gsﬂ; Bocrd Name:
- . y . Version:
board name: CHB st o
platform: MikroTik - yre—

[dbuynovskiy@wlc1] >
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MTik::verbose = false e o
mikrot_connectionl = MTik::Connection.new :host => controllers_ip, :user => 'user', :pass => 'password'

mikrot_connectionl.get_reply( command '/caps—-man/registration-table/getall’) do |req, sentence|
req.reply.each do |reply|
if reply.key?('!re')
if reply['mac-address'] == subscribers_mac

access_point = reply['interface']

ssid_ap = reply['ssid']
tx_rate = reply['tx-rate']
rx_rate = reply['rx-rate']

rx_signal = reply['rx-signal']
uptime = reply['uptime’]
packets = reply['packets']
bytes = reply['bytes’]
tx_rate_set = reply['tx-rate-set']
end
end
end



O Mpobnembl Npun paboTte cetn 1 cnocodbl NX
peLLlEeHUS

 LTE Kit, SXT LTE npobnema c dopBapagmHrom TpadmKa

* Bridge RSTP problem

* WiFi AP modem interruptions

* [lpobnema c VRF

* [lpobnema c noTepen NakeTos

* [pobnema c HecTabunbHou obpaboTkon Tpadumka y WAP LTE Kit
* OtBanbl Tovek ot CAPsMAN

Bce 311 npobaembl 6binn peLleHsl,

/interface bridge settings set use-ip-firewall=yes 60 HalAeH 0BX0AHON BapHaHT

/ip firewall filter add chain=forward action=passthrough
/ip firewall filter add chain=forward action=fasttrack-connectionx
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Mow KOHTaKTbI

* Dzmitry Buynovskiy
e Email dbuynovskiy@mts.by

* Skype dbuynovskiy
* Phone number +375298766719 (viber, telegram, whatsapp)
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