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Come to our free MikroTik
workshops and Events

Come join us for free workshop.

We know MikroTik RouterBOARDs and RouterOS, so
we can answer all your questions and help you learn
more about the things you'’re interested In.


http://www.wirelessnetware.ca

Overview

Fully redundant fault tolerant internet
connectivity

- BGP Multi-homing

m Why Multi-home?
m How to Multi-home?

- Dynamic Failover using VRRP
- Manual Failover
+ Monitoring



Everything about
reliability and redundancy
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Two of everything



VRRP



Redundant Router(GW)

Virtual Router Redundancy Protocol (VRRP)



Gateway Failed

Redundant gateway!



IS a good idea when
we have connection-tracking
enable on the routers!



Problems

ARP

Traffic originated by a VRRP cluster uses a Virtual MAC address of the form
00-00-5e-00-01-<VRID>.

Connection-Tracking

Gateway failed



Redundant Gateway

BGP Multi-Homing



Why Multi-home and
Why would | want it?

It’s all about:

m Redundancy "Fail-over”
m Diversity

m Reliability



Why Multi-home?

m Redundancy "Fail-over”

One connection to internet means the network
IS depend on:

- Local Router (Configuration, RouterOS and
RouterBOARD)

- WAN Media (physical failure, carrier failure)



Why Multi-home?

s Reliability

- Business critical applications demand
continuously availability

- Lack of redundancy implies lack of reliability
implies loss of revenue



Problems

- Connection tracking is unable to keep valid
track of connections with multi-homed BGP

- ARP Table Refresh periods
- Client gateway failure

- Downtime
- Hardware failure
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Fully redundant fault tolerant internet
connectivity



Provider .

Core $

Distribution
Access ’




Multi-homing Definition

m Multi-link * External” to local network
- Two or more link to the same ISP

* Multiple Interfaces, Single |IP address per
interface

e Two or more link to different ISPs



Best path selection

- Lowest MED (default 0)

- Prefer the route with lowest router ID or

ORIGINATOR_ID



Provider AS
100

Two or more link to the same ISP
- Multiple Links, Single IP address (space)

 Multiple Links, Multiple IP address (spaces)



- Basic Multihoming

How to Multi-home

- Multi-home with the same ISP




Basic Multihoming
Multi-homing to the same ISP
(One as backup only)

- Use private AS (AS>64511)
- There is no need for public ASN
- AS100 “ the provider AS” removes private AS and

any customer sub-prefixes from internet
announcement



Two link to the same ISP

e Announce /24 aggregate on each link
B Main link network: announce /24

B Backup link network: announce /24 with
increased metric

e When one link fails, the announcement of /
24 aggregate via the backup link ensure
continued connectivity.



TWO Iink tO Provider AS

the same
ISP

Main Router Configuration




Two link to the same ISP

" BFD
" | BGP
Instances ""'RFS Peers Metworks Agaregates YPMN4 Routes Ad| Instances YRFs Peers ’Networks Aggregates YPN4 Routes  Advertisements
+ = v% 4T = I BGP Peer <peer-main:
Name / |AS Router ID Out Filter | Confede... ||| |Mame /|| General | Advanced | Status o
BGP Instance <bgp-main: =] E3 #peer-main
. S cer-main| | Cancel
ET op-main |
l = l ok Instance: lbgp-main ]E] Apply
A5: 65521
| l e Remote Address: l<Provider router-ip-address > ] Disabl
Router ID: |1.1.1.1 | e isable
Remate Port: I ] v c t
ommen
__| Redistribute Connected Disable Remote AS: | <provider-A5N l -
__| Redistribute Static opy
o Comment TCP MDS Key: | v
__| Redistribute RIP Remove
| Redistribute OSPF Copy Nexthop Choice: |default I3
__| Redistribute Other BGP e — " | Multihop Refresh
__| Route Reflect Refresh Al
¢ Hold Time: 180 ]E] g Resend
1 item {1 selected)
L Keepalive Time: | ] v Resend All




Two link to the same ISP
=)

[=][E3| | Route Filter <38.132.32.03 [=] E3
d = ¢ % AT | Fing |]all ‘E Matchers BGP Actions BGP Actions ‘ oK
# | Chain  |Prefix PrefixLength Protocol  |BGP ASPath  Action | ¥ Set BGP Weight: v Cancel
0 MED 38.132.32.0 24-32 passthro... oy g | I
.o v
Route Filter <38.132.32.03 o) = fpply
Maichers |BGP Actions BGP Actions oK Set BGP Prepend: | |~ Disable
@ chain: T30 Sl T || =5 Prepend Path: | % | [ comment
Prefix: [ 1]38.132.32.0 - Apply Sek BGP MED: (50 |-~ Copy
) ~ ¥ Set BGP Communities =
Prefix Length: [ ||24-32 A o v Append BGP Communities emove
Match Chain: | ]v
Comment
sl ~ o | = Lower metric is preferred
Distance: l ]v
Remove
T ==+ Exchanged between AS and used to
A t' . [ ] [ ] [ ] [ ]
Matchers BGP. Actons 5GP actns & make decision inside that AS, not
AcbioN assthrouah ]E] Cancel ]
| Bl passed to third AS.
[ 1

- Ignored if received from different ASs



Two link to the same ISP

BGP Peer <peer-main:

‘w Routing I
System [BGP Instances YRFs Peers  petwol

General ‘Advanced Status OK
e = ¢ \Te MName: [peer-main } Cancel
JName / Instance: [bgp-main ]@ Apply
‘‘‘‘‘‘ $peer-main  bgp-main :
Remote Address: |<Prowder IP Address:> ] :
Disable
Remote Port: [ ‘ 5
Comment
Remote AS: l<:Provider ASN ‘
Copy
TCP MDS Key: | | >
Remove
Nexthop Choice: ldefault ]@
| Multihop Refresh
: __| Route Reflect Refresh Al
Used to hint an external —
. e Resend
neighbour about path e B 3]s
- Keepalive Time: | v Resend Al
preference into an AS
TTL: ldefault }@
Max Prefix Limit: I | v

fix Restart Time: [ ] v
=]
Out Filtert | MED E3
Allowas In: [ ] v
__| Remove Private AS
| AS Override
Default Originate: [never ]@

| Passive
| Use BFD




TWO Iink tO Provider AS

the same
ISP

Backup Router Configuration

Your AS
65525




Two link to the same ISP

Instances | VRFs Peers Networks Aggregates VPN4 Routes Ad

#|[=] [v|[x] [a] | 7]

" |Name / |AS Router D |Out Fiter | Confeder...
| &3bap-backup 65521 1.1.1.1
BGP Instance <bgp-backup> O |
Name: :bgp-backup 0K
AS: 65521 Cancel
Router ID: [1.1.1.1 - Aoply
| Redistribute Connected Disable
| Redistribute Static
- Comment
| Redistribute RIP
" | Redistribute OSPF Copy

Instances VRFs Peers Networks Aggregates VPN4 Routes Advertisements

Name
&3peercolo

*|[=| [v][%] (O] [¥] | R | Reiresn 1 |

@ BGP Peer <peercolo>
Name:
Instance:

Remote Address:

Remote AS:

Remote Port:

TrD MNDE KA.

General | Advanced Status

:peer{:olo
:bgpbackup

: <Provider Remote-|P Address>

: <Provider ASN>|

Resend | Resend All |

'¢|‘

OK

Cancel

Apply

Disable

Comment

Copy




Two link to the same ISP

+ Routing
System " BGP
Q Queues ’ Filters
W] Route Fiter <38132.32.0>
+ | = ¢ 8 a7 L Fing | al ‘E Matchers BGP Actions BGP Actions 0K
# | Chain  |Prefix Prefix Length |Protocol  |[BGP ASPath  |Action | ¥ Set BGP Weight: | v Cancel
0 MED 38.132.32.0 24-32 passthro... - ~
Set BGP Local Pref.: v Apply
Route Filter <38.132.32.0>
Matchers ‘BGP Actions BGP Actions 0K il s : jv Disable
chain: [ ]@ e—— Set BGP Prepend Path: | : v Comment
Prefix: [ ]/38.132.32.0 - Apply S DAEMED- ] 100 * Copy
. ~w- Set BGP Communities "
Acinlzis [l l24-32 l . Disable ¥~ Append BGP Communities smove
Match Chain: | ]V
Comment
P | ~ [y ||© Lower metric is preferred
Distance: l ]v
Remove
R ==+ Exchanged between AS and used to
Acti i n " " "
Melchers BGP. Actions BGP actos oK make decision inside that AS, not
N assthrouqh ‘E Cancel .
| Bl passed to third AS.
[ 1

- Ignored if received from different ASs



Two link to the same ISP

‘J Routing

System

O=

Used to hint an external
neighbour about path
preference into an AS

Instances VRFs Peers | Netwa

BGP Peer <peer-main>=

General ‘Advanced Status

MName:

Instance:
Remote Address:
Remote Port:
Remote AS:

TCP MDS Key:

MNexthop Choice:

Hold Time:
Keepalive Time:

1L

AllowAs In:

Default Originate:

Max Prefix Limit:

fix Restart Time:

QK
lpeer-main ‘ Cancel
bgp-main = Apply
<Provider IP Address> | .

Disable
| ~ | =

omment
I(Provider ASK = ]

Copy

| | >

Remove
[default ]E]
" | Multihop Refresh
| Route Reflect Refresh all
[180 }E] = Resend
[ ‘ - Resend All
ldefault ‘E
| | v
| | >

. [MED

|

| Remove Private AS
| AS Override

lnever

| Passive
| Use BFD




hrouNg24/75ystems]

D- Dynamic
A- Active
b- BGP

Main interface

- -

/7Systems] /ip route> print detail ere dst-address=38.132.32.0/24

disabled, A - active, D - dynamic - connect, S - static, r - rip, b - bgp, g~ ocspf, m - mme,
khele, U - unreachable, P - prohibj
dat-address=38.132.32.0/24 gatepa®=172.28.1.2 gateway-3tatus=172.28.1.2 reaghfble via bridge-main distance=20 scope=40 target-scope=10

bgp-as-path="65521" bgp-med=50"Dgp-origin=igp received-from=peerZ2-mum-main

dst-address=38.132.32.0/24 gateway=172.29.1.2 gateway-status=172.29.1.2 reachable via bridge-backup distance=20 scope=40 target-scope=10
bgp-as-path="65521" bgp-med=100 bgp-origin=igp received-from=peer3-mum-backup
/ip route> I

D- Dynamic
b- BGP

Backup
interface




VRRP

Enable VRRP configuration i/ g
on Core layer network

vewvewr ES
vwews



VRRP Setup on main Router

s Interfaces || \terface List ‘,_IP J

ARP
o Wireless Interface Ethernet EolP Tunnel IP Tunnel GRE Tunnel YLAN it | ::;m:
- ] M_o.c r
[vl[x][al [v - - =
_ a v [Fing |

) “— #l[=] (9]l

[Addess / Network Interface v ,
68.168.250/2 [®][E] | Address <192.168.168.254>
Address: 192.168.168.250124 | oK oK
1 192.168.168. - ki |192.165.168.254 -
VRID: |50 = Network: '192.168.168.0 | Cancel | | Wetwork: [192.165.168.25 ~ [ come |
Priorky: 254 : Interface: bridge-dist H:] Apply Interface: [vrrp-main '0] Apply ‘
Disable
Interval: 1.00 s ' i ;
1. c Disable Disable |
v Preempbon Mode Comment Comment
Copy Wit
@ none C simple C ah Remove - 7}
Remove Remove
Password: [ v Torch
enabled enabled
Version: 3 ¥
¥3 Protocol: | IPv4 £
[enabled Imnning master

NETWIRE.CA



VRRP Setup on backup Router

W Interfaces [+ P » || =
L Wireless « IPv6 ) Accounting
- hteface Bhemet EolP Tunnel IP Tunnel GRE Tunnel VLAN | o < - | Addresses
o vlxla v I
ame / | Type MTU  [L2MT
Gwpbackup  VRRP 1500 1600 =% 9] ¥
nterface <vmp-backup> |'=ﬁ"d d]OE?.H L Im;‘g
Geneal VRRP | Scrpts Status Trafiic oK °38.132.32.5/30 38.132.32.4
‘. $°38.132.32.32/24 38.132.32.0
Interface: [ e - NN ¥ | | | Cancel $172.29.1.2/28 172.29.1.0
_ o 192.168.168.251/24 192.168.168.0
VRID: 50 || [ oty ©5192.168.168.254 192.168.168.254 |
Priorty: | 250 |\ ®]|E)| Address <192.168.168.251/24>
interval: |1.00 % | Moommerg | || Address: [19216216825¢ | [ ok RN 15> 162.168.251/24])
| Preemption Mode — Network: [192.168.168254 | & | Cancal | || Network: 1521681680 |a [ Cancel
- Authentication ' | |
Interface: | vmp-backup ¥ nterface: |bndge-dist L 2
& e © o C o Remove F| | Asoly lbadg F| | Asoly
Password: | v Torch Diszble Disable
= Comment Comment
Version: |3 #| = —
V3 Protocol: |IPv4 3]
Remove Remove
enabled [enabled

NETWIRE.CA
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Problems

- Router crash!
- |Interface failure



Solutions

Monitoring

- E-mail notification
- SMS

Access Router

NETWIRE.CA






The Dude is free of charge!



Question?



Enjoy!



