Network Security
With RouterOS
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Career

Computer Systems & Network Engineer.

Software developer

Winet Canada: Master Distributor

Mikrotik Certified Trainer
Certifications:

MTCNA - MTCRE — MTCSE — MTCTCE
MTCUME — MTCWE - Trainer

CompTIA Network+, Security+

Contact: www.winet.ca
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Average amount of time it
takes for a device to be
attacked once plugged into
the Internet
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Types of Attacks

Active Passive
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Threats




OSI1/ TCP/IP MODELS - THREATS, PROTECTION

UPS, access control, Network separation  IDS, IPS, VPN, firewall, Firewall NGFW,  Access control,

Encryption, AV, UTM, Updates
storage encryption static ARP

logical separation UTM, ACL authentication, utTMm software patching, WAF,
encryption, UTM, encryption, DAF

. 172.16.0.0
=

172.16.1.0
B 9:BC:9G: 172.16.2.0
A

Switches

Ethernet 100BASE, Ethernet, WiFi,

TCP/IP, IPX TCP, UDP, SPX, NFS, RPC, TLS, Kerberos, | HTTP, FTP, SSH,
R5232, IRDA, USB, MAC, LLC, IPsec, ICMP, IGMP AH, ESP, SCTP SaL, NetBIOS, WEP, WPA, DNS,DHCP, QoS,
DSL, ISDN, ARP,VLAN, OSPF, FR, X.25, NetBEUI, Encryption POP3, SMTP, SNMP,
FDDI, ATM PPP, L2TP, IPv4, IPvE, ARP, porty logiczne NNTP, NTP, telnet,

PPTP, STP, routing 21,22 80, itd. IMAP, LDAP, Radius,

FDDII, FR, ISDN RSYNC, SMB

ATM, WIMAX

Media layers

Host layers

------




DDoS: Distributed Denial of Service

* DOS Attack is a malicious attempt by a single person or a
group of people to cause the victim, site or node to deny
service to it customers.

* DoS = when a single host attacks
* DDoS = when multiple hosts attack simultaneously

- DDOS 0




How to detect?

Are there too many connections with SYN-SENT
state?

/ip firewall connection print

- DDOS




How to detect?

High traffic (pps) passing through any interface?

/interface monitor-traffic interface name

- DDOS



How to detect?

1007

CPU




How to detect?

8| Torch =3

e o
interface: |ether] ¥ | Src. Address: |0.0.0.0/0 ol
Entry Timeout: |00:00:03 s  Dst. Address: |0.0.0.0/0 i’*&)s:%
Coliect Protocol: |any = [ ———
v Src. Address v Protocol snn =
v| Dst. Address v Port 1o
VLAN Iid AN id: |any

Malicious Connections?

Eth. Protocol 7 |Prot... Src. Address | Src. Port |Dst. Address |Dst. Port |Tx Rate |Rx Rate |Tx Packet... Rx Packet.. ¥

6 &cp) 209.68.35.17 80 (hitp) 10.0.1.18 55056 3.7kbps 21.7kbps 3 3 a
17(.. 10581 53 (dns) 173.16.16.242 58074 Obps 170bps 0 0 |
47 100.1.2 10.0.1.18 Obps 829bps 0 1
17(.. 105.8.1 53 (dns) 173.16.16.242 56655 165bps 920bps 0 0
17(.. 10.5.8.1 53 (dns) 173.16.16.242 58573 165bps 165bps 0 0
17(.. 105.8.1 53 {dns) 10.0.1.18 57912 165bps 920bps 0 0
17(.. 10581 53 (dns) 173.16.16.242 58423 173bps 142Sbps 0 0
6 ftcp) 64.74.98 80 80 (http) 10.0.1.18 55569 20kbps 1376bps 1 1
6 ¢cp) 105.8.1 53 (dns) 173.16.16.242 54018 669bps 1893 bps 1 1
17(.. 1058.1 53 (dns) 173.16.16.242 58417 173bps 173 bps 0 0 =
17(.. 10581 53 (dns) 173.16.16.242 63366 160bps 397bps 0 0 :j}
17(.. 10581 53 (dns) 173.16.16242 56255 160bps 354 bps 0 0§
17(.. 105.8.1 53 (dns) 10.0.1.18 40995 160bps 397 bps 0 08
17(.. 10.58.1 3 {dns) 173.16.16.242 60854 186bps 1413 bps 0 0 i
6 fcp) 10.56.196 80 (http) 10.0.1.18 43415 20kbps 7.7kbps 1 1
23 tems Total Tx: 14.9 kbps Total Rx; 46.7 kbps Total Tx Packet: 8 Total Rx Packet: 9




DDOS : MITIGATION

*Connection Limit

[ip firewall filter

add chain=input protocol=tcp connection-1imit=LIMIT, 32

action=add-src-to—-address-1ist

address—-1list=blocked-addr address-list-timeout=1d

- DDOS




TCP SYN Attack

* TCP SYN flood is a type of Distributed Denial of Service
(DDoS) attack that exploits part of the normal TCP three-way
handshake to consume resources on the targeted server and
render it unresponsive.

* Essentially, with SYN flood DDoS, the offender sends TCP
connection requests faster than the targeted machine can
process them, causing network saturation.

TCP SYN



TCP SYN ATTACK
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* [t's exhausting a router resource and dropped router’s
performance.

Resources

Profile {Running)

CPU: # | sn

Uptime: |02:42:18 |

Free Memory: |225.1 MiB | PC
Total Memory: |1010.9 MiB | USB

[ ra ]
| Hardware |

CPU
CPU: |Intel(R) |
|Name s|cPu [Usage > CPU Court: |1 |
cpul 100.0 RPS
ethemst 0 320 N CPU Frequency: |2294 MHz |
firgwall o 170 0
management 0 43.0 Dl CFPU Load: |'II]]1 |
networking 0 25]
profiing 0 05] Free HDD Space: |7.4 MiB |
routing o 00
unclassified 0 00 Total HDD Size: [56.5 MiB |
winbox 0o 00
Sector Wites Since Reboot: 476 |
Total Sector Wiites: 476 |
Architecture Name: |xE'-E

Sitems

|
Board Name: |<B6 |
Version: |6.42.5 (stable) |

|

Build Time: |Ju’1f25-"'21]18 12:12:08

TCP SYN



Preventing TCP SYN Attack

 Rate-limiting for each new tcp connection
« Reduce syn-received timer
* And setup tcp syn-cookies

TCP SYN



Preventing TCP SYN Attack

 Creating firewall for preventing tcp SYN flood

Firewall

= E3
Fiter Rules | MAT Mangle Raw Service Ports  Connections  Address Lists  Layer7 Protocols

E”E‘ l? |DD Reset Counters || 00 Reset All Counters | |F-’.".-c.‘ | |a" ";l
[Ercbes [0l 15 e EEE
i| | Action |Chain |Protocol |Dst. Port  |In. Interface |Src. Address List | Dst. Address List  |Bytes  |Packets | Comment -
. ejump farward & ftcp) 0B 0 5M Flood protect FORWARD
| @jump input & ftcp) 25582 MiB 17 027 859 5YM Flood protect INPUT
| afaccept syn-attack & ftcp) 1155 MiB 757 057
o R drop syr-attack 6 ttep)

25729 MiB 16 861 542

/ip firewall filter

add action=jump chain=forward comment="SYN Flood protect FORWARD" connection-state=new jump-
target=syn-attack protocol=tcp tcp-flags=syn

add action=jump chain=input comment="SYN Flood protect INPUT" connection-state=new jump-
target=syn-attack protocol=tcp tcp-flags=syn

add action=accept chain=syn-attack connection-state=new limit=400,5:packet protocol=tcp tcp- flags=syn
add action=drop chain=syn-attack connection-state=new protocol=tcp tcp-flags=syn

TCP SYN




Preventing TCP SYN Attack

IP Forward

Send Redirects

&
di

[ Accept Redirects
Secure Redirects

[] Accept Source Route
Mlow Fast Path
Route Cache

* |IP > Settings and enable “TCP - =

_ s TCP SynCookies
Syn COO kleS Max Neighbor Entries: 3132 |

ARP Timeout: |00:00:30 |

ICMP Rate Limit: [10 |

[_] IPv4 Fast Path Active
IPv4 Fast Path Packets: |0 |

IPv4 Fast Path Bytes: |0 B |

[] IPv4 Fasttrack Active
IPv4 Fasttrack Packets: [0 |
IPv4 Fastirack Bytes: |0 B |

/ip settings set tcp-syncookies=yes

TCP SYN



Raw Table Syn-flood Attack

/ip firewall raw
chain=input action=drop tcp-flags=syn protocol=tcp

TCP SYN



* Target: DHCP servers

*Objective:
* Exhaust all available IP addresses that can be
allocated by the DHCP server.

* Under this attack, legitimate network users can
be denied service.

DHCP Starvation



Preventing DHCP Starvation

e Restric the number of MAC addresses on the port of the switch

/, = b G
B 2 S S SN - e
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Port Security
1 Mac / Port

DHCP Starvation




How? Port Security on CRS3xxx

Create a rule to allow the given MAC address and drop all other traffic on
etherl (for ingress traffic):

/interface ethernet switch rule

add ports=etherl src-mac-address= AA:BB:CC:DD:EE:FF /FF:FF:FF:FF:FF:FF switch=switch1

add new-dst-ports="" ports=etherl switch=switchl

DHCP Starvation




How? Port Security on CRS3xxx

Switch all required ports together
Disable MAC learning

Disable unknown unicast flooding on etherl

/interface bridge add name=bridgel

/interface bridge port

add bridge=Dbridgel interface=etherl hw=yes learn=no unknown-unicast-flood=no

add bridge=Dbridgel interface=ether2 hw=yes

DHCP Starvation




Add a static hosts entry for 64:D1:54:81:EF:8E (for egress traffic):

/interface bridge host
add bridge=Dbridgel interface=etherl mac-address=AA:BB:CC.DD:EE:FF

DHCP Starvation



DHCP server on a network which is not
under the administrative control of the
network staff

DHCP Rogue
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Solution: DHCP Snooping (6.43+)

* The DHCP Snooping is a Layer2 security feature, that limits
unauthorized DHCP servers from providing a malicious
information to users.

* How?

* In RouterOS you can specify which bridge ports are trusted
(where known DHCP server resides and DHCP messages should
be forwarded) and which are untrusted (usually used for access
ports, received DHCP server messages will be dropped).

DHCP Rogue




< D EE—
DHCP With Option 82 With Option B2 DHCP
—_—> —_— .
Server SW2 S\W1

ether? etherl  ether2 etherl

trusted ‘. @ *..truzten trusted .*. .’ untrusted
& 1.‘ L] &

"® ether3
untrusted

—> DHCP Offer
—=DHCP Discover

¥ Dropped packet
Rogue

DHCP
Server

DHCP Rogue



< < <

DHCP ‘With Option 82 With Option 82 DHCP
__3; } } l
server SW2 SW1 Client
ether2 etherl  ether2 etherl
: trusted @ R .i..ll'l.--.l- d trusted '.,* R P nirusted (
‘-\u} e ““1,_:" » . h“‘n# * 1.\"'“u--._ —
= I\M

"'® ether3
untrusted

—> DHCP Offer
—>DHCP Discover
% Dropped packet
Rogue
DHCP

SW 1 Server SWZ

/interface bridge

add name=Dbridge

/interface bridge port

add bridge=Dbridge interface=etherl trusted=yes
add bridge=Dbridge interface=ether2 trusted=yes
add bridge=bridge interface=ether3

/interface bridge

set [find where name="bridge"] dhcp-snooping=yes
add-dhcp-option82=yes

/interface bridge

add name=Dbridge

/interface bridge port

add bridge=bridge interface=etherl

add bridge=bridge interface=ether2 trusted=yes
/interface bridge

set [find where name="bridge"] dhcp-snooping=yes
add-dhcp-option82=yes

DHCP Rogue



UDP Flood

* UDP flood is a type of Denial of Service (DoS) attack in
which the attacker overwhelms random ports on the
targeted host with IP packets containing UDP
datagrames.

UDP Flood
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How to mitigate UDP Flood Attack

 Disable DNS forwarder on MikroTik if not required.

* If “IP -> DNS” — Allow remote request is enabled, make sure
appropriate filter rule Is set to prevent incoming DNS attacks.

« Rate-limiting for each new udp connection.
 Block UDP Traffic from outside

UDP Flood



 Disable
“Allow Remote Requests on router” if not required

DNS Settings
Servers: |1.1.1.1 IE 0K
8.8.88 |4 | Cancel
Dynamic Servers: | || Aoy
[ | Allow Remote Requests Static
Max UDP Packet Size: 4096 | [ cache

Query Server Timeout: |2.000

|
Query Total Timeout: |11].1]DD | g

Max. Concurent Queries: |'IfH] |

Max. Concument TCF Sessions: |2'I] |

Cache Size: 2043 KB

Cache Max TTL: {7d 00:00:00 |

Cache Used: |18 KB |

UDP Flood




 Block dns request “udp/53” traffic from outside

Firewall =] E3

Fitter Rules  NAT  Mangle HEW|SE‘.‘IGEF-|:I‘I:5 Connections = Address Lists  Layer? Protocols

IEHE' @ |DD Reset Counters ||DD Reset All Counters | |.E.=r,-.:~: ||aII ||i|
# | |Action |Chain \Src. Address |Dst. Address |Proto... |Src. Pot  |Dst.Pot  |In. Inter..|Out. Int... |Bytes  |Packets |w
0 # drop  prerouting 17 ... 53 0B 0 i

/interface list add name=WAN
/interface list member add interface=ether3-internet list=WAN

/ip firewall raw add action=drop chain=prerouting dst-port=53 in-interface-list=WAN
protocol=udp

UDP Flood



Raw table

@ admin@192.168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_64) — O X
| Session Settings Dashboard

(|| 04| | Safe Mode | Session:[192.168.255.140) HE
Aa Quick Set New Raw Rule =] E3
1 CAPsMAN Fiter Rules NAT Mangle Raw ‘Sefvioe General %Advanced Extra Action .. | oK |

=1 2121 [=] [9] [oa Res: ' =
M iafaces || &|[=] [v][s2] [c] [¥] [o0 Re Chain: SN E L[ caca |
1 Wireless : : loutput
2 b o] lhcten [chan 5o Addess| i poireos: S m— Aoy |
& Bridge
=2 PPP Det. Address: | Y | [ Dsable |
o0
2 Mesh Protocal: | v || Commemt |

255 [P [
== _ Src. Port: | Bl Copy |
77 MPLS M '
#2 Routing P Dst. Port: | | » | Remove |
“;85' System [ An.). Port J l v | Reset Counters I
9 Queues In. Interface: ’ ‘ v | Reset All Counters |
[ Files Out. Interface: | v
=l Log
S Radius In. Interface List: | l S
& Tools I* Out. Interface List: | -
|Em New Teminal
@ Dude [
| & Make Supout rif
& Manual 75|
& New WinBox Ditlems

UDP Flood




Raw table. Drop packets

@' admin@192,168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_&4) — O pd
Session  Settings Dashboard

=
Aar Quick Set Mew Raw Rule [x]
1 CAPsMAM General | Advanced Bxdra Action | oK | Lists Layer? Protocols
| Interfaces Chain: |prerouting " = | Cancel | ouriters | Sird | |a|l || ¥ |
I Wirel
:;a Elrild ess Src. Address: | |- | Aoply | Port  |Dst. Port  |In. Inter...[Out. Int.... [Byl =
@ DNage
=4 PPP Dst. Address: | |~ | Disable |
15 Mesh Protocol: [ludp  |v| | | Comment |
255 |P [~
I:'"_:. Src. Port: | | hd | Copy |
<77 MPLS I~
e I — PN
& System I Ary. Port: | |- | Reset Counters |
& Queues In. Interface: [ | EREEE g+ | o | | Reset All Courters |
(] Files Out. Interface: | | =
|| Log
L Radius In. Interface List: | | w7
A Tools | Out. Interface List: | | -
|l Mew Terminal
& Dude 2
| = Make Supout.nf

& Manual

& MNew WinBox

»

UDP Flood




Raw table. Drop packets

© admin@192.168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_64) - O X

Session Settings Dashboard

5E

New Raw Rule [=]
Advanced Extra Action | Statistics
Action: (T + |
[[] Log
Log Prefix: |

As Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
2 Bridge
=3 PPP

Lists Layer7 Protocols
bunters } [ £

| Ja E2

[in. Inter...|Out. Int... [Byl v |

Cancel

Port | Dst. Port

Disable

°18 Mesh

s P

/7 MPLS

#2 Routing

<57 System

& Queues

|| Files

2| Log

S Radius

A Tools

|| New Teminal
@ Dude

| & Make Supout rif
& Manual

@ New WinBox

Comment
Copy
Remove

Reset Counters

<

Reset All Counters

L 4

UDP Flood




Brute Force Attack

* A Brute Force Attack is the simplest method to gain access to
a site or server (or anything that is password protected). It
tries various combinations of usernames and passwords
again and again until it gets in.

* This repetitive action is like an army attacking a fort.




Prevention: Brute Force Attack

 Limit Failed Login Attempts and lock out users with a maximum
number of failed attemps.

* Don’t use a default ports.
 Limit Logins to a Specified IP Address or Range
* Use complex password and change it periodically




 Port knocking is a method that enables access to the router
only after receiving a sequenced connection attempts on a set
of “pre-specified” open ports.

* Once the correct sequence of the connection attempts is
received, the RouterOS dynamically adds a host source IP to
the allowed address list and You will be able to connect your
router.

Port Knocking



PORT-KNOCKING

INTERNET

Port Knocking



/ip firewall filter

add action=add-src-to-address-list address-list="stagel" address-list-timeout=1m
chain=input dst-port=8000 protocol=tcp

add action=add-src-to-address-list address-list="stage2" address-list-timeout=1m
chain=input dst-port=7000 protocol=tcp src-address-list="stage1"

add action=add-src-to-address-list address-list="allowed" address-list-timeout=30m
chain=input dst-port=6000 protocol=tcp src-address-list=“stage2"

add chain=input src-address-list=allowed action=accept

add action=drop chain=input




Questions?



