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* Soluciones BGP

* Balanceo de Carga

* Firewall Avanzado

* Anti-DDoS
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* Conexion con CDN (Content Delivery Network)
e Reduccion de consumo de ancho de banda internacional
* Proteccion Anti-DDoS incluida

* Mejores costos del mercado
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Ataques

DoS: Denial of Service.

DDoS: Distributed Denial of Service
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DoS: Denial of Service
Mbps flood

Q Dst-Address: 47.22.22.5
&

) MTU: 1500 Bytes

¢

Public IP: 47.22.22.5 MTU: 1500 Bytes

<L EEDS 5 MTU: 1500 Bytes

MTU: 1500 Bytes

MTU: 1500 Bytes
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DDoS: Distributed Denial of Service
Mbps flood

Dst-Address: 47.22.22.5

Public IP: 47.22.22.5

MTU: 1500 Bytes
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DoS: Denial of Service
PPS flood

Q Dst-Address: 47.22.22.5
&

‘ ) MTU: 64 Bytes

MTU: 64 Bytes

MTU: 64 Bytes

MTU: 64 Bytes

MTU: 64 Bytes
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DDoS: Distributed Denial of Service
PPS flood

Dst-Address: 47.22.22.5
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MTU: 64 Bytes
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Protocolo de ataque

TCP (Transmission Control Protocol)

UDP (User Datagram Protocol)
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Posibles soluciones

1. Ancho de banda suficiente + buen Firewall.
2. Solicitar Blackhole al ISP.
3. Peer BGP con servicios de mitigacion.
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Posibles soluciones
1. Ancho de banda suficiente + buen Firewall.

* Se recomiendan enlaces con capacidades superiores a
1Gbps.

e Buen Hardware dedicado a Firewall, CCR1036 o
CCR1072
e Para ataques TCP, Tarpit y limite de SYN.

* Para ataques UDP, drop del puerto en Firewall RAW.
Evitar reglas de Log.
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Esquema Firewall Filter
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Esquema Firewall Raw
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Posibles soluciones
2. Solicitar Blackhole al ISP.

* Se debe tener acordado un servicio de Blackhole con el ISP.
* La manera mas eficiente es a través de BGP Community.

e Sin BGP Community depende del tiempo de respuesta del ISP.
* La IP/32 enviada a Blackhole no puede ser utilizada.
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Posibles soluciones
3. Peer BGP con servicios de mitigacion.

* Se debe tener un ASN con prefijos minimo /24

* Peer BGP con algun proveedor especializado en mitigacion
idealmente fuera del pais

* La solucion puede ser mas potente si se tiene separacion de
peers BGP por trafico Nacional e Internacional
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Solucion 3.1

Peer Global

Public IP: 47.22.22.5 *

1 Tbps ’
Q Dst-Address: 47.22.22.5

d é )

Peer BGP |

I
Public IP:47.22.22.5
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Solucion 3.2

Peer Nacional - Internacional

Public IP: 47.22.22.5 *

1 Tbps ’
Q Dst-Address: 47.22.22.5
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Estadisticas Firewall Raw

Fiter Rules NAT Mangle Raw | Service Ports Connections Address Lists Layer7 Protocols
] ]x] 8] [F] [ e [

# | |Action Chain | Dst. Address [1411¢In. Interface List |Src. Address List || Jump Target Bytes |Packets |Comment
81 ﬂ|ump prerouting intemet mirror 154076 GiB 36718 818 301 stats
82 [ passthrough  mimor nacional 12763.1GIB 25446 122 955 stats
83 (Y passthrough ~ mimor Inacional 2644 6GiB 7272 695 342 stats
84 4 retum mirror 0/24 nacional 2893.7GiB 3233 283 076 stats
85 4 retum mirror 0/24 nacional 977.7GiB 2827 113 125 stats
86 4 retum mirror 0/24 nacional 345 MiB 824 372 stats
87 44 retum mirror 0/24 nacional 498 5GiB 2193 385 108 stats
88 4 retum mirror 0/24 nacional 1540.7 GiB 6345 435 148 stats
89 44 retum mirror 0/24 nacional 35.5 MiB 874 287 stats
90 4 retum mirror 0/24 nacional 17.5GiB 113 321 216 stats
91 44 retum mirror 0/24 nacional 105GiB 10 115 597 stats
92 4 retum mirror ).0/24 nacional 196.7 GiB 787 008 161 stats
93 44 retum mirror 0/24 nacional 1082.5GiB 5140 655 272 stats
94 4 retum mirror ' 0/24 nacional 44405GiB 5850 900 538 stats
95 44 retum mirror 1.0/24 nacional 1104.2GiB 2943 207 055 stats
96 4 retum mirror 0/22 nacional 0B 0 stats
97 4 retum mirror 0/23 nacional 0B 0 stats
98 4 retum mirror 45.238.179.0/24 nacional 0B 0 stats
99 # retum mirror ' 0/24 Inacional 111.6GiB 656 589 247 stats

100 4 retum mirror 1.0/24 Inacional 128.7GiB 506 888 985 stats
101 4 retum mirror 1.0/24 Inacional 1151.8 MiB 17 616 180 stats
102 4 retum mirror 1.0/24 Inacional 303.4GiB 1456 098 262 stats
103 4 retum mirror 1.0/24 Inacional 256.1GiB 1076 138 878 stats
104 4 retum mirror '0/24 Inacional 509.5 MiB 15 301 357 stats
105 4 retum mirror 1.0/24 Inacional 61.9GiB 103 389 203 stats
106 4 retum mirror 1.0/24 Inacional 7.0GiB 20 280 768 stats
107 44 retum mirror 10.0/24 Inacional 874GiB 395 204 839 stats
108 4 retum mirror 11.0/24 Inacional 212.4GiB 718 339 464 stats
109 44 retum mirror 12.0/24 Inacional 1293.9GiB 1675 120 787 stats
110 # retum mirror 13.0/24 Inacional 180.2 GiB 631727 664 stats
m 4 retum mirror 1.0/22 Inacional 0B 0 stats
112 4 retum mirror 1.0/23 Inacional 0B 0 stats
113 4 retum mirror 45.238.179.0/24 Inacional 0B 0 stats
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Estadisticas Firewall Raw

[eruditum@l036-PRODv2] > ip firewall raw print stats where dst-address="45.238.179.0/24 src-address-list="'nacional
Flags: X - disabled, I - inwvalid, D - dynamic
= CHAIN ACTION BYTES PACKETS
0 ;;; sStats

mirror return 1 389 516 95... 1 &75 353 593
[eruditum@l03€-PRODv2] > ip firewall raw print stats where dst-address="45.238.179.0/24" and src-address-list="nacional
Flags: X - disabled, I - invalid, D - dynamic
B CHAIN ACTION BYTES PACKETS
0 ::: Stats

mirror return 4 768 2¢l le... 5 851 3¢4 382

bytes diff = Val(mk bytes) - Val(sql bytes)
Console.WritelLine("bytes diff = " + bytes diff.ToString("NO"))

mbps = Val(bytes diff) / segundos diff
mbps = mbps * 8 / (1024 * 1024)
mbps_str = mbps.ToString("F0")

pps = Math.Abs(Val(sql packets) - Val(mk packets)) / segundos diff
pps_str = pps.ToString("Fo")

Ing. Francisco Méndez — MUM Chile 2019



Peers BGP

Instances VRFs Peers ’Netwaks Aggregates VPN4 Routes Advertisements

= Y | | Refresh || Refresh Al || Resend || Resend Al
Name Instance II11/1°|1 Uptime Prefix Co... State

...... ®ousto  defaut 110, 174215519 11 established
& facebook default 11 15d 07:09:51 34 established
#2google default 11 15d 07:09:53 579 established
&ifx default 11, 14d 12:53:59 5509 established
#level3 intemacional  default 111 54d 06:02:48 1 established
#level3_nacional default 11 54d 06:02:48 5717 established
&2 microsoft 1 default 111, 15d 07:09:52 212 established
& microsoft2 default 111, 15d 07:09:52 212 established
& pitchile-1 default ‘1. 15d 07:22:17 5170 established

pitchile-2 default 1. 15d 07:21:33 5265 established

&2 stormwall-fx default NN 2d 18:06:16 established
& stomwall{evel default NN 2d 18:04:25 established
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Filtros BGP

+ = v % a7
Prefix ¥ |in + | |45.238.179.0/24
# | Chain Prefix | 1|1 Action Comment
36 | stomwall-out -‘-5.235. 79.0/24 accept 45.238.179.0/24-5TR
37 | stomwall-out 5.238.179.0/24 accept 45.238.179.0/24-STR
55 nacional-out 45.233.1 79.0/24 accept 45.238.179.0/24-I1SP
72 intemacional-out 45.238.179.0/24 accept 45.238.179.0/24-1SP
90 austro4n 45.238.179.0/24 accept
110  ifx-out 45.238.179.0/24 accept 45.238.179.0/24-1SP
130 level3-out 45.238.179.0/24 accept 45.238.179.0/24-I1SP
150 gtd-out 45.238.179.0/24 accept 45.238.179.0/24-I1SP
170 arkle-out 45.238.179.0/24 acc 45.238.179.0/24-1SP
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Sistema de Deteccion y Mitigacion
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http://ph-admin.mkx.cl/
http://ph-admin.mkx.cl/

Sistema de Deteccion y Mitigacion
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Sistema de Deteccion y Mitigacion
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istema de Deteccion y Mitigacion
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Muchas Gracias!
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