HablalP

Integracion & Desarrollo

Tips & Tricks to connect
to a Layer2 IXP

MUM Chile 2019

G
MIKIron =




.Hgablalp Agenda

* Introduccion

e creando peers BGP4

* Filtros BGP (in & out)

* Usando Comunidades BGP

* Filtros de seguridad minimos
* Tips para Layer2

*Q&A



HablalP

Integracioén & Desarrollo Qu i e n I e S h a b I a

e Jaime Cruz M. <jaime.cruz@hablaip.com>

— Integrador de sistemas con mas de 10 anos de
experiencia en Redes IP, telecomunicaciones,
Sistemas Linux, Mikrotik, Asterisk y telefonia IP.
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— Interconnection Strategy en IXP Pit Chile.
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e Que es un IXP?

Un PIT o Punto de Intercambio de Trafico
(IXP Internet eXchange Point en inglés) es una
instalacion donde se intercambian los datos
entre diferentes redes de diferentes
proveedores y consumidores de internet.

Es decir, un PIT permite interconectar
directamente (algunas de) las redes que
conforman el internet.
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Introduccion

* IXP/PIT’s en Chile: (segun Subtel)

* PIT Claro Chile  PIT Orange

* PIT Entel PIT Telefonica Mundo

* PIT Level3 PIT Chil /LJ
* PIT Intercity P|T Techoera

* PIT NAP Ch%txtZ P|T ConcepciéﬁwwitZ

(fuente: https://www.subtel.gob.cl/normativa-tecnica-internet )



https://www.subtel.gob.cl/normativa-tecnica-internet
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* Diferencia entre IXP Layer3 v/s Layer2

Los PIT en capa2 ofrecen conectividad total y libre entre sus miembros.
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* Requisitos para conectar a un IXP.

— Contar con recursos IPv4/IPv6
* Minimo /24 en IPV4.
— Contar con un ASN (numero autonomo)
— Solicitarlos en LACNIC para Latinoamerica
 www.lacnic.net

— Contar con equipamiento de red que soporte
BGP4. < Mikrotik ;-)
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* Que es un ASN (Sistema Autonomo)?

— Conjunto de redes administrado por una
misma entidad, que a su vez tiene
autonomia en internet.

— Entidades de gobierno, financieras,
universidades, proveedores de internet, etc.

—Ej. SII(AS15208), Codelco(AS52226),
BancoChile(AS22975), U.Chile(AS23140),
GTD(AS14259), etc.

(fuente: https://bgp.he.net)



https://bgp.he.net/
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Que es un BGP4?

—Protocolo de enrutamiento de borde o
/exterior/

— Conecta diferentes Sistemas Autonomos
— Utiliza el puerto tcp/179

* Internet es un conjunto de sistemas
autonomos que hablan BGP.
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* Ejemplo de organizacion conectada a dos ISP’s
vy un PIT.
— RED a conectar: AS65001
— ISP A: AS18474 nac. e inter.
— ISP B: AS7094 inter.
— PIT CL: AS61522 MikroTik
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e Crear una “Instancia BGP”
* Routing->BGP->Instance-> +

— Nombre descriptivo
— ASN local es 65001 " e e 1|
el £S: 65001 | | c

— RouterlD opciones Router ID: ) [ A
— “redistribute XXXXX” Dltatess Cmechet. | [
|| Redistribute Static Cor

|| Redistribute RIP —

|| Redistribute OSPF - C

(] Redistribute Other BGP | Re

Out Fiter: | ¥

Confederation: | -
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Creando peers BGP4

 Definir la redes a anunciar

* Routing->BGP->Networks-> +

— Requisito contar con IPv4 y/o IPv6

\

New BGP Network

Network: |200.0.0.0/22

"] {Synchronize

New BGP Network

Network: |2803:5555::/32

|

|| Synchronize

Ok

Canc
App
| Niaal
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* Crear un Peer BGP

* Routing->BGP->Peers -> +
— Requisitos: ip y asn remoto (10.1.1.1/30 AS7094)

New BGP Peer

! CNane:

peer_lSP-N

Instance: b;Mn_Red »

+ Remote Address:

10.1.1.1 )

Remote Port: |

[ Remote AS:

7094_J

TCP MD5 Key: |
Nexthop Choice: 'defquh
|| Muttihop

.| Route Reflect

| Cisco VPLS NLRI Length Fomat: 'auto bits

Creando peers BGP4

New BGP Peer

| General
|fipv6i| | 12vpn [ | vpnd
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* Ejemplo de visualizacion de Peers BGP

Nombre

$Pit_PCH42
$Pt_Mcrosoft2
#3Pit_Microsoft1
#2Pit_V6_Chile1
#2Pt_V6_Chile2
#3Pit_Google
#2PitChie1

Creando peers BGP4

Remotos
P ASN Uptime
200.23.206.220 42 200.23.206.220 &d 11:36:53
200.23.206.211 8075 207463282 23d 06:58:36
200.23.206.210 8075 207 .46.32 81 23d 06:58:33
2801:14:9000::1 61522 200.23.206.1 884 05:11:48
2801:14:5000::2 61522 200.23.206.2 88d 05:11:41
200.23.206.225 15169 74.125.251.16 23d 06:57:47
200.23.206.1 61522 200.23.206.1 18d 22:14.07

Prefix
Count Estado

127 established
212 established
212 established
235 established
235 established
579 established

5180 established
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General | Advanced Status

Name: |peer_ISP-A

* Opciones “Peer BGP” ratance: [bopMeFed
Remote Address: |10.1.1.1
— Opcion clave MD5 Remote Por: |
. . . Remote AS: |7094
— Max prefix limit BT -~
— Max Pref. Restart T. Nexthop Choice: [defau
. || Muttihop
— In & Out Filter ] Route Reflect
Hold Time: | 180
Keepalive Time: [
TTL: |defaut

Max Prefix Limit: |
Prefix Restart Time: | 5
[ In Fiter: || ]
Out Fiter: | |

AllowAS In- |
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* Opciones “Peer BGP”

— Max prefix limit ~ por sobre un 20%

— Max Pref. Restart T. (en segundos)

0 -> (infinito) | IL: |detaut

Max Prefoc Limit:
Max Prefix Restart Time:

L L

(evitar recibir “escapes” de rutas)

7000

3600
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e Diferencias filtro IN v/s OUT
— Son diferentes a filtros de firewall
— OUT: Que prefijos publico
— IN: Que prefijos acepto/filtro

IN & OUT

s 8
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* Filtros OUT:

— Solo publicar mis prefijos!!! 159 8

— Publicar lo mas sumarizado ~
= "
posible -

M RED
ALLSO0L
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Filtros BGP: IN & OUT

* Filtros OUT: (solo mis prefijos)

* Routing->Filters -> +

Route Fiter <200.0.0.0/22>
Matchers |BGP Actions BGP Actions [}
Chain: Rpwout JE} =(
Prefic: [[200.0.0.0/22 - [
Prefix Length: [ Jv _[
Match Chain: |
Route Fiter <200.0.0.0/22>

Matchers BGP Actions | BGP Actions

J

Action: I ¢
Jump Target [ ]T"
Set Distance: [ -

ol ll6l
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* Filtros OUT: (solo mis prefijos)
* Routing->Filters -> +

Route Filters
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Integracion & Desarrollo :
Name: |peer_ISP-A

* Filtros OUT: Aplicado o BIE

Remote Address l 10.1.1.1

al peer BGP. Remcte Pot. |
. . Remote AS: "7094
* Routing->Filters -> + [rcpM:sKey: 1' -]
Nexthop Choice: |defautt
[ Muttihop
[ Route Reflect
Hold Time: | 180
Keepalive Time: l
TTL |defaut
Max Prefix Limit: |
Prefix Restart Tme: | J

[_In Fiter. || ]
Qut Fiter: | ipV4out J

AllowAS In- |
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* Filtros IN:

— Filtrar redes Marcianas! isP 8

— Filtrar la red local Mfiu

— Filtrar ruta default (segun caso) A

— Filtrar prefijos > /24
R

Moot ik

W RED
ALLSO0
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* Filtros IN:
* Routing->Filters -> +

Route Filter <10.0.0.0/8>

Matchers |BGP Actions BGP Actions I
|— i [rﬁlgrlrpydrNQmaAmq'!s N_;J I
. (11000078 & ([
Length: [ 1/8-32 N
Match Chain: | —
Protocol:
Matchers BGP Actions lmPAdiom
Distance: l

ki | kit § i

— ) S—
€
=
3
o
—‘
*}]
= |

e |

1]
—
1]



HablalP

Integracion & Desarrollo

* Filtros IN:

(Martian Routes)

hand T AW P
Route Filters

Filtros BGP: IN & OUT

=] (2] (=] |y
# |Chain Prefix Prefix Length | Action
23 fiterlPvANOmartians  192.0.2.0/24 24-32 “discard
24 fiterlPv4ANOmartians 10.0.0.0/8 8-32 discard
25 fiterlPv4NOmartians 172.16.0.0/12 12-32 discard
: 26 fiterlPv4ANOmartians 192.168.0.0/16 16-32 discard
27 fiterlPv4dNOmartians 192.168.0.0/15 15-32 discard
28 fiterlPv4NOmartians 168.254.0.0/16 16-32 discard
29 fiterlPv4dNOmartians 240.0.0.0/4 4-32 discard
30 fiterlPv4NOmartians 0.0.0.0/8 8-32 discard
31 fiterlPv4dNOmartians 127.0.0.0/8 8-32 discard
32 fiteriPv4dNOmartians accept
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* Filtros IN: (filtrar la red local)
* Routing->Filters -> +

New Route Filter
Matchers BGP Actions BGP Actions 0

Chain: |fiter|Pv4NOmartians
Prefc: [ 1/200.0.0.0/22|
Prefix Length: [ 1/22-32
Match Chain: |

S Ees T E

¢
¥
:
e w
eliol i llall |
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* Filtros IN: (filtrar prefijos > /24)
* Routing->Filters -> +

Route Fiter <10.0.0.0/8>

| Matchers |BGP  Actions  BGP Actions ;

Chain: |fiter{Pv4NOmartians # | [ cs

Prefix: | v :P(

Prefix Length: [ {2532 =
1  Match Chain: | Route Fitter <10.0.0.0/8>

| Matchers BGP Actions | BGP Actions e
Acton: (I *| | | .
Jump Target: | Jlj ~:~
! Set Distance: E lv E’
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General | Advanced Status
Integracion & Desarrollo

Name: |peer_ISP-A

* Filtros IN: Aplicado al - B

Remote Address {71071 1.1

peer BGP. Remote Por: |

. . Remote AS: | 7094
* ROUt|ng'>F|IterS ->+ (TP mosKey | ]
Nexthop Choice: |defaut
| Muttihop
|| Route Reflect
Hold Time: | 180
Keepalive Time: l
TTL | defaut
Max Prefix Limi: | ]
Prefix Restart Time: | ’

nFiter [ filterIPvANoMartians
[oumu. | |

AllowAS In- |
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e Que son las comunidades BGP

— Son un atributo BGP y es un atributo transitivo
opcional de longitud variable.

— Las Comunidades se traspasan de Router a Router,
aunque el Router no las “entienda”.

— A cada prefijo anunciado se le pueden incorporar
comunidades.
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* Para que sirven las comunidades BGP?
— Para realizar Ingenieria de trafico (o TE)

— Para identificar un grupo de prefijos con una o
mas propiedades en comun

— El o los router upstream pueden ser influidos en
su proceso de decision de rutas.
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e Como ver las comunidades BGP en Mikrotik
— |[P->Routes->Detalil Ejemplo: 61522:65023

—

VN .

N Dst. Address Gateway I
' - Nacional

E YRS Route <20029.16.0/24>

P ... Nacionall General Altributes ‘

'P{{DA P20 ,

:p# - Nacional BGP AS Path: '615221077_8
Db P2C |

'P{| ::: Nacionall BGP Weight: |

P{|DA P20 BGP Local Pref -

p ... Nacional

1p{| Db P20 BGP Prepend:

|y | E Nadonal1 :

lE . Nac ””a‘ BGP Atomic Aggregate:

'p Naaorg BGP Orngin: |igp

] cAe r 10 |

e po  BGPCommunties: 6152265023
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Route Filters

Comunidades BGP

* Como se aplican las Comunidades en Mikrotik

.- S| Find ipVdout
# | |Chain Prefix Prefix Length | Action
96 ipVdout 20000022 accept
58 ipVdout discard
Route Fiter <200.0.0.0/22>
"o
Set BGP Weight: | I+ | [cn
Set BGP Local Pref - | v | | Ax
Set BGP Prepend: v ;m
Set BGP Prepend Path: | |2 c;m
Set BGP MED: | s :cq
~a- Set BGP Communties —
e Set BGP Communities: | 15169:13000 _Eb—-Lﬁ"
| ~a- Append BGP Communities
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* Ejemplo Peering con Google (AS15169):

Community Preferred Ingress Signalling Range
Lowest preference to receive traffic for this prefix at this interconnection point (try to not
15169:13000 serve traffic here). Attempt to serve traffic on an indirect path (through other upstreams or
peers) before using this prefix.
15160:13100 Default priority of traffic on an indirect path. Tagging with this community indicates that the

preference is equal to receiving traffic over an indirect path.

15169:13200

Default priority to receive traffic for this prefix at this interconnection point (the same as if
the prefix is untagged).

15169:13300

Highest preference to receive traffic for this prefix at this interconnection point (try to serve

traffic here).

Fuente: (https://www.gstatic.com/isp/docs/BGPCommunitySupport.pdf )



https://www.gstatic.com/isp/docs/BGPCommunitySupport.pdf
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NETFLIX trbarned '- Y
. Internocional €
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* Ejemplo Peering con Netflix (AS2906):

https://www.netflix.com

— AWS

* Streaming
— OCA
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* Algoritmo de selecciéon de OCA mas cercano
— (1) Prefix (preferencia prefijo mas especifico)

Un prefijo /24 serd preferido sobre un /22

— (2) AS Path (contabiliza AS Path diferentes)

A prefijos iguales prefiere menor AS Path

—(3) MED (prefiere el menor MED)

Multi-exit Discriminator
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e Como verificar desde cual OCA recibo una
pelicula?

Shift + Ctrl + Alt+ Cmd + D

Buffering bitrate {(alv): 96 / 846
Buffer size in Bytes (@/v): 3167429 / 35612411
Buffer size in Bytes: 38779840

Diiffrar civm im Camande (a8 A0 ENDA 1 9AA 287D

Current CDN (a/v): cOO\1 _sdc002.telefonica—cl.isp.nﬁxvideo.net. 1 1: 50851 / c001.sdc(

Audio Track: en, |d: A:1:1;2:en;1;, Ghannels: 2.0, Codec: audio/mp4;codecs=mp4a.:
Video Track: Codec: video/mp4,codees=vp09.00.11.08.02 (vp9)
Timed Text Track: es, Profile: dfxp-ls-sdh, Id: T:1:0:1;es:0:0;

Framerate: 23 977
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* Calculo para publicacion de prefijos.iguales
65001:18474:174:2907 otk —_—

- a e

NETFLIX ==
internet
” e > Infernacionsl -
i ) ) .
Yvir ¥ Sii ) .
ANIC P | :";”J ETFLIX
' Nacional /L '’ 5001:7
3 e
vil 188 PLIY Entel é A &
AS’°°‘ Aswzu : 4 ’
ASLIBATY : / 3
35 MY ¢/
65001 61522 2907 o ".X’ "
(% .
o v 4
é ~$ MuaoTik
Mi RED

isP 3
ASES901 prefix: 200.0.0.0/22
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 Como preferir el OCA en PIT Chile?

— Utilizaremos las Comunidades disponibles en PIT
Chile:

— 0:61522 -> No anunciar este prefijo a ningun
miembro del IXP.

— 61522:{ASN} -> Anunciar este prefijo solo al peer
ASN: {ASN}
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 Como preferir el OCA en PIT Chile?
— Publicar 200.0.0.0/22 a todos los Peer.

— Publicar 200.0.0.0/22 a PitChile con la comunidad:
e 0:2906 (No anunciar al peer AS2906 (Netflix))
— Publicar solo a PitChile 200.0.0.0/23 y
200.0.2.0/23 con las comunidades:

* 0:61522 (No anunciar a ningun miembro de PitChile)
* 61522:2906 (Sl anunciar al peer 2906 (Netflix))
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* Calculo para publicacion de prefijos.iguales
Prefix: 200.0.0.0/22 Oath: M S
65001:18474:174:2907 N TFLIX L =
‘“ b > Infernacional '
Yvir ¥ S —— \ - Ti
' 9‘.'(. internet .' | ) ISP 8 ”fTFUX
' Nocional /O3 |’ Pre’ti'ia .0.0.0/22
Prefix: Vil 188 PIT Crbel 5 & p .w1:7094
200.0.0.0/23  AST004 AL19328 ISPA I} ¢

200.0.2.0/23 p S ASIBATY | /¢ /3
z & P s

? . 4 3 > ' ‘,a ,
NET IXQ.\' é ) (2 4 o
65001:61522:2907 - . = 3 / 4 4
39 - e e 3 /

15p >3 >< o nts
. é é MiaoTik

[« M RED

ASES00T prefix: 200.0.0.0/22

isP 3
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e Como verificar desde cual OCA recibo una
pelicula?

Shift + Ctrl+ Alt+Cmd + D

Buffering bitrate (a/v): 96 / 846
Buffer size in Bytes (a/v): 3167390 / 35659206
Buffer snze in 8ytes 38826596

) N A A T NA™ v
1 Ny \u ’ S NVTL ) & 11 . 5

Current CDN (alv): c001.scl001. putchlle isp.nfixvideo.net, Id: 48051 / c001.sclO(

Audio Track: en, Id: A:1:1;2;en;1;, Channels: 2.0, Codec: audio/mp4;codecs=m
Video Track: Codec: video/mp4,;codecs=vp09.00.11.08.02 (vp9)
Timed Text Track: es, Profile: dfxp-Is-sdh, Id: T:1:0;1;es,0,0;
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* Filtros de paquetes minimos de seguridad:

— Martian Routes filter
e Using Address List

— Spoofing IP Filter (IN & OUT)
 (https://www.caida.org/projects/spoofer )

— Transit IP Filters

— Permitir puerto BGP tcp/179 Solo desde Peers



https://www.caida.org/projects/spoofer
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e Martian Routes Filter:

Frewal
FRerRues NAT Mange Raw Service Pods Connections Address Lists | Layer7 Protocols
=] [2][s] =] 7 (Find | [Matanoutes | ¥

| O Matianfotes 10.0.0.0/8 Nov/13/2018 22:11:16

@ Martiantoutes 192.168.0.0/16 Nov/13/2018 22:11:16
@ Martianvoutes 127.0.0.0/8 Nov/13/2018 22:11:16
0000/8

@ Matiansoutes Nov/13/2018 22:11:16

]
@ Martianfoutes 172.16.0.0/12 Nov/13/2018 22:11:16 1
|
f
|
}

Firewall Rule ©
Generdl Advanced Bxra Action Statistics

Firewall Rule <>

Src. Address List: |
Action:
, Dst. Address List: | | Martianroutes
1 [ || Log
Layer7 Protocol: ! .
4 { LogPrefix: |
: 1
Content: [ 1 Reject With: [icmp network unreachable
P avensblon Didna [ 2
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Minimo Security Filters

e Spoofing IP Filter (IN & OUT)

Firewal [w]
General | Advanced [ — .
Firewall Rule ©
Chain —
General Advanced |Bira Action Statistics —
Src. Address List: A'!.[ALocalAddress ¥ A
Dst. Address List: | Bad
Protocol 4 —
Src. Portd E—
ot —
General Advanced Bxdra Action lm
Action: [0 SN
In. intedface —
Out. Intedfaca | Per Connec : Log |
sc| LogPrefix: |SpocfOUTint a il
In. Interface List | ] = - - ==
— Reject With: network chable 3
Out. Intedface List: [ [WAN-in e el 2 =
;2 - sigatee o - —
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In. Interface |

Out. interface’
Co X |
. Intedface List.| ...~ 1 LogPrefx: [SpoofiNint - | [
/ r : —
Reject With: |icmp network unreachable ® |
“[:




HablalP

Infegrazién & Desarmollo Minimo Security Fi Iters
e Spoofing IP Filter (IN & OUT)

— Como verificar mi red?

‘, Center for Applied Intemet Data Analysis

SERVICES PUBLICATIONS

www.calda org > projecis : spoofar

Spoofer

Seeking to minimize Internet's susceptibility to spoofed DDoS attacks, we are devel
validation (SAV) best anti-spoofing practices. This project includes applied research
interactive analysis and reporting service.

We have developed and support a new client-server system for Windows, MacOS, :

erirnn 1D addracenes lonnnfad nanbate \Na ara lin Wha nranace Af\ nrndisinns ranael

— https://www.caida.org/projects/spoofer
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 Mejorando la seguridad de MKT en el borde:

— Desactivando STP (Spanning tree protocol) si usas

bridge ortace Badgs - Laspeck> =0
".'nr-d STF WY Sen T r ‘-::-.~—-E

SITP " R8STF &S NSTP Conewl

P opn
)
et
Cigw

-

fowad Dulay 000018

Toh
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« MINDP (Mikrotik Neighbor Discovery Protocol)
— [P -> Neighbors

| g | ’ Discovery Settings | e,

|[inteface < [IP Address  |MAC Ad
Discovery Settings [=] E3
Interface: [ |none k3 OK
Cancel

Apply
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MNDP (Mikrotik Neighbor Discovery Protocol)
— Solo dejarlo para una interfaz particular?

Interface List

Irrtelface Interface List ' Bthemet EolP Tunnel IP Tunnel (

{#l[=] (][] ] [¥] | s | e

'! j‘::’,,‘ e L L ]

1
inteface [nterface List | Ethemet EolP Tunnel IP Tunnel GRI
$ = ¢ R A V|| LULsts

Ust _‘lrjt_gdﬁace
Mts e i Discovery Settings
interface: .. Mis_Intefaces 1% OK
Cancel

Apply
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* Mejorando la seguridad de MKT en el borde:

Tips Layer2 IXP

 MAC telnet server // MAC winbox server

Y NAC Tenet Server | MAC WinBax Server

ried o0 S Addem L1t

Mowed Irterisce Lat s [

=i

Y NAC Tainet Server  MAC Winllax Serewr  MAC Ping Server
rter sce S Addwm Ltme

oo rtetace e [NTTIRSDY 6
i
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* Mejorando la seguridad c
* RTP Timeout

— Mikrotik Default: 30 segu
/ip settings set arp-timeout

— Por interfaz (version >=6.3

/interface ethernet set [find
timeout=4h
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