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A propos de nous -~
KMP

* Entreprise de Service du Numérique (ESN) V
* Intégrateur de solutions a forte valeur ajoutée

* Solutions sans fils, Hotspost WIFI, Boucle Locale Radio

* Interconnexion des sites par liaison VPN, BLR et fibre optique

* Intégration de solutions de Cloud Computing en mode SAAS et PAAS
 Solutions de vidéosurveillance, controle d’acces et biométrie
 Solutions de téléphonie d’entreprise

* Solutions de sécurisation et d’optimisation des réseaux informatiques

* Formations, Séminaires et certifications



HOTSPOT WIFI : C’est quoi?



Hotspot WIF]

* Borne WIFI ou point d’acces WIFI donnant acces a un
réseau sans fil Wi-Fi.

* Permet aux utilisateurs de PC portables, telephones
mobiles, tablettes, ou smartphones de se connecter a
Internet.

* Les Utilisateurs doivent s'authentifier via un page web
(Portail captif)



Mikrotik Hotspot

e || s'agit d’un outil intégré du RouterOs utilisé pour un acces
Internet instantané Plug-and-Play

* HotSpot est un moyen d'autoriser les utilisateurs a accéder
a certaines ressources réseau, mais ne fournit pas le
cryptage du trafic.

|| fournit également une journalisation flexible des
utilisateurs.

* Difféerents moyens d'autorisation.



Lieu?

* Entreprises, Cybercafés, Aéroports
* Hotel, restaurant, café

* Boutiques, Supermarchés

* Parcs, Espaces publiques

* Hopitaux, Hotspot municipal ...



Architecture

Mikrotik Router RB951 Modem ADSL

Switch Ethernet 16ports

&2 &2

AP Mikrotik 1 AP Mikrotik 2 AP Mikrotik 3



Prérequis

Package List =] E3

I T | Check For Updates | | Enable || Dizable | | Uninstal || Unschedule || Downgrade | | Check Installation | ey |
|Name ¢ | Version | Build Time | Scheduled | o
& advancedtools 641 Dec/22/2017 11:k5:15
Dcalea 6.41 Dec/22/20107 11:55:15
& dhep 6.41 Dec/222017 11:55:15
Sgps 6.41 Dec/22/2017 11:55:15 ° H t t
& hotspot 6.41 Decs22/2007 11:55:15 O S p O
Hipvh 6.41 Dec/22,2017 11:55:15
led &.41 Dec/22/2017 11:55:15
Sle 6.41 Dec/22/2017 11:55:15
o ° U -m
ﬁmplsf 641 Dec/22/2017 11:55:15 S e r a n a e r
& multicast 6.41 Dec/22/2017 11:55:15
Sintp 6.41 Dec/22/2017 11:55:15
= openflow 6.41 Dec/2272007 11:55:15 ° °
& ppp 6.41 Dec/22/-2007 11:55:15 W I
& routing 6.41 Dec 222017 11:55:15 I re e S S
& security 641 Dec/22/2017 11:55:15
i system 6.41 Dec/22/2017 11:55:15
S tr0E3-client 6.41 Dec/22/2017 11:55:15
& ups 6.41 Dec/22/2017 11:55:15
Susermanager  6.41 Decs2272017 11:55:15
S wireless 641 Dec/22/2017 11:55:15
-Z'D items




Prérequis

 RouterBoards

* Adresses IP valides sur les interfaces
Internet et Locales

* Adresses DNS de votre FAI a ajouter sur
IP — DNS

* Au moins 01 Hotspot User



HotSpot Configuration

* Configuration DNS

EE PPP
= Switch
“[3 Mesh

& [P b

lxg |Pvb

<’ MPLS
.7 OpenFlow
22 Routing
4ci System

Q Queues

[\
[\

Ee———
ARP

Accounting
Addresses
Cloud

DHCP Cliert
DHCP Relay
DHCP Server
DNS

Firewall

OMS Settings
Servers: | |¢
(16925552 I
Dynamic Servers: | | Apply
[w| Mlow Remote Requests
Max UDP Packet Size: 4096 | [esse
Gluery Server Timeout: |2.000 | s
Query Total Timeout: | 10.000 | s

Max. Concument Queries: |_'I[H] |
20 |

Max. Concument TCP Sessions:

Cache Size: |2048 | KiB

Cache Max TTL: |7d 00:00:00 |

Cache Used: |21 KiB |




HotSpot Configuration

* Configuration Hotspot est similaire a celle du DHCP SERVER

-
|@' admin@192.168.88.1 (MikroTik) - WinBox v6.41 on hAP (mipsbe)
, Session  Settings Dashboard

Hotspot

Servers | Server Profiles Users User Profles  Active Hosts  IP Bindings

e I |::?f | || | ResetHTML || Hotspot Setup
\ ;‘:ﬂm MName ¢/ |Interface Address Poal Profile

DHCP Client

DHCP Relay

. DHCP Server
. DNs

Firewall




3.

HotSpot Configuration

Hotspot Setup =] E3

E3

Back Mext Cancel

Heotspot Setup

|w Masquerade MNetwork

Back || Next Cancel

1. Selectionner I'interface ou
deployer le Hotspot

Hotspot Setup

Back Mext Cancel

Definir votre plage d’adresse

2. Lladresse de l'interface est
ajouter automatiquement

Hotspot Setup

Select hotspot 551 cerfficate

Select Cetficate: IR * |
Back Mext Cancel

4. Faut-il utiliser le certificat ensemble avec

HotSpot ou non?




HotSpot Configuration

Heotspot Setup

Hitspat Setup

IP Address of SMTP Server: |[ERPREENEE]

DNS Servers: |[EIERISRES

1169.255.5.2 -

Back Mesxt Cancel Back Meat Cancel
1. IP du serveur SMTP pour 2. Insérer les Serveurs DNS a utiliser
recevoir les arletes ou IP du routeur

Hotspot Setup

Haotspot Setup

Mame of Local HotSpot Liser:

Passward for the User: | |

Back Mexd Cancel

3. Nom de domaine DNS pour le 4. Ajouter le 1¢" user Hotspot
Hotspot server




HotSpot Configuration

" DpenHow
2 Routing I
&2 System } - Personnalisation du portail captif
g Queues
Il Files ;
- File List
L. Leg = |7 [2] @ | Backup || Restore | | Upload.. [Fna__ ||
.@' Radius !FHE Name { !T'_.-pe |Size |C:E:atiun Time ! :l
i Tad i [Jflash disk Jan/141 B?ﬂé_,_-'
#& Tools [Ifash/KMP MUM directory Jan/01/2002 01:14:26
== ? [ flash/KMP MUM/aloginhtml  html file 13528 Jan/01/2002 01:14:26
= ucoer | Fmmin [ Aash/KMP MUM/emor htmi it file 5858 Jan/0N/200201:14:26 |
TROE9 [ Aash/KMP MUM/emors tx tut file 36158 Jan /01,2002 01:14:26
[DAash/KMP MUM/img directory Jan/01/2002 01:14:.26
= MetaROUTER [= flash/KMP MUM/img/bg-... png file B97 8 KiB  Jan/01/2002 01:14:41
_ [=] Alash/KMP MUM/img/bg-... .png file AMO KB Jan/01/2002 01:14:48
[ flash/KMP MUM/img/bg.ai aifile 0B Jan/01/2002 01:14:49
[=] Alash/KMP MUM/img/bgj... jpa file 0B Jan/D1/2002 01:14:45
[ flash/KMP MUM/mgAco... .aifile 0B  Jand01/2002 01:14:459
[=1 Aash/KMP MUM/img/foa... png file 0B Jan/D172002 01:14:45
[ Aash/KMP MUMAogin html it file 0B Jan/01/2002 01:14:49
[ Aash/KMP MUMAogout tml  hitrn file 0B Jan/01/2002 01:14:45 |
(Ofash/KMP MUMAv — directory _ Jan/01/2002 01:14:26 | -
67items |16.0 MiB of 16.0 MiB used 0% free




HotSpot Configuration

+ = T
|Name ! | DHS MName
&) defauit

2 items {1 selected)

Haotspot Server Profile <hsprofls

s General | Login  RADIUS

Mame: |hsprof]

Hotspot Address: |192.168.10.1

HTML Directory:

[=[E3
K Garden |P List
Cancel |__ - |
|~ | | Aol k2
OMS Name: |_w1u1u.l-:mp-_s_gl_|._r_tinns.lan | e Co
! [® Remove

HTML Directony Ovemde: flash/skins

flash/usermanager
iflashhotspaot ml
flash hotspot v

Hate Limit (ot

HTTP Promy:

Iﬂash;"HMF‘ MUMimg
flash/KMP MUMAv
iﬂasthMF' ML,
iflash/hotspat
7
SMTP Server: |2 e hiotenot i

HTTP Proxy Port:




HotSpot Configuration

Interface <wlan1s

General Wireless !Data Rates Advanced HT WDS Nstreme Tx Power ..

.
Mode: |ap bridge ii
5 S Cancel
_ , : — _ Band: |2GHzB/G [+
WiFi Interfaces |WED:3 Station  Nstreme Dual Access List  Registration  Connect List  Security Profiles | Channels = e Apply
= o . —_ Channel Width: | 20MHz | *]
|+_vlid ﬂlg 'EI |f| | CAP || WPS Client .” Setup Repeater || S-canner || i i .||ﬂ Frequency: EZ-HZ |i3|MHz Disable
|Name * | Type __|Actual MTU | Tx R [Skkat S5ID: [MUM CAMEROON 2018 |« Comment
Gbwlan] Wireless (Atheros ARG, 1500, Obps. Obps =
Radio Name: |54D1546F 7337 | Simple Mode
Scan List: |defauh i| ¥ | = Torch
Wireless Protocol: I_83ﬁ2.11 ||_i-_| Iweptl
Securiy Frofie: [defaul =] | wescient |
* Selectionner l'interface WLAN1 WPS Mode: [push buton 5]
. Frequency Mode: imanual-txpower “;E Sean...
 Mode : Ap bridge i e Bl | [ Feathae,, |
Antenna Gain: Iﬁ | dBi
* Band:2GHz-B/G = Sof_
WMM Support: |disabled | =]
Bridge Mode: |enabled ||3j
e SSID : MUM CAMEROON 2018 Reset Configuration
WVLAN Mode: inotag ”E
« Wireless Protocol : 802.11 VAN D: [ '
Default AP Tx Rate: | | ¥ bps
* Default Authenticate Defaul Cirt T Rate: | %

[l Default Autherticate
[l Default Forward
["] Hide S5ID




HotSpot portal page

Y Le por‘tail Ca ptif est four‘ni “~ C | @ Not secure | www.kmp-solutions.lan/login
lorsque |'utilisateur tente
d'accéder a une page Web.

* Pour vous déconnecter de
HotSpot, vous devez aller a

* http://router-IP or
http://HotSpot-DNS



HotSpot portal page

[ MUM - MikroTik Ussr M X [ Mikrotik User Manager, [ Vouchers * /' [ KMP solutions consultin: X <] = >

“— C | @ Not secure | www.kmp-solutions.lan/lcgin w B @

WG THE i,
QQ\S\ O,a,o

KMP SOLUTIONS

| g

Welcome to the gateway.
Please enter your login credentials.
Login

Password

HOTSPOT GATEWAY

by &= Team

MUM CAMEROON
YAOUNDE, JANUARY 26, 2018




HotSpot Network Hosts

Users User Profiles Active Hosts | P Bindings Service Ports Walled Garden Walled Garden IP List Cookies ...

=] [¥] |

| |MACAddess - [Address To Address Server ldle Time  |FxRate |Tx Rate|

IAH ¥00:52F3AD:73.CF  192.168.10.253  192.168.10.253 _ hotspatl 00:00:15 Obps___ Obps
‘AH ﬂHEZED:EEZI:CE:EE 192168 10 254 152.168.10.254 hotspot 1 00:00:01 492bps 452 bps

* Informations concernant les clients (PC) connectés
apparaissent dans I'onglet Hosts.




HotSpot Active Table

Hotspaot =] E3
Server Profiles  Users  User Profiles  Active | Hosts  |P Bindings Service Ports  Walled Garden  Walled Garden P List  Cookies ...
— |
: ___|_§Ef'u'er ¢ |User  Domain !._H-.!;Idress Uiptime | Idle Time | Session Time ...|Rx Rate ‘Tx Rate | i"’”
________ &¥hotspot 1 userd 192.168.10.253 00:10:30 00:00.42 0 bps 0 bps
&) hotspot 1 uzer] 152 168.10.254 00:13:13 (0:00:01 20 kbps 452 bps

* Informations concernant les utilisateurs connectés
apparaissent dans l'onglet Active.



User Management

Mew Hotspot Liser
Server Profiles UEETS IUSET Profild General ||JH'HTS Ciatistics 0K Il
N s [ T —
=] | ||:| IEI |i| Server: !____ I 3_| Cancel
| |Server + | Name B
O ot SO i Name: Ka :
I ;o; counters and limits for tial users oG e y Aeply
a Fazsword: | “““ J _ [l
&al admin Disable i
@hotspotl  user2 Address: | IE: Comment P
& hotspot 1 user] MAC: Address: | | ” i
: Copy
Profile: |default k2
T Remove
Rotes: | | >
Reset Counters
Email: | | >
3 Resst All Counters
‘enabled
1

* Ajout/modification/suppression des Hotspot Users



HotSpot Walled-Garden

* Outil permettant d’accéder a des ressources spécifiques sans
autorisation HotSpot.

* Les ressources spécifiques peuvent étre un serveur Web local ou une
page Web externe (www.mikrotik.com).

* Walled-Garden pour HTTP et HTTPS.

* Walled-Garden IP pour les autres ressources (Telnet, SSH, Winbox, etc.).



HotSpot Walled-Garden

New Walled Garden Entry o x|l [=1|E3)
Servers | Server Prof Action: & aliow ; € deny | oK | }s Walled Garden | Walled Garden IP List Cookies
+ :__.? | S T | Cancel | _ _ Il
| # Action {9 i —— | N | Hits -V
Src. Address: [ {192 168.X.0/24 | - i
Dst. Address: - | Disable |
: 5 | Comment |
Method: | i
_— | | Copy |
Dst. Host: [ |\ www google.com |~
r - | Remove |
Dst. Port: | 1]
g | Reset Courters |
Path: | b
| Reset All Counters |
Hits: '{I' |
.enai:nl.é;:lu
Eﬁ'rterns

 Autorise I'acces a google.com aux utilisateurs du 192.168.X.0/24



HotSpot IP Bindings

Servers  Server Profiles  Users  User Profiles Active  Hosts' P Bindings | Service Portis | Walled Garden  Walled Garden IP List | Cookies

| *| IRas |, Hotspot |P Binding

| # MAC Addres: WAC Addroe |-

Address: [192.168.10.25

To Address: |

Server: |all

Type: |regular
Focked Comment
Copy

O ‘.
regular

“ | 4 » 4
;‘
=

aai

Remove

:enabled

* Bypasser des clients spécifiques via HotSpot.
* \VoIP Phones, imprimantes, super-utilisateurs.

* [P Binding n’est pas comme walled-garden. Il ouvre toutes les
ressources du réseau public



HotSpot Speed limitation

ARG MNew Hatspot User Profile
Servers | Server Profles | Users  User Profies || General | Queue | Adverse | Scrpts
E'E‘ @ Mame: | Cancel ||
. . -J'Nﬁa%:fau“ / |Sessi:m Time... |Idle Timeoy Addlress Book: |none ” o | Aply |
 Attribuer a un client une T = | =]
bande passante e Tt one 214 | | Bemese
Keepalive Timeout: |Dﬂ:ﬂ2:{¥|] | a
128k/128k, down/up Status Autarefresh: |00:01:00 |
Shared Lsers: |2 |-
. Rate Limit {mx): |128K/128 | &
* Permettre a plusieurs = |
. , . v Add MAC Cookie
clients d’utiliser le MAC Cankie Timens: (34 000000 |
méme compte Hotspot - e 5
Inceming Filter: hd
(User/password)c S o i
Incoming Packet Mark: | | b
Outgoing Packet Mark: | | X
Open Status Page: |always || ¥ |

[v| Transparent Proxy




User Manager : C’est quoi?



User Manager

* User Manager ou Userman est un Serveur RADIUS (Remote
Authentication Dial In User)

* User Manager peut etre installé sur MikroTik RouterOS en utilisant le
package userman.npk

* RADIUS est un protocole qui fournit une authentication, authorization,
accounting centralisée d’ou son appellation de Triple A (AAA)

» Authentification : Seul les utilisateurs enrégistrés (login/password) ont acces

e Authorization : Definir les droits ou privileges pour un utilisateur
* Accounting : Journaliser tous les actions d’un utilisateur



User Manager

» Outil de gestion efficace utilisé pour :

* HotSpot users (notre cas d’etude)
* PPP (PPtP/PPPOE) users

* DHCP users

* Wireless users

* RouterOS users

* Pré-requis
* Avoir la meme version RouterOS pour vos AP.

* User manager fonctionne sur des architectures suivantes : x86, MIPS, PowerPC, TILE, CHR
* RouterBoard doit avoir un minimum de 32MB RAM et 2MB d’espace libre HDD.



RADIUS Setup for User Manager

=3

Servers ServerProfies | Users UserProfies Active Hosts IP Bindngs Serviee Pots  Walled Garden Walled Garden IP List  Cookies

¢ |DN5 Mame  |HTML Directory | Rate Limit x) |
flash/hotspot
Profile <haprof1s @L?_[ HESIEENN | Mew Radius Server
i ous| (o ]| [l Sewn s
¥ Use RADIUS T # | [Sef Senvice: [0 :
Default Domain: | |~ ey
Ol Cliosec
Location ID: | | > Copy Called ID: A
Location Mame: | | i Remove Domain: o ml
MAC Format: | XXX XXX KX XX E3 Address: 192.168.10.20 | Copy |
o At Gt |---- | Remove
interim Update: | | o Reset Status
| Authertication Port: | 1812 |
NAS Part Type: |19 fwireless-802.11) [EZ _
Accounting Port: |1B13 |
Timeout: ms
1 Accounting Backup
Ream: [ |~
Src. Address: | x




User Manager configuration

[ User Manager x

= C | @ Not secure | 192.168.9.1/userman

—_— ——

: MikroTik
* Default Username : admin
e Default Password : Blank Fﬁ“dm

| Log in




User Manager configuration

* Enregistrement des AP

1. Routers
2. Add
3. New

MikroT sk

Mikeotik Uzer Manager

Routers

Uzers

Ses=ions

Customers

Logs

Payments

Profiles

Reports

0 A zeszions

04 uzers

Advanced search

Maintenance

|
|
|
|
|
|
|
| Settings
|
|
|
|
|
|

Logout

Add  Edit

i Router details

L . Wain

1%} Name: AP1 Mikrotik
Owner. admin

Disabled: [_|
[w| Authorization success
[w| Authorization failure
[w| Accounting success
[v| Accounting failure

Log events:

* Radius incomming

Add




MikroTik

Milrotik User Manager

Routers

Users

Seszsions

Customers

Logs

Payments

Profiles

Settings

Reports

0 A zeszions

0 A users

Advanced search

Faintenance

Logout

User Manager configuration

Add Edit
]
i " Name " IP address % Shared secret
7] WP 1 Mikrotik 192.168.10.10 mikrotik
i AP2 Mikrotik 192.168.10.20 mikrotik
E BP3 Mikrotik 192.168.10.320 mikrotik
p— | Per page [20] ¥
Pt 0L

. [Main

* Radius incomming

Name: AP1 Mikrotik

Owner: admin

IP address: 192.168.10.10

Shared secret: mikrotik

Time zone: | Parent time zone

Disabled: [ ]

[w] Authorization success
[w] Authorization failurs
[l Accounting success
Accounting failure

Log events:

. [ain

Mame: |AP2 Mikrotik |
Owner: admin
IP address: {192.168.10.20

Shared secret: mikrotik

Time zone: | Parent time zone v
Disabled: [ ]

Authorization success

Authorization failure

Accounting success

Accounting failure

Log events:

* Radius incomming




User Manager configuration

i~ C | ® Notsecure | 192.168.9.1/userman

MikroTik profiles | Limitations

Mikrotik iser Manager e
Profile: | Cadre A

Users MName for users: _
o Ov:tr‘:er: admin
validity:
| | _
Starts: | Atfirst logon M Profile part [x]
Lons Price: 0.00
Emet Shared usars: 2 v|  A~Peried
Days: vl Sunda
Profiles | Save profile | Remove profile | ¥ E ML:J[:! d;‘;
Seftings Unlimited profile [E i
Reprts Add new limitation | ] Wednesday
0 A sessions {E :25;5:3?
0 A users P— [ﬁ Saturday
" (S, e R
Advanced ssarch Erte groblc ] Time: 0:00:00 1235959
g A | jmit:
Maint
aintenance Name:|Cadre| | 512K
Logout [l 256K
[ 128K
[T B4k
Mewlimit | Cancel Add

* Création de profils
utilisateurs



MikroT sk

Mikrotik User Manager

Routers

Limitations

Add

Edit

o
IH
T

Sessions

Customers

Logs

Payments

Seftings
Reports

i

User Manager configuration

Limitation details

% Upload

512.0 KiB

256.0 KiB

128.0 KiB

84.0 KiB

| [ain
Narme: i512|{
{ Cwmner: admin
| - Limits =
Download: i512k
Upload: [512k
Transfer: 0B
Uiptime:
w Rate limits :
w Constrainis

Add

e Creation des limitations



Generate Batch User

“— C | @ Not secure | 192.168.9.1/userman

MikroT sk Add Edit Generate
Mikretik User Mansper One
Batch . =
| e | _ User details £3 | % Total time left
| P | + Main
: Owmer. admin
| Sessions | Number of users: 20
| Cugtomers | Username prefix. imum
L d

| Logs | Username length: | 6 ¥ |

Pwd same as login: []
| Fayments | Password length: | 3 v
| Profiles | * Constrainis = -

. * Wireless

| Settings | » Private information—— >
| Repors | S B Cadie. -
| 0 A sessions |
| 0 A users |
| Advanced zearch |
| Maintenance |

* Possibilité de générer jusqu’a 999 users en un seul clic
* Assigner un Username prefix et profile pour tous.



Generate Batch User

L = |® Not secure | 192.168.9.1/userman
MikroTek Add Edit Generate
Mikrotik User Manager
i % Username % Till time % Total time left % Actual profile
o [+ mumsppeuz Unlimited Unlimited Cadre
I%i mum9yfdtj Unlimited Unlimited Cadre
[+ mumtcck2u Unlimited Unlimited Cadre
1+ mumpxkfx3 Unlimited Unlimited Cadre
[+ mumgz9ast Unlimited Unlimited Cadre
[+#] mumf87gfz Unlimited Unlimited Cadre
[+ mumge4qum Unlimited Unlimited Cadre
Settings |+ mumSShm8v Unlimited Unlimited Cadre
| Reports | [+ mumz426iw Unlimited Unlimited Cadre
o mumfyvt58 Unlimited Unlimitad Cadre
| mum2spSww Unlimited Unlimited Cadre
1+ mum9yncS8 Unlimited Unlimited Cadre
1+ mummy&7ra Unlimited Unlimited Cadre
ye I%i mumSmaepe Unlimited Unlimited Cadre
[+ mumykausi Unlimited Unlimited Cadre
Ll mum3ithaf Unlimited Unlimitad Cadre
[+ mumwaqcsay Unlimited Unlimited Cadre
L] mumgm44j4 Unlimited Unlimited Cadre
| mumnrtnjh Unlimited Unlimitad Cadre
1+ mumgx8c7d Unlimited Unlimited Cadre

* Liste de vos nouveaux utilisateurs




Generate Batch User

£ c |® Not secure | 192.168.9.1/userman
MikroTslke Add Edit Generate
Milorodik L=er Manzper
4] % Username User details |z| % Actual profile
— ¢ mumsppeuz L Cadre
T mumSyfdt] L =~ Main ; Cadre
e mumtcck2u L Usemame: mumsppeu2 | Cadre
USTCMERS - 1.
mumpxkfx3 L Pa-_sswu-rd. |t3x | Cadre
Logs mumgzoast L D'Soﬁ:j_' Iajdmin Cadre
Fagments mumfs7gfz L~ Actual profile ' Cadrs
Profiles mumg6s4qum L :Sg&iﬁéﬂw Cadre
Seltings mum53hm8v ¥ Private information Cadre
Reports mumz42Giw . ¥ Statistics Cadre
~Eil
0 A sessions mumfyviss L vAIrproﬁIes Cadre
mum2sp8ww L -'! Cadre
Advanced search AL RS L‘ Save Cadre
e mummys7ra L Cadre
oy mum5Smaepe L Cadre
0 /|
2 mumykausi L Cadre
mum5Si4h3f (M Cadre
mumwgc6ay L Cadre
mumgm44j4 (H Cadre
mumnrinjh L Cadre
mumagx8c7d L Cadre

* Parametres utilisateur




Generate Batch User

L e e P B B B B B e R e R R R RN R RN VTR

&« & I (@) Not secure | 192.168.9.1/userman
MikroT sk Edit Generate
Mikratik User Manager
Vouchers 5 ;
4] v % Till time % Total time left
T ¥ mumsppeuz Unlimited Unlimited
i |( ¥ " ¥ ] ]
._| mum9yfdtj Unf!mf’r_ed_ Unlimited
] mUthCkQU R Unlimited
ustomers i
o mumpxkfx3 Vouchers |£| Unlimited
] mumgzSast _ _ Unlimited
¥  mumfszgt: Break after: | None v | Unlimited
v mumg64qum Download as file Unlimited
Settings I mum5%hmB8y Unlimited
| Reports | i mumz426iw Unlimited
| Generate =
7] mumfyvt58 Unlimited
¥ mum2sp8ww Unlimited
l_!' mum9ynces Unlimited Unlimited
: o mummy67ra Unlimited Unlimited
o mumSmaspe Unlimited Unlimited
ogaow C
2 i+ mumykau5i Unlimited Unlimited
Pl mum5idhaf Unlimited Unlimited
& mumwgcsay Unlimited Unlimited
4] mumgm<$4j4 Unlimited Unlimited
i mumnrtnjh Unlimited Unlimited

* Génération des Vouchers pour utilisateurs




[ Mikrotik User Manager

>

Generate Batch User

[ Vouchers

M

e () filey WA Cofidsers/ AKHEMATOMN /Downloads/MNMouchers.htmil

Prepaid time: Unlimited
Logim- s ppen

A frar atternptine to open = wab page. vou should enter this lozin inform=tion

Lozin- mumEppen X (lozin name th=at yvou enter at the HotSpot losin pase’)
Paszzword 32 {password that voa enter =t the HotSpeot login paza)

If voum want to extend time please comfact reception
Prepaid fimme: Unllimived
Logm: e Pa-fid o
After attemptine to open a web pase, vou should ender this login information

Losin: S fdty flosin name that vou enter at the HotSpot login paga)
Pas=word: a3 fpaszavrord that vou enter at the HoetSpot lozin pase)

If »ou want to extend tirne, please contact reception
Prepaid time: Unlimited
Lozim- mumteckXa

Aftar attemphins to open = wab paze. vou should enter this lozim mfermation

Losim- mumitcckZn {lozin name that you enter at the HotSpot losin pase)

Password: =g {password that vou enter =t the HotSpot login pags)

If vow wrant to extand tome, please contact recephion
Prepaid timme: Tnlimited
I ozin: maumpxlfxcd
After attemptine to open a web pase, you should enter thes logm imformation

Logsin: mumpxkfxd Josim name that vour enter at the HetSpot login pazal)
Paz=word: atn (paz=word that you enter at the HotSpot logm pase)

If vou wamnt to extend e, please contact receptficn



Customize the User Manager Page

[ MUM - MikroTik User /. x /' [

& C | ® 192.168.9.1/use

Mikro¥ik

Routers
Users

Sessions
Customers
Logs

Payments
Profiles

Seftings

Reports
0A sessionu
0 A users
Advanced search

Maintenance

Logout

Mikrotik User Manager, X [M Vouchers -

| Appearance

I Style | Templates | Language | Payment gateways | Signup

Name:

Header:

Row:

Footer:

Break:

File extension:

Vouchers v+ |

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtmll-transitional.dtd">

<html xmlns="http://www.w3.0rg/1993/xhtml">

<head>

<titlexVouchers</title>

<styler

fimedia print { :

¢table align="center"” style="color: black; font-size: 11px;"> <tr

class="spacel"»<td colspan="3">{/td></tr> <trd  <td:Prepaid time:</td> <td>

<b>®u_timeleftde/br</td> <ftr> <l-- <trd  <td¥Price:</td>  <td>

<b>¥u_totalPricef</b></td> </tr> <tr> --»>  <tdrlogin:</td>  <td>

<b>Xu_username¥</b></td> </tr> <tr class="space2"><td colspan="3"></td></tr>

<tr> <td colspan="3"> After attempting to open & web page, you should

enter this losin information  </td> </tr> <tr heisht="Spx"><td colspan="3":

</body></html>

¢p class="noprint" style="font-size: 18px"> .. ...i...iiiaiias page break
................ </pr <p class="pagebreak">&nbsp;</p>

| Save

|| Reset |

* Possibilité de changer le Template ou de télécharger un autre sur
internet



FPamword 3333
Time 5d18h13mis
Shared Users 3
Profile Cizluas

Fowered By HETPED LIYANDILR

Customize the Voucher Code

Usermame &nawt
Fassmord 3
Tizme 1wy
Shared Users 3
FProfile Deluxs

Fowoered By NETPRO MTANMAR

TUsermame  Judr
Password Bis7
Time Tw
Shared Users 3
Frofile Daluxa

Pomered By WETFRG MICANKAR

Username 75ue
FPassword 777
Time Tiw
Shared Users 3
Frofile [Ogluxe

Premoed By NETPRD MEANMAR

Time Tw

Shared Users 3
Prefile Delizs

Fowered By HETPRO MYAMMAR

Tsername Shbf
Fasswerd wildn
Time Tw
Shared Uszex 3
Frofile Daluxe

Pamepsd BY TP RO BIVANMAR

Username Lhus
Fassword kg4
Time Tw
Stared Users 3
Profile Dsluxs

Fowened By HETPRAD BIYAMDILR

Username 2t
Fasmord fhigy
Timme 1w
Shared Users 3
Profile Deluxe

Powaid Ey WETORO RIVAMMAE

Tmme Iw

Shared Users 1
Frofie Delme

Poomred By BETFRO MCNRIAT

Uherneme 2ovn
Password V271
Time W
Shared Users 3
Profile Dielime

Dowwed By HMETPSD MITAMLILR.

Usermnme Gugp
Fassmord 33uq
Time W
Shared Users 3
Prefile Delus

Fowaned By WETDRO MYAMLIAR

Taername k747
Fassword  gfef
Lime i"'!'
Shared Users 1
Frofile Delie

Pamanod By SETTES MADOIAR.

Voucher code apres changement du Template




Final test

Welcome to the gateway.

Please enter your login credentials.

Login |mumsppeu2
Password | 1

OK

HOTSPOT GATEWAY ” - . .
by &= Team : | : l‘ W Welcome admin! T o T T

i | IP address: | 192.168.10.253
[ IVITRIOUK User MeElng | - 1 1 - bytes up/down: KiB / 2.0 KiB

e | 1m

MUM CAMEROON [
AOUNDE, JANUARY 26, 2018

MUM GAMEROON
AOUNDE, JANUARY 26. 2018
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