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Sécurisez votre routeur
MIKROTIK
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About Aurelien D TCHUMTCHOUA

CEO of TAD-IT & SERVICES
tad@tadit-services.com

237 674 260 401 | £257 J4) 005 143
G Suite Administrator and integrator

Network & Systeme administrator
MCP, MTCNA, Solutions Integrator
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©

"Se reunir est un debut ;
rester ensemble est un progres ;

travailler ensemble est |la réussite."

Henry Ford
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Pourquoi ?

v' Empécher les personnes non autorisées
d'accéder au systeme

v' L'intrus peut vous voler des informations ou

méme vous refuser l'acces a vos ressources

v L'intrus peut utiliser vos ressources pour
accéder a d'autre systeme
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Pourquoi ?

52 memony gystem, emor, crtical  login failure for user support from 83215 237 238 via ssh -
52 memony gystem, emor, crtical  login failure for user support from 83215 237 238 via ssh |
52 memory system, emor, critical  login failure for user support from 85.215.237.238 via ssh

Dec/ 1592017 21:01:31  memory system, emor, critical  login failure for user root from 86.31.57.126 via ssh

Dec/ 1972007 21:01:31  memary system, emor, critical  loain failure for user root from 86.31.97.126 via ssh

Dec/ 15972007 21:01:31  memary gystem, emor, crtical  login failure for user root from 86.31.97.126 via ssh

Dec/ 1972007 21:01:31  memary gystem, emor, crtical  login failure for user root from 86.31.97.126 via ssh

Dec/ 1972007 21:01:31  memary gystem, emor, crtical  login failure for user root from 86.31.97.126 via ssh

Dec/ 15972007 21:01:32  memary system, emor, critical  login failure for user root from 86.31.97.126 via ssh

Dec/15/2017 21:.09:28 memory gystem, emor, crtical  login failure for user admin from 24.151.165.221 via ssh

Dec/ 1592017 21:05:28 memory system, emor, critical  login failure for user admin from 24.151.165.221 via ssh

Dec/19/2017 21:09:28 memory gystem, emor, crtical  login failure for user admin from 24.151.165.221 via ssh

Dec/19/°2007 21:09:29  memary system, emor, critical  login failure for user admin from 24.151.169.221 via ssh

Dec/ 1972007 21:08:23 memaory gystem, emor, crtical  login failure for user admin from 24.151.169.221 via ssh

Dec/ 15972007 21 0925 memony gystem, emor, crtical  login failure for user admin from 24.151.169.221 via ssh

Dec/ 1972017 23:08:41  memaory system, emor, critical  login failure for user xcococooccoocococooccooc: from 60.174.155.41 via ssh

Dec/ 15972017 E 08:44 memony gystem, emor, crtical  login failure for user root from §0.174.155 41 via ssh

Dec/15/2017 23.08:47 memory gystem, emor, crtical  login failure for uger butter from 0,174,155 .41 via ssh

Dec 1520107 2'1 12:15 memory gystem, emor, crtical  login failure for user 0 from 181,214 87 4 via ssh

Dec/ 192017 23:12:15  memory gystem, emor, crtical  login failure for user 123 from 181,214 87 4 via ssh

Dec/ 1972007 231219 memary system, emor, crtical  loain failure for user 123 from 181.214.87 4 via ssh

Dec/ 1972017 23:12:33  memaory gystem, emor, crtical  login failure for user admin from 181.214.87 4 via ssh

Dec/ 1972007 23:12:35 memaory gystem, emor, crtical  login failure for user admin from 181.214.87 4 via ssh

Dec/ 19720017 23.12:36  memaory gystem, emor, crtical  login failure for user admin from 181.214.87 4 via ssh

Dec/ 15972007 2312:47  memary gystem, emor, crtical  login failure for user admin from 181214 .87 4 via ssh

Dec/159/2017 2312:47  memory system, emor, critical  login failure for user admin from 181.214.87 4 via ssh

Dec/ 192017 23:12:45 memory system, emor, critical  login failure for user admin from 181.214.87 4 via ssh

Dec/19/°2017 23:12:45  memary system, emor, crtical  login failure for user admin from 181.214.87 4 via ssh T

Dec/ 1972007 23.12:52  memaory gystem, emor, crtical  login failure for user admin from 181.214.87 4 via ssh

Dec/15/2017 231313 memary gsh, irfo auth timeout

Dec/15/2017 23:25:29 memary gystem, info, account  user admin logged in from 41,202 219,73 via winboo ™
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Comment?

v’ Garder le routeur a jour

v’ Sécuriser |'utilisateur et le mot de passe
v’ Sécuriser l'acces physique

v’ Configurer les paquets

v' Renforcement des services

v' Parameétrer le pare-feu

v Journalisation

v NITP Syne

v' Divers

& .
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Garder le routeur a jour

N — - A ini
M.-"KFOI’ 7 Home About Buy Jobs Hardware Software Support Training Account
Softwa =] Downloads Changelogs Download archive  RouterOS  The Dude

Upgrading RouterOS

Choose Bugfix only version to download the most stable release without new features, just most
important fixes. Choose Current to have the same fixes including improvements and new features, or =
choose Release candidate for testing the absolute latest builds in test environments. = i —

If you are already running RouterOS, upgrading to the latest version can be done by clicking on
"Check For Updates" in QuickSet or System = Packages menu in WebFig or WinBox.

[T IR

Y¥ou can find more information about version changes in Changelogs page.

RouterOS (2]

6.39.3 (Bugfix only) 6.40.5 (Current) 5.26 (Legacy) 6.41rc66 (Release candidate)
MIPSBE 33?0‘:‘;‘ SC}?TSEﬁHJ_II_iCGIFOETLELH“GE;E‘tEEeﬁan‘etq\ﬂ;_‘:L FowerBox, QRT, RBE&xx, hAP, hAF ac, hAF ac lite, mANTBox, mAF, RB4x: cAF, hEX. wAP, BaseBox, DynaDish,
Main package = o o =
Extra packages = = o =
SMIPS haP lite
Main package = = _ =
Extra packages = = _ =
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Garder le routeur a jour

6.39.3 (Bugfix only) 6.40.5 (Current) 5.26 (Legacy) 6.41rc66 (Release candidate)

MIPSBE

Main package

05 0

Extra packages

SMIPS

v’ Utiliser la version actuelle

v' Verifiez le journal des modifications avant la mise
a niveau vers une version plus recente

v’ Télécharger depuis une source fiable

v’ Verifier le fichier (MD5) lors du télechargement
depuis un site tiers
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Garder le routeur a jour

Check For Updates =l E3
Channel: ¥ QK
Installed Version: |6.40.5 Check For Updates

Latest Yersion: |6.40.5

What's new in 6.40.5 (2017-0ct-31 13:05): -

") certfficate - fved import of cedificates with empty SKID;

) cradoc - fieed 100% CPU usage after interface related changes;

) firewall - do not NAT address to 0.0.0.0 after reboot f to-address is used but not
speciied;

“)ike1 - fied crash after downgrade if OH groups 19,2021 were used for phase1;
“like1 -fied RSA authentication for Windows clierts behind MAT;

“lipsec - fored lost value for “remote-cedificate” parameter after disable/enable;
*)ipvh - fieed IPv6 addresses constructed from prefic and static address entry;

) log - propery recognize Mikro Tik specific RADIUS attributes;

) ke - do not reset modem when it is not possible to access SMS storage;

") lte - fied modem initialization after rebouot;

| e - fived PIN option after setting up the band;

*) sms - include time stamps in SM5 deliveny reports;

) sms - propery inttialize SM5 storage;

) snmp - foced " fsystem license" parameters for CHR;

) winboo - allow sharten bytes to kMG in Hotspot user limits;

*) wirgless - fieed rate selection process when “rate-set=configured” and NV2 protocal is
used;

What's new in 6.40.4 (2001 7-0ct-02 08:38):

) address - show waming on |Pw6 address when acquire from pool has failed;
) arp - propery update dynamic ARP entries after inteface related changes; W

System is already up to date
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Garder le routeur a jour

MD5 routeros-x36-6.40.5.npk: 86e43f02calb752a0c10175b11728b87

SHA 256 routeros-x86-6 40 5 npk- 2f235fc280a94f8bb195311ab3656bct2db45c45486a0d38ed7HefT60e5a6387

MD5 routeros-mipsbe-6.40.5.npk: 84037b2e61059e921a1a34bf13370775

SHA 256 routeros-mipsbe-6.40.5 npk: 9876§4b029409498bede1630fa127154b30d4d687 250809 1be874bb29819844a
MD5 routeros-arm-6.40.5.npk: 374cffect778ia2feed69a18003d2ed8

SHA 256 routeros-arm-6.40 5 npk: b38ba1eafes2efiG2fod2aacabeccdObl7ae? 3cf01cH9b20490acB896dad62 2ef

MD5 routeros-smips-6.40.5. npk: 7cBeTef111d238324922139T707cr 2417

SHA256 routeros-smips-6.40.5 npk- 540ab0act8de32599733c17c049ed7 chlcee?bd?bd5ab0bbf02755c7606e4d7d
MD5 routeros-powerpc-6.40.5.npk: 87c237a%a46a11edb827T0cc047d869

SHA 256 routeros-powerpc-6.40.5 npk- 711dd4bf89ccdb7 859d16ach4ecbb66bdc85bbhariv391c0485fm550e1efa115d
MD5 routeros-tile-6.40.5.npk: 85dbd8123954icebd432aees7 Taedsct

SHA 256 routeros-tile-6.40.5. npk- 02c820409c8b0470317bd87 ac626eaf255fd3c22678celchc1ef812bd90293e

MD5 routeros-mmips-6.40.5.npk: 657 2c2973514300e3c9bb1edd3d2d5es

SHA 256 routeros-mmips-6.40.5 npk- ba81762b21bbf7 cd55b0574ead79cBhaabadcTd60foeb2613da10024b21b86e9
MD5 all_packages-tile-6.40.5 zip: b52264af2fcd24f0b76bdeebBa79d04e

SHA256 all_packages-tile-6 40 5.zip: fcc86c72968bchbf12375368080M0e652d0e61c8ad897248d8d2b56908734392
MD5 all_packages-smips-6.40.5.zip: 86e6cb4bfOb7achdd41ed3abaaddabia

SHA 256 all_packages-smips-6.40.5 zip- 15238b134bab7c065a3bledds215d32554c0ae34380a20774fh4d6a efcBa7 31
MD5 all_packages-mipsbe-6.40.5 zip: 21bcabf11338bcd32d3a69cTa2bd3e1d

SHA256 all_packages-mipsbe-6.40.5 zip: bb295962013001d73529b444ad90d031b65306e9fd23ed8008de12b3130a521
MD5 all_packages-mmips-5.40.5.zip: 987d14d62b23d39e48941e3ed1e8862d

SHA 256 all_packages-mmips-6_40.5 zip: 616014d00bd0e75bfed7 204d80b01aeef3924d403bbec146d497 30eabaed17c
MD5 all_packages-x86-6.40.5 zip: 78672b6620ad8a6b11e4832e2576acel

SHA256 all_packages-x86-6.40.5 zip: 71117006ealasba?abcticibif2d86422e96e92ed79d64326fd6874c351211557

MD5 all_packages-arm-6.40.5 zip: 79be2dB8ade33513e55d75efdc2decscT

SHA256 all_packages-arm-6.40.5 zip: b455fdede2i68cd9c2di60904b2f234eabe83927c88d2d5c5b4730995b7dd342
MD5 all_packages-ppc-6.40.5.zip: 8366b7914b53ef260edd4962ba%esTi7

SHA256 all_packages-ppc-6.40.5 zip- 9eb8203c563613e9013233f319dfaf20d13357 1a00f56eeb860615ea154fdess

MD5 mikrotik-6.40.5.iso; 7726191632156841af3d4a74913edced
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Sécuriser user ID & password

User List
Users Groups SSH Keys 5SH Private Keys  Active Users

. =l

Mame Group | Allowed Address |Last Logged In
. system default user
& admin Full

AAA

Dec/13/2017 23:27.00

1item

V&: I
Mikror 1k

v

v

= N

Modifier le nom du compte
administrateur

Définir un mot de passe
complexe

Creer un compte sépare pour
chaque utilisateur

Definir ['adresse autorisée
Placer un utilisateur en
ecture seule dans le groupe
"lire"
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Sécuriser l'acces physique

v En cas de présente d'un port console, s'il n'est
pas utilisé bien vouloir le désactiver (facultatif)

v Toujours deconnecter sa session console

v’ Désactiver les interfaces inutilisees

v" Ne pas configurer les interfaces inutilisées
(facultatif)
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Sécuriser l'acces physique

Interface List =] E3
Interface | |teface List Ethemet EolP Tunnel 1P Tunnel GRE Tunnel VLAM VRRP Bonding LTE
L v % O T
Name Type Actual MTU [L2 MTU |Tx Fx TxP...|Rx.. FP Tx FP Rx FP Tx... FP R
R 4tBridge Bridge 1500 1558 0 bps 0 bps 1] 1] [ bps 0 bps 0 1]
R «#*Wan Ethemet 1500 1558 738kbps  2.0kbps 10 3 T729kbps 3.8kbps ) 7
.o NCIL-RB
X5 ether? Ethemet 1500 1558 0 bps 0 bps [ [ 0 bps 0 bps
. CIAC-5VONE
RS  #jbetherd Ethemet 1500 1558 1640 bps 0 bps 3 1] [ bps 0 bps 0 1]
o CIAC-DEPARTEMENT
RS  #i*etherd Ethemet 1500 1598 Obpz 1640 bps 0 3 0 bps 0 bps 0 0
S etherb Ethemet 1500 1598 0 bps 0 bps 1 1 { bps {0 bps 0 1
5 Ghwlan Wireless (Atheros ARS... 1500 1600 0 bps 0 bps 1] 1] 0 bps 0 bps 1] 1]
7T items {1 selected)
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Configuration des paquets

Package List =] E3
Ni Check Far Updates Enable Dizable Uninstall Unschedule Downgrade Check Installation
Mame Version Build Time Scheduled s
- S routeros-mipsbe 6.40.5 Oct/31/2017 13:05:15
& advanced4ools 6.40.5 Ot/ 312017 13:05:15
& dhcp 6405 Ot/ 312017 13:05:15
S ppp 6.40.5 Oct/31,2017 13:.05:15
£ routing 6405 Oct/31,2017 13:05:15
& securty 6405 Oct/31°2017 13:05:15
& system 6.40.5 Oct/31,2017 13:.05:15
& wireless 6405 Oct/31,2017 13:05:15
11 items

Mikror 1k

v’ Désactiver
v’ Vérifier les

v’ Vérifier la versi
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Sécurisation des services

IP Service List
v % | T

Mame

Port

Available From

g tems (1 selected)

Cerificate |

v’ Désactiver le service non
sécurisé (Ex. Telnet)

|v' Changer le port de service
(facultatif)

v’ Désactiver le service inutilisé

-

Mikror 1k

v’ Definir des listes d'acces
pour chaque service
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Parametrage du pare-feu

v' Le paramétrage du pare-feu ajoute une couche
de sécurité
v’ Configurer le port knocking (facultatif)
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Parametrage du pare-feu

Firewall =B

Fiter Fules | NAT Mangle Raw Service Pots  Conneclions  Address Lists | Layer7 Protocols
L ] &= | Reset Courters || 00 Reset All Counters all ¥
# Action Chain Snc. Address Dst. Address Protocol Src. ... |Dst. Port [In.[... |Out. I...|Layer? Prot... Bytes Packets -
i o Allow ping ICMP from arywhere -
1] « accept input 1 licmp) 0B 0 |
1 «f accept input 3567 KiE 5976
2 « accept inpit 0.0.0.0:0 41204 84 246 6 fop) 2291 Wan hZ2B 1
3 + accept outpt 41204 84 246 0.0.0.0:0 & ftcp) 2291 Wan 54 MiB 7736
.o Ciac-Pama server
4 =t add src to address list  forward 0B 0
. Facebook_users
b =t add dst to address list  forward L7-Facebook  27.8 KiB 184
o foutub_users
& =t add dst to address list forward L7-foutube 0B 0
.+ Bittoment_users
7 tt add src to address list  forward 0E 1]
..» Detect and adddist SMTP virus or spammers
g = add src to address list  forward & ftcp) 25 0B 0
;- BLOCK SPAMMERS OR INFECTED USERS
] 3 drop farward & fcp) 25 0B 0
10 X drop forward 0B
.o Block TOR browser
11 9 drop forward 0B 0
o A NE PAS DESACTIVER - JAMAIS 1
12 ¥ drop inpit 0.0.0.0:0 0.0.0.0:0 Wan 5.7 KiB 100
o ANE PAS DESACTIVER - JAMAIS 2
13 K dro altpit 0.0.0.0/0 0.0.0.0/0 Wan 6608 KiB 10 287
o ANEPAS DESACTIVER - JAMAIS 3
14 X drop forevard 0.0.0.0/0 0.0.0.0/0 Wan B

& .
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Parametrage du pare-feu

Port Knockin process

Tentative de connexion au routeur avec
Wimbox ou telnet ou ssh

Tentative de connexion rejetée / drop

Knock: tentative de connexion au port prédéfini

Régles de pare-feu modifiees dynamiquement
pour autoriser I'acces depuis I'hote

Routeur avec

Tentative de connexion au routeur avec Winbox parfeu
ou Telnet ou SSH

>
Connexion accordée
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Journalisation

v Journalisation de la surveillance
v’ Sauvegarder sur le disque (journal RouterOS
par défaut en memoire)

v’ Transfereé le journal vers un serveur syslog

i Freeze | all ¥
Dec/20/°2017 00:05:54 memony gystem, infao package ups is scheduled for disable by admin -
Dec/20/°2017 00:05:58 memony interface, info etherd linkc up (speed T00M, full duplex)

Dec/20/2017 00:20:14 memory gystem, emor, crtical  login failure for user service from 89.215.238.8 via ssh
Dec/20/°2017 00:20:14  memony system, emor, ortical  login failure for user service from 83.215.238.8 via ssh
Dec/20/°207 00:20:15  memony system, emor, ortical  login failure for user service from 83.215.238.8 via ssh
Dec/20/°2017 00:20:15% memony system, emor, crtical  login failure for user service from 89.215.238.8 via ssh
Dec/20/°2017 00:20:15%  memony system, emor, crtical  login failure for user service from 89.215.238.8 via ssh
Dec/20/°2007 00:20:15  memony system, emor, crtical  login failure for user service from 83.215.238.8 via ssh
Dec/20/°2017 00:23:37 memony gystem, infao fitter nule changed by admin

Dec/20/°2017 00:23:38 memony gystem, infao fitter nule changed by admin

Dec/20/2017 00:23:38 memony system, info filtter rule changed by admin

Dec/20/2017 00:23:57 memony gystem, info fitter nule mowved by admin *
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NTP Sync

v' Définir le fuseau horaire
v Synchroniser I'heure avec un serveur NTP ou le
selvice ge IR clold

v'|: Enabled
Clock = E Mode: |unicast ¥ Cancel
Time | Manual Time Fone oK Primary NTP Server: |37.187.109.209 Aoply
Time: | TEVIEA] Cancel Secondary NTP Server: |188.165.255.179
Date: |Dec/20/2017 Apply Chymamic Servers:
v| Time fone Autodetect synchronized
Time Zone Mame: | Africa/Douala ¥
Cloud =] E3
GMT Cffset: |+01:00 I BOHE Erabisd oK
DS5T Active W Update Time
Cancel
Fublic Address: |41.204 84 246
Apply
DMS Mame: | 558104242136 sn.mymetname. net
Force Update

updated

& .
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Autres

v Bail DHCP statique

v Sécurité Wi-Fi

v Sauvegardeé la configuration avec un mot de passe
crypte

v Bloquer la découverte Winbox

v Désactiver la découverte du voisinage de reseau

i .
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Questions
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L'Entreprise

TAD-IT & SERVICES est une

entreprise de conseils et de services
dediee aux nouvelles technologies de
'information. Notre objectif est de
satisfaire les clients que nous
accompagnions et d'etablir avec eux un
partenariat a long terme.

Nous intervenons principalement sur tous
les secteurs d'activité de l'économie et
nous ceuvrons dans lI'accompagnement de
nos clients sur les axes suivants :

7 Infrastructure réseau et systemes

v Intégration des solutions d’entreprise
v Meétiers du digital

7 Infogérance
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IT & SERVICES

Q‘: I
Mikror 1k

TAD-IT & SERVICES

>  info@tadit-services.com
+237 242 065 143
+237 677 217 368
Facebook/taditservices
Linkedin.com/company/tad-it-&-services

plus.google.com/+Tadit-services
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