Dynamic VLAN Assignment with
RADIUS and CAPsMAN Configuration
Example
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e Jesse Liu, Lethbridge
— Over 10 years experience using RouterOS
— Specialization in Wireless, Tunnel and Routing
— MikroTik Certified Consultant
— MikroTik MTCNA, MTCWE, MTCTCE Certifications

— Cisco CCNP, CCDP Certifications
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e 802.1Xis NOT an encryption type. It is basically just a
per-user (e.g. username and password)
authentication mechanism.

e WPA2 is a security scheme that specifies two main
aspects of your wireless security:

— Authentication: Your choice of PSK ("Personal") or
EAP ("Enterprise").

— Encryption: Always AES-CCMP.
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UyrdimiC VLAIN Signment

 VLANS are used to assign wireless users to different
networks without requiring the use of multiple SSIDs.

e Each user’s VLAN assignment is stored in the user

database of the RADIUS server that authenticates the
users.
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CAPs Configuration <cfgl=

Wireless Channel Datapath Security

Security: | |~

Authentication Type: [ | WPAPSK [ WPA2 PSK [ | WPAEAP v WPA2 EAP -

Encryption: [¥ aescem [ tkip -
Group Encryption: |aes ccm || ¥ | -
Passphrase: | |v

EAP Methods: |passﬂ1rnugh || ¥ | ¥
EAP Radius Accounting: | | s

TLS Mode: | -

TLS Certificate: | -

passthrough — Controller will relay authentication process to the RADIUS server.



Add a RADIUS Server for wireless

Radius Server <192 168.88 9=

General | Status

Service
{a]sls . LI login
hotspot ¥ wireless
dhcp
Called ID:

Domain:

Address: (192168889

Secret |www.lethbrcom

Authentication Port [1812
Accounting Port: |1813
Timeout |300

L]
Accounting Backup

Realm:

Src. Address: |0.0.0.0

ms

service

Timeout — defines how much milliseconds can elapse
while the answer arrives from the RADIUS server.

If you are using slower connection to RADIUS server,
set this timeout higher (3000-5000 ms).



File

Service Help

Clients |Settir|g5 Application Log |Active Sessions | Dictionary Editorl Reporting | Monitors

NAS Secret Vendor Enabled Interim Update

192.168.88.1 www.lethbr.com mikrotik Yes 0

RADIUS Client Properties : =
NAS Secret Username Part Vendor Enablec Interim Update Period
192,168.88.1 ~ www.lethbr.cc mikrotik - |[|ves - 0% seconds

Kill Command

|_ Add/unda | | neler

Client entry 192.168.88.1 updated...
]

TekRADIUS LT Service is Running @ .




Eile Help

Issued to

Name :

Certificate Generation | T Pending Signing Requests | I Sign Request | [ Convert|

www.lethbr.com

Country

Alternatives (SANs) :
Organization :

Unit :

E-mail :

City | State :

Options
Key Length : [1024 v]
Algorithm | Purpose - |sha-TwithRSAEn: ~ | [Al -]
Certificate Store : |Local Machine -]

Serial # - | 271306187ec57654| vglid for day(s) : 364

Self Signed : CA [] |Select signing certificate A

Operation

. [ [china

Browse Certificates (Local Machine\Personal, 1 certificate)

v] [_] ReSet] [13 Generate Cerliﬂcate] lu Generate Request

- TrustedPublisher
- Roaot

- TrustedDevices
. CA

- REQUEST

- AuthRoot

- TrustedPeople

- ADDRESSBOCK
- Personal

- SmartCardRoot

- Windows Live |D Token lssuer

-

1

Certificate lssuer lesued to Mot Before Mot After Purpose P Key Key
Ewww.lethbr.com www lethbr.com www.lethbr.com 3/25/2016 3/25/2017 Al Yes 1024

Click "Generate Certificate" button to create
the certificate after filling necessary fields.

M 4+ X B B H

TekCERT is ready
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Import newly created certificate to
RADIUS

File Service Help

Groups |Clier1ts | Settings | Application Log | Active Sessions | Dictionary Editor | Reporting Monitor5|

Browse Groups Group Default (Enabled)

Group- 'I ’|ikE 'l M Attribute Type Value

Group Name TLS-Server-Certificate  Check www.lethbr.com
Default

19%

Add attribute "TLS-Server-Certificate”, type "Check".
Your certificate will be in the drop down, click [Add/Update].

Default | o X lCheck v][TLE‘»-Ser'urer-(:er‘tiﬁcate V”www.lethbr.ccrm V] 2 X
L]

Attribute 'TLS-Server-Certificate’ for the group 'Default’ has been added... TekRADIUS LT Service is Running 2
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General |Stams Traffic
MName: |vlan21 |
Type: |VLAN |
MTU: [1500 || | Disable |
L2MTU: [15% |
MAC Address: |D4:CA:6DM |
ARP: |enabled 5] | Remove |
VLANID: 21 |
Interface: mgﬂ || ¥ |
[] Use Service Tag

Interface  Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN |VRRP Bonding LTE

[#][=] [][] [5] [¥]

[Name [ Type [MTU  [L2MTU |Tx |Rx
R 4vlan21 VLAN 1500 1596 0bps
R 4bvian22 VLAN 1500 1596 Obps
R 4bvian23 VLAN 1500 1596 Obps

[#][=] [][] [5] [¥]

|Address + |Network [Interface |+
T1723121.1/24 17231210 wvlan21
T1723122.1/24 17231220  vlan22
T172.31231/24 17231230 vlan23

DHCP Server

DHCP |Nehm)lks Leases Options

Option Sets  Alerts

[#|[=|[~][+:] [7] | pHCP Config || DHCP Setp |

[Name / |Interface |Relay  [Lease Time |Address PodV|||
dheol vlan2l 00:10:00 dheo. pooll
dhcp2 vlan22 00:10:00 dhcp pool2
dhcp3 vlan23 00:10:00 dhcp pool3
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CAPs Configuration <cfg1=

Wireless Channel Datapath |SECUFi’t§|’

Datapath: [ -

Bridge: |bridge1 || ¥ |A

Bridge Cost | | v

Bridge Horizon: | -

Local Forwarding: | -
Client To Client Forwarding: | -
VLAN Mode: |use tag (¥ -

VLAN ID: | | -

Enables and specifies type of VLAN tag to be assigned to interface (causes all received data
to get tagged with VLAN tag and allows interface to only send out data tagged with given tag).
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e The RADIUS attributes used for the VLAN ID
assignment are:

ATTRIBUTE Mikrotik-Wireless—-PSK lé =string
ATTRIBUTE Mikrotik-Total-Limit 17 integer
ATTRIBUTE Mikrotik-Total-Limit-Gigawords 18 integer
ATTRIBUTE Mikrotik-Address-List 1% string
ATTRIBUTE Mikrotik-Wireless—MFEey 20 string
ATTRIBUTE Mikrotik-Wireless—Comment 21 string
ATTRIBUTE Mikrotik-Delegated-IPv&—FPool 22 string
ATTRIBUTE Mikrotik DHCP Option Set 23 string
ATTRIBUTE Mikrotik DHCP Option Param STR1 24 string
ATTRIBUTE Mikortik DHCP Option Param STR2 25 string
ATTRIBUTE Mikrotik Wireless VLANID 26 1integer
“ATTRIBUTE  MiKrotik Wireless VLANIDtype 27 integer
ATTRIBUTE Mikrotik Wireless Minsignal 28 string

ATTRIBUTE Mikrotik Wireless Maxsignal 29 string



* For each user, add RADIUS attributes which specify
the VLAN mformatlon to be sent to the CAPsMAN.

Spec

File Service Help

Ance +h

-F a | A 1N
nesS tneé vLAIN 1V

»

Users |Group5 | Clients | Settings |App|ication Log |Active Sessions | Dictionary Editor | Reporting Monitor5|

Browse Users

User-Name w | |lke

v AL x| L Attribute Type Value

User userl (Enabled)

Username

userl
]
user2

Group
Default
Default

In this example, userl|is assigned VLAN 21 and user2
is assigned VLAN 22.

User-Password Check  F%®*F
Mikrotik- Wireless-WVLANID Success-Reply 21

oot =)

5 X [Check V”BCDm-Accass-Accept-Pacl-s V] * F ¥

TekRADIUS service is being started.

TekRADIUS LT Service is Running /#
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S TekRADIUS

LT Manager (Admin Mode)

= | B

File Service Help
Users |Gr0up5 | Clients | Settings |App|icati0n Log | Active Sessions | Dictionary Editor | Reporting | Monitor5|
Browse Users User jesse (Enabled)
User-Namt v | [like v | | Al L Attribute Type Value
Username Group . User-Password Check e
jesse Default : Calling-Station-Id Check 20-82- CO -y
userl Default Mikrotik- Wireless-WVLANID Success-Reply 21
user2 Default
|
|| jesse i s X [Check + | | calling-Station-1d v | 20-s2-commm > 5 X
Attribute 'Calling-Station-1d' for the user 'jesse’ has been added... TekRADIUS LT Service is Running 2 .
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Bind multiple MAC addresses to one
user

P

S TekRADIUS LT Manager (Admin Mode) l = |I[=] iﬁj

File Service Help

Users |Gr0up5 | Clients | Settings |App|icati0n Log | Active Sessions | Dictionary Editor | Reporting | Monitor5|

Browse Users User jesse (Enabled)
[m] [hke—v] il Attribute Type Value
Username Group User-Password Check s
jesse Default External-Executable Check C:\jesse.bat %ietf|31%
userl Default Mikrotik- Wireless-WVLANID Success-Reply 21
user2 Default

jesse £ 1'Fj = >< [Check V][Bcternal-lixec:utable V] Ci\jesse.bat % »  [E) )(

Attribute 'External-Executable’ for the user 'jesse’ has been added... TekRADIUS LT Service is Running 2




Bind multiple MAC addresses to one
user

[=ljesse.bat .Jl
1 (@echo off

3 IF " " == "20-82-CO-mEmppml" Goto Success -~ Phone
4 IF " " == "B4-CE-Fo-Pmilmmil" Goto Success - Tablet
5 IF " " == "B4-3A-4B-iPmllmmEN" Goto Success —Laptop
7 echo Fail

8 exit /b 1

9

10 :Success

12 echo Success
13 exit /b 0
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Regist

e Description of an entry. Comment is taken from
RADIUS attributes if specified.

CAPsMAN

Provisioning Configurations Channels Datapaths Security Cfg. Access List Remote CAP Radio Registration Table |

=] 7] EZE

Interface +|88ID 'MAC Address TxRate |[RxRate |Tx Signal|RxSign.|Uptime |Tx/RxPackets |Tx/RxBytes v
= lesse
cap] www lethbrcom 20:82.COJvimbim  S4Mbps 54Mbp... 0 -R2 00:00:5... 92971 004 2525 KIBf326...
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| TekRADIUS LT .

File Service Help
Users |Gr0up5 | Clients | Settings |App|icati0n Log |Active Sessions | Dictionary Editor | Reporting Monitor5|

Browse Users User jesse (Enabled)
[m] [m il Attribute Type Value
T —— Group : User-Password Check e e
jesse Default Calling-Station-1Id Check 20- 82 - CO-—p
userl Default Mikrotik- Wireless-Comment Success-Reply Jesse
user? Default Mikrotik- Wireless-WVLANID Success-Reply 21

« | 1] | »

jesse S 1'Pfl = )( [Succ&s.s—Rel VJ[Mikrﬂtil-c-wireless-(:ommer - .Jesse - :;J )(

Attribute 'Mikrotik-Wireless-Comment’ for the user 'jesse’ has been added. TekRADIUS LT Service is Running 2
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 For RouterOS client, EAP-TLS is possible only.

 For RouterOS AP - to clients any EAP method is
possible.



More information at:
http://mum.mikrotik.com/2016/CN/agenda

Thank you for participating



