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Hyper-Broadband CTC
L88E “=MELS" +189CSPIRSS

Z=MEE& CTC: Hyper-Broadband Package:

Fibre-Dialup-Internet: 100M/100M, Dynmic IPV4

CTYUN (KE2EZ=) VPS : 2Core 4G 200G, 5M IDC@Shanghai4, Static IP

1388RMB/Month (200USD) , or 12591 RMB/Year (1800USD)
FRi®ARSS CTC: CLSN Service by A'Router:

A" Router : RB1100AH*4, 32G TF, provided free with 2 years contract

RM remote monitor platform

Remote support at 800RMB/month (120USD)
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A’'Router
By MikroTik RB1100*4

RB1100AH*4:
Architecture ARM 32bit
CPU AL21400-1400-A0-E-1AN-8-C
CPU core count 4

CPU nominal frequency 1.4 GHz
License level 6

Size of RAM 1 GB ‘ T T TP T
Storage size 128 MB o 0 o O e e
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=MEES, PUKXIIgE: 4 Usages
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RB1100*4/RouterOS 6.41 setup

[Offx] Dude Settings Dude, RouterOSE®HEMZE Protocals

Fame: |public 0K -DK = f7 = s
Addresses: [100.127.264 0/24/ % | Cancel Data Directory: EIRIR, RO, . SN M P
127.0.0.1 S | s Status: Z#FRouterOS MLIRTE DU DE
Seurity! fnone  |%] "

[ Eead hocess
[I#rite Access

hethentication Protocel: [ 5]
Besewrce Rules Interface Graphs |Queue Graphs ... SNMP Packages-

Tnoryption Protossl: 155 |3 S

il

Petfertfortian Perrerd: (NN ete = - Cacti

Managze—Links
faoryption Password: || rnage—is

Daily [Weelly Monthly Yearly
- SmokePing

Remove

SNMP 9%, {EFRMIESETRERM

MlE:: 100.4 kb
FH:.HX—X]%%}?E Wt 508 anis

— AEGraphs,
land 3 SRS

wland 135_—.&'_&;}?{%% ]
14 items (1 selected) }%D;ﬁi
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=hElS, PUARINEE: 2 BlihIa) Remote Access

i TREHA, VPNERIFEEN
o ZENARIP, BRI

FRFPENATIME

s - o STRNNE, FHHTTPSTERES
s i (FAF R4t .net2lan.com)

Intenet #Z5IPHLHL

CCR 1009
Router & Fireyfall

ﬁﬁﬁim 5Mb AP

=EHL 5Mb AR 1P
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Interf n—vpn) =l E Interface <Lsn—rpr> (O] x]
General |ni31 Out Status Traffic General | Diel Out Status |Tra££ic
Heme | Cancel | Last Link Down Time: |Dec/01/2017 22:07:16 Cancel
Type: [[2TF Client | [ ey | Last Link Up Time: [Deo/02/2017 10.21:39 [Coerty |
Aotual WTU. 1450 | Link Downs: |81
Maxe WTU: [1450 | mietile Dizable
Max ¥E: 1450 | = : | || Bemnent
Encoding: |cbo(aes) + hmao(shal)
= - s || o |
e [1450 Torch
Local Address: [10.91.148.18
Banete e
ensbled running Status: connected || =nsbiLed [rurming [ Status: connected

REZFNSFHEMERS

H

/interface [2tp-client

RB1100*4/RouterOS 6.41 setup

EFROSHEVPN1HHY
o L2TP RHN%

o L2TP IPSec 1Nz

o SSTP FZiktE=

o IRERUEHEE

o OSPFEi7&HMY (RJik)

add allow-fast-path=yes comment=server.net2lan.com connect-to=server.net2lan.com \
disabled=no ipsec-secret=secret name=Isn-vpn password=passworduse-ipsec=yes \

user=username
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RB1100*4/RouterOS 6.41 setup

Eoutes Hexthops FRules VEF

+ =] ¢
# Sre. Address

[N

1 I

z F
3 10189, 190. 0,24
4 P10 189, 189, 192/27
5 P10 189, 189. 0,24
& 10189, 189. 0,24
T 10189, 189. 0,24

i: CHIF

g 10189, 189. 0,24
i: CHIF

g 10189, 189. 0,24
i: CHIF

10 10189, 189. 0,24
i: CHIF

11 10189, 189. 0,24

i: CHIF
1z 10189, 189. 0,24

5336 items

Dst. hddress
150. 165, 264. 5
§.8.8.8
208, 67. 220. 220
0.0.0.0/0
0.0.0.0/0
10.0.0.0/8
192 168. 0. 016
172.16.0.0/13

1.0.1.0/24
1.0.2.0/23
1.0.8.0/21
1.0.32.0/19

1.1.0.0/24

Routing ... Interface |Action

lookup
lookup
lookup
lookup
lookup
lookup
lookup
lookup

laookup
Laookup
Lookup
Laookup

lookup

Table
CHZ_Eouting
CHZ_Routing
CHZ_Eouting
maln

maln

maln

maln

maln
maln
maln
maln
maln

maln

Router OS FEHRM,

fRREMEE

HEH% E ST
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/ip route rule
add dst-address=180.168.254.8/32 table=CN2_Routing

B ERi%ERE

e Router Table
e Router Rules

add dst-address=8.8.8.8/32 table=CN2_Routing

add dst-address=208.67.220.220/32 table=CN2_Routing

add dst-address=0.0.0.0/0 src-address=10.189.190.0/24 table=main
add dst-address=0.0.0.0/0 src-address=10.189.189.192/27 table=main
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H o B
——>{ Cache —>| FiB_
FIB
Routing Tables Rules
onne
Routes I <
|
m -+
l%t:u;::; l"""l
[ e User
l______J N -I iDefined \

enabled

Ist. Address:
Routing Mark:
Interface:

Aetion:

Table:

Sre. Address: |[lI

1.0.1.

Loakup

main

RB1100*4/RouterOS 6.41 setup

BRERIEE
Routing table lookup

FIB uses following information from

0724 o Cancel

. packet to determine it's destination:
7 e source address

LR ]

e destination address
e source interface

Router OS IRH#IN, IBRERMRIEE

e routing mark

/ip route rule

add dst-address=180.189.189.8/32 table=CN2_Routing

add dst-address=9.9.9.9/32 table=CN2_Routing

add dst-address=208.67.189.189/32 table=CN2_Routing

add dst-address=0.0.0.0/0 src-address=10.189.190.0/24 table=main
add dst-address=0.0.0.0/0 src-address=10.189.189.192/27 table=main
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=MELS, [UXIIEE: 3 BJ4&%h Publish

Shanghai Old Office

Internet
DFS Replication (RDC) sync
user profile and documents.

Btz FEHL 5Mb ARIIP
i £ VPN

Router|& Fireyfall

SR
i

Old server Old file server WeChat Server

T f A
TCP 80,443

IR, KEB=Internet AR H: o SETHIPKER, BEFSEEIMNEHRER
o Kfpwechat FBMIu
o HIBAAZENFE, WMNinfERE, ASUSBERSE
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L ] = | T Feset Counters || 00 Reset 811 Counters

 ii: default configwratien
i o s .. input 1 (lemp)

# Action |Chain Sre. Add . |Dst. Add. .. |Protocel|Sre. Fort|Dst. Fort|In. ... |Out.... |Bytes Fackets -

RB1100*4/RouterOS 6.41 setup

‘ = NAT &%i%0
Filter Rules |NAT Mangle Raw Service Forts Connections Address Lists Laver? Frotoecols uﬁ

a1l

.

;i default configuration

1 o2 .. input

ii: default configuwration

z af’a .. input

;i default configuration

3 afa .. forward

i default configuwration

4 affa .. forward

;i default configuration

B W drop forward

& e input & (top) 5281
T &fa.. input 17 {udp) 161
i default configwration

& drop input

9 R drop input 17 {udp) 53

10 items

52 6 Mib 888 713 [ J Xtﬁﬁ?ﬁﬁﬁdﬁm
97.8 GiE 132 478 126 ]\J_Xijz\n._u.\};j_\ ]
o [IXIEREIREEHE]

OE 0

1925.9 ;1B 2534 785 222

1310. 7 MiE 3 436 907

21.3 MiB 519 543

etherl 0E 0
etherl 0E 0
etherl 25.0 MiE 222 061
etherl 0E 0

Router OS fXiE, MRZL2RIREORT,
REAMNLEEELL

/ip firewall filter

add action=accept chain=input comment="default configuration" protocol=icmp

add action=accept chain=input comment="default configuration" connection-state=\
established

add action=accept chain=input comment="default configuration" connection-state=\
related
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=hEls, MAXINEE: 4 n%EHE SD-Wan

@ admin®10.189.189.1 (LINR-Router-HOME] - WinBex v6.30.2 an hAP ac (mipshe) - - 0o x — ey
b R b o Sty bt EF=EHRISD-WaniHR]

+ = v alv | 0n | Sufy Mode | Session: (10,189 188.1 emory: 95,7 W8 CPU 6% Dane: Det/OB/2017 Time 211143 WD
st Address % lin % A ek St o ——
Dst, Aiddrers |Gateway Distanoe [Eoutifil - CAPAY i s
Ths P 3.216.225.0/24 10.2.2.20 reachable sther? 110 . Taterfures SEaraL ikl s
;:: :; ;1: ;\; :i: :: ;2‘; g "“:::}.: .3::; ;:g Interiuse |Taterface List Etharnet | Last Lisk Devn Time: Qe0AW/017 21001009 ° z:—bn \i
216, 221. .2.20 ress B (i W Thaer I = ~ 1
Dho [P 35.216.226.0/24 10.2.2.20 reachable sther? 110 5 L"‘_‘ ¥ BT D00
Dhs  P35.216.229.0/24 10.2.2.20 reachable ether? 1 e Link Dovms: (18
Bhs  P5.216.230. 0024 10.2.2.20 reschable sther2 1 i v 2 \\/ U D P
DA:  |P35.716.251.0/24 10.2.2.20 reachable other? 110 T & Uptine: [00:00.15 o £ -L
DA P35.216.232. 0/24 10.2.2.20 reachable athar2 10 o x i g’ [eEaTuee Y ¥ ot}
Bhe P 35.216.230.0/24 102,220 reschuble ether? 110 g 1 :s x:m‘r :::'"‘: + S <
Dho  P35.215.234.0/24 10.2.2.20 reachable ather? 110 e o i " jJ i
Dhe P 35.216.235. 0024 110 v = |, s e = ([ ] T L 1
Dhe P35 216236 0424 110 & Bauting : pathars :::"‘": o (1450
Dh: 35216237 0424 1o L Systen ol = . = “\
Dho P 35.216.230. 0724 10.2.2.20 reachable ether? 1 Y . 3 Looad Addrose: [10.99,1.13 ° 5."& >Z
Dho  P35.216.2739.0/24 10.2.2 20 reacheble ather2 1 <5 T e 3 = Bx1/LIZEIE
DA P35.206.240.0/24 10.2.2.20 reschable athar2 1 Ll s
Dho P 36.216.241.0/24 10.2.2. 20 reachable therZ 110 Log s <
Dhe  P35.216.242 0/24 10.2.2.20 reachable ether? 110 2 rudiu s o - ’% LZTP SST PXj'j: ZKtmElJ ROS
Dh:  P36.216,243, 0024 102,220 reachable ather2 1] & Tasl I $Z
ma P36 716 244 0/24 102,220 reachable ether? 110 e o
T R aun. B Yex Terminal —_— kY
600155 items U1 saleated) ° :I:OSPFg QH v \\ \
' e = = 7NEEA 1,
& rertition
o Make Swpaut. rif
(7] g
B @ s+ wiszex
=

/interface |12tp-client

add allow-fast-path=yes comment=server.189lab.cn connect-to=server.189lab.cn \
disabled=no ipsec-secret=secret name=Isn-vpn password=passworduse-ipsec=yes \
user=username
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ctyun.cn: KEBRANFEF

OS: Ubuntu 16.04
CPU: 2#%

N7E: 4GB

=g 200GB

NP 14
LWHEE: 5M

C O @ wwwctyuncn
s o Bookmarks [7 Read Later 189CSP yangjun Alyang Shop Study Music Tester Tools Impc
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We Need You

Tz, IR, (ReTLARE BER MiSS: ALAB189

v FRER: ERER, IREESSASIFIESEZFIRSS
v ?H,\ REEER, BRI, HERK

yangjun@189csp.com
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