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Presentation Background

Indonesia with 264 Million citizen, around 64.8% of it was using the Internet or we

can say 171 Million in Number are Internet users
Source: https://www.thejakartapost.com/life/2019/05/18/indonesia-has-171-million-internet-users-study.html

With 171 Million Internet users, they can give us more opportunity in Business

Imagine if we can do the same thing in China with the Biggest Population in the World

Or from China expand the Business to Indonesia ©


https://www.thejakartapost.com/life/2019/05/18/indonesia-has-171-million-internet-users-study.html
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Why MikroTik?

MikroTik Everywhere, Easy to Buy
https://mikrotik.com/buy/asia

Rich of Feature
https://wiki.mikrotik.com/wiki/Manual:RouterQS features

and the PRICE! is really Affordable

https://mikrotik.com/products
Starting from $19.95 (hAP-mini Price in October, 2019 from mikrotik.com)

And You Can Run All of MikroTik RouterQOS Feature!
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Introduction to CAPsMAN

Controlled Access Point system Manager (CAPsMAN) allows centralization of
wireless network management and if necessary, data processing. When using the
CAPsMAN feature, the network will consist of a number of 'Controlled Access
Points' (CAP) that provide wireless connectivity and a 'system Manager' (CAPsMAN)
that manages the configuration of the APs, it also takes care of client authentication
and optionally, data forwarding.

When a CAP is controlled by CAPsMAN it only requires the minimum configuration
required to allow it to establish connection with CAPsMAN. Functions that were
conventionally executed by an AP (like access control, client authentication) are now
executed by CAPsMAN. The CAP device now only has to provide the wireless link
layer encryption/decryption.
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Introduction to CAPsMAN

CAPsMAN = Controlled Access Point system Manager!
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Why CAPsMAN?

Data Processing (if necessary), usually used for Centralized DHCP and Hotspot
Can Controlling All Type of MikroTik with at Least 1 Wireless Interfaces

Auto Discovery (Layer 2 MAC Connection)

No Additional Hardware Required

Centralized Management

Can Be Placed Anywhere

Built-in with RouterOS

No Additional License

No Additional Cost
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CAPsMAN Feature

VLAN

Bridging

Roaming

Access List

Data Processing
Auto Provisioning
Load Balancing AP
Security Properties

Channel Properties

W
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CAPsMAN Basic Setup

In this setup, i have a simple topology that | took from
https://wiki.mikrotik.com/wiki/File:Simple capsman topology.png

_eetherl

Router

S
ether2


https://wiki.mikrotik.com/wiki/File:Simple_capsman_topology.png

CAPsMAN Basic Setup (CAPsMAN

In first step, we need to configure the IP Address and DHCP Server for our users
/interface bridge add name=br-cap
/ip address add address=10.5.0.1/24 interface=br-cap
/ip pool add name=dhcp pool0 ranges=10.5.0.2-10.5.0.254

/ip dhcp-server add address-pool=dhcp pool0 disabled=no
interface=br-cap lease-time=12h name=dhcpl

/1p dhcp-server network add address=10.5.0.0/24
dns-server=10.5.0.1,1.1.1.1 gateway=10.5.0.1

There is no any special configuration here, we set the IP Address on bridge because
when a cAP join to CAPsMAN, there will be a new interfaces and we will set that
new interfaces to join in one bridge interfaces



CAPsMAN Basic Setup (CAPsMAN

Bridge |P'nrt5 V0LAMNs MSTls  Pot MST Ovemides Fiters MNAT Hosts MDB

|| = |« T | | Settings

| Name ¢ | Type L2 MTU |Tx R
R tdbrcap Bridge E5535 O bps
[=]{E3
#]=] [Cl[=] [=] (¥
|Address ¢ |Ne=twnrk |Irrterface ||"l"
o 10.5.0.1/24 10500 brcap

DHCP Server

DHCP | Metworks Leases Options  Option Sets  Alers

e | — | |« 2| || | DHCP Config || DHCP Setup
|Name £ |Irrterface |Helar |Lease Time |ﬁddress Paal |.Pn.dd AH...l

DHCP Server

DHCP MNetworks | Leases Options Option Sets | Alerts

| = T

|.|“u:|dress s |lf_":E—.|’cva'.'o.la':,.r |DNS Servers |Dumain |WINS Servers
10.5.0.0-24 10.5.0.1 10.5.01,1.1.1.1




CAPsMAN Basic Setup (CAPsMAN

/caps—-man manager set enabled=yes
enabled : Disable or Enable CAPsMAN Feature

CAP Interface | Provisioning Configurations Channels Datapaths Securty Cfg.  Access List

an = [ Reselect Channel Manager AAA
Mame Type MTLI Actual MTU (L2 MTU |Tx
CAPs Manager =] E3
v|: Enabled oK

Certificate: b Cancel
- _ -

CA Certificate: Apply
Require Peer Certificate

Interfaces

Generated Cerdificate:

Generated CA Cerfficate:

Package Path:

*|

Upgrade Policy: |none




CAPsMAN Basic Setup (cAP)

/interface wireless cap set caps-man-addresses="x.x.x.x"
discovery—-interfaces=etherl enabled=yes interfaces=wlanl

caps-man-address : The IP Address of Your CAPsMAN
discovery-interfaces : You can discovery your CAPsMAN automatically with Layer2 connectivity
enabled : Disable or Enable CAP Feature

interfaces . List of Wireless Interfaces to be Controlled by CAPsMAN
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CAPsMAN Basic Setup (cAP)

Interfaces | Mstreme Dual  Access List  Registration Connect List  Security Profiles | Channels

L R « %8 AT CAP WPS Client Setup Repeater || Scanner Freq. Usage Alignment Wireless Sniffer || Wireless Snooper
MName Type Actual MTU | Tx Fux Tx Packet {p/s) Fix Packet (p/s) FP Tx
—managed by CAPsMAN
— channel: 2427/20-Ce/gn{20dBm), S510: I CAPsMAN forwarding
¥ wian Wireless (Atheros ARS. . 1504 0 bps 0 bps 0 1
CAP =] E3
v Enabled

Interfaces: |mwian 7 Cancel

+|
" T
I |E
-

Certificate: |none ¥ Apply
Discovery Interfaces: |etherl ¥ ¥
Lock To CAPsMAM
CAPsMAN Addresses: | 10,1 -
CAPsMAN Names: -
CAPsMAN Cerificate Common Mames: v
Bridge: |none ¥

Static Virtual

Requested Certfficate:

Locked CAPsMAN Commaon Mame:




CAPsMAN Basic Setup (CAPsMAN

CAPsMAN

CAF Interface | Provisioning  Configurations  Channels Datap
qp 5| | | | Reselect Channel || Man

MName Type MTU

SMB Srcapli CAP Interface 1500
RSMB  <rcapl? CAP Interface 1500
RSME  <rcapl3 CAF Interface 1500
RSMB  #pcapld CAP Interface 1500
RSMB  #caplh CAP Interface 1500
RSMB  #bcaplt CAP Interface 1500
RSMB  $pcapl? CAF Interface 1500
RSMB  4pcapll CAF Interface 1500
RSMB  #pcapld CAP Interface 1500
RSMB  #capll CAP Interface 1500
RSMB  #capll CAP Interface 1500
RSMB  #capl? CAP Interface 1500
RSMB  #capld CAP Interface 1500
RSMB  #capld CAP Interface 1500
RSMB  #capls CAP Interface 1500
RSMB  <caplf CAP Interface 1500
RSMB  <rcapl? CAP Interface 1500
RSMB  4bcapld CAP Interface 1500
RSMB  #bcapld CAP Interface 1500
RSMB  #cap2D CAP Interface 1500
RSMB  4pcap2l CAP Interface 1500
RSMB  4Pcap2? CAF Interface 1500
RSMB  4pcap2d CAF Interface 1500
RSMB  #pcap2d CAP Interface 1500
RSMB  #pcap2h CAP Interface 1500
RSMB  #bcap26 CAP Interface 1500
SMB drcap?7 CAP Interface 1500
RSMBE  #cap28obby CAP Interface 1500
M drcap?d CAP Interface 1500

When your cAP was set, they will appear to CAPsMAN Interfaces
You can configure them directly from your CAPsMAN manually or;

You can automatically deploy the configuration using Provisioning feature
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CAPsMAN Manual Config

/caps-man configuration add channel.band=2ghz-b/g/n
channel.control-channel-width=20mhz channel. frequency=2427
country=indonesia datapath.bridge=br-cap mode=ap name=cfgl
ssid="Your SSID Name"

channel.band : Channel band for your cAP

channel.frequency : Channel frequency for your cAP

country : Country regulations

datapath.bridge : Bridge to which particular interface should be automatically added as port
mode : Set operational mode. Only ap currently supported.

name : Descriptive name for the Configuration Profile

ssid : Your cAP SSID Name

/caps-man interface set configuration=cfgl [find]
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CAPsMAN Auto Provisioning

CAP Inteface  Provisioning | Corfigurations Channels Datapathe Securty Cfg.  Access List Rates  Remote CAP  Radic  Registration Table

+ =T
Radio MAC |dentity Regexp |Commaon Mam... | Action Master Configurati... | Slave Configuration
You can automatically deploy your config to cAP
Rado NAC: [74D28000000 based on your properties in Provisioning menu from
Hw. Supported Modes: = Cancel
Identity Regexp: [cAP. Apply yo u r CA PS M A N
Common Mame Regexp: -Dlsable
IP Address Ranges: =
Action: |create dynamic enabled | #
Master Configuration: |cfgl *
Slave Configuration: =
Mame Format: |identity ¥
MName Prefix: bl
enabled




CAPsMAN Result (Remote cAP)

CAP=MAN

CAP Inteface Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Rates Remote CAP |Hadin Reqistration Table
= | || | Provision || Upgrade || Set |dentity

|Address ] |Name |Elnard |Seﬂal |"|.|"ersj::|r1 |Id... |E|ase MALC |State |Hadin5 |
J4:40:28: . [74:40:28:28: . RBcAPZnD BDBEDA... 642710 R... 7440:28: . Run 1
F4:40:28: . [74:4D:28.28.... RBcAFPZnD 8DBEDA... 642710 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:35: . RBcAPZnD 8DBEDA... 642710 R... 7440:28: . Run 1
F4:40:28: . [74:4D:28:35: . RBcAPZnD 8DBEDA... 64270 R... 7440:28: . Run 1
F4:40:28. . [74:4D:28:35:.... RBcAFPZnD 8DBEDA... 642710 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:35: . RBcAPZnD 8DBEDA... 642710 R... 7440:28: . Run 1
T4:40:28: . [74:4D:28:35: . RBcAPZnD ADBEDA... 642710 R... 7440:28: . Run 1
F4:40:28. . [74:4D:28:35:.... RBcAFPZnD 8DBEDA... 642710 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89: . RBcAPZnD 8DBEDA... 642712 R... 7440:28: . Run 1
T4:40:28. . [74:4D:28:8%: . RBcAFPZnD ADGEDA... 64212 R... 7440:28: . Run 1
F4:40:28: . [74:4D:28:89.... RBcAFPZnD 8DBEDA.. 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89: . RBcAPZnD 8DBEDA... 642712 R... 7440:28: . Run 1
J4:40:28. . [74:4D:28:8% . RBcAFP2nD ADGEDA. .. 64212 R... 7440:28: . Run 1
F4:40:28: . [74:4D:28:89.... RBcAFPZnD 8DBEDA.. 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89: . RBcAPZnD 8DBEDA... 642712 R... 7440:28: . Run 1
F4:40:28. . [74:4D:28:89.... RBcAFPZnD 8DBEDA... 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89.... RBcAFPZnD 8DBEDA.. 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89: . RBcAPZnD 8DBEDA... 642712 R... 7440:28: . Run 1
F4:40:28. . [74:4D:28:89.... RBcAFPZnD 8DBEDA.. 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89.... RBcAFPZnD 8DBEDA.. 64212 R.. 7440:28:. Run 1
F4:40:28: . [74:4D:28:89: . RBcAPZnD 8DBEDA... 642712 R... 7440:28: . Run 1
F4:40:28. . [74:4D:28:89.... RBcAFPZnD 8DBEDA... 64212 R.. 7440:28:. Run 1




CAPsMAN Result (Users)

CAPsMAM

|

CAP Interfface  Provisioning  Corfigurations

| | CAPs Scanner
Interface 551D

A8:AD:FB

a8:E8:7F:
43:A0:F8:
74:12:BB:
(C:98:38:
74:12:BB:
88:5A:06:
74:12-BB:
FO:18:98:
84 20:96:
74:12:BB:
F:79:E8:
74:12:BB:
00:2F-D%5:
00:2F-D%5:

CC:75CF

SC-4AF.DA

T0:EC:E4:

48:A0:F3:
48:A0:F3:
38:A2:8C:
28:5A:06:
0C:98:38:
(C:98:38:
00:2F:D5:
00003 22

Securty Cfg.  Access List Rates Remote CAP  Radio

Registration Table

Tx Rate Rx Rate Tx Signal |ptime Tu/Fx Packets TP Bytes

72 2Mbps-20MHz/15/5GI 135Mbps-40MHzA15 0 -hd 01:44:42 37 1 178/1 835 125.0 KiB/282.7 KiB
72 2Mbps-20MHz/15/5GI 43 IMbps-20MHz15/5GI 0 69 03:44:12.26 310 561731 563 4057 MiBA10.2 MiB
120Mbps-40MHz/15/5GlI 81Mbps-40MHz15 1] -hk 15:02:49.78 83 432734 489 7.3 MiB/7.3 MiB
13Mbpz-20MHz15 1Mbps 1] 51 01:13:26.94 3 062/4 502 2437 KiB/558.8 KiB
108Mbps-40MHz/15 108Mbps-40MHz15 1] -hh 06:26:08.75 1 712 217,956 280 2375.0 MiB/64.1 MiB
15 5Mbps-20MHz/15 81Mbps-40MHz15 1] -hd 01:28:12 48 454 6h8/244 427 650.8 MiB/16.6 MiB
35Mbps-20MHz15 1Mbps 1] 75 06:17-56.34 2059231 17.8 KiB/25.6 KiB
60Mbps-40MHz/ 155Gl 121 5Mbps-40MHz/15 1] -hd 23:47:05.94 12371 02576 140 325 169 GiB/4359.7 MiB
65Mbps-20MHz/15 52Mbps-20MHzA15 1] 46 06:03:15.15 108 150,18 954 1259 MiB/3054 2 KiB
I0Mbps-40MHz/15/5G] 1Mbps 1] 52 17:43:4548 2 555 68571 758127  4120.0 MiBA150.2 MiB
117Mbps-20MHz/25 52Mbps-20MHz/25 1] 52 07:37-44 .30 87 292/82 251 67.7 MiB/16.3 MiB
120Mbps-40MHz/15/5GI 40 5Mbps-40MHz/15 1] 52 20:31:58.02 302 272,247 460 £8.7 MiB/58.2 MiB
40 5Mbps-40MHz/15 81Mbps-40MHz/15 1] -58 08:10:17.37 4 6045 183 2473 2 KiB/746.7 KiB
28 8Mbps-20MHz/15/5GI 11Mbps 1] 63 02:06:37.36 348 b67/153 642 4350 MiB/25.3 MiB
BdMbps-40MHz/15 81Mbps-40MHz/15 1] 54 01:22:55.70 2 112/2 176 2836 KiB/242 2 KiB
150Mbps-40MHz/15/5GI 13 5Mbps-40MHz/15 1] 52 00:19:02.25 1924/2 029 13433 KiB/333.5 KiB
120Mbps-40MHz/15/5GlI 13 5Mbps-40MHz/15 1] £7 06:52:36.58 203 140/378 734 1153.5 MiB/25.2 MiB
60Mbps-40MHz/15/5Gl 1Mbps 1] -0 04:52:30.25 49 7827116 200 8.9 MiB/45.8 MiB
11Mbps 13Mbps-20MHz/15 1] 66 00:02:42.87 125178 40.0 KiB/28.0 KiB

43 3Mbps-20MHz/15/5GI 6.5Mbps-20MHz/15 1] 74 01:36:55.33 66 637738 380 286 MiB/3790.7 KiB
5dMbps-40MHz/15 13 5Mbps-40MHz/15 1] -0 06:35:10.81 26 732726 388 30.2 MiB/2622 2 KiB
5dMbps-40MHz/15 BdMbps-40MHz/15 1] &0 08:24:21 1612 536,713 5&S 23156 MiB/42 4 MiB
108Mbpe-40MHzA15 27Mbps-40MHz15 0 -Bh 20:01:32.27 3 636:3 147 7489 KiB/529.2 KiB
72 2Mbps-20MHz 15,531 1Mbps 0 57 02:02:18.76 102 856,60 402 137.5 MiB/5.4 MiB
65Mbps-20MHzA15/5G] 2Mbps 1] 57 01:52:23.98 2614/2 715 2301 KiBA317.7 KiB
58 5Mbps-20MHz15 SMbps 1] -1 01:52:23.64 23 722,18 540 252 MiB/3021.9 KiB
121 5Mbps-20MHz15 1Mbps 1] 54 07:05:28.58 3 56474 020 1575.1 KiB/522 3 KiB
72 2Mbps-20MHz/15/5GI 1Mbps 0 -hd 02:10:33.57 51054 017 2571.8 KiBs618 .4 KiB
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Monetizing!

After you can manage your cAP easier..

Now the Questions is, how we can monetize our Wi-Fi?
You can place an ads in your Wi-Fi

You can create some survey in your Wi-Fi
From survey, you can gain some data that can be used for targeted ads

Another Questions, how we can do that?

MikroTik Hotspot!

And design your business model ©
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Simple Hotspot Setup

1. Setup

Temina

[admin@MikroTik] > ip hotspot setup
Select interface to run HotSpot on

hotspot interface: br-cap
Set Hot3Spot address for interface

local address of network: 10.5.0.1/24
masJquerade network: ves
Set pool for HotSpot addresses

address pool of network: 10.5.0.2-10.5.0.254
Select hotspot 55L certificate

select certificate: none
Select SMIP server

ip address of smtp server: 0.0.0.0
Setup DNS configuration

dns servers: 10.5.0.1,1.1.1.1
DNS name of local hotspot server

dns name: hotspot.ads.id
Create local hotspot user

name of local hotspot user: admin
password for the user:
[admin@MikroTik] >

2. Customize

IE‘ | Backup || Restore | | Upload... |

| File Name ; |Type |Size |Creatior1 Time
[El autosupout..old rif if file 105 KB Jun/24/2019 20:23.35
Eautosupout.rif if file 11384 KiB Jul/26/2019 09:51:51
[Dhotspat directory Jan/03/1570 03:57:52
............. El hotspot/alogin.himl tml file: 52
[l hotspot /background png png file Jan/03/1570 03:57.52
[21 hotspot femor html html file Jans03/1570 03:57.52
[Elhotspot femors bt tut file Jan/02/1570 07:23:51
[Elhotspot Aavican ico Jco file Jan/02/1570 07:23:51
[Dhotspot fimg directory Jan/02/1570 07:23:51
[E1 hotspat imglogobattom png png file 39258 Jans02/1970 07:23:51
[Elhotspot dqueny-1.11.1min js jsfile 535 KB  Jans03/1570 03:57:52
[El hotspot Aogin Html html file M3 B  Jans03/1570 03.57.52
[Elhotspot logo png _png file 21058 Jans03/1570 03:57:52
[Elhotspot Aogout Html html file 1886 B  Jan/03/1570 03:57:51
[Dhotspot v directory Jan/02/1570 07:23:51
[E1 hotspot Av/alogin html htmi fil 13038 Jan/0241570 07:23:51
[E1 hotspot Av/emors txt tut file 38108 Jans02/1970 07:23:51
[Ehotspat Avlogin html html file 34088 Jans02/1570 07:23:51
Bl hotspat Av/logout html html file 18438 Jan/0241570 07:23:51
=] hotspot Avradvert html _htmil file 1475 B Jan/0241970 07:23:51
[E1 hotspot Av /status html html file 27608 Jans02/1970 07:23:51
[Elhotspot/md5 js jsfile TOKB  Jan/02/1570 07:23:51
[Elhotspot /next.png png file 11098 Jan/03/1570 03:57.51
[Elhotspot /poweredby png _png file 1852 B Jans/03/1570 03:57:51
[Elhotspot /fradvert hitml html file 15718 Jan/03/1570 03:57:51
[Elhotspot /redirect html html file 3308 Jan/03/1570 03:57:51
[E1 hotspot /status html it file AM3B  Jan/03/15970 03:57:51
[Dhotspot /xml directory Jans02:15970 07:23:51
[Eihotspot AmlWISPAccessGatewayParam xsd  xsd file 42518 Jan/02/1570 07:23:51
[Elhotspat A«ml/alogin html html file 8218 Jan/02/1570 07:23:51
=] hatspot «ml/emor html _htmil file 4168 Jan/0241570 07:23:51
[E1 hotspat Aml Alogout html html file 3618 Jans0241970 07:23:51
[Elhotspat AmlAogin html html file 7878 Jan/02/1570 07-23:51
[El hotspot/«mlAogout html html file 3858 Jan/02A1970 07.22.51
[El hotspat Amlogin htm _html file 530B  Jans02/1970 07:23:51
CDpub directory Jan/03/1570 06:54:44
[Dskins directory Jan/01/1570 07-00:02



Monetizing!
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Study Case

< Login jaringan

W

Network Data Sistem, PT as a System Integrator has work with
MacroAd to Deploy FreeWiFi services in JaBoDeTaBek (Jakarta,
Bogor, Depok, Tangerang & Bekasi) KRL Commuter Line

KRL Commuter Line is The rail system that uses metro/rapid
transit rolling stock standard and operates at high frequency
with a minimum headway of five minutes. As of June 2018, the
average number of KRL users per day reaches 1,001,438 users
on weekdays, with a record of the highest number of users
served in one day is 1,154,080. The number is targeted to
reach 1.2 million passengers per day by 20109.
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Interesting? Questions?

Leave us a messages on info@nds.id ©
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Thank You

NETDATA Team

Michael Takeuchi



