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% Pais de origen : Venezuela
“* Ingeniero de Telecomunicaciones
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* 6 anos de experiencia en Networking 4y =
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AGENDA

Conceptos y tipos de VPN

GRE (estructura, caracteristicas, debilidades)
IPSEC (conceptos, ISAKMP, Fases)
Caracteristicas de Alta Disponibilidad
VRRP (concepto, caracteristicas)

Caso de éxito - Implementacion

Preguntas y Respuestas
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podemos conectar 2
/ Sucursales remotas?

» Lower cost
| E1/T1 * More flexible

- Higher cost « Simpler management
= Less flexible - Tunnet iopolooy
- WAN management Microwave
* Complex topologies |7 | inks

Frame

Relay
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¢, Qué significa VPN?
MikroTik

VIRTUAL NETWORK | > TUNNELING

= T

Virtual: Information within a private network is transported over a public network

PRIVATE NETWORK ENCRYPTION

@ FH/&I"GT/(**@$%t../00D"#$%( ( @
ENCRYPT W DECRYPT

Private: The traffic is encrypted to keep the data confidential




Lawyer 3 VPN
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Generic Routing Encapsulation (GRE)

Es un protocolo de tunel que fue originalmente desarrollado
por Cisco. Se puede encapsular una amplia variedad de
protocolos ha partir de la creacion de un enlace virtual punto
a punto.

Sub-menu: /interface gre GRE tunnel agrega 24 byte de
Standards: GRE Sobre Cabecera (4-byte gre

header + 20-byte IP header).

GRE interface IP MTU es (1500-24) =1476.
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http://tools.ietf.org/html/rfc1701

Original IP Packet

-
// \

GRE header adds 24 bytes
of additional overhead P GRE P TCP Data
P

Default GRE Header Protocol
Flags Type
/ ) \
Identifies the presence of optional Identifies the type of payload.
header fields EtherType 0x800 is used for IP
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GRE FRAGMENTACION

DF (Don’t Fragment) bit (DF = 0)

MTU 1500 MTU 1500
H1 MIU . MU

Q— s 1500 y 7 1 1500 = —Q

H2

GRE 1476 +——  GRE Tunnel = —— GRE 1476

-----------------------------------------------------------------------------------------------------------------------------

1 1900 1. Data packet (DF bit not set)
B ﬁ/ﬂ/ Fragment data packet

3 E’ 1500 GRE encapsulate packets
4 Forward to GRE tunnel peer E’ﬂ’

5 De-capsulate GRE packets ﬁ/ ﬁ/

6 Forward fragments to Host Ay 14/6

7

Host reassembles data packet
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GRE DEBILIDADES

¥~ GRE por si s6lo no encrypta, la informacion
- Puede ser facilmente monitoreado con un Sniffer

como Wireshark. A(}

# Frame 102: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits) on interface 0
# Ethernet II, Src: CadmusCo_d4:b2:dd (08:00:27:d4:b2:dd), Dst: c4:01:1e:9¢:00:00 (c4:01:1e:9¢:00:00)
# Internet Protocol version 4, src: 200.44.32.1 (200.44.32.1), Dst: 190.202.94.1 (190.202.94.1)
& Generic Routing Encapsulation (IP

¢ Flags and version: 0x0000

Protocol Type: IP (0x0800)

# Internet Protocol version 4, Src: 192.168.1.10 (192.168.1.10), Dst: 192.168.2.10 (192.168.2.10)
# Transmission Control Protocol, Src Port: 445 (445), Dst Port: 49159 (49159), Seq: 4177, Ack: 7264, Len: 144
¥ NetBIOS Session Service
# SMB2 (Server Message Block Protocol version 2)
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. Cuando deberias usar GRE
0 IPSEC?

¢.Solo
Unicast?

USAR IPSEC

NO
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) nternet Protocol Security (IPSEC)

IPSEC es un conjunto de protocolos definidos por la Internet Engineering
Task Force (IETF ) para asegurar el intercambio de paquetes a través de
redes sin proteccion IP / IPv6 como Internet

AH (Authentication
Header)

ESP (Encasuplation
Security Payload)
Mikrotik divide IPSEC in 3 Grupos:

IKE (Internet Key
Exchange)
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IPsec Framework

IFsec Protocol

Confidentiality

MD5 SHA1
Integrity

PSK RSA

Authentication

Diffie-Hellman
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: capsulating Security Payload (ESP)

Transport mode

Normalmente solo se utiliza, cuando otro protocolo de tunel (Ejemplo GRE)
para encapsular primero el paquete de datos IP, IPSec se utiliza para proteger
los paquetes del tunel GRE.

Tunnel mode:

El modo de tunel se usa con redes privadas virtuales (VPN) , donde los hosts
de una red protegida envian paguetes a hosts en una red protegida diferente a
traves de un par de comparnieros de IPsec

Original data prior to selection of IPSec protocol mode

Transport Mode +«———Encrypted———
IPHDR | ESP HDR Tt | At
“ Authenticated >
[
Tunnel Mode I: Encrypted >
e New IP HDR | ESP HDR | IPHDR TErZEr ot
Mikror ik _ . :
* Authenticated >




&8 JInternet Key Exchange Protocol (IKE)

Phasel

 Authentication Method

* DH Group

Encryption Algorithm
Hash Algoritm

NAT-T

DPD &Lifetime (Optional)

Phase?

* |[psec Protocol

* Mode (Tunnel /Transport)
» Authentication Method

* PFS (DH)

* Lifetime
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IPSEC FRAGMENTACION

OverHead 52 — 58 Bytes (Encapsulating Security Payload
(ESP) and ESP authentication (ESPauth)) per packet.

MTU 1500 MTU 1500
H1 MTU S MIU H2
g 1500 i ; 1500 —g
Path 1500 o Pa’th 1500

Media 1500 «ff=—===== |Psec Tunnel = Media 1500

1 00 ., Data Packet
1552
2 —_— Encrypt Data Packet
3 72. 1500 Fragment IPsec Packet
H g

w and forward to peer
4 Reassemble IPsec Packet _."552

1500

5 Decrypt IPsec Packet, and forward to host -



GRE OVER IPSEC

Original Payload (IP

+Data)

L Specific MTU Recommended
Tunnel Combination Needed MTU
GRE + IPsec (Transport 1440 bytes 1400 bytes

mode)

GRE + IPsec (Tunnel mode)

1420 bytes

1400 bytes

| GRE | Original Payload |

ESP | Encrypt ( GRE |
Original Payload |)
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GRE OVER IPSEC FRAGMENTACION

MTU 1500 MTU 1500
H1 H2
0 an=anSantan &
1500 1400 1500
H2 MTU:
2 1500+ 1476 @ GRE 1476 + 1438 = IPseC + GRE Tunnel ey, IPsec 1500
§ 1476 + 1438 @ ipgec 1500 + 1400 GRE 1476

42 1438 + 1338 fo0 GRE 1438 +1338

-----------------------------------------------------------------------------------------------------------------------------

1 L s Data Packet dropped by GRE
2 e ICMP Error to Host (code=3, type=4)
3 e Data Packet; GRE Packetdropped by IPsec
4 i — ICMP Error to GRE
5 ﬂ/x Data Packet dropped by GRE
& — ICMP Error to Host
7 b P Data Packet; GRE Packet; IPsec Packet
dropped by Intermediate router
e ICMP Error to IPsec

SA38, 1202 Data Packet; GRE Packetdropped by IPsec
10 ‘“ﬂ ICMP Error to GRE
1" i, Data Packet dropped by GRE
2 — ICMP Error to Host
13 L2 \Mb Data Packet; GRE Packet; IPsec Packet

finally gets through



Facket Sniffer Fackets

T MTU [Fing
|ﬂme... 4 |Irrterface |D1'redinn |Src. Address |Sn::. Port |Dst. Address |D5t. Port |F'mt... |IF' Protocol |Size
0.814 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.814 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.814 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.814 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 & 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.815 gre-MK1-MK3 & 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 & 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.816 gre-MK1-MK3 & 10.82.16.100 10.82.20.100 204... 1 {icmp) 1396
0.817 gre-MK1-MK3 10.82.16.100 10.82.20.100 204... 1 {icmp) 636
0.240 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396
0.840 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396
0.840 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396
0.240 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396
0.840 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396
0.840 gre-MK1-MK3 10.82.20.100 10.82.16.100 204... 1 {icmp) 1396




Interface <gre-MK1-MK3>

General  Status

Name:

Type:

MTU:

Actual MTU:
L2 MTU:

Local Address:
Remote Address:

|Psec Secret:

Keepalive:

DSCP:

Dont Fragment:

enabled

GRE Tunnel
1400

1400

65535

11.1.2
2222

00:00:10

inherit
no

| Clamp TCP MSS

running

(10

»

*

# |

IPsec Policy <1.1.1.2:0->2.2.2.2:0>
General  Action

Src. Address: (1.1.1.2 -
Copy

e re
Dst. Address: 2222

Dst. Port:

Protocol: (47

Template

-d)rnamic ‘enabled

ld)mamic enabled

|IPsec Policy <1.1.1.2:0->2.2.2 2:0>

— _ Cony |
Co
o
IPsec Protocols: esp
Tunnel

SA Src. Address: |1.1.1.2

SA Dst. Address: 2222
Proposal:  default
Priorty: |0
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GRE OVER IPSEC CONFIGURACION

[admin@MK1] > ip ipsec peer print
Flags: X - disabled, D - dynamic
0 D ;;; gre-MK1-MK3
address=2.2.2.2/32 local-address=1.1.1.2 passive=no port=500
auth-method=pre-shared-key se::et—"warcry1986" generate-policy=no
policy-template-group=default exchange-mode=main send-initial-contact=yes
nat-traversal=yes proposal-check=obey hcsn—clgcrlzhm—shal
enc-algorithm=3des,aes-128 dh-group=modpl024 lifetime=1d lifebytes=0
dpd-interval=2m dpd-maximum-failures=5

r

gre-MK1-MK4

ress=3.3.3.2/32 lccal-address=1.1.1.2 passive=no port=500
h-method=pre-shared-key secret= warcry1986" enerate-policy=no
policy-template-group=default exchange-mode=main send-initial-contact=yes
t-traversal=yes proposal-check=obey hash-algorithm=shal
nc-algorithm=3des,aes-128 dh-group=modpl024 lifetime=1d lifebytes=0
dpd-interval=2m dpd-maximum-failures=5

l‘ll -
H0om

|Psec Of x|

Policies Groups Peers Remote Peers Mode Corfigs Proposals Installed SAs  Keys Users

T! | Fush

ISPl Src. Address | Dst. Address  Auth.... Encr... Cument B v

_____________________________________ 01112 3332 ~ none none O
644615 2222 1112 shal aesc.. 8587

e92c34c 1112 2222 shal aesc.. 115636




ALTA DISPONIBILIDAD

Tiempos de Documentacion Protocolo

Redundancia Convergencia de la Red redundante




/irtual Router Redundancy Protocol (VRRP)

Es un protocolo de redundancia no propietario definido en el
disefiado para aumentar la disponibilidad de la puerta de enlace

por defecto dando servicio a maguinas en la misma . El
aumento de fiabilidad se consigue mediante el anuncio de un router
virtual como una puerta de enlace por defecto en lugar de un router

fisico.

Initialization
state



https://tools.ietf.org/html/rfc3768
https://tools.ietf.org/html/rfc3768
https://es.wikipedia.org/wiki/Subred
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/irtual Router Redundancy Protocol (VRRP)

1P:192.168.1.2 Soportado por distintas
viP:192.168.1.1 VRID: 49 z
prioity:100 Marcas de Tecnologia

priority:255 vMAC:00:00:5E: 00:01: 31

vMAC:00:00:5E:00:01:31

Tiempo deteccion de
Falla de 3 Segundos.

LAN

Client
Gateway: 192.168.1.1




INTERNET

LA EMPRESA XYZ , REQUIERE ENLAZAR SUS SUCURSALES
CON LA SEDE PRINCIPAL EN VENEZUELA, MANTENIENDO
CONECTIVIDAD A LOS SERVICIOS Y SEGURIDAD EN LA DATA

EN MOVIMIENTO.
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SOLUCION PLANTEADA

MikroTik DC: PAXYZ

Péanama

DC: XYZ : Q':Z‘;' /
VENEZUELR;;Q_-O MBPS L/
@—’ ISP A
)?Rbb DC: EC.XYZ
,v"-- Ecuador N
J—' ISPB — 7 E{ :\,
6 MBPS i >
| T/ e

GRE OVER IPSEC , PARA FUTURO CRECIMIENTO
OSPF COMO PROTOCOLO DE ENRUTAMIENTO
ESTRUCTURADE LARED

ALTA DISPONIBILIDAD EN EL GATEWAY PARA VENEZUELA
TOPOLOGIA HUB AND SPOKE
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VENEZUELA

#

finterface gre

add ipsec-secret=warcryl986 !keepal
gre-MK1-MK3 remote-address=2.2.

add ipsec-secret=warcrvyl986 'kﬁﬁpal
gre-ME1-ME4 remote-address=3.3.

/interface gre
gdd ipsec-secret=warcryl8ge !k

gre-Mk2-MK3 remote-address
add ipsec-secret=warcryl986 'k
gre-Mk2-Mkd4 remote-address

SOLUCION PLANTEADA

& ™ GRE OVER IPSEC

| |
\ L) PRIMARY

GRE OVER IPSEC ,
. SECONDARY Panama

Ecuador

[

occal-address=1.1.1.2 mtu=1400 name=% A

local-address=1.1.1.2 mtu=1400 name=\

local-address=4.4.4.2 mtu=1400 name= <:| E]emp|o Rb

local-address=4.4.4.2 mtu=1400 name=\



PUNTOS DE FALLA

Panama

VENEZUELA \ ' ‘
. o - ==&
-
| 3> Rbb

———

SI EL ROUTER A ES EL MASTER DE LA CONFIGURACION PLANTEADA
AUTOMATICAMENTE DESPUES DE 3s EL ROUTER B TOMA SU LUGAR
COMO GATEWAY DE LARED Y OSPF CON TIEMPOS DE 1s HELLO 4s DEAD
ACTUALIZA SU TABLA ENRUTAMIENTO

M/K 11k




PUNTOS DE FALLA

Panama

| <o gl
|

Ecuador

INTERNET DEL ISP A : Automaticamente los Tuneles GRE pierden su conectividad
y por ende OSPF actualiza su tabla de enrutamiento.

Para este escenario las Sucursales mantendran conectividad con los Sistemas de la
red de Venezuela, pero curiosamente la red de Venezuela no tendra acceso al
Internet.
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VENEZUELA
Rba

MNetwatch Host <1.1.
Host Up Down

On Down:

Jinterfface vmp set priorty=50 number=0

-

Panama

Interface <GW-LAN>

General VRRP | Scripts  Status  Traffic
Interface:
VRID: (10
Priority: | 110
Interval: |1.00

¥| Preemption Mode

Authentication
@ none © simple O ah

Password:

Version: |3

W3 Protocal: |IPv4

Ecuador

>NG
%(
ol
F

*l

Cancel

g
=

g
] 3

Disable

g

1
g
g

L.l



RECORDANDO

« CONFIGURAR CONEXION DE INTERNET
 DEFINIR DIRECCIONAMIENTO (GRE — RED LAN)

« CREAR INTERFAZ GRE (IP ORIGEN — IP DESTINO)
- DEFINIR CONEXION DE IPSEC

« ESTABLECER RUTAS DE OSPF

* CONFIGURAR VRRP

« OBJECT TRACK CON NETWATCH
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MUCHAS GRACIAS POR SU ATENCION

Contacto:
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