mum MikroTik User Meeting

Tips para Principiantes

Ing. Mario Clep
MKE Solutions

<

—
@0 MKE

23 de Enero de 2017/

Bogota - Colombia




Presentacion Personal

“ Nombre: Mario Clep

“ Profesion: Ing. en Telecomunicaciones

< CTO MKE Solutions

% Consultor y Entrenador MikroTik RouterOS

% Experiencia desde 2005
@ - marioclep@mkesolutions.net

@ - marioclep

u - @marioclep
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MUM MKE Solutions

<% Consultora en Telecomunicaciones

<+ Establecida en 2008

\\
+ Certificada en ISO 9001:2015 MKE
solulions

% Entrenamientos Oficiales

< Soporte |T




MUM Entrenamientos Oficiales

< Certificaciones Disponibles

_ oy .
Nikror 1k
MTCUME

L MTOWE SRR
| MikroTik | ‘

% Entrenamientos Publicos y Privados. Academla

DE ENTRENAMIENTOS

N N
NIIKror s
MTCTCE

“WIIKrors

# ~300 alumnos por ano, con un /5% de certificados.
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MUM Soporte IT

< Diseno, desarrollo e implementacion de soluciones.
+ Incidencias puntuales.

% Soporte mensual (OutSourcing).

< Revision y Optimizacion % Asesoramiento
+ Actualizacion “ Soporte Prioritario

< Mantenimiento preventivo % Guardia 24x/

< Monrtoreo % Implementaciones Adicionales
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MUM Introduccion y Obijetivos

;Quienes somos principiantes!

RouterOS es una herramienta MUY poderosa y sobre todo

demasiado amplia, pero como en todos los casos, hay que saber

configurarlo correctamente.

< Mostrar los descuidos mas comunes que encuentro cuando los

clientes solicrtan un relevamiento.

< Demostrar que con “unos pocos clics’ se pueden mejorar las

configuraciones, Incrementando la seguridad y reduciendo las

posibles fallas.

-
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Usuario por Default

% Hay situaciones en las que se descuidan los accesos por default,

dejando la puerta completamente ablerta para ingresar al router con

las credenciales por defecto.

% A veces, la Unica medida es poner el usuario admin en el perfil read

y crear un nuevo usuario y contrasena con permisos FULL.

% El grupo por defecto del usuario de solo lectura tiene los permisos de

REBOOT y TEST. B

MName: read

Policies: v/ local telnet
ssh | ftp

—* reboat read

| write | policy
~—> test winbox
password [v|web
sniff sensitive
api romon
| dude tikapp

..............................

Comment

Copy

Remove

.
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MUM Firewall a

% Una de las primeras acciones a realizar en todo equipo es poner al

menos un pequeno firewall para prevenir los atagues mds comunes.

% Los atagues tienen principalmente 2 objetivos: tomar el control del
router o simplemente provocarle una denegacion de servicios (CPU al

|00%, consumo de todo el ancho de banda, etc).

Firewall =] E3

Filter Rules 'NAT Mangle Raw Service Ports Connections Address Lists  Layer? Protocols

’-I-”: | [ ls2] =] Y 00 | 00 Reset All Counters | ‘
i # :Action :Chain :Src. Address :Dst. Address :Proto...:Src. Port :Dst. Port :In. Intet...:Uut. Int...:Bytes Packets V

\
Oitems | MKE




MUM

Ataques por fuerza bruta

Al no tener un firewall por defecto, todos los servicios estan

disponibles por todas sus Interfaces, incluso la publica.

% SSH vy Telnet son los mas usados para conseguir acceso por fuerza

bruta.

* WEB y Winbox son menos frecuentes, pero tambien ocurren.

all

Jan/09/1970 23.08.:56  system ernror cribical
Jan/09/1970 23:08:53  system error critical
Jan/09/1970 23:09:01  system error crtical
Jan/09/1970 23:09.04  system error cribical
Jan/03/1970 23:09:09  system error crtical
Jan/09/1370 23:0912  system error crtical
Jan/03/1970 23:09.16  system error crtical
Jan/09/1970 23:09:20  system error crtical
Jan/03/1970 23:09:23  system error cntical
Jan/08/1970 23:09:.27  system error crbical
Jan/09/1970 23:09:30  system error cntical

loain failure for user identd from 187.141.13.251 via ssh
loain failure for user gnats from 187.141.13.251 via ssh
login failure for user jeff from 187.141.13.251 wvia ssh
login failure for user rc from 187.141.13.251 via ssh
loain failure for user list from 187.141.13.251 via ssh
login failure for user eleve from 187.141.13.251 via ssh
login failure for user proxy from 187.141.13.251 wia ssh
loain failure for user sys from 187.141.13.251 wia ssh
login failure for user zzz from 187.141.13.251 wia ssh
login failure for user tech from 187.141.13.251 via ssh
loain failure for user frank from 187.141.13.251 wvia ssh

N
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Ataques al DNS

Torch (Running)

- Basic - Filters
Interface: + Src. Address: |0.0.0.0/0
Entry Timeout: |00:00:03 s Dst. Address: |0.0.0.0/0
: - Collect Src. Address6: /0
DRI Src. Address V| Src. Address6 S e e
Servers: 8.8.88 'v| Dst. Address 'v| Dst. Address6 e L
v MAC Protocol: |all ¥
Dynamic Servers:  192.168.10.1 L] MAC Protocol s
D PI'OtOCO| [j VLAN ld Protocol: any >
10.200.200.21
Port: dns +
Allow Remote Requests VLAN Id: |any 3
Max LUDP Packet Size: 4096
l Et..  |Prot... Src. Dst. VLAN Id Tx Rate © |Rx Rate | Tx Pack... Rx Pack
. | 800 (ip) 115.238.184.126:12633 >3 (dns) 6.0kbps 344bps 0
Query Server Timeout: | 2.000 800 (ip) 115.238.184.125:26701 ‘53 (dns) 6.0kbps 344 bps 0
; _ 800 (p) 115.238.184.126:43549 -53 (dns) 60kbps 344 bps 0
Query Total Timeout: |10.000 200 () 115.238.184.125:16379 53 (dns) 6 0kbps| 344 bps 0
800 (p) 101.71.74.109:17231 33 (dns) 60kbps 344bps 0
Max. Concurrent Queries: 100 ' 800 (ip) 101.71.74.110:20153 -53 {dns) 6.0kbps 344 bps 0
_ 800 (ip) 115.238.184.125:50075 :53 (dns) 6.0kbps 344bps 0
Max. Concurrent TCP Sessions: | 20 800 (ip) 115.238.184.126:55531 33 (dns) 60kbps 344 bps 0
800 (p) 115.238.184.126:62555 33 (dns) 60kbps 344bps 0
Cache Size: | 2048 800 (ip) 115.238.184.126:34379 -53 (dns) 6.0kbps 344 bps 0
800 (ip) 115.238.184.126:48267 -53 (dns) 60kbps 344 bps 0
Cache Max TTL: 7d 00:00:00 800 (ip) 101.71.74.109:58126 :53 (dns) 60kbps 344bps 0
800 (ip) 101.71.74.110:24377 :53 (dns) 6.0kbps 344bps 0
Cache Used: |10 800 (ip) 115.238.184.126:26973 53 (dns) 60kbps 344 bps 0
200 (p) 115.238.184.126:43181 -53 (dns) 60kbps 344bps 0
800 (ip) 115.238.184.126:48380 -53 (dns) 60kbps 344 bps 0
800 (ip) 101.71.74.109:14222 :53 (dns) 6.0kbps 344bps 0
800 (ip) 115.238.184.126:17981 :53 (dns) 6.0kbps 344bps 0
800 (p) 115.238.184.125:45099 33 (dns) 60kbps 344 bps 0
800 (ip) 101.71.74.109:9467 33 (dns) 6.0kbps 344bps 0
800 (ip) 101.71.74.109:42021 :53 (dns) 6.0kbps 344bps 0
800 (ip) 101.71.74.109:62157 e 6.0kbps 344bps 0
Total Tx: 724.7 kbps Total Rx: 176.6 kbps Total Rx Packet: 2




Ataque al WebProxy

Googlesn-

We're sorry...

... but your computer or network may be sending automated queries. To protect our users, we can't process your request right now.

See Google Help for more information.

Para continuar, ingresa los siguientes caracteres:

® v .

L

| Enviar.

Acerca de esta pagina

Nuestros sistemas han detectado un trafico inusual en tu red de
equipo. Esta pagina verifica si realmente eres tu el que envia las
solicitudes y no un robot. ;Por qué sucedio esto?

e — R

~
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Ataques por SNMP

habilitar el servicio de SNMP, por defecto el router queda
expuesto a cualquier consulta por cualquiera de sus interfaces.

Profile (Running) SNMP Community <public:
CPU-: m ___' Start : |public
Addresses: |0.0.0.0/0
Stop I
a Security: none
ose
Read Access
New Window || write Access
rrrrrrrr N ,a_",‘i,,,_,,,_,,,_,,,_,,m,,,_,,,_,,,_,,,_,,m;QE,U_,,,_,,Ll;’?,?Q?._,,,_,,-_,,-_,,m,,-w,tl Authentication Protocol: 'MDS ¥
dhcp all 05| Encryption Protocol: |DES -
dns all 05|
firewall all S5 Authentication Password:
idle all 0.0
: N E Encryption Password:
|default
profiling all 0.0
queuing all 85§
management aII 135 8
0o

-
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IP > Services

< Una manera simple de protegerse, es deshabilitando los servicios
que no se usen Yy proteger los demas con reglas de firewall o

especificar el rango de direcciones IP desde la opcion de IP > Service

IP Service List IP Service <ssh>

Available From  Certificate  w

none Ayailable From:

{ enabled

@ winbox

@ Wi
¥ @ wiwmw

| 8 items

N\
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MUM Otros Servicios a

Tener deshabilitados todos los servicios no garantiza que el router
este 100% protegido.

“ El protocolo ICMP mal usado, puede elevar el consumo del CPU y
provocar denegacion de servicio > Ping Flooding.

CPU{100% IV Hide Passwords I (=)
2| B AL — =
MName . | Port Availlable From Profile (Running]

N %k T :

9 apt-ss! L networking
w0 ”_p 21

A @ ssh 22 Sl -

X @ telnet 23 bridging 651
@ winbox 8291 192.168.10.0/24 profiling 351

K@ A a0 unclassified 3.0

AP s 443 management 20

idle 0.0
logging 0.0
winbox 0.0 i




MUM Proteccion con Firewall
% SSH: TCP 22

General IAdvanced Extra Action Statistics

——> < Telnet: TCP 23
Src. Address: o WE B: _|_ CP 8 O

Dst, Address:

-,_’ Protocol: | ||6 (tcp) o WinbOX.' TCP 829 |

B & WebProxy: TCP 8080
# DNS: UDP 53

<+ SNMP: UDP |61

In. Interface: | | |[Zi==

MNew Firewall Rule

General Advanced Extra Action |Stal:istics
Action:
| Log

Log Prefix: v

“+|

.
MKE




Ping Flooding

Firewall Rule <>

' Mode: ¢ packet  bit

General Advanced Extra ‘Action Statistics

~w - Connection Limit

A Limnit

! sec

¢

Burst: |5

Firewall

Filter Rules ‘NAT Mangle Raw Service Ports Connections Address Lists  Layer? Protocols

/ip firewall filter

qp ‘:1 ‘ =Y ‘00 00 Reset All Counters Finc \input

= \ Action  Chain Protocol Limit/R ate Bytes Packets

........ 0 #facc. input  Tflemp)  10/ec  116Ke 142
........ 1. Rdop inpuwt  Afemp) 987KE 1203

add action=accept chain=input 1limit=10, 5:packet protocol=icmp

add action=drop chalin=input protocol=icmp

MUM

N\
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MUM Recomendaciones Generales

% Bloguear en el router principal el trafico de download que no vaya

con destino a nuestras propias direcciones IP (forward).

+ Bloguear en el router principal el trafico de upload que no venga

con destino desde nuestras propias I[P (forward).

% En caso de dar IP publicas, bloquear (o limitar) los servicios mas

vulnerables para evitar atagues de amplificacion (DNS, NTE SNMP).

.
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MUM Servicios Principales a proteger

Puerto Protocolo Comentario Puerto Protocolo Comentario
20,21 TCP FTP 2000 TCP Bandwidth Server
22 TCP SSH, SFTP 3128,8080 TCP WebProxy
23 TCP TELNET 5678 UDP Neighbour Discovery
53 TCP/UDP DNS 8291 TCP WinBox
80 TCP HTTP 8728 TCP API
123 UDP NTP | ICMP
161,162 UDP SNMP 1701 UDP L2tP
179 TCP BGP 1723 TCP PPtP
443 TCP HTTPS /(HotSpot) 1812,1813 UDP User Manager

:
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MUM HotSpot

% No dejar el usuario “admin’ del hotspot sin contrasenal

Hotspot Setup

Create local HotSpot user

Mame of Local HotSpot User: | admin

Password for the User:

Back Mext

% El campo “shared-users” del perfil de hotspot permite que el

MISMO usuario pueda usarse en simultaneo N veces, pero cada uno

Rate Limit (rxftx): | 1mj2m
e

% £l bypass oculta el hotspot, pero no controla el ancho de bandal

Hotspot IP Binding <192.168.10,15>

tleﬂe SU pr‘op|a queuel ' Shared Users: |10

MAC Address: v
Address: 192.168.10.15 -
To Address: e
Server: all + =\
Type: |bypassed + MKE
e — |soluftions]




MUM Descubrimiento de Vecinos

<+ MNDP esta habilitado en todas sus interfaces.

Managed Meighbors |
Y | Refresh

Fing

MAC Address 7 |IP Address Identity Yersion Board
00:1C:42:53:CD:36 192,168.10.10  MikroTik 6.38 (stable) X386
D4:CA:6D:88:E1:B7 192.1638.10.211 Portero IP 6.36.3 (stable) REmAPZN
E4:80:8C:0A:4E:37 192.168.10.1 Router Core by MKE Solutions  6.37.1 (stable) RB3011LiAS

MNeighbor List

X2 IP > N elg' h borS Meighbors Discovery Interfaces ‘

Interface /
1 Local

4 Publica
A& ether!
& etherz
& ethers

& etherd

N\
A& wlant MKE
O |soluftions]




mum Acceso en Capa 2 3

AUn deshabilitando el "Discovery Interface” se puede acceder por

Mac-Telnet y Mac-Winbox sabiendo la MAC del equipo.

% Para cerrar el acceso en capa 2: Tools > Mac Server

MAC Server

Telnet Interfaces WinBox Interfaces IActive St
o = | || 22 | Y| | MACPing Server = |22 |

Interface

Telnet Interfaces I WinBox Interfaces Active S

Interface /

........................................................................................................................................................................................




MUM  Accesos guardados en Winbox =~ ™

SI estan guardados los accesos dentro del Winbox, facilmente se

puede exportar una lista y ver la contrasena con cualquier editor de
textol!!

O WinBox v3.7 (Addresses) - | 3JE3 | E) TEST - WordPad N [=][><
File Tools Archivo Edicion VYer Insertar Formato Ayuda
Advanced Mode N
| Keep Password Deld & M B B
Import... : "
g -/ OpenlnNewWindowll 0 j300gr oupOOORost 192 . 168. 10. 10
Export...
0o
Move Sessions Folder. .. ‘ keep-pwdd
Clear Cache O0loginadmin
Check For Updates inect To RoMON Connect DOpwaMUN-LAB
’ secure-moded O0typeaddr00000group000host192.1658.10.11
0o
Managed ’ Neighbors keep-pwdd
O0loginadmin
—| || | SetMaster Password Find | ol [¥||8 ponocemixroTix { ooOpwatesti
Mddress [ User ] v 0
192.168.10.11 admin secure-moded O0typeaddrOO
192.168.10.10 admin

Para obtener Ayuda, presione F1

Q
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MUM Winbox v.3 a

“ En la version 3, se puede setear un master password para que no
muestre la lista y se pueda exportar.

- -
L WinBox v3.0rc17 (Addresses) = || O] m
File Tools
Connect To: | 192.168.88.1 Keep Password
Login: [Guile | Open In New Window
Password; = ™
Add/Set Connect To RoMON Connect

Managed ’ Neighbors

~ Master Password Find ‘ \all H + ‘
Password: OK
Address s User Session Group RoMON Agent Nc:lv

N\
MKE



MUM Actualizacion de RouterOS

< NUNCA actualizar porgue si.

% Leer changelog vy las experiencias en el foro de MikroTik

Release 6.38 2017-01-02

What's new in 6.38 (2016-Dec-30 11:33):

Important note!!!

RouterOS v6.38 contains STP/RSTP changes which makes bridges compatible with IEEE 802.1Q-2014 by sending
and processing BPDU packets without VLAN tag.

To avoid STP/RSTP compatibility issues with older RouterOS versions, upgrade RouterOS to v6.38 on all routers in
Layer2 networks with VLAN and STP/RSTP configurations.

The recommended procedure is to start by upgrading the remotest routers and gradually do it to the Root Bridge
device.

If after upgrade you experience loss of connectivity, then disabling STP/RSTP on RouterOS bridge interface will

restore connectivity so you can complete upgrade process on your network.

v6.38 [current] is released! P macgaiver

010 S IMAUASIA IS LS LA, 017 3:41 pm » in Announcements Wed Jan 1




MUM

BGP

% Usar filtros para evitar recibir publicaciones indeseadas (in).

% Usar filtros para evitar convertirse en transito (out).

In Filter:

Out Filter:

BGP
Instances YRFs Peers |Networks Agagregates YPN4 Routes Advertisements
e | | | Y | Refresh || Refreshall || Resend || Resend All
MName Instance Multihop R... |TTL Uptime Prefix Count  © [Btate
&£ ' YEs no d... 2d 17:58.. 632660 Bstablished
& no no d... 3d00:30.. 631440 Bstablished
r no no d... 11:06:3 273716 Bstablished
. — Route Filters
peerl-in ¥
E] IF.'I’.H_’JI all
peer-out o Prefix Prefix Length | Protocol

.
0 items

.
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Contrasena en Nv?2

% El uso de N2 ignora la configuracion del security-profile.

% La configuracion de la llave compartida se hace desde la solapa de
NV2.

% En caso de no usarse, cualguier RouterOS puede enlazarse.

Interface <wlani > Interface <wlani >

General ‘Wireless ’Data Rates Advanced HT HT MCS General Wireless DataRates Advanced HT HTMCS WDS  Nstreme NVZ |

Mode: TDMA Period Size: IS
Band: SGHz-only-N Cell Radius: |30
Channel Width: |20/40MHz Ce Security

Preshared Key: |#¥tikikkiikikbook

Frequency: 6030

S5ID: |PEE

Radio Mame: AP Euralis

Scan List: [4900-6100

Wireless Protocol: nv2

Security Profile:

-
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Herramientas Usadas

Profile (Running)

MName Usage
idle 76,5 e
winbox 6.5 1
management 4,5 |
networking 3.0 |
Firewall 2.0 |
PPP 2.0 |
dns 1.5 |
queuing 1.5 |
ethernet 1.0 |
unclassified 1.0 |
logaging 0.5 |
bridging 0.0
flash 0.0
graphing 0.0
[2tp 0.0
pzp-matcher 0.0
profiling 0.0
routing 0.0
ssl 0.0
traffic-accounting 0.0

e i e I

Octf30/2015 15:27:05
Octj30/2015 15:44:18
Octf30/2015 15:47:11

e ¥

Memory
memory
memory

Torch (Running)

— Basic

~ Filters

Interface: |wan

Src. Address: |0.0.0.0/0

3]

Start

Entry Timeout: |00:00:03

Dst, Address: |0.0.0.0/0

~ Collect

Stop

Src. Address
Dst. Address
MAC Protocol
Protocol
DSCP

Src. Addressé: |: 0

Close

Src. Addressé

Dst, Addressé: | 0

MNew Window

Dst. Addressé

Port MAC Protocol: |al

YLAN Id Protacol: |any

Pork: |any

YLAM Id: |any

DSCP: |any

[«] [«] [¢] [¢] [«]

Eth. ...|Pro... |Src,

YLAN Id TxRate |RxRate ©

Tx Pack...

Rx Pack...

800 ... 6(t...

154.107.141,20:9037

2.6 kbps 148.5 k...

806 ...
800 ...
800 ...
4(8...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ...
800 ... 17 ...
800 ... 6it...

47
6 (k...

192.168.0.1
192.168.0.1

2 {i...
2 {i...
17 ...
17 ...

47
1 (...
6 (k...
6 (...

179.60.254.46
5.8.8.8

187.189.147.70
64.233.186.,125:5222

8.8.4.4:53 (dns)
190.104.143.50:1701 {12tp)

190.0.22.98:51241
190.0.22.98:51893
64.233.186.189:443 (htt...
179.41.15.50:44292

14

0bps 39.8 kbps
1760 bps 5.7 kbps
5.8kbps 5.4 kbps
Obps 1856 bps
0bps 1440bps
Obps 1440bps
648 bps 1176 bps
928 bps 976 bps
496 bps 976 bps
944 bps 944 bps
592 bps 624 bps
592 bps 624 bps
528 bps 600 bps
1184 bps 592 bps

45
45
153373
11701 (12tp)

3 (https)
3 (https)
153224

:3 (pptp)

PR = = = = = N = 000 =N O

0
(i)

e e e = NN = N O

191 items

S Y SNy s

sysktem, error, critical
system, info, account
system, info, account

|Tota| Tx: 28.0 kbps

Total Rx: 222.0kbps | Total Tx Packet: 50

Wl It IR Sl igs Wy i

login Failure for user admin from 192.168.88.179 via winbox
user admin logged out from 192,168,10.4 via winbox
user admin logged in from 192,168.10.4 via winbox

Total Rx Packet: 152




Mas Herramientas

IP Scan (Running)

’:’ | P SCan Interface:

Address Range: 172.16.0.2

<+ Packet Sniffer T T e Y EE T
172.16.0.2  60:EB:69:B1:6E:32 17 =w Mangle Rule
S : General Advanced Extra Action | Statistics
Action: iff TZSP ¥
& Mangle >TZCP ;“ms ckion: |sni ¥
. |log
Log Prefix: v
<+ Netflow / IPFIX / Port Mirror Siff Target: [0.0.0.0
Sniff Target Port: |0

% Add src / dst to address-|ist | FiteRues NAT Mangle SericePorts Connections Address Lists
*|[=| | 3| |¥|
[Name Address ITimeout .
D _9AtaquesSIP 66240132138 002222
D @ Atagues SIP 66.240.236.113 00:35:58
D @ Ataques SIP 716135131 00:31:02
D @ Ataques SIP 71.6.146.185 00:05:46
D @ Ataques SIP 71.6.158.166 00:32:01
D @ Ataques SIP 83.35.66.73 00:42:28 N\
D @ Ataques SIP 134.119.215.49 00:06:11
D @ Ataques SIP 158.69.53.12 00:57:38 MKE




Recomendaciones

% | eerl! Main Page

Welcome to the MikroTik Wiki!

This is a place where users of MikroTik solutions share information, examples, howtos and ideas with each other.

This resource consists of both User Maintained How-To articles, and also MikroTik maintained documentation pages.

“ Implementar

Choose your category below:
Documentation ——— News and related information

~

/
00’ Fal | ar “ RouterBOARD hardware ‘@ MUM Events

- MikroTik RouterOS ~-h MikroTik News
RouterBOARD hardware Pages MikroTik User Meetings around the world

-
MikroTik User Manager The Dude
y MikroTik User Manager @ The Dude
o \/O |Ve ra Le er ’; RouterOS User Topics SwOS
Articles and Examples written by users SwOS for MikroTik Switch products
-— —
ﬁ —
’ ! RouterOS v6 RC alfG v7 BETA 4774 33,968
< Corregir
Beginner Basics 16,447 74272
®, General 5 47440 231382
<+ lestear H
Forwarding Protocgfs aoer 14,934
Wireless Networking 13,050 7308
‘ V
<+ Documentar
Scripting 6,081 28,367
\fnrtu;f.zabon | 457 4,290 i N\
"u]] — Salutions




mum MikroTik User Meeting

;Preguntas!?

MUCHAS GRACIAS!

Ing. Mario Clep
MKE Solutions

@J - marioclep@mkesolutions.net

@ - marioclep

~~
L - @marioclep
@0k MKE




