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Ley 679 de 2001 MinTIC MIKroTik

Paragrafo adicionado por el articulo 3 de la Ley 1336 de 2009

Requerir a los proveedores de servicios de internet a fin de que informen en el
plazo y forma que se les indique, que mecanismos o filtros de control estan
utilizando para el blogueo de paginas con contenido de pornografia con menores de
edad en Internet.

El proveedor de internet debe bloquear las URLs indicadas por el MinTIC y se
recomienda mostrar informacion sobre dicha ley, para evitar confusion en los
usuarios.



Estudiando las URLs M’K’;ut.ngm!r‘:

1. Todas las URLs son http

Las URL en http pueden ser bloqueadas facilmente con
Router0S

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

(:n;fexn M/PAGE ) q/rrmsxALE M/PAGE ) (Trmsxn (TrmsxA

L




URLs https MIkroT ik

Routing The World

2. Debido a que https no se encuentran en el listado del ministerio

En caso de ser implementadas, seria necesario bloquear
tinicamente el SNI ya que el contenido es cifrado
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2a. TLS-Host actualmente solo funciona en protocolo TGP

* domainxxx.com
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3. Hay mas de 20.000 URLs

Agregar las URLs de forma manual tanto en entorno
grafico o digitando comandos por CLI, puede tomar
mucho tiempo.
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El documento puede tener mas de 20.000 URL y cada mes es actualizado

A E
1/ http:/figl212.comdmain.htmi
http:/fnewgirly.com/preteenstop/hot!
http://preteen-video.com/free/
http:/frecommennude.com/ffree/
http:/innparadisewocrld. pwifree/
http:/fall-ne-nude.com/free/
http:/innparadisewocrld. pwifree/
http://nonudenonude.com/ffree/
http:/fweb_archive org/web/20130423094816/nttpfuserimage2 360doc com/12/0114/01/4429014_2012011401065006897 jpg
http:/fweb_archive. org/wel/201304 2408224 8/httpffuserimage2. 360doc. com//M12/0114/01/4429014_201201140106520337 Jpg
1| http/fweb_archive_ org/web/20130423094 323/httpfuserimage2_360doc.com/12/0114/01/4429014_201201140106530650 _jpg
http:/fimgmaze._ pwig/okcwg2cd
http:/fimgmaze.pw/?fld_hash=ockcwg9c3&op=gallery&per_page=15&page=2
http:ffimgmaze. pw/ ?fld_hash=okcwg2c3&op=gallery&per_page=15&page=3
http/fimgmaze.pw/?fld_hash=ockcwg9c3&op=gallery&per_page=15&page=4
http:ffimgmaze. pw/?fld_hash=ockcwg2c3&op=gallery&per_page=15&page=5
http:/fimgmaze.pw/?fld_hash=ockcwg9c3d&op=gallery&per_page=15&page=5
http:ffimgmaze. pw ?fld_hash=okcwg2c3&op=gallery&per_page=15&page=6
http:/fimgmaze.pw/?fld_hash=ockcwg9c3&op=gallery&per_page=15&page=7
http:/fweb_archive. org/wel/20130426232446/ttpfuserimage2. 360doc. com//M12/0114/01/4429014 2012011401 06540603 ]pg
1| http/fweb_archive org/web/2013061 11657 25/httpfuserimage2 360doc.com/12/0114/01/4429014_201201140106550837 jpg
http:/fweb_archive. org/wel/20130611165113/httpfuserimage2. 360doc_ com//M12/0114/01/4429014_201201140106570837 Jpg
http:/fweb_archive org/web/20130426232611/http/fuserimage2 360doc. com/12/0114/01/4429014_201201140106590650 _jpg
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3. Diferentes URLs

Tipo dominio: www.page.com
Dominio + directorio: www.page.com/folder/
Ruta del archivo: www.page.com/folder/video.mp4

4. Algunas URLs contienen caracteres especiales

Dentro de ellos encontramos "%, &, \, *, €, #, =, etc.


http://www.page.com/
http://www.page.com/folder/

n n % N N
Configuraciones Web Proxy Mikron 1k

[ip proxy access

Sitio donde debemos ingresar las URLs, y permite
redireccionar a una URL deseada
WebProxy Transparente

Permite establecer un proxy sin intervencion en el
usuario
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Trafico http -
Web Proxy T @

| s vy o, 0

Internet User

42a. Solicitud reenviada al Web server 1. Solicitud URL http

2b. Respuesta del Web server X 3. Respuesta del proxy

Si el proxy no contiene la URL
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Trafico http -

<
Web Proxy K "‘ /

| s vy o, 0

Internet User

1. Solicitud URL http

2. Respuesta del proxy

Si el proxy contiene la URL
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Trafico https

Web Proxy

| - v w0

Internet

1. Solicitud URL https

2. Respuesta del Web server

El trafico https no es procesado por el proxy Mikrotik
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a second [Tak] gives possikle options +

'l Move up to base level
. Move up one level
Jocommand Use command at the base level
[admin@MikroTik] » ip proxy print
enabled: yes € = = = = = =
src-address: ::
port: S000 € = = = = - -
anonymous: no
parent-proxy:
parent-proxy-port: 0
cache-administrator: webmaster
max-cache-size: unlimited
max-cache-object-size: 2043KiB
cache-on-disk: no
max-client-connections: 600 € = =— = = = =
max-server-connections: 600 & = = = = = =
max-fresh-time: 34
serialize-connections: no
always-from-cache: no
cache-hit-dscp: 4
cache-path: web-proxy
[admin@MikroTik] > *




\ _—
Web Proxy Transparente MikroT ik

Esto permite usar el proxy sin necesidad de que el usuario
necesite realizar configuracion en el navegador

[admin@MikroTik] ip firewall nat> add chain=dstnat protocol=tcp dst-port=80 action=redirect to-ports=8080



Web Proxy Access

Permite redireccionar la URL
solicitada a una URL definida

|deal para informar la razon del

bloqueo del contenido con el aviso
de la ley 1336 del 2009

Esta pagina ha sido blogueada en virtud de lo establecido en la
Ley 679 de 2001 y Decreto 1524 de 2002, por considerar que
contiene pornografia infantil de conformidad con el listado del
Ministerio de Tecnologias de la Informaciony
las Comunicaciones.
Para mayor informacion, consulte el sitio

Web Proxy Settings

% | J |
Mikror ik

General | Status  Lookups  Inserts  Refreshes

Src. Address: |

Port:

Parent Proxy:

Parent Proxy Port:

Cache Administratar:
Max. Cache Size:

Max Cache Object Size:

Max. Client Connections:
Max. Server Connections:

Max Fresh Time:

Cache Hit DSCP (TOS):

Cache Path:

nunning

Routing The World

+|: Enabled
-
2080
Anonymous
-
-
webmaster a
unlimited * | KiB
2048 KiB

Cache On Disk

600
600
3d 00:00:00

Seralize Connections

Always From Cache

4

|

web-proogy

Cancel
‘7 Access ;

Cache
Direct

Connections

IIII'

Cache Contents




Web Proxy Access

Dst. Host:

Dominio

H Src. Add...|Dst...|Dst.
15427 @

@
@
@
15431 @
@
-]
@

15443
15443
15450
15451
15452
15453
15454
15455
15456
15457
15453
15455
15460
15461
15462
15463

4CArA

20284 tems

20 0 O 0 OO 9000000000090 0 0000000 g

Path: Ruta del Contenido

.| Digt. Host

newnnmodels.com
newnnmodels.com
nl xhamster.com
nn100.n

nn100in

nn100.n

nn100.in
nnfarum net
nn-girls biz

NNy pw
nnplanet pw
nocrossdomain.com
nocrossdomain.com
nocrossdomain.com
no-nude bz
no-nude bz
nonudegir .com
nonudegirs bz
nonudemodels bz
nonudes bz
nonudeville.org
nonudeville.org
nonudeville.org
nonudeville.org
nonudeville.org
nonufix topstars bz
nonufix topstars bz
notiwoki.com
nude-pom org
nude-pom.org
nude-virgin.com
nude-virgin.com
nude-virgin.com
nude-virgin.com
nude-virgin.com
nudismonline xyz
nudismonline xyz

Path

Tid=kds-agencey.ru
‘gallery/kamilla-modelpart-1-1/index html Aink =mainthumb 1&group=main&p=35
photos/Aview/1286406-21150323 html

Tid=angelswebpaortal com

Tid=undergroundnn.org

gallery/amazing-pretty-models from-vilma-0096/32392cc 3628c 220 5731564 8061495
'scj/thumbs./1/822_Model_Lila jpghttp://nn100un,scj/thumbs/1/734_Paradise_Mo ...
ttopics/CANDYDOLL % 20FULL % 20archive % 20P ART % 203% 20(ChrisG % 20Darya V..

sitesxindex 3. html

Tref=pairs.info

nn/thumb. 1462310672846 png
photo/GXBE4614 jpg
preteen-model-bbs-photos/12-1540nude html
top-dolls-preteen-models./8yo-nude-preteen hitml
Tref=nonudeville.ongdx=5578.1730 43587532,
Tref=prelo-nn.com

index.php
galleries.'schoolmodels41/shool-models-site-gallerny 15 html
Tref=14yo-models . com

ref=nonudeville ongdx=59578.1730 4558 7532 5851

GALL ‘alweute /AlwaysCute images./ AlwaysCute-mainpromo(S jpg
VGALL alwoute /AlwaysCute/images/ AlwaysCute-mainpromo 20 jpg
FGALL artcherish./

HGALL /art Ailiana/

Tpage=2
wp-content /uploads.2015/09facebook . mp4

4jpg

images/001 jpg
images/003jpg
images/006 jpg
images/011jpg
images/019jpg

'wp-content /uploads.2015/11/03/nude-beach-granny-nude-beach-analfucking-vid. .|

Method

Action: Denegar la URL

Action
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

Redire...

WAL
WL ..
WAL
WL ..
WL
WL
WL
WAL
VWL
WAL
WL
WAL
WL ..
WAL
WL ..
WL
WL
WL
WAL
VWL
WAL
VWL
WAL
WL
WAL
WL ..
WAL
WL ..
WL
WL
WL
WAL
VWL
WAL
WL
WAL
WL ..

= == == == == R = R = R e R e e Y e R = R =R =R =0 — 0 — N — I — i — Qi == = Qi === Qi = Qi == R = === R == R = R = R = R e ) = e R = = R =]
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Redirect: Redirigir al URL con info




Configurando mas de 20.000 URLs ~ MIkroTik

Mediante entorno grafico puede tomar una eternidad ya que son mas
de 20.000 URLs

Web Proxy Rule <> =] E3

EEEEEEE
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Con la ayuda de Notepad++ tomaremos la informacion de las URLs y
la organizaremos en un script para la respectiva carga en una
RouterBoard.
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Cargaremos las URLs en un nuevo documento de notepad++

http://extesnsex.com/index]1/SE7 . Jpeg ~
hitp://extecensex.com/indexbigtube/125%.7
hitp://extecensex.com/indexbigtube/E0E.Jpe

1545 http://extrasmallporn.com/images/firsttimeporn.xyvz.ipg

1550 http://extrasmallporn.com/images/nakedbabepics.com. Jpg

http://extrasmallporn.com/images/petiteyvoungporn. com. Jpog

hitp://extrasmallporn.com/images/punishteenporn.com.j

hitp://extremeanimesluts.com

http://extremeteenvideos.com/images/cache/140x115/97.75.1106887015%.1pg

http: eznuts.com

http: f. bllalbende com/ foto/13/12/09 k luuq NWV_ DDt5 SL qptujnh ST psth?SladwvaWbmetjzb SE_T23 SE l5? _SL_kgh. Jpg

http: f.xxlt.com/S5/I/k/unFsny0zo9%0TzARgOE0R. ]
http://f.xxlt.com/c/v/j/31yGIW vo3ua-OnArlQ.jpg

3560 http: f.xxlt.com/H/V NAraLD?x?PFHw—DaED_Q.iDU
3561 http://f.xxlt.com/U/8/c/2TudItuG] cHOlFcabl.jpg
2562 http://f.xxlt.com/U/S/¥/TuzHaUhWW4IwZiodC w.]
3563 http: fOorl8.spec.fucklo.com

3 http://fairynudes.com/main.shtml

http: falcon.quebarato.co.ve/carirubana mablD—la—piedra—cglmmbianita5—menores—de—edad—reales—SD—bs__?SC2BD.html

http: fallenteenangels.com

356 htt famll -pics.net

3569 http: familysexgame.com/images/cache 24DxLBD 147.1059.617632020.7pg
3570 http: familysexroom.com

3571 http: fanofspying.com

2572 http://farrab.webegirls.biz/?a=1-235255%

2572 http://fashionmodelclub.com/index.html

3574 http: fastpic.rufview/52/2012/1224/c96dcfbl1881ad5cl2b0£ff3fadall3740.Jjpg.html
= http: fastpic.ru/view/52/2013/0102/9d7bc0f6d2f1lbfchbal 69f20d437a548a5.Jjpg.html
2 http: fastpic.ru/view/59/2014/0123/%ba1253c%17c666aT7829FfT77f8fe7£f9%1 . .Jpg.html
3377 http: fastpornsite.com/gall/90103051cec325fbl153e6dlfcZéedede

157F httn://fastnonrneite_ com/aoall /d28990cTeecfdh3AdR=afFA2RRTAaNNeRT S
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En la primera linea agregamos el destino de las URL

fip

PIOXY GcCCESS

add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add

action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny

redirect-to=/filez/aplash.
redirect-to=/files/splash.
redirect-to=,/files/splash.
redirect-to=/filez/aplash.
redirect-to=/files/splash.
redirect-to=,/files/splash.
redirect-to=/filez/aplash.
redirect-to=/files/splash.
redirect-to=,/files/splash.
redirect-to=/files/aplash.
redirect-to=/files/splash.
redirect-to=/files/splash.
redirect-to=/files/splash.
redirect-to=/files/splash.
redirect-to=/filez/aplash.
redirect-to=/files/splash.
redirect-to=,/files/splash.
redirect-to=/filez/aplash.
redirect-to=/files/splash.
redirect-to=,/files/splash.
redirect-to=/filez/aplash.
redirect-to=/files/splash.

P r -

html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html
html

-

dst-host="wwwW.teenpo.com" path="/"
dst-host="www.vaginangel.com" path="/"

dst-host="teenpo.com™ path="/"
dat-host="juicysexy.com"

dst-host="bervy.igopotash.site" path="/index.php"

dst-host="thisways.do.am™ path="/soul"
dzt-host="forfriends.do.am" path="/greatc/"
dst-host="www.pvabinava.site"™ path="/"
dst-host="calmstars.do.am" path="/funny"

dzt-host="saavdaz.=zite" path="/"

dst-host="www.sadusshaz.site" path="/,"
dzt-host="www.leankyuz.site™ path="/"

dat-host="xuyra.smallpussyarchive.site" path="/"
dst-host="lerony.smallpussyarchive.site™ path="/"
dzt-host="vertu.smallpussyarchive.sitce" path="/"
dst-host="redirect.smallpussvarchive.site" path="/"
dat-host="dream.smallpussyarchive.site" path="/"
dzt-host="yutra.smallpussyarchive.sitce" path="/"

dzt-host="mendo.smallpussyarchive.site" path="/"
dst-host="fretooseepic.site™ path="/"
dazt-host="jikaserto.3ite™ path="/"

dst-host="1linabhan.site" path="

- o a ——

T

-

T
-
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Reemplazamos informacion que no sirve por la estructura del Script

2546 http://extesnsex.com/indexl1/SE7.Jpeg ~

354 hitp://extecensex.com/indexbigtube/12%.Jpe

3548 http://extecnsex.com

31545 http://extrasmallpor HEF'ECE n u
http no es necesario
3551  http://extrasmallpor Find  Replace FindinFles Mark

3552 http://extrasmallpor;

3552 http://extremeanimes. .
2554 http://extremetesenvi Find what : | http:// il | Find Mext I:l

3553 http: eznuts.com

3556 http://f.bilgibende. Replace lg
2557 http://f.bilgibende.

3558 http: f.xxlt.com/5 .

3559 http: f.xxlt.com/c/ D In selection REI:IIE":E Al

3560 http: f.xxlt.com/HS

561 http://f.xxlt.com/U/ [ ]Backward direction Replace Allin All Opened

3562 http://f.xxlt.com/U/ Documents

562 http://£0rl8.spec.fu || Match whole word only

564 borps//faixmadesse  [yath case Es reemplazado por: Close

3563 http: falcon.gquebar,
1566 http://fallentesnang Wrap around

add action=deny redirec-to=url a mostra

3568 http: familv—-pics—m Search M':"jE TFEII'ISI:IEIFEI'IE!.I' H
25659 http://familysexgame —_ — )

3570 http://familysexroom & @ Normal (®) On losing focus

3571  http://fanof ing.c - -

RELLFARSRSEYAAI-2 () Extended (\n, ¥, \t, V0, W...) () Always

3572 http: farrah.webegi, —

2572  http://fashionmodele  (_J)Regular expression . matches newline i

http://fastpic.ru/vi

http://fastpic.rufvi

http://fastpic.rufvi

335 http: fastpornsite.cuomygallr sUlususltetseJlbilJocoUllcape 2 UC

I577EF httn://fastnornsite . comf/aall /d28990cleenfdhidR=aFA2A881aa 00T S
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Tomamos el dominio en dst-host="

s3=11 add
281 add
582  add
3 3 add
584  add
585 add
286 add
287 add
B E add

add
S add
581 add
5892 add
553 add
294 add
2935 add
2896 add
557 add
5§ add
add
500 add
501 add
502 add
503 add
504 add
505 add
506 add
507 add
D E add

add
| add
1 add
. add

action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=dsny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=dsny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny

action=denwv

redirect—-to=/files/splash.html
redirect—-to=/files/splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html

t3.imgchili.net/93609/93609327_camy dreams_setl% 06.jpg
t3.imgchili.net/93609/9360938]1 oceans_dreams_sest2_49.]jpg
té.imgchili.net/93609/93609202_121905752.5pg
t3.imgchili.net/93609/93609355 dscf0021.ipg
r03.imgrock.net/1/00147/5wz4x9gxTrdy t.Jjpg
t3.imgchili.net/92558,/925568781 156367246 img 0081 123 558lo.jpg
tl0.imgchili.net/92563/92563215_233600845_img €346_123 453lo.]jpg
tl0.imgchili.net/92563/92563368_ 335573508 _img €339 123 533lo.jpg

redirect—to=/files/sg
. _ . Replace
redirect—to=/files/sg
redirect—to=/files/sg Find
redirect-to=/files/sg

redirect-to=/files/sg

Find what : | splash. himl

2g
n_:'g

Replace  Findin Files Mark el

Bg

Find MNext

redizect—to~/files/st ot o) - 29 :
redirect-to=/files/sg g Scrltp
redirect—to=/files/sg [1n selection Replace Al =g
redirect—to=/files/sg 2g
redirect—to=/files/sg []Backward direction ReplacE;CILi;:rllltsOpened bg
redirect-to=/£files/sg [ |Matchwhole word only 2g
redirect-to=/files/sp [Matchcase Close og
redirect—to=/files/st  [Awrap around 2g
redirect-to=/files/sg g
redirect—to=/files/sp Sfarch Mode TrHansparency ipg
redirect—to=/files/sy ®Normal (®0n losing focus irg
redirect—to=/files/sg (OExtended (in, ¥, \t, 10, W...) O Always iPg

redirect-to=/files/sgy C
redirect-to=/files/sg

redirect-to=/files/sg

redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redi rect—tn=/filas/anlash_html

) Regular expression . matches newline ]

afantil-en-espaocl

nn-magazine.com/galls/Webeweb—Galls/stephanie/index.html
nn-magazine.com/galls/mnrv2/TwoCutel/
nn-magazine.com/galls/AlwaysCute-Galls/AlwaysCute—ARCHIVE3/
flash-top.net/index.html?3

rite—-stars . com/

Continuamos la construccion del




Web Proxy Access

Path: Ruta del Contenido

15440
15441
15442
15443
15444
15445
15445
15447
15443
15443
15450
15451
15452
15453
15454
15455
15456
15457
15453
15455
15460
15461
15462
15463

4CArA
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H# Src. Add...|Dst...|Dst. ...
el

e
]
D
@
]
@
]
@
]
e
]
e
]
D
@
]
@
]
@
]
@
]
e
]
e
]
D
@
]
@
]
@
]
e
]
e

Dst. Host
newnnmodels.com
newnnmodels.com
nl xhamster.com
nn100.n

nn100in

nn100.n

nn100.in
nnfarum net
nn-girls biz

NNy pw
nnplanet pw
nocrossdomain.com
nocrossdomain.com
nocrossdomain.com
no-nude bz
no-nude bz
nonudegir .com
nonudegirs bz
nonudemodels bz
nonudes bz
nonudeville.org
nonudeville.org
nonudeville.org
nonudeville.org
nonudeville.org
nonufix topstars bz
nonufix topstars bz
notiwoki.com
nude-pom org
nude-pom.org
nude-virgin.com
nude-virgin.com
nude-virgin.com
nude-virgin.com
nude-virgin.com
nudismonline xyz
nudismonline xyz

P L

Path

Tid=kds-agencey.ru
‘gallery/kamilla-modelpart-1-1/index html Aink =mainthumb 1&group=main&p=35
photos/Aview/1286406-21150323 html

Tid=angelswebpaortal com

Tid=undergroundnn.org

gallery/amazing-pretty-models from-vilma-0096/32392cc 3628c 220 5731564 8061495
'scj/thumbs./1/822_Model_Lila jpghttp://nn100un,scj/thumbs/1/734_Paradise_Mo ...
ttopics/CANDYDOLL % 20FULL % 20archive % 20P ART % 203% 20(ChrisG % 20Darya V..

sitesxindex 3. html

Tref=pairs.info

nn/thumb. 1462310672846 png
photo/GXBE4614 jpg
preteen-model-bbs-photos/12-1540nude html
top-dolls-preteen-models./8yo-nude-preteen hitml
Tref=nonudeville.ongdx=5578.1730 43587532,
Tref=prelo-nn.com

index.php
galleries.'schoolmodels41/shool-models-site-gallerny 15 html
Tref=14yo-models . com

ref=nonudeville ongdx=59578.1730 4558 7532 5851

GALL ‘alweute /AlwaysCute images./ AlwaysCute-mainpromo(S jpg
VGALL alwoute /AlwaysCute/images/ AlwaysCute-mainpromo 20 jpg
FGALL artcherish./

HGALL /art Ailiana/

Tpage=2
wp-content /uploads.2015/09facebook . mp4

4jpg

images/001 jpg
images/003jpg
images/006 jpg
images/011jpg
images/019jpg

'wp-content /uploads.2015/11/03/nude-beach-granny-nude-beach-analfucking-vid. .|

Method

Action
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

PR

Redire ...

AWML
WIWWLTLL .
WAL
WWIWWLTLL .
WAL
WIWWLML .
WAL
AWML
WAL
AWML
WAWWLITL
AWML
WIWWLTLL .
WAL
WWIWWLTLL .
WAL
WIWWLML .
WAL
AWML
WAL
AWML
WAL
AWML
WAWWLITL
AWML
WIWWLTLL .
WAL
WWIWWLTLL .
WAL
WIWWLML .
WAL
AWML
WAL
AWML
WAWWLITL
AWML

Hits

= == == == == R = R = R e R e e Y e R = R =R =R =0 — 0 — N — I — i — Qi == = Qi === Qi = Qi == R = === R == R = R = R = R e ) = e R = = R =]
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Routing The World

Falta separar el dominio de la ruta, es necesario tener claro la terminacion

581 add
S82 add
583 add
S84  add
S85 add
SBE  add
S87 add
SB8  add
58S  add
290 add
291 add
592 add
593 add
594 add
595 add
596 add
597 add
598 add
599 add
ul add
01 add
02 add
032 add
04 add
05  add
06  add
07 add

0 E add
505 add
510 add
711 add
A5 Aadd

action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny

action=denwv

redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=ffilesﬂsplash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—-to=/files/splash.html
redirect—-to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—-to=/files/splash.html
redirect—-to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/anlash_htm]l

dst-host="t3.imgchili.net/93605/93609327 camy dreams setlS 06.jpg

dst— host=“t3.lmgchlll.netf53605f5360538L_Dceane_dreams_set3_45.jpg

dst-host="té.imgchili.net/93605/%3€09202 121905752.3pg
dst-host="t3.imgchili.net/93609/5%3609355 dscf0021.jpg
dst-host="r03.imgrock.nst/1/00147/5wz4x9gxTrdy t.Jjpg

dst-host="t3.imgchili.net/92558/92558781 156367246 img 0081 123 558loc.]jpg
dst-host="tl0.imgchili.net/92563/92563215 233600845 img €346 123 453lo.jpyg
dst-host="tl0.imgchili.net/92563/92563368 335973908 img €33% 123 5333lo.jpyg

dst-host="t8.imgchili.net/85175/8517924]1 camy dreams sst4 36.jpg
dst-host="t8.imgchili.net/85175/85179302 camy dreams sst4 47.jpg
dst-host="t8.imgchili.net/85175/85179309 camy dreams s=t4 49%.jpg
dst-host="t8.imgchili.net/85175/85179320 camy dreams s=t4 51.jpg
dst-host="t8.imgchili.net/85175/85179330 camy dreams s=t4 53.jpg
dst-host="t8.imgchili.net/85179/85179428 camy dreams set5 10.jpg
dst-host="t8.imgchili.net/85179/85179425 camy dreams set5 11.jpg
dst-host="t8.imgchili.net/85181/85181008 camy dreams set7 23.jpg
dst-host="t8.imgchili.net/85182/85182¢64]1 camy dreams set8 25.jpg
dst-host="t8.imgchili.net/85182/85182666 camy dreams set8 26.jpg
dst-host="t8.imgchili.net/85183/85183035 camy dreams set8 46.jpg
dst-host="t8.imgchili.net/85183/85183100 camy dreams sst8 49%.jpg
dst-host="t8.imgchili.net/85183/85183077 camy dreams sst8 48.jpg
dst-host="t8.imgchili.net/85183/85183167 camy dreams sst8 52.jpg
dst-host="t8.imgchili.net/85190/851%0062 camy dreams sstl2 49.jpg
dst-host="t8.imgchili.net/85190/851%0067 camy dreams sstl2 50.jpg
dst-host="t8.imgchili.net/85190/851%0079% camy dreams sstl2 53.jpg

dst-host="top.modlinks.com/index.htm
dst-host="nn—magazine.com/galls/Dreamstudic/modelsarcoundl/

dst-host="nn-—magazine.com/galls/Webeweb-Galls/stephanie/index.html

dst-host="nn-magazine.com/galls/mnrv2/Twolutel/

dst-host="nn-magazine.com/galls/AlwaysCute-Galls/AlwaysCute—ARCHIVEZ/

dst-host="flash-top.net/index.html?5

dst-host="cute—-stars._.com/
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Routing The World

Para separar la ruta del dominio es necesario conocer como terminan, ej:

Replace n

. |1 Bt Find  Replace FindinFiles Mark
. C 0 m Find what : | .net/ - Find Mext []
IV Replace with : | .net” path="/ e Replace
fu n selection Replace all
' [ ]Backward direction Replace Allin All Opened
Documents
_c u [ ] Match whole word only
[ ]Match case Close
. ru Wrap around
pW Search Mode Transparency
. (®) Normal (® On losing focus
XyZ () Extended (\n, ', \t, 10, x...) () Always
- [:] Regular expression . matches newline i

Replace All: 1893 cccurrences were replaced.
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Routing The World

Solo falta finalizar utilizando el tipo de extension, por ejemplo “.jpg”

=81 add
582 add
583 add
S84 add
D add
586 add
587 add
588 add
289 add
590 add
=591 add
552  add
553 add
554 add
D add
5596 add
5597 add
558 add
299 add
500 add
501 add
502 add
503 add
04  add
505 add
506 add
507  add

D& add
50¢ add
510 add
: add
add
add

action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=dsny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
actlion=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
actlion=deny
action=dsny
action=deny
action=deny

action=denw

redirsect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/file=s/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/=splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/file=s/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/file=s/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/=splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/files/splash.html
redirect—to=/file=s/splash.html

redi rect—to=/ filaea/anlash _htm]

dst-host="t3.imgchili.nst"
dst-host="t&.imgchili.net"
dst-host="t3.imgchili.net"
dst-host="z03.imgrock.nst"
dst-host="t3.imgchili.nst"

path="/93605/9360938] oceane dreams set3 49.7
path="/53605/93605202 121905752.3
path="/53605/93605355 dscf0021.]
path="/1/00147/Swzdx5gxTrdy t.Jjpg

path="/52558/92558781 156367246 img 0081 123 558lc.3jpg

dst-host="tl0.imgchili.net" path="/92563/92563215 233600845 img €346 123 4531o.jpg
dst-host="tl0.imgchili.net" path="/92563/92563368 335973908 img €339 123 5331o.Jjpg

dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.n=st"
dst-host="t8.imgchili.nst"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.n=st"
dst-host="t8.imgchili.nst"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.n=st"
dst-host="t8.imgchili.n=st"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.nst"
dst-hos

="es.slideshare.net™ path="/AstarctteRomanovli/the-mulesamor—infantil-en-espa
dst-host="top.modlinks.com/index.htm

path="/85179/8517924]1 camy dreams sst4 36.Jjpg
path="/85179/85179302 camy dreams sst4 47.Jjpg
path="/85179/8517930% camy dreams set4 49.jpg
path="/85175/85179320 camy dreams setd4 51.jpg

path="/85175/85175330 camy dreams setd4 53.jpg
path="/85175/85175428 camy dreams set3 10.jpg

path="/85175/85175425% camy dreams set3 11.jpg
path="/85181/85181008 camy dreams set7 23.jpg
path="/85182/8518264]1 camy dreams setf 25.jpg
path="/85182/85182666 camy dreams set8 26.Jpg
path="/85183/85183035 camy dreams sst8 46.Jjpg
path="/85183/85183100_camy_ dreams_scst8_49.]jpg
path="/85183/85183077_camy dreams_scst8_48.]pg
path="/85183/851831€7 camy dreams set8 52.]jpg
path="/8515%0/85190062 camy dreams setlZ 45.jpg
path="/8515%0/85190067 camy dreams setlZ 50.jpg
path="/85190/85190079% camy dreams setl2 53.jpg

dst-host="nn-magazine.com/galls/Dreamstudio/model saroundl/f

dst-host="nn-magazine.com/galls/Webeweb—Galls/stephanie/index.html

dst-host="nn-magazine.com/galls/mnrv2/ Twolutel/

dst-host="nn-magazine.com/galls/AlwaysCute—Galls/AlwaysCute—ARCHIVEI/
dst-host="flash-top.net" path="/index.html?5

dst-host="cute-stars.com/

Aast-hast="nn-macdarine.comfralls/Mreamatudin/nlav-kittvl/
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El proceso se repite para todos los dominios y todas las extensiones

Routing The World

add

add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
Aadd

action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny
action=deny

action=dans

redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/=splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/=splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect—to=/files/=splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect-to=/files/splash.html
redirect—-to=/files/splash.html
redirect—to=/files/splash.html
redirect-to=/files/splash.html
rediract—tn=/filas/anlash.html

dst-host="t3.imgchili.net"
dst-host="t6.imgchili.net"
dst-host="t3.imgchili.net"
dst-host="r03.imgrock.nst"
dst-host="t3.imgchili.net"

dst-host="tl10.imgchili.net" path="/9%2563/52563215 233600845 _img &346_ 123 4531o.jpg"
dst-host="t1l0.imgchili.net" path="/92563/925633¢68 335973908 img 6339 123 533lo.jpg"

dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.nst"
dst-host="t8.imgchili.nest"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.nest"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.n=t"
dst-host="t8.imgchili.nest"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.nest"
dst-host="t8.imgchili.net"
dst-host="t8.imgchili.n=t"
dst-host="t8.imgchili.nest"

dst-host="top.modlinks.com/index.htm
dst-host="nn-magazine.com/galls/Dreamstudio/modslsarcundl/
dst-host="nn-magazine.com/galls/Webeweb-Galls/stephanie/index.html
dst-host="nn-magazine.com/galls/mnrv2/TwoCutel/

dst-hos

dst-host="cute-stars.com/

Ast—haost="nn-macdarine.comfoal s/ Mreamstudio/nlav—kittvl f

nn-magazine.com/galls/AlwaysCute-Galls/AlwaysCute—ARCHIVE3/
dst-host="flash-top.net" path="/index.html?5

path="/93609/93609381 oceane_dreams set3 45.jpg"
path="/93609/93609202_121905752.3pg"
path="/93609/93609355 dscf0021.3pg"
path="/1/00147/5wz4x%gxTrdy_t.Jjpg"
path="/92558/925568781_156367246_img 0081 123 558lo.jpg"

path="/8517%/85179241 camy dreams set4_ 36.jpg"
path="/8517%/85179302_camy_ dreams s=t4_47.jpg"
path="/85179%/8517%30% camy drsams s=t4 45.jpg"
path="/85179%/85179320_camy dreams set4 51.jpg"
path="/8517%/85179330_camy_ dreams set4_ 53.jpg"
pach"f8517Bf851?9428_camy_dream5_set5_lq.jpg"
path="/85179/85179429 camy dreams s=t5 11.jpg"
path="/85181/85181008_camy dreams set7_23.jpg"
path="/85182/85182641 camy dreams_s=t8_ 25.jpg"
path="/85182/85182666 camy dreams se=t8 2&.jpg"
path="/85183/85183035 camy dreams set8_46.jpg"
path="/85183/85183100_camy_ dreams setB8_49.jpg"
path="/85183/85183077 camy dreams s=t8 48.jpg"
path="/85183/85183167 camy dreams set8_ 52.jpg"
path="/8519%0/851%0062 camy dreams setl2 45.jpg"
path="/8519%0/85190067 camy dreams_s=tl2 50.jpg"
path="/85190/85190079 camy dreams s=tl2 53.jpg"

++
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Terminando el Script MIKron 1K

Se guarda el archivo con extension “.rsc

[ Save As x
Save in: page « @ F == @
/j7 MName Date modified Type
= 2| index 3/5/2019 5:20 AM HTML File
Quick access
Desktop
Lib
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Importando el Script Mikron sk

Cargamos el script a la carpeta files

File: List [=] E3
T 2 | Backup Restore Upload...
File Mame Type Size Creation Time -
=| block_p . . un/04/2019 23:13:49
Ciflash Uploading Files
[DIfash

Uploading block_pages . rsc (2701.6 KiB of 3171.6 KiB at 1068.8 kb)

.............

Jitems 156 MiB of 16.3 MiB used 4% free
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Importando el Script Mikron sk

Ejecutamos el comando import

Terminal Of x
*
MMM MMM EEE ITTTTITITIT EEE
MMM MMM EEE ITTITTITITIT BEE
MMM MMMM MMM @ IITI EEE EEK REERER O00000 TTT IIT EEE EEEK
MMM MM MMM III EEEEE EEE ERE 000 000 ITT III EKEEEEE
MMM MMM III EHEK EEE  REEERR 000 000 ITT ITII EKEK EEE
MMM MMM III EEKE EEE EREE ERR OOO000 ITT ITII EKEEE EEEK
MikroTik Router0S 6.41.3 (c) 199%-201% http: //www.mikrotik. com/
[?] Fives the list of availakle commands
command [?] Fives help on the command and list of arguments
[Tak] Completes the command/word. If the input is ambiguous,
a second [Tak] gives possibkle options
! Mowe up to base lewvel
. Move up one lewvel
Soommand Use command at the base level
[admin@MikroTik] > import file-name=block pages.rsc ¥
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Importando el Script Mikron sk

El Script es cargado correctamente

Teminal Of %
+
MMM MMM EEE TTTTTTITTTIT EEE
MMMM MMMM EEE ITTTTITITTITIT EEE
MMM OMMMM MMM III 2 EEE EEE EEEEER OO0 ITT ITT EEE EEEK
MMM MM MMM III EEEEK ERRE EERR O00 OO0 ITT IITI EEEEEK
MMM MMM TIII EEE EEE  EERRER oo0 00D ITT IITI EEK EEE
MMM MMM III EKEE EEE EER EERER COO000 ITT IIT EEE EEEK
MikroTik Router0S 6.41.3 (c) 1985-201%3 http://www.mikrotik.com/
[?] zives the list of available commands
command [?) zives help on the command and list of arguments
[Tak] Completes the command/word. If the input is amkiguous,
a second [Tak] gives possible options
i Move up to base level
- Move up one lewvel
S command Use command at the kase lewel
[admin@MikroTik] > import file-name=block pages.rsc
Script file loaded and executed successfully
[admin@MikroTik] = +*




Importando el Script

\
MIKror s

Routing The World

Verificamos las URLs

Web Proxy Access = E3
g unters Counters

# Src. Add...|Dst...|Dst. ...|Dst. Host Method Action | Redire... -

0o @ wiww teenpo.com deny  wwwm... 0 P
1 @ www vaginangel com deny  wwwm... 0
2 @ teenpo.com deny  wawam... 0
3 @ juicysexy com deny  wwwm... 0
4 @ bery igopotash site findex php deny  wwwm.. 0
5 @ thisways.do.am fsoul deny  wwwam... 0
E @ forfriends.do.am Sgreat/ deny  www.m... 0
7@ wwww pyabinava site / deny  waww.m... 0
g 2 calmstars.do.am Aunry deny  wwwm... 0
3 @ saavdaz site f deny  wwwm... 0
nm e www sadusshaz site / deny  wawam... 0
11 @ wwww leankyuz site / deny  wwwom... 0
12 @ xuyra smallpussyarchiv... / deny  wwwm... 0
13 o lerory smallpussyarchi... / deny  wawam... 0
14 @ vertu smallpussyarchiv... / deny  wwwm... 0
% @ redirect smallpussyarc... / deny  wwwm.. 0
& @ dream smallpussyarchi... / deny  wwwam... 0
7 @ yutra smallpussyarchiv... / deny  www.m... 0
2 o mendo smallpussyarchi... / deny  waww.m... 0
15 @ fretooseepic ste ! deny  wwwm... 0
2 o jilkaserto site f deny  wwwm... 0
21 @ linabhan site / deny  wawam... 0
2 o newold384 of / deny  wwwm... 0
22 o newold884.ga /7=6169.1536. deny  wwwm.. 0
24 o sweetnakedgids.ga /M=6165.1536.6805. deny  wwwam... 0
2 o lolnudegid fun /=6169.1536.6305.8013. deny  www.m... 0
2% o gilsaresweet . pw Fx=1527.0410.5950. deny  waww.m... 0
7 @ teen82 A ink=top_anal deny  wwwm... 0
22 o teen81.m S/ deny  www.m... 0
25 e bibka82.ru / deny  waww.m... 0
w2 wodanta site Adid=1 deny  wwwm... 0
3 =] wodkiwi site f deny  wwwm... 0
3z o angletst date finphp deny  wawam... 0
@ newold884.gq S m=1527.8013.0324. deny  wwwm... 0
=] Jdcomics 1. f deny  wwwm.. 0
@ sugarcream pw / deny  wwwam... 0

@ silverstar pw S/ deny  www.m... 0 =
i . P n

20284 items

s




. % N N
Realizando Pruebas Mikror 1k

Probamos las URL en el navegador

Acceso-bloqueado.jpg (630x31° X +

&€ > C ) © /les/splash.html

Esta pagina ha sido blogueada en virtud de lo establecido en la

Ley 679 de 2001 y Decreto 1524 de 2002, por considerar que
contiene pornografia infantil de conformidad con el listado del
Ministerio de Tecnologias de la Informaciony
las Comunicaciones.

Para mayor informacion, consulte el sitio
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Realizando Pruebas

La cantidad de intentos es mostrada en Hits

Routing The World

b T ounters Reset All Counters

H Src. Add..|Dst..|Dst. ... |Dst. Host Path Method Action |Redire... |Hits hd
14254 @ fgh directupload net /fimages/161218/ing5vatb jpa deny  wwwm.. ] -
142556 @ fe5.directupload net Aimages/ 161219/ 2vzuljd jpg deny  www.m... ]
14256 @ beginjell xyz Seute hitml deny  www.m... 0
14257 @ bariteq site /bestindex php deny  wwwm.. ]
14258 @ areo bariteq site Sindex php deny  www.m... ]
14255 @ teensforyou.n Il deny  www.m... ]
14260 @ pastim in //downloadsAoad/postim_in_wy237364 mp4 deny  wwwm.. ]
14261 @ preteen-video.com Sfree/ deny  wwwm.. D
14262 @ nnparadiseworld pw i deny  www.m... ]
14263 @ nonudenonude.com Aree/ deny  www
14264 @ all-no-nude .com Aree/ deny  wwaig
14268 @ recommennude.com i deny  www.m...
14266 @ newairty . com /preteenstop/hot,/ deny  wwwm.. 1]
14267 @ nnparadisewaorld pw Aree/ deny  wwwm.. ]
14268 @ nonudenonude .com i deny  www.m... ]
14269 @ recommennude.com Aree/ deny  www.m... 0
14270 @ preteen-video.com Aree/ deny  wwwm.. ]
14271 @ nonudefree-gallery.com  Arees deny  www.m... ]
14272 @ nnparadiseworld pw i deny  www.m... ]
14273 @ nonudenonude.com Aree/ deny  wwwm.. ]
14274 @ preteen-video.com free/ deny  www.m... ]
14275 @ newgirly.com /preteenstop /ot deny  www.m... ]
14276 @ nonudenonude.com Aree/ deny  wwwm.. ]
14277 @ recommennude com Sree/ deny  wwwm... D
14278 @ newgirly.com /preteenstop /ot deny  www.m... ]
14279 @ recommennude com Aree/ deny  wwwm.. ]
14280 @ al212 com /main html deny  wwwm.. ]
14281 @ newgirly.com /preteenstop /ot deny  www.m... ]
14282 @ preteen-video.com Aree/ deny  www.m... ]
14283 @ recommennude com Aree/ deny  wwwm.. ]
14284 @ nnparadiseworld pw i deny  www.m... ]
14285 @ all-no-nude.com free/ deny  www.m... 0
14286 @ nnparadisewaorld pw Aree/ deny  wwwm.. ]
14287 @ nonudenonude .com i deny  www.m... ]
14288 @ web archive org Sweb/20130423094816/http -/ Yusermage 2. 360doc.com12/0114/01/4425014_20... deny  www.m... ]
14285 @ web archive org Sweb/ 2013042408224 /http://userimage 2. 360doc.com/ 1270114701 /4425014_20.. deny  wwwm.. ]
14250 @ web archive org Sweb/20130423054323/http://usermage 2.360doc.com/12/01 14,01 /4425014_20.. deny  wwwm.. D =
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Jose Miguel Paz
Consultor : MTCNA, MTCWE, MTCRE, MTCTCE



