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Talleres Practicos

« DUDE — anunciado por pagina MikroTik

e CAPsMAN — anunciado por pagina MikroTik
« Switching

» HotSpot & WiFi
* Monitoreo

« Colas

 VPNs
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Objetivos

* Brindar una vista general del sistema de
monitoreo y gestion de MikroTik: THE DUDE

* Guiar los primeros pasos para iniciar su uso

MikroTik HORS> 7h0R° Sy 0ok HEmiverd: RORwER CONGOR TRy Accd
Software Downioods Chargekogs Downked srchive Roulsr0S  The Dudo
The Dude

The Dude netwark monsor is & new aaplication by MIkroTik which can dramatically improve the way You Manaas your netwark anvironment. it wil

https://wiki.mikrotik.com/wiki/Manual:The_Dude InCom
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cQue es el DUDE?

Cloud Hosted Router

6.40.6 (Bugfix only) 6.41.3 (Current)
ova, img

Software...

« Paquete npk ROS

VHDX image
VMDK image
(Server) VDI image
OVA template
Raw disk image

 Aplicacion Windows “=

The Dude server

(Cliente) The Dude client

Changelog

[<] [ 0E g pg 0 08 08 O [E

Checksum

InCom
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cQue hace el DUDE?

e Monitoreo y gestion de + Monitoreo geneérico
dispositivos RouterOS

/

\\\ P S ==
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GENERALIDADES

« SNMP geneérico

 SYSLOG genérico

« ICMP, DNS, TCP y otros preconfigurados
. Graficas

« Mapas

« Alertas

 Servicio a la medida
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EJEMPLO:

« Visualizacion de
interconexion de
equipos y su
estado actual

« Informacion
historica_

H
17216613

#
172166148

172166151

"

Device 172,16.6.11 (RouterOS)

IP: 172.16.6.11, 168.181.162.42, 172.16.0,254, 172.16.5.11, 172.22.0.1, 172.23.0.1, 181.193.26 .36, 192.168.21.150
MAC: 64:D1:SHEZ:A7:C7, 64:D1:SHEZ:AT.CB, 64:D1:54:E2:A7:CA, 64:D1:54:E2:A7:CB, 69:01:59:E2:A7:CC,
64:01:54:E2:A7:00

Services (3):

Up: ping, cpu, memoey

ystem Name: PT-OC

M Description: RouterOS RB1100Dx4

Uptime: 3d 09:50:32.00
RouterOS: 6.42.4 (stable) (arm) nip, dude, routeres-am
Notes:

1ms

03.00 0310 0320 03:30 03.40 0350
@ g etr2166n
15%

0300 0310

@ cueli2ieon

0320 03:30 0340 0350

@ momory @ 17218611

InCom
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MONITOREO

Registra y grafica cualquier valor obtenido
por SNMP, RouterOS, o de manera directa
con pruebas ICMP, TCP, DNS, etc

CPU .
MEMORIA .
LATENCIA .
DISCO .
TEMPERATURA .

TRAFICO
VOLTAJE
SSID
UPTIME
ETC...

\&
Informdtica y Comunicaciones



cQue lo hace maravilloso?




REQUISITOS

« DUDE SERVER: Maquina virtual / router
- DUDE CLIENT: Aplicacion Windows (WINE)

» Interconexion con otros equipos
« ROS
« NO-ROS

’
&/ InCom
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DUDE SERVER

RouterOS: v6.34rc13 0 superior

Hardware:
Tile - CCR (Cloud Core Router)

ARM - RB3011, RB1100AHx4 Dude Edition
(RB1100Dx4), hAP AC2*

mmips - hEX (RB750Gr3)*, M33*

Software:

RouterOS x86 — CHR (64bit) :
InCom



PASO A PASO EN CHR

Manos a la obra...
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GUIAS EN LINEA

https://wiki.mikrotik.com/wiki/Manual:CHR V
MWare installation

https://wiki.mikrotik.com/wiki/Manual:CHR #I
nstalling CHR

InCom



SERVER VIRTUAL

Requisitos minimos en CHR:
 RouterOS version 6.34rc13 o superior

« CPU 64bit con soporte para virtualizacion
« 128 MB 0 mas de RAM

« 128 MB o0 mas de disco
« Imagen de tamano maximo: 16GB

\&
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VIRTUALIZADORES

Plataformas probadas:
VirtualBox 5 en Linux y OS X

VMWare Fusion 7y 8 en OS X
VMWare ESXi 6.5
Qemu 2.4.0.1 en Linux y OS X

Hyper-V en Windows Server 2008r2, 2012 y Windows 10 (Solo es

soportada la primera generacion de Hyper-V)
Xen Project 4.6.5 / Server 7.1

** AMAZON (AWS) **

\&
Informatica y Comunicaciones



DESCARGA

MikroTik VMWare:
. Bajar .vmdk

Cloud Hosted Router

6.40.8 (Bugfixonly)  6.42.6 (Current)

Virtual Box:
VHDX image = = E—

B e * Bajar .vdi
VDI iImage =

OVA template = =]

Raw disk image =

Extra packages = = “

The Dude server = Hyper V .

The Dude client =) =] -

Changelog E] [E] 2 BaJa r n Vh dX
Checksum [~] [~]

~ https: //mikrotik.com/download

InCom
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INSTALACION

SIMILAR EN TODAS LAS PLATAFORMAS:

« Crear other 64bit linux

e Quitar DVD, sonido, etc

« Ajustar RAM, HDD, CPU, NICs
« Agregar 2do HDD

« Iniciar

\&
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LICENCIA

LICENCIA: \ =5,

System ID: 3E>-IRIZEfutuJ \ | OK |

Level:

° Free - leit : - | | Generate New D |

Next Renewal At: | ‘ ‘ Renew Licence ‘

Deadline At: \
- Del I I O [ | Limited Uparades

Renew Licence

|
A e o=}
 P1, P10, P-unlimited o SRR
| stop |
| cose |

Password: |k

Stop
Level: |P1 |E2 Close
License Speed limit Price o
Free 1Mbit FREE
System ID: |6IR1ZP{utu) || oK |
P1 1Gbit $45 %
Level: |P1 | | Generate Mew ID l
P10 10Gbit $95 Next Renewal At: |1an/10/2016 21:59:59 | ‘ Renew Licence l
Deadine At: Feb/09/2016 21:59:59 |
P-Unlimited Unlimited $250 || Limited Upgrades

InCom
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ALMACENAMIENTO (BD)

Se recomienda crear disco exclusivo y
formatear...

| ?‘ Eject Drive || Format Drive ‘
Name - : !'Lgtgel .Hpg_ \Dlsk lFree - \Slze - .*V\:
| DUDE-DISK DLUDE ext3 YMware Virtual 5 951.7 MiB 1024.0 MiB
' Disk <VMware Virtual S/DUDE-DISK> @ E3
Name: |DUNEDEN oK
Label: |DUDE ! Cancel
Type: |ext3 ‘ Apply
Disk: |VMware Virtual 5|
' Eject Drive
Free: |951.7 MiB
Size: |1024.0 MiB

|1 item (1 selected)

Se recomienda ext3
InCom
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INICIAR DUDE SERVER

/dude set data-directory=/DUDE enabled=yes

InCom
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LISTO EL SERVER

Sigue el cliente...

&
Informatica y Comunicaciones



INSTALACION CLIENTE

Bajar aplicativo de Windows e instalar

\
Ml\i(/'Ol-'.k Home About Buy Jobs Hardware  Software  Support Training  Account

Software Downioads ~Changelogs Download archive  RouterOS  The Dude

Upgrading RouterOS

If you are already running RouterOS, upgrading to the ;;-;:’e'.;: version can be done by clicking on = )
"Check For Updates” in QuickSet or System > P{rﬁkages menu in WebFig or WinBox. F
i

See the documentation for more information gfout upgrading and release types

o

To manage your router, use the web c:‘a"r‘:ace, or download the maintenance utilities. Winbox to -

connect to your device, Dude to Baffitor your network and Netinstall for recovery and re-installation.
i

—
AT

*La version debe coincidir con la del CHR / ROS
InCom
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CLIENTE

Ejecutar aplicativo de Windows, e iniciar
sesion con usario de CHR/ROS

e 0 not connected - The Dude 6.41.3

(%) | Preferences | Help

| Server: |172.16.129.135

Mode: ¢ plain @ secure
‘ l Save
Port: | 8291
[‘RemoveJ

User Mame: | incom

Password: l r————

[V Remember Password

Comment: | INCOM

# =5

Address ¢ |user hame |Commen

| 4 | |
| -
Client: rx 0 bps | tx 0 bps

InCom
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CONFIG INICIAL

PRIMERO: parametros GLOBALES

Server Configuration

Contents
B charts
] Devices
(= Files
] Functions

\Name %Vers. e ECommunity 7 iPort %Notes
v1-public 1 public 161
v2Z-public 2c public 161

no-snmp none

£ mib Modes
= ] Metwork Maps
] Local
] Metworks
] motifications
= ] Panels
B incom :ffff:172.... |
] Probes
] Root

£ Services

] Tools

Cancel

|

=

InCom
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Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterQS Misc

SNMP - simple network monitoring protocol

@ @

« Permite consultar cualquier dispositivo que
soporte este protocolo... desde switches
hasta impresoras

« Obtenemos datos tanto del momento como
acumulados

« Todo tipo de datos: nombre de dispositivos
y tipo, numero de serie, trafico en
interfaces, temperatura, etc \




Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterQS Misc

@ @

Versiones soportadas:

V1 - original
V2c — agrega funcion inform (acknowledge)
V3 — autenticacion y privacidad (encripcion)

Tipicamente utiliza UDP 161-162

\&
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Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterQS Misc

 Los datos recolectados seran clave para
determinar el estado del equipo

» Se visualiza la informacion de manera
inmediata

 Se guarda la informacion para mantener
historicos de falla, valores promedio, crear

graficos

\&
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LLING (consultas)

Server Configuration

SNMP | Polling  Agents  Syslog Map Chart Report Discover RouterOS Misc

Intérvalo / frecuencia
Tiempo espera
Contador de caidas

Notificaciones

| SNMP Poling | agents Syslog Map Chart Report  Discover

v Enabled

Probe Timeout: | 00:00:1( 'I -

Frobe Down Count:

Routeros  Misc
paling defsult: ‘ Cancel
\ Apply
30s
Probe Interval: | 00:00:3( 'i f r il ; T , T T
is S5s 155 im 5m 15m 1h 3h 12h
10s
2
T T ] T T ! T T 1
is Ss 15s im Sm 15m ih 3h 12h
T T T T
12 16 20 50

Netifications:

Name

beep

flash

log to events
log to syslog
Popup

InCom
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POLLING (consultas)

SNMP | Paling  Agents Syslog Map Chart Report Discover RouterQS  Misc

- Es importante tener claro el objetivo del
monitoreo para configurar acorde a las

necesidades

« Entre mas frecuentes las consultas mayor
consumo de CPU, almacenamiento y recursos en

general
InCom




AGENTS

@ @ Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterOS  Misc

Agentes de monitoreo remoto

M #
10.5.115.0/24 o g (7] Q 10.5.103.0/24
[LOCAL NETWORK] [DUDE SERVER] [DUDE AGENT] [REMOTE NETWORK]
105.115.18 105.103.74

Dan visibilidad en areas no conectadas
directamente con el recolector principal

Son otros DUDE servers

\&
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AGENTS

@ @ Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterOS  Misc

En arquitecturas distribuidas como sucursales
resulta conveniente para:

 No dejar de obtener informacion a pesar de la
caida de algun recolector DUDE

Visualizar elementos que estan lejos del
alcance directo del servidor DUDE central

Tener distintas perspectivas

\&
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SYSLOG

® o Server Configuration

SNMP | poling  Agents Syslog Map Chart Report Discover RouterQS  Misc

Bitacora centralizada s s s oo o o s oo paseos e o]
¥ Ena | ance
: Poi: ?5814 T ipplyl
: + = v O & B
\ . Source Ad... Regexp Action Notification Notes
: ; 192.168,2... .*jorge* :c;:pt log to sysiog
» Acepta |
| © @ Syslog Rule
: Source Address: 71 | 192,168.23.1 - E
o ReChaza : Regexp: rr‘loroe.° - m
| Action: (¢ accept O passthroogh  drop ‘ Apply ‘
H : ication: I to syslo E‘ & | oee
 Filtra usando regex e =]
| )
- - = : ‘7_Res:r_0ye_J
« Ajusta prefijos |

A B L D B T T L L P S A R R TR PP TS

01:54:42 syslog: 192.168.23.130: system,error,critical login Failure For user dude3 from 192.168.23.73 via winbox

01:54:43 syslog: 192.168.23.130: system,error,critical login Failure For user dude3 from 192.168.23.73 via winbox

01:56:27 syslog: 192.168.23.1: system,error,critical login Failure For user jorge from 192.168.23.73 via winbox

01:56:30 syslog: 192.168.23.1: system,error,critical login Failure For user jorge from 192.168.23.73 via winbox

01:58:04 dude syslog 2: 192,168.23.130: system,error,critical login Failure for user jorge from 192.168.23.73 via winbox

02:00:07 192.168.23.1: dns done query: #44681 cloud.mikrotik.com 81.198.87.240 &

02:00:07 192.168.23.1: dns local query: #44681 cloud.mikrotik.com. & In Com
02:00:14 192.168.23.1: system,info,account user incom logaged out from 192.168.23.73 via winbox

AT A ST BT TR . Informdtica y Comunicaciones




SYSLOG

Server Configuration

SNMP | Poling  Agents Syslog Map Chart Report Discover RouterOS Misc

Conveniente para:

« Tener informacion de multiples dispositivos
centralizada

« Guardar registros fuera de cada dispositivo
en caso de falla

* Filtrar eventos para obtener unicamente los
mas relevantes

\&
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MAP

® © Server Configuration
' SHMP ’Polling Agents | Syslog Map Chart Report Discover RouterOS Misc

{ @ee e incom®192.168.23.130 - The Dude 6.41.3
(@  proferences | rep | i S OUTERS AN DYV IRELESS | =% WWW /|
[98]/@8 [eo] [ 9] [ ] [ setings INEEETILT v v | L=
P v ||| 562 | K | settings | | Discover || vToos | || || Layer: [inks =] zoom: {100% =
= ] charts ' [ [
[ oemo
Devices
=
] Functions
[ Hstory Actions
=T
f L7 Lo
'{ ] Mib Nodes
= [ Network Maps
[ Netwiork Map
[ Networks

J o 3 incom =:ffff:192....
] Probes
] root

&5 Services
] Tooks

\Q
b'ent:vxrz.mld:ps.ttxzmbps KServer: rx 0 bps | tx 0 bps foonnectod' lncom
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MAP

@ @ Server Configuration
SNMP  Poling Agents Syslog ™Map |Chart Report Discover RouterOS Misc
T [
| Cancel W
| Apply |
Background: | |

I Antialiased Geometry

IV Gradients
10%

! Label Refresh Interval: IUUIOU:I(j l : p.

T T T T T T
| 1s Ss 1% Im Sm 15m 1h 3h 12h

i
' ¥ Device Appearance

¥ Network Appearance

v Submap Appearance
¥ Static Appearance
¥ Link Appearance

' ~¥ Dependency Appearance
§

« Imagen de fondo » Etiquetas dinamicas
« Tiempo entre consultas < Enlaces entre elementos

« Colores de elementos ¢ Dependencias - jerarquia

segun su estado

/
4

\&
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« Define cantidad de muestras a conservar

en el tiempo
 Define cada cuanto agruparlas

 Indica tamano aproximado de

almacenamiento

» Colores de los graficos

\&
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CHART

@ .— Server Config;.:-ration
| SNMP Poling Agents Sysiog Map ChaT Report Discover RouterOS Misc
‘ Settings that contral how nwch detal is stored For e
{ haw long time
|
!

2h
J

Raw Value Keep Time: | 02:00:00 vl - : ,

T T T T T T T
1= 10a Im 10m 1h 6h 2d 7d 20d 180d Sy

2d

10 Min Vaise Keep Time: IZG 00:00:00 '] y = J : :

T T Y T Y T T
10m 1h 3h 12h 2d 5d 10d 30d 180d 3y

30d

ZHWV&JeKeeone:deUU:‘JO:':‘O 'I. —t — 2 — T

T T I
2n &4 1d 3d 74 14d 304 sod 2y Sy

1 Day Valus Kesp Time: |3650d 00:00:0( 'l ; : 1 . ')

T T T T
1d 3d 7d M4 30d 90d 3654 3y 10y

Approximate Storage Size: |122.9 kB

Background: | |
Ghd: [ J
e« [
|Eitstream vera Sans 2| I | R P2 | P

Font:

Sample Text

Line Colors:

||

“ O 0 0 0 O

| L

InCom
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« Los parametros configurados en CHART
definen las graficas estandar para cada
servicio que se monitorea de cada
dispositivo agregado al DUDE

« Se puede ademas luego cruzar estos datos
con los de otros elementos y crear graficas
propietarias

\&
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CHART

@ ® Server Configuration
| SNMP ‘Polling Agents Syslog Map Chart Report Discover RouterOS Misc

v AL et Bl K3 R Settings | | Discover | ~Toos | 4 "< Layer: |inks vz

\ 172165218
17216557

De ice 172. lb 5 31 (RouterO5)

Services (1):

Unstable: routeros management

Router0S: 6.41,2 (stable) (mipsbe) routeros-mipsbe
Notes:

12

E00 ms
172.1&5,31_. 600 ms
400 ms

200 ms

L InCom

x0bps connected @ rcutercn muragement @ 172 165 31 Informdtica y Comunicaciones




DISCOVER

@ @ Server Configuration
SNMP | poling  Agents  Syslog Map Chart Report Discover RouterOS  Misc

Parametros con los que se ejecuta el
descubrimiento de elementos alcanzables
por el DUDE server

Nombre a usar e Servicos a buscar

Elementos excluidos+ Dispositivos a

Cantidad de saltos e  Puscar
intensidad de » Acomodo grafico
busqueda

\&
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DISCOVER

® @ Server Configuration

SN Poling Agents Syslog Map Chart Report Discover |Routerds M [I'l
r |
| Theso arethe defu vaiues for device dscovery |
‘which are going to be used for new dscoveries ! ol !
| Aegly |

Black List: | ~]

Name Preference; |SNIMP, NETEIOS, DNS, IP ~]

Moda: (¢ fast(scanbyping) © relisble (scan each service)

0
Recurstve Hops: |0 'l ,) 1 — = — .
0o 2

T T
4 6 8 10 14 18 25 100

Biggest Network Size Allow Hop To: [6

¥ Advanced
A Services

|Narme -
v pu
disk
ans
Services To Discover: fep
gopher
hp jetdirect
http
imap4
v memory -

& Device Types -

‘Name -
EBridge
DNS Server
FTP Server
Device Types To Discover: HP Jet Direct
IMAP4 Server
Mal Server
MéxoTik Device
News Seryer
POP3 Server v
4 I I >

¥ [tem Placement Settings

" — InCom
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RouterOS

1@ O Server Configuration |
| SHMP Poling Agents Syslog Map Chart Report Discover RouterOS | Misc ‘
3 ’ Cancel
Connection Interval; | LUHEREE |l — l
s 30s 1h 1d 10d 365d ’ Apply ‘
! 6h
Connection Interval Authentication Failed: lUEﬂUU:UU _'_I 2

I T T T T T T
1s 30s 1h 1d 10d 365d

« Define cada cuanto se conecta a sistemas
con RouterOS

 Define periodo de reintento si contrasena
no corresponde

\&
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LISTO EL CLIENTE

Sigue agregar disositivos...

&
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BUSQUEDA

Definir agente
Denfinir subredes
Saltos maximos
Elementos a excluir

Device Discovery

General | Services Device Types Advanced

Scan Networks: | 172.16.5.0/24 -
Agent: | I
I” Add Networks To Auto Scan
Black List: | |
Device Mame Preference: ISNMP, METBIOS, DNS, IP :J

Discovery Mode: (¢ Fast (scan by ping) ¢ reliable (scan each service)

(n]
Recursive Hops: |0 2 .) — T T T T T T T
0 2 4 6 8 10 14 18 25

[ Layout Map After Discovery Complete

Discover

" Cancel _’

InCom
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17216611
cpu 1% mem: 14% disk: 39%

6424 (stable)
uptime: 3d10h10ms5s
version: 6424 (stable)
bulld-bme: jun/15/2018 141417
factory-software: 638 4
free.memory: 866 5MiB
total-memory: 1010.7Mi8

cpu: ARMyT
cpu-count 4
cpu-frequency: 1400MH:
cpudoad 2%

free-hdd-space: 78.1MI8 e ST e
total-hdd-space: 128.3MiB s L3
board-name: RE1100AHx4 Dude Editon

MAPA CON DATOS

7216618

21228813

172166148

172166151

3172.16.6,0{24 (100%) finishing 172.16.6.0/24 (100¢
connected

Devie 172,16,6.18 (RouterQS)
[P:172.16.6.18

MAC: 6C:38:68:05:63:7A
Servicas (1):

Up: ping

RouterOS: ()

Notas:

2ms

1 ms

0320

@ ving 17216618

InCom
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APARIENCIA

[Device.Name]
‘device_performance()]
'Device.ServicesDown |

[0id("1.3.6.1.4.1.14988.1.1.3.10.0")][" C"],
[0id("1.3.6.1.4.1.14988.1.1.3.8.0")] V

InCom
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Gestion RouterOS

Visualizar y modificar:

Generdd Pollng Services Outages Snmp  RouterOS  Mgteey  Todks F C* ;
efoce [p Rowe Ap Packags Fis Neghbor Regiiration Table Seaple Queue  Dhcp Lease Cancel
Lo = =« Interf

= o ;" TR T - nterraces
bridge 494 kbps & sbps
ethemet 535 kbos Jibps Remove
stharmnet 0bps Obps ® S
ethernet 94 ke O bps v Yook

hard Stharnet 0bps O bps

2
§

o ™ L am o -= | o Rutas
« Tabla ARP
- o Paquetes
« Archivos
« Neighbors
N * g T | « Tabla registro Wireless
ssssssss * Colas simples
/ .. . « Leases DHCP

FE

InCom
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Gestion RouterOS

Utilitarios:

e Terminal
* Winbox
« Web

« Bandwidth Test
« Spectral Scan
« Torch

« SNMP Walk

* Ping
* Traceroute

. = codSettings

Appearance
Tools
Reprobe R
Ack

Unack
Upgrade
Force Upgrade
CINotes
=—Lemove

Select Adjacent

4 2™ Ping
+ Traceroute
@ Snmpwealk
® Termnal
P @ Remote Connection
* ¢ Torch
= Bandwidth Test
" ‘Spectral Scan
Telnet

web
—Jpude

InCom
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Tabla de registro Wireless

Visualizar registros ... ...
de clientes O I —
inalambricos en
TODOS los
ISpositivos
outerOS a la vez

Roperbone 09581
Roxterbow £0:93.00 no

Roxgerbosr 5

isualizar detalles
de cada uno
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TOOLS

 Bandwidth Test « Actualizaciones

. Torch RouterOS
« Spectral Scan » Console

 Traceroute
« SNMP Walk
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Bandwidth Test

L NN Bandwidth Test 172.16.6.150 - 172.16.6.147

From To Start
Device: |172.16.6.150 ~lla |loe|  Device: [172.16.6.147 2= 5ol
Tx Size: |1500 Ll Tx Size: l1500 _:J ’ Close l

10M 10M
i Tx Speed: 101 ¥ f T T T T ) T 1 T Tx Smed: , jv f T T T T ) T T 1
unlimited 128k 512k 2M  5M 20M 100M unlimited 128k 512k 2M  5M 20M 100M
Protocol: @ udp € tep [~ Random Data

Direction: ¢ receive <-- ( send--> (& both <-->

vExport zoom: TH -
12.5 Mbit's
10 Mbits
7.5 Mbit’s
5 Mbit's

2.5 Mbit's

Obits
05:51:30 05:51:35

o
o
w
ot
N
[

05:51:10 05:51:15 05:51:20
@ 7x (bitss) @D R« (bitis)
< 2]

_ Rate: |10 Mbps Rate: 9,99 Mbps

Tunning. ..
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Torc

Torch 172.16.6.11
B Filter - Start
le |lom| EthProtocol: | any v|a
| Interface: [6-LAN-SWITCH ~| Vian ID: | 20y v|a [ Goss ||
| 10z |
1P Protocol; | &ny =
| Average: lOO:OO:l( 'I p . - - . = 2 >
' Is % 5 105 1% 305 Im Src Address: |0.0.0.0/0 -
| Dst Address: | 0.0.0,0/0 -
Port: | 20y |-
| Dscp: i v
Cpu v
Table ple Bar
Y )
| # hProto IPPr... Vlan ID |Src Address  |Src Port lDstaddress  DstPort Dstp Cpu  |TxBps  TIRxBps  TxPps RxPps -
e 0 0 12.2 Mbps 422 kbps 1072 743
[ tep 172,160,101 50156 192.168.18.131 rtsp 5,39 Mbps 118 kbps 445 243
ip tep 172,16.0.101 50160 192,168.18.131 rtsp 2,58 Mbps 74.8 kbps 239 154
we P tep 172.16.0.101 50148 192.168.18.131 rtsp 1.68 Mbps 47.4 kbps 148 97
.p tep 172.16.0.101 50152 192.168.18.131 resp 1.35 Mbps 48.9 kbps 122 =)
. ip tep 172.16.0,101 350154 192.168.18.131 rtsp 807 kbps 23 kbps 78 48
. ip tep 172,160,101 0150 152.168.18.131 rtsp 349 kbps 24.5 kbps 51 51
v P udp 172.16.0.102 31144 189.166.94.177 9993 3.79 kbps 0bps 1 0
. ip udp 172.16.0.102 9993 £3.19.186.172 37666 3.78 kbps Obps 1 0
wip tep 172.16.0.126 63800 52.114.76.37  https 3.72 kbps 960 bps 2 2
w ip tcp 172.16.0.126 63783 81.161.59.86  http 3.1 kbps 1.19 kbps 2 1
8l ... p tep 172.16.0.89 55479 121.100.1.172 5938 1.26 kbps 24 bps 2 1
. ip tep 172.16,0.101 48473 64.94.18.70 hittps 1.06 kbps 528 bps 2 1
il ... p udp 172.16.0.102 31143 85.10.205.126 37022 560 bps 632 bps 1 1
4 .. &P 0 0 480 bps 2.4 kbps H S
4. tep 172.16,0.88 52141 81.161.59.129  http 432 bps 480 bps 1 1
4 i tcp 172.16,0.89 62048 £9.25,247.106 12975 432 bps 3.66 kbps 1 1
al .. ez 0 0 0bps Obps 0 0
7 e Ipve udp 546 547 0bps Obps 0 0
4 ... 35007 0 0 0bps Obps 0 0
1 udp 56544 3702 0bps 0bps 0 0
udp 172.16.0.4 56513 255.255.255.... discovery 0 bps 0 bps 0 0 ~|
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Torc

200 Torch 172.16.6.11
|
General Fiter ‘ Start I
From: |172.16.6.11 *)lo |leon EthProtocol: |any v -
wian ID: | &y ] | |
10s
[o0001( 3] 1P Protocol: | any = |t
Average: | 00:00:10 ¥ T T T I) T T T T
Is 2 55 10s 153 30s Im Src Address; | 0.0.0.0/0 -
! Dst Address; |0,0.0.0/0 -
Port: | any ~]a
DSCD: v
Cput | -
Tatle Ple Bar
Eth Protocol  TpProtocol VlanID Src Address |SecPort  Dst Address Dst Port
16M
128
BM m‘ﬂil |
@ rx
Ta
am =]
0
0000 172360101 172160102 17216089 17216087
Bytes
2K
2
4 15K
¢
s 2
“ -
5 %S00
: 0 o —
3 0000 172160101 172160102 17216089 17216087
| Packets
‘,
5
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Spectral Scan

Device; [172.16.6.147

T Slmhmll " r

Tntectson: [wiant ] 2 L

[ ™

tand) + 2. " Sgha ¢ ourertchanvel ( other 108
o 24082 250hs Peak Hold Time:. | 00:00:1( 7] Y T T v T v T y L‘“_
3 o 5 » n 100 1% 108 im
Rangs! {_
32 e R 23 Gt 3395 24 ; Y 'y
2 Ao 256 25Ghe Memory Usage et [100 ] ey o o o e
1 2.3 45 5 7 8 930 3 18 25 100 500 2000 4000

Matrory Usaga: |17.1 18
A Woterfl Densty Gragh

yl Time Reprosentation: ( absokte 1 relstive tostart (5 relative to and
Zoom: f T Detal! fl—r
o mon o me
wrmm e o N RS- T L T
000000 4 & =il 3 T4 - == -ixd 5 i :
“0dDm
' 060030
FOdten 000100
2adh: 242 0hz 248Gh: 245Gh: 248 Ohe 28 0hz
0359 40 06004% T Regrosentabion: ¢ absokte  relatvetostart robative to end
Tewe:

05 %45 045950 055053 06:00.00 06,0003 060010 0600
% ' Odbm
20a8m

10% A0dsm

Osom
"™ A = e -
80awm A e 0 e ™ ey el B - ———— . D,
v e g o

100cem
L 24Ghz 242Gh2 TMGn 246Ghz 248Ghx 15Gn
% 0atm
£0cbm
-70stm

0t

100ctm
238Ghz 14Gh2 1826 2460 246Ghz 146N 130m
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Ping

e e Ping 172.16.6.147
From: [EEZXTSN - | . | .. ah Start
7‘ Packet Size: |56 ¥ | ,) r . +  bytes
.|172,16,6_147 {3,] 28 56 256 2500 Stop
1000 128 Close
Interval: |1000 'I B — ,) - r ms T |18 ¥ ———— I) T
10 16 25 500 5000 01 2 4 32 128
| |
il [
| # |Host [Name Time  |Reply Size |TTL |Status ]
| 9 172.16.6.147 1 ms 56 64 ‘
| 10 172.16.6.147 1 ms 56 64
| 11 172.16.6.147 1 ms 56 64
| 12 172.16.6.147 1 ms 56 64
| 13 172.16.6.147 1 ms 56 64
| 14 172.16.6.147 1 ms 56 64
| 15 172.16.6.147 1 ms 56 64
| 16 172.16.6.147 1 ms 56 64
| 17 172.16.6.147 1 ms 56 64
| 18 172.16.6.147 1 ms 56 64
| 19 172.16.6.147 1 ms 56 64 —

19 transmatted 19 received, 0% packet loss, round t l:np mmfavg!max = l! 1. 0!1 ms
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raceroute

Traceroute 8.8.8.8

From: ldefault

To: |8.8.8.8]

Packet Size: |64 ™| |

22

28 32 128 256
10000
Timeout: |1000( ]' [ T T T T T T T T T T % 1 Ms
10 12 14 16 18 20 25 50 100 250 8000

) B
# Hop  |Host Name Tirne

1 1 168,181,162.41 < 1ms

2 2 10,9,2,65 1 ms

3 3 10,969 1ms

4 4 10,9.0,25 1 ms

5 5 10,901 1ms

6 6 168,181,162.1 1ms

7 7 186.15.254.3 ip3-254-15-186.ct.co.cr 1ms

8 8 186.15.255.1 ip1-255-15-186.ct.co.cr 2ms

9 9 190,242,137.17 2ms

10 10 63.245,107.189 xe-3-1-0,0-pcorozal-panama.pan-cor... 44 ms

11 11 63.245.106.187 xe-4-0-9,0-boca-raton.fl.us.brx-tera,.. 46 ms

12 12 63.245,6,182 S5 ms

13 13 108.170.253.1 58 ms

14 14 108.170,226.31 43 ms

15 15 8.8.8.8 google-public-dns-a.gooagle.com 59 ms
done
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SINMP Walk

| From: |defauk *][5 |[oea) 3000

. Timeout: | 3000
| To: | 192.168.23.1 (G e e New Dats Source

3

<

s |
|

gl

= Generd
i |
| Profie: |v1-public =lla |loon e [II
‘ Tries: |3 | [V Enabled [ eanal |
Type: & al  subtree O speciic oid b it
Name: |0k .3.6.1.2.1.47.1.1.1,1.2.6553 on 192.168.23 || ’
| (! Apply
Unat: I |1
Lt Tree | Table :] Nobes
ﬂ Devie: [rone 2= |loss] | ["Remove 3 [
(o -  |vahe 0id raw(*.3.6.1.2.1.47.2.1.1.1. | i -]
1 + @ dot1dTpFdbAddress - 1 2.65536%, 5, 5, "192.168.23.1", —
= @ dot1dTprdbeort - 2 *vi-public®) -
| + @& dot1dTpFdbStatus - 3 —j
= [ entieyMIB - 47 30s
= [ entityMIBObjacts - 1 A |oo:m:3i v] 2
| = [ entityPhyscal - 1 is ;s 1'55 lrrn ;m :
‘ = [ entPhyscaiTable - 1 .
: = [ entPhysicakntry - 1 Time: | Janf01/1970 00:00:00
| = @ entPhysicalalias - 14 ER s
262145 2
oo Sattings that control how rouch detal is soced for
= @ entPhysicalAssetID - 1S haow long time
262145
£55%% default
‘ =l @ entPhysicalClass - S Raw Yalue Keep Time: I‘“""Q"t j' r) 1o FE T
' 262145 unkrown (2) default 5m 6h 7d 365
; 65536 chassis (3) default
‘ = @ entPhysicalContainadin - 4 10 Min Yalue Keep Time: Iddaul '] A
} 262145 £5536 default &b 5d 304 2y
i £5536 0
‘ = @ ertPhysicalDescr - 2 "‘;"‘"
262145 Linu 3.3.5 eho_hed RE400 ERCE 2 Hour Valus Keep Trme: [ defauk =] e ;
65536 RoukerOS 6.41 (stable) on RB2011LAS b | delule 2| 1244 1904 I
} =l @ entPhysicalFirmwareRey - 9 default
' 262145 | 1 Day Vahue Keep Time: | defauk e
j 85536 default 74 30d 2y
[ =] @ entPhysicalbardwareRey - 8 |
3 262145 Approximate Rorage Size: 1229 k8 _'J

e . ~= 7:::] i 4 F
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Actualizacion de ROS

Ust Tree RouterOS Types Mac Mappngs

S —— Individual

Name Stabus Verson Architechure  Soard Upgrade Stabus Packages
$68,181.162.4)  nwald user nane OF DISEW. ..

|

! 5 172,16.5.0 ok 6,421 {stable) owpsbe B0 TINAG-SHacD routeros-ipsbe

§ v oh 6.42.4 (stable) am RB1100Dx4 mp, dude, routeros-am

E—% 3 R i D et e ° PO r g ru pO S
! v o 6.40.1 (stable) mpsbe REGILG-9¥aD routearos-mipebe

] < o £.42.5 (stable) mipsbe RB SXT GSWPxD 2 routeros-mipsbe

) v o £.40,1 (stable)  mpsbe RELHGSAD roteras-rigsbe

' v o 6.42.5 (stable) mpsbe RES LG SPaD routeros-mipsbe

B8 convect fabed: No route to, ’ -

' v ok 6.35.4 (stabls) opsbe BB ST G-SHOMD 2 routeros-mipsbe

' v ok 4 ) mipsbe RELMGSD routeros-mipsbe . M U It' I eS
5 4 [ . { mpsbe RE20L 1S routeros-mipshe

! v ok (stabie) psbe d 03~ e

P o o sbe -

' 3 O mpsbe

= : arquitecturas
’ « o £.40.4 (stable) mpsbe RE7SOUPY2

] v ok 5, 5 (stabis) spsbe LBAPrOn2 routeros-pibe

r ® conrwect Faled: No route to

4 4 ok d (stable) rpsbe REFE2UN-Sac2nD routeros mipsbe

r ¢ ok $.42,3(stabls)  enpsbe RE201 184S reageros-mipabe ’ =

' v ok 6.40.1 {stable) rpsbe RBALPGS routeros-mipsbe . u tI p es
? 4 o (stabs mpsbe SB2OLIAS 1oUker o5 mipsbe

! v o .) mpsbe RBOMTINAG-SHacD routeros-mbe

! v ok .41, mipsbe RB ST G-SHPxD r2 routeros-mipsbe

5 v ok {stable) psbe " routeros-ngsbe -
SiE versiones
! 4 ok 6.35.4 (stable) mpsbe routeros-mipsbe

r ® connmchon tereont (6), ne 6,40.1 (stable) psbe routeros-mgsbe

' v 0.1 {stable) mipsbe routeros-mpsbe

§ v oipsbe ne SHPaD r2 routeros-mipshe

? v mpsbe RBWZLGS-SHOXD 12 rotecos-mpnbe

! v mpsbe ROIIGDPD eros-mipsbe

! v mpsbe REWEOPGS routeros mipsbe

! v mpsbe CR5109-8G-15-200 routeros-mpsbe

L.

 § v mpshe REMEOPGS router os-mpsbe

} v mpsbe BB 8T - RexD 2 routeros-mipshe

' 4 am RB11000x¢ mp, dude, routercs-am

) v psbe RECAPL-20D 1cateros-mrgnbe

! v mpsbe RBcAPL-2nD routeros-mpsbe

) v 4 mipsbe RBCARL-2ND o os-mipsbe

} - pshe 2BAPL-20D roubsros-mipsbe
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ACTUALIZACION

Individual: Por grupos:

w

List Tree RouterOS |Types Mac Mappings

w

Liss Tree RouterOS Types Mac Mappings

Device |Group Wireless Registration  Simple Queue
Device Group |Wireless Registration  Simple Queue

# & v | ~Upgrade Arct
Lt i : , 2 |

|| Status ¢ |Name Version  |Architecture |Board *|= - M @ g Xlpgee
r x failed 10.5.104.83 Name Devices 6.32.3
B3¢ faled 122 161753 . Switch Device Gr... crs226lan, crs212) fs1
| < ok 10.5.104.50 6.32.3 x86 x86 o S e 6.33.5
| « ok o e 86 x86 - =
| v ok oon  Device Settings ;86 CHR 6.34rc45
' v ok Show On Map ?(86 CHR
| < ok FBB x86
P @ ok SR ook > &m RB3011LIAS
| ¥ 4 ok an0 Settings mipsbe CRS108-8G-15-2...

k 45

: : zk Upgrade > 6.34rc45 s,
I v ok Force Upgrade > 6.33.5 $0S-.
I ¢ ok o 5-25+
| ¢ ok Reconnect 6.32.3 5
| 2 4 ok nine lan 6.34rcdl  tile CCR1003-8G-15-...
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Colas simples

Visualizacion y edicion de colas en una sola lista

v

List Tree RouterOS |Types Mac Mappings

Device Group ‘Wireless Registration Simple Queue

T —_

||| =] | ¢ & v

1 » {Device‘ jName‘ ¢ |Rx Limit Max | TxLimit Max RxBytes Tx Bytes Rx Packets | Tx Packets Rx Avg. Rate  |Tx Avg. Rate

172.16.5.11 qDATOS 15 Mbps 15 Mbps 174.8GB 176718559 10.7 Mbps
172.16,5.13  gDATOS 15 Mbps 15 Mbps 1199.4 MB 49.2GB 26978433 44935351 3.62 kbps 7.46 kbps
172.16.6.11 qDATOS 15 Mbps 15 Mbps 174.8GB 176718559 10.7 Mbps
172.16.6,116  gDATOS 15 Mbps 15 Mbps 172.5MB 87.2MB 1637251 631511 1.61 kbps 1.06 kbps
172.16.6.119  gDATOS 15 Mbps 15 Mbps 122.6 MB 61.7 MB 1163932 446980 1.55 kbps 1.28 kbps
172.16.6.122  gDATOS 15 Mbps 15 Mbps 252.1 M8 118.7 MB 2363768 899712 1.46 kbps 1.69 kbps
172.16.6.123  gDATOS 15 Mbps 15 Mbps 16.9MB 8.2 MB 154734 57956 1.77 kbps 1.39 kbps
172.16.6.124  gDATOS 15 Mbps 15 Mbps 323.6 MB 198.9 MB 1453105 651401 944 bps 1.06 kbps
172.16.6.125 gDATOS 15 Mbps 15 Mbps 26.3MB 12.8MB 249217 91776 1.23 kbps 1.28 kbps
172.16.6.126  gDATOS 15 Mbps 15 Mbps 249.2MB 117.6 MB 2343088 886931 1.88 kbps 1.5 kbps
172.16.6.129  gDATOS 15 Mbps 15 Mbps 250.7 MB 117.5MB 2357414 888706 944 bps 1.06 kbps
172.16.6,130  gDATOS 15 Mbps 15 Mbps 27.2MB 12.1 MB 237268 85147 1.88 kbps 1.5 kbps
172.16.6.132  qDATOS 15 Mbps 15 Mbps 250.4 MB 118.1 MB 2352699 892475 1.83 kbps 1.28 kbps
172.16.6.133  gDATOS 15 Mbps 15 Mbps 68.4 MB 33.6 MB 649576 244184 1.55 kbps 1.28 kbps
172.16.6.134  gDATOS 15 Mbps 15 Mbps 237.1 M8 121.6 MB 2233459 910102 1.17 kbps 1.29 kbps
172.16.6.135 gDATOS 15 Mbps 15 Mbps 102.5MB 52.4 MB 958374 385454 1.39 kbps 1.39 kbps
172.16.6.136  gDATOS 15 Mbps 15 Mbps 89.5MB 45.9 MB 845541 341638 1.06 kbps 1.71 kbps
172.16.6.137  gDATOS 15 Mbps 1S Mbps 249.6 MB 119.1 MB 2345253 885705 1.01 kbps 1.06 kbps
172.16.6.139  gDATOS 15 Mbps 15 Mbps 68.4 MB 33.7 MB 649646 244109 1.34 kbps 1.28 kbps
172.16.6,140  gDATOS 15 Mbps 15 Mbps 232.3MB 116.1 MB 2197602 846965 1.33 kbps 1.06 kbps
172.16.6.141  qDATOS 15 Mbps 15 Mbps 14.3MB 7.2MB 135674 50296 1.23 kbps 1.28 kbps
172.16.6.142  gDATOS 15 Mbps 15 Mbps 59.2MB 26.6 MB 562491 209812 1.94 kbps 1.28 kbps
172.16.6.143  gDATOS 15 Mbps 15 Mbps 27.8MB 14.8 MB 277644 124445 1.01 kbps 1.06 kbps
172.16.6.144  gDATOS 15 Mbps 15 Mbps 227.6 MB 114.1 MB 2164176 843557 1.17 kbps 1.28 kbps
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MUCHAS GRACIAS
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