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wispmax

TOWNET is using mikrotik boards and routeros operating
system for many of it's products.

« Competence on the use of the operating system for
routing purposes

« Capability of adapting routeros machines to the
customer's needs

WISPMAX is a branch of company, as an official on line
Mikrotik distributor. We also carry a wide range of high
quality antennas and accessories.

MikroTik

Competence and training center
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LIMITS OF ROUTEROS INTERFACE

= admin®192.168.1.40 [CPEProva) - WinBox v3.15 on RB411 (mipsbe) = =1E3)
il : v | Hide Passwords I
. [__. Mikrotik interface is
B complete and useful
L AL AR {E AL LE. MC T for expert user, but
hot easy for end
USer.

It’ s difficult to give

4 i ."’m i e LR . LR e . .
S = WinBox Loader v2.2.13 X o r— a limited access to
S ot 1o [T = _ the end-user, giving
e only access to some

e of the configuration

Stores :
Vet Save I
Wil [ Keep Password tOOl S.

:‘ ¥ Secure Mode o . ’
¥ Load Previous Session Tools... | — The e 1sn t an error
Note: [CPEFrova proof interface.
: Addresz I Ilzer I Maote I
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DoE >

La porta della APl mikrotik &' [a 8728, Sull'apparato le api devono
rMdefine AM_PORT 2728

Crueste sorto sono fonrionl di wilita’ per la letrura di param etn g
board mikrotrk

Ansi Siring parse_par{fnsiSiing stream, char par, chart desi);
Ansi Siring parse_Bnajchar repiyl;

LIBRERLA MEAPL PER IL CONTROLLO DI BOARDS MY
L ts and SethingreiendiociDeskboplCFE_SDE (% ﬂ*‘-i

d MANUBALE doc  CPE.eom

TOWNET API TOOLS

d‘fa“’_ﬂi. A set of instruments
to support the

e develop of
. applications to
e Lt control a routeros
‘ machine.

o quesio indinzzo s
arunic e con I
| & 530 NBCEEEAND
login

rsemo umandinzzo che fa
f alira rele B’ NECEEEAND
I indmizzo P anche dal

’ The communication

is based on mikrotik
API

) corca Coartels

.....

It's possible to use
a mikrotik board
from differend kind

of applications
written under
windows or linux.
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MK API LIBRARY

A C++ class for:

+ Login to a mikrotik board
« Execution of non interactive commands

« Execution of interactive commands

All with the purpose of achieving the better speed possible and to
develop monolithic applications.

It manages directly, hiding the complexity of:

« mikrotik api protocol
« errors and traps
« md5 cryptography

« socket level
to net

WIRELESS EXPERIENCE



LIBRARY DISTRIBUTED AS

C++ object files and library header for windows
Files .0 and header for linux

DIl for windows, to use with other languages

Applications:
ms-dos and linux command line tool
(to use for scripts, web applications or directly)

Graphical configuration utility for a CPE
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MK API LIBRARY INTERFACE

class mikrotikBoard
{ public:
AnsiString login(AnsiString remote, AnsiString user,
AnsiString pass);
AnsiString command(AnsiString text);
AnsiString xcommand(AnsiString text);
void start_icommand(AnsiString cmd);
AnsiString icommand();
AnsiString end_icommand();

ki

AnsiString parse_par(AnsiString stream, char* par, char* dest);
AnsiString parse_line(char* reply);

Login: receive hostname or ip, username and password.
The result is an empty string if correct, or an error
description. :

to net
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wispmax MKAPI STATE DIAGRAM

login_failed

START

EXECUTING
COMMAND

login_accepted

command start_icommand

COMMAND
SENT

correct End__icummand

icommand

end_icommand

READING REPLY

ok_pressed

MESSAGE

B end or traj e
xcommand 9t trap icommand




COMMAND LINE UTILITY MIK

‘@Nne root@ubu: /mnt
File Edit View Terminal Tabs Help
root@ubu: /mnt# ./mik

=P i

Wrong parameters Useful:
MIK - Intepface tool for mkrotik boards

N * Directly from the command
MIK 1p user password -c command (for one-shot commands) :

MIK 1p user password -1 command (for interactive commands) [ line
reply: 'NUMBER Err' or 'NUMBER Ok' followed by datas. .
Number 1s:-1 : wrong parameters * Froman application that
-2 connection failed uses the shell() function
-3 generic trap
-4 wrong password * From a script, torun a

-5 comnand. rap g command on many boards
0 correct
root@ubu: /mnt# [

= Execute a command on
a mikrotik board and
write out the result

]

* From a CGI of a web site

to@Wnet,



UML DEPLOYMENT DIAGRAM

Q Use of 'mik’
‘ »  WEBBROWSER program to

A develop a web
application.

BOARD MIKROTIK
PERL CGlI

API 4 I

P MIK
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EXAMPLE USING “MIK”

This script ask all the addresses of a list of boards on my network.

{
foriin 17 3245 101:; do

mik 10.0.0.$i admin mypassword -c /ip/address/print
done

¥ | grep "address="

The result is like:
address=10.0.0.1
address=81.34.23.11
address=10.0.0.2

to net
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CPE CONTROL UTILITY
AC++ application

Ret Mat Radio PPP 1 i I
cte | Na | Redo | | . _| written using MkApi
Induizzo [P |‘|32_1ES_1_E1 EW .I Esaway | I bra ry
Metmask |255_255_255_|:| & Y 4 MOT’IO'IthIC E:lﬂd

= complete.
e S L indirizzo IP &' I"'1dentificatore b
| Liee DHCE pef la rebe iieima univoco della macchina FDI‘ ahl end -Lser
L allinternodella tua rete locale.
rdiizest La netmask &' utilizzata per avere that want to
. la dimensione della tua rete, Valore
Dilogusg || tipico &' 255.255.255.0, che complete the
SisE significa una rete con al massimo i i i
ONS pimao | e configuration of his
DNS secondario | Aftenizione: CPE
Se wiene inserito un indirizzo che fa
parte di un altra rete &' necessario
cambiare |' indinzzo IP anche del

Simple and intuitive.

You can have a pre-configured CPE, reducing installation costs

Real time monitor of quality of connection and signal strength to help
pointing the antenna.

We can easily customize the application to meet the need of different

providers. to @ net.



EASY NETWORK MANAGEMENT

2 Controllo CPE E'@Ei The user can

Rete |  Na ] Rado |

PP |

Indiizzo 1P [192168.1.61

Netmask  [965 255 2650

..........................................................

Indinzzo iniziale |

Indinzzo finale

|
DMNS primatio E
DMNS zecondano [

Info

L' indinzzo IP e' I identificatore e
univoco della macchina

allinternodella tua rete locale.

La netmask e utilizzata per avere

la dimensione della tua rete. Valore
tipico ' 255.255.255.0, che

significa una rete con al massimo

256 macchine.

Cambiando questo indinzzo si
perde la comunicazione con [
interfaccia e sara’ necessario
ripetere il login

Attenzione;
Se viene inserito un indirizzo che fa
parte di un altra rete &' necessarno

cambiare I'indirizzo IP anche del
T T T Tl T T I |

handle his own ip
address and
netmask

Each user can
select to enable a
dhcp server on his
private network
and can define the
range of private
addresses and the
DNS servers to
use.



E Controllo CPE

Rete ||[ Nat ]| Redo PPP

Foewarding delle porte

Poita estemna Inditizzo intetno
Porta interna |_ = s

MAT - Network address translation @
Il MAT permette alla vostra rete di
utilizzare indinzzi IP privati

anziche' utihzzare un indinzzo
pubblice fomita dal provider. di

avere a disposizione un intera
sottorete di indinzzi IP

Potete ad esempio assegnare alla
wostra rete locale una classe di 256

o 65536 indirizzi IP

Reverse NAT

E’ possibile fomire servizi ad altre
macching in intermet dallintemo di
una rete che utilizzi MAT.

Pear fare questo e necessarnio che la
richiesla di semizio che arrva ad
una porta estema sull” indinzzo

b A amoe e

o

EASY ADMINISTRATION FOR SERVICES

Each user that has a
static ip address can
manage his own port
forwards, to offer
services, for example
publishing web sites
that are in his own
machine.



i Controllo CPE

Rete | Mat Radio PPP

Reti disponibill [doppio chick per cambiare)

Mikrotik
MALIM
Wisphax

Cercaretj | Connessoa | M1

Indiizzo mac | 0o, 7o 3E; 4380,

Livello di segnale

Tx ]|

R i
SIN | J

| it

USEFULTO POINT THE ANTENNA

Infio

Reti disponibili e
Cluesta sezione presenta un elenco
delle reti che la vostra CPE riesce a
localizzare ad una distanza

adeguata per un collegamento.

E' possibile che in questa lista
appaiano anche apparati che non
sano stati installati dal vostro

provider, come ad esempio linee

ads| domestiche o poratili.

FPer aggiornare la lista delle reti
puc' essere premuto il pulsante
cerca reti, che esegue una
scansione sui canali radio.

E' possibile tentare il collegamento
ad una di gueste reti
selezionandola dalla lista e poi

W

The application

shows in real
time the
signal/noise level
and the tx/rx
quality for the
connection. It
allows to find the
base station and
to point the
antenna also
without technical
experience.



Rete | Nat | Rado | [ERET

e Autenticazions PPP ahilitata

Mome |Ncmv.=.-

Utente | Uterte

Password | e

#* Connesso " Disconnesso

[z

USEFULTO POINT THE ANTENNA

i Controllo CPE g@@ The applicatioﬂ

Info
Foint to Point Protocal

Il point to point protocol e' un sistema
utilizzato dai providers per autenticare
il vostroapparato per ' accesso a
internet

Se il vostro provider utilizza il PPP %
wangono fomiti un nome utente ed una
password validi per la connessione,

Attenzione: se modificate questi
parametn e utilizzate un nome utente
o una password non coretti la vostra
CPE non sara' piu' in grado di
collegar ad internet

permit to set the
point to point
connection
parameters for the
CPE, and show if
the board is really
connected to the
network.



CONCLUSIONS

Less work for the provider: the user can mount and point the CPE
with a minimal help, that can be given by phone

More security for the network: there is less risk that an error on
configuring a CPE can became a problem for other users

More friendly for the user: the user has an instrument to handle his
own network . It's seen as a better quality of service

Only few KB, More reliable and fast than C# Sample code in Mikrotik
Forum

Economic Positive effect to WISP Business Model

Market protection for your personalized equipments.

to net
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RADIUS

Autentication PPPoE, PPtP, L2TP, PPPoA,
HotSpot, MAC, 802.1 S

= e
Automatic TAP Zero CPE Configuration =SS . — 1.

.....
..............

Configuretion based on Web or Terminal

------

Multilevel Configuration Menu based on MLText®

Cluster configuration

Operativ Sistem TownetOS® Linux Based

SMS autentication

IP POOL Centralization

®Dap®

Townet fCJS®

to net
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NEW IDU CARRIER GRADE and SURGE PROTECTOR
wispmax

40 W POWER SUPPLY with DC
input 12 to 48V DC, SOURGE
PROTECTOR

POE GIGABIT ETHERNET, UPS

BATTERY CONNECTOR, STATE
LEDS

3 STAGE SOURGE PROTECTOR
POE 25+5KV

NAKED VERSION

OR IP68 OUTDOOR CASE

Gl Al &

= -




NEW ENCLOSURE WX552002
wispmax

The ideal solution for */\

professional wireless application.

Ready for Mikrotik
Add your RouterBoard and Radio

Features and Benefits

Compact waterproofIP67 enclosure
Integrated 5 GHz, 20 dBi antenna
DC ground

Includes integrated RJ45 Ethernet
Connector with cable gland and
integrated pigtail with U.Fl connector
Vertical, Horizontal and

45° polarization

802.11 n

compatible

toWnet



An integrated high performance 20dBi
antenna allows long distance links and
signal stability.

The antenna’s ground plate has four
stand-offs for an easy and fast
installation of th eletronic bosrds.
(fitting Mikrotik RB)

A Pigtail with U.fl connector and 14cm
RG178U cable is integrated with the
antenna.

NEW ENCLOSURE WX552002




MikroTik

Competence and training center

wispmax

wireless distribution Th an k You

WWW.Wispmax.com toWnet



