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I'm a MikroTik evangelist
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About me

® Founder (2016) of the

i

=SB R OUTING & WIRELESS
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Non Profit Organization for
High Quality Training Partners
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The UserManager

® Additional “package” for RouterOS;

® A powerful radius server that can be used for
managing authentication in:

‘/Hotspot

‘/PPP
‘/RouterOS Users
‘/Wireless
‘/DHCP server
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The UserManager

And it's free.

)
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Why this presentation?

Doing trainings the students are used to ask info
about radius servers.

The UserManager is not well known

There are reasons for not to use a radius
included in RouterQOS for free?

)
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Why this presentation?

Is also not well known where RouterOS can ask
authentication at a radius server:

Most used: Not well known:
Hotspot RouterQOS Users
PPP Wireless (and in the CAPsMAN)
DHCP server

)
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Why this presentation?

And now the question:

How many are using the
UserManager?

14



My style

1. | don’t have “hours” into the time slot
2. | don’t like “boring” presentations

So

® 1’ll not show you ALL the things about the
UserManager (will not be possible);

® You can use the wiki.mikrotik.com
® You can take the MTCUME training class

15



RADIUS server

The UserManager is a radius server.
Remote Authentication Dial-In User Service

Is a networking protocol that provides
centralized:

Authentication, Authorization, and Accounting
(AAA or Triple A), using UDP packets.
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RADIUS server

He will allow

You to manage S

5 |
oy
¥\

i . :ﬁ:;“-\"'i--_-_*-____1_-_:;;.,;, 1.4/24 N : Main Office Building
Centralized "~ ™

Purchase Dept.

02.168.1.5/24 __—" /" Master Mikrotik Router
% With User Manager

d Ut h e nt i Cat i on l}? /  192.168.1.1/24

Sales Dept.

o

Accounts Dept.
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RADIUS server

RADIUS RADIUS
Client Server

‘@ —————h___%
‘@ Access-Request .
(Username, password...)

Access-Acce pt fAccess-Reject

Users

(User Service, Framed Protocol...)

Challange [optional)
(Reply massages)

)
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RADIUS client

RouterOS have a radius client, included in the
system;

Don’t require optional packages or special
licenses:

Can ask authentication at ANY standard radius
server.

It’s free

)
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RADIUS client

e LR DL R R L

Radius Server <127.0.0.1

1 Wireless
General |
EE E“'IEII;IE! Skaktus 8] 4
=2 Pep _’ service: (Wippp i (v login Cancel
=== Simitch hiokspot wireless =
. dhcp
“1a Mesh
(55| TP [* Called ID: - Disable
w57 System k TR - Comment
B Queses wel Address: [127.0.0.1 Copy
Files
= _> Secret; |MysSharedSecret Remoyve
Lo
\ L =E9 Resel Status
M radius Authentication Port: (1512

A, Todls I Accounking Pork: (1813 4—

| Mewy Terminal Timeout: | 300 s
F4 MetaROUTER

!irl_- Eartikian || #ccounting Backup
| Make Supout, rif Realm: hd
& Manual Src. Address: -

Y Mew WinBox

Bl Exit

enabled

)
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RADIUS client

The rules of thumb is:

® RouterOS will use the LOCAL
users database FIRST;

® THEN will ask at a RADIUS server
(if set)
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Where is the UserManager?

You have to manually install this optional package:

advanced-tools-6.35.2-mipsbe.npk

calea-6.35.2-mipsbe.npk

| | Check For Updates Enable I: dhcp-6.35.2-mipsbe.npk
gps-6.35.2-mipsbe.npk
Marne £\ Wersion hotspot-6.35.2-mipsbe.npk
....... Srouterosmipsbe 6352 IPV6-6.35.2-mipsbe.nek
& advanced-tools  6.35.7 lcd-6.35.2-mipsbe.npk
EI:"'IEE £ 35 2 lte-6.35.2-mipsbe.npk
'ﬂh : : E-IESIE mpls-6.35.2-mipsbe.npk
: ULspo Sl multicast-6.35.2-mipsbe.npk
.II:"""E' 6.33.2 ntp-6.35.2-mipsbe.npk
¥ mpls 6,322 openflow-6.35.2-mipsbe.npk
'ﬂppp 6.35.2 ppp-6.35.2-mipsbe.npk
& rouking 6,35,2 routing-6.35.2-mipsbe.npk
ESEELII“it':.-‘ 5.5 7 security-6.35.2-mipsbe.npk
'55':.-'5|IEIT| & 35, 2 system-6.35.2-mipsbe.npk
: ups-6.35.2-mipsbe.npk
o vireless-cmz 6,35.2 .
. _> user-manager-6.35.2-mipsbe.npk
.WIFEESS_FD 6,332 wireless-cm2-6.35.2-mipsbe.npk
’ 'ﬂuser-manager 6,332 wireless-fp-6.35.2-mipsbe.npk
'5'.-'-.'i|’E|ESS-I“E|II 6.35.2 wireless-rep-6.35.2-mipsbe.npk

)
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Requirements

You can install the UserManager in
any RouterBoard with at least
32MB RAM and 2MB free space.

Will work on x86 or CHR also.
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Licensing

The UserManager is free, but have
different limitations depending your
RouterOS license level:

L3 (CPE) L4 (WISP) L5 (WISP) L6 (Controller)

Max active

) 10 20 50 Unlimited
sessions
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The web interface

®eCe® / Mikrotik User Manager: Users

C WwWBAB O 3 A A0 =

(- @ 192.168.200.1/userman

MikroTsk Add Edit Generate

Mikrotik User Manager :k

Routers V Username |V Till time |% Total time left " Actual profile |
Users . Per page [20]

Sessions

Customers

Logs

Payments

Profiles

Settings

Reports

0 A sessions

0 A users

Advanced search

Maintenance

Logout

)
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The CLI interface

/tool user-manager>
customer database history

log payment profile router

sesslion user export
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The User Guide

http://wiki.mikrotik.com/wiki/Manual:User Manager
Manual:User Manager

(Redirected from User Manager)

Contents [hide]

1 Introduction
2 Getting started
3 Quick start

4 Concepts explained
4.1 Common

4.2 Version 4.x test package specific
4.3 Version 3.x specific

5 Reference
5.1 Web interface

5.2 Customer page

5.3 User page

5.4 User sign-up

5.5 User payments

5.6 Backup and restore
6 Questions and answers

)
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Tips
Don’t forget:
® To change the UserManager default password

® That all the users/customers of the UserManager
are not shared into RouterOS

® To add routers to be managed
® To create PROFILES (and limitations) BEFORE
adding Users

30



TipS

Don’t mess up between Users and Customers:

Users

MikroTsk

Mikrotik User Manager

Routers

The users the Userman will —

Users

Sessions

authenticate

Customers

Logs

Payments

Customers

Profiles

Settings

The Userman administrators

Reports

0 A sessions

0 A users

Advanced search

Maintenance

)

Logout
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PPP Services

Intetface  PPPoE Servers SECreks ‘F‘rn:nfiles Active Connections  LZTP Secrets

_ AR= s || e = T PPP AuthenticationAccounking 1‘_

Mame ¢ |Password Service Caller ID Prafile Local Address

CIE

v Accounting
Usze Circuit ID in MNAS Port ID

Cancel

Apply

Inkterim Update:

O ikems

ROUTING & WIRELESS
A
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PPP Services

Enabling the radius client for the PPP services
will be used by ALL the PPP services:

PPPOE, PPTP, L2TP, OVPN, SSTP

You can easily manage VPN authentication via
one radius server.

Centralized Management of VPN Servers.

33



Tips
Radius attributes (replied to the client) will override

settings into the Profiles in RouterOS.
PPP Profile <defaulk = =] E3 MikroTsk |Profi|es Limitations

Mikrotik User Manager

General  Protocols  Limits |Queue Scripks O Profile: | profilet x|+
Routers Name: profile1
Session Timeout: | T Cancel Users Name for users:
Sessions Owner: admin
i ' . o e
Idle Tirmeout: Apply e validity:
Logs Starts: | At first logon |
Rate Limit (rfbx): | 20720 - _omment - Price: 0.00
Copy — Shargd users: | not used. |
_ ':'I'I|':.-' Ine _ Save profile Remove profile
Settings Profile limitations
- no  wes {+ defaul Remawve - A
P Active |Constraints
0 A sessions ' |lAlways |Rate limits: 1M/1M 0/0 0/0 0/0 0 1M/1M
0 A users Add new limitation Remove selected limitations

Advanced search

Maintenance

Logout

)
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PPP Profile’ S I|m|tat|ons

A Main

Name:
Owner: admin

Download: 08 ~ Group name:

Upload: 0B

A Limits

Transfer: 0B

Uptime: “/user group” for
T RouterOS users

Rx

Rx Tx
Burst threshold: Rx Tx

Rx

Rx

4 Rate limits
Rate limit:

Burst rate:

Tx

T “Juser profile” for

Priority: | Not specifie hd
 Constraints— ) o P HotSpot users

Group name:

IP p00|: %

Address list:

Burst time:

Min rate:

Add

)
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HotSpot Services
—— =

Servers Server Profiles ‘Llsers User Profiles  Active Hosks  IP Bindings  Sers

& = |
Marne 4 | DMNS Mame HTML Direckory Frake Lirnik (ra )
ﬂdEFaLﬂt hiokspiok

Hokspok Server Profile <default=

General Login RADIUS K,
ise RADILIS oot || CanCE
Defaulk Domain: - apply
Location IO i Copy
Location Marme: d Remove
MAC Formak: |xxississiasins s *
Accounking
Inkterim Update: b
| MASPort Type: |19 (wireless-802.11) * B

1

)
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HotSpot Services

With the radius you can easily manage tons of
hotspots with just one user DB.

Centralized Management of HotPot Servers.

)
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RouterOS Users

One of my favourite Radius client apps.

A question for you:
Do you think is possible to disconnect a
RouterOS user from Winbox or CLI ?

AN

ROUTING & WIRELESS
1A

)

|Name |.ﬂ.I: f |Fr|:|m |'u'ia |Gr|:n_||:|
 @admin ] May/26/2016 21:36:24 192,168,200.254 winboxe ol
& StrangeUser Mayw 2712016 06:27:18 192,168.200,254 winbio Full

C A D E M YMUM Copenhagen 2016 © Lorenzo Busatti, http://routing.wireless.academy
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RouterOS Users

Users Groups 55H Kews  55H Private Keys  Active Lsers

i Find
Mame A Ak Fram Yia Group w

........... &5trangel),..  May[27[2016 06:29:04 192,168.200.25¢  winbox  fdll
& admin Mawl2a/2016 21:36:24 192,165,200, 254 winbio Full

)

ROUTING & WIRELESS
I“ A CA D E M YMUMCopenhagen 2016 © Lorenzo Busatti, http://routing.wireless.academy




RADIUS client - incoming

/ =5
= | ||| B W | ResetStatus || Incoming Fine

2 Service Called ID Diomain Address Secret v
0 ppp login hokspok wire, ., 127.0.,0.1 MySharedse. ..

Radius Incaming

Accept | ok
et Port: |1700 e
Requests; |0 Apply
Bad Requests: |0 Resat Skatus
Acks: |0
Maks: |0
1 item
=B ROUTING & WIRELESS
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RADIUS client - incoming

» Main

Name: |ocalhost
Owner: admin

IP address: 127.0.0.1
Shared secret: MySharedSecret

Time zone: I Parent time zone ;l

Disabled:

Authorization success
v Authorization failure
Accounting success
Accounting failure

Log events:

4 Radius incomming
> CoA support: v
CoA port: 1700

w Request statistics

Save

)

ROUTING & WIRELESS
I“ A CA D E M YMUMCopenhagen 2016 © Lorenzo Busatti, http://routing.wireless.academy




g | —

2 El=

[l

AL

RouterOS Users

Users ‘Grnups 35H Kewys  55H Private Keys  Ackive Lsers

—

Marne

£ GEroup

Allowed Address

Lask Lo

)

ROUTING & WIRELESS
1A

11 syskermn defaulk user
& admin Fuill

Inkterim Update:

Ciefault Group:

Exclude Groups:

Login AuthenticationAccounking

---------------

v Accounting

w

read

4 |

CIf.

Cancel

Apply
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DHCP Server

Is possible to use the radius for managing DHCP
lease by DHCP servers.

Centralized Management of DNS Servers.

)
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DHCP Server

DHCP Server <dhcpl =

Mame: | iy}l ] 4
Inkterface: |bridgelan * Cancel
Relay: bl Apply
Lease Time: (00:10:00 _
Disable
Bootp Lease Time: [Forever +
Copy
Address Pool: |dhcp_pooll *
Femove
Sr. Address: w
Delay Threshold: b
Aukhorikakive: |after 25 delay *
Bookp Suppaork: |skatic *

Lease Scripk:

r
_—
.
_—

|| Add ARP For Leases
|| Always Broadcast

N |:| Use RADILS

|enal:u|ec|

)
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User details

A Main

DHCP Server

—)p JSEIName: 4C:5E:0C:CA:1A:B8

Password:

Disabled:

Owner
a Constraints

: admin

—lp |P address:
Caller ID:

Shared users:

» Wireless

192.168.200.2
Bind on first use

A

w Private information

Assign profile

)
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: I profile1 ;l

Add
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Wireless Clients

Is possible to use the radius for managing
Wireless Clients connecting to an AP.

Will work “against” Access List.

Centralized Management of Wireless Clients.

(and will be possibile to disconnect them by the radius)

)
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Wireless Clients

Mew Security Profile
General FADILS ‘ EAP  Static Keys Ok
P> || MAC Authentication P | cancel
MAC Accounking
| Apply
EAP Accounting
Interimn pdake: |00:00:00 Copy
MAL Formak: |sm s ms s as as * F.emove
MAC Mode: |as username *
MAC Caching Time: |disabled *

)
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Wireless Clients

User details

A Main

—lp JSEINAME:

4C:5E:0C:CA1A:B8

Password:

Disabled:

Owner

: admin

w Constraints

» Wireless

w Private information
Assign profile

)
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: I profile1 |

Add
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Wireless Clients

User details

A Main

4C:5E:0C:CA:1A:B8

Password:

Disabled:

Owner

: admin

w Constraints

4 Wireless

—l]p  Preshared key:

aKeyForThisWirelessClient

Enc key:

: | AES-CCM |

w Private information
Assign profile

ROUTING & WIRELESS
“A C A D E M YMUM Copenhagen

: I profile1 |

Add
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CAPsMAN Wireless Clients

Is possible to use the radius for managing
Wireless Clients connecting to an AP managed
by a CAPsMAN.

(and will be possibile to disconnect them by the radius)

50



CAPsMAN Wireless Clients

In this case the radius server will be query by a
CAPs Access List rule:

Interfaces Prowisioning  Configurations Channels Datapaths  Security Cfg,  ACCess LiS'IK

| = 7] 52 i’
# | |MAC Address MAC Mask, Interface Signal Ra. .. |&ckion Zlie

Mew CAPs Access Rule

MAC Address: ¢ 4™ CF
MAC Mask: v Cancel
Interface: d Apply
S5I0 Regexp: Disable
q . w
Signal Range: Comment
—— Time
_opy
ﬁ ackion: |query radius || % | & Femove

)
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The power of RouterOS

® ALL the functions and his POWER into small
devices also!

® APs, firewall, traffic shaper, hotspot, ospf,
....and also MPLS, BGP and the
usermanager!

® Awesomel
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Wrap up

‘/I hope you enjoyed my presentation;

‘/And from today you’ll start to increase
to use the UserManager more than

before ©
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Thank you!

Q&A

http://training.grifonline.it
training@grifonline.it
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