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- Servicios de Infraestructura de I'nternet
- Consultoria y Capacitacion
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~Publico Objetivo

- Admlnlstran Infraestructura de Redes' '
. (Dlseno yAcceso)

- Dlsponen de un nimero ASN Publico
. odesean adquirir uno (Numero de
~ sistema auténomo) |



Objetivo

- Como configurar una o mas sesiones
eBGP y evitar ataques de manera
~proactiva: |

« Conocer que es BGP y cOmo funcnona
» Como puedo asegurarlo i

-« Conocer el proyecto TEAM CYMRU

e COmo hacer Peer con esta entidad.



https://noct'elegom.net/m'(lm2019/ '



AGENDA

- 20 min Charla
- ¢ Que es BGP?
- ASN (Numero de Sistema Autonomo) Y
- ‘Acerca de seguridad
“Team Cymru” ;

- UTRS (Servicio de eliminacion de traflco no
deseado) de “Team Cymru’ |

- 10 min Como podemos Implementario?



BGP

Border Gateway Procotol
- Ruteo Dinamico y vector distancia
'EGP (Protocolo de Pasarela Exterlor)

- Puerto TCP/179 .

- IBGP (mternal BGP sessmn)
eBGP (external BGP session)
- Lo que une a Internet



ASN

ASN (Numero de Sistema Autonomo)
¢, Para qué es necesario?
Publico o Privado '

- 16 bit: 23457 — 64534 0 32 bit: 131072 — 4199999999
(4200 mill.)

- 16 bit: 64512 — 65534 0 32 blt 4200000000 4294967294
. Donde se:consigo?

Internet Assigned Numbers Authorlty (IANA)
RIRs (Regional Internet Registry)

_LACNIC (Centro de Informacién de Redes de
- Latinoamérica y el Caribe)

Pv4 Exhausto
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Acerca de Seguridad

;. De quien es la responsabilidad?
Hacer la tarea.

Aseguramiento de nuestros routers ‘

Mikrotik. \s

- Entrenamiento de segurldad
Blogueo de trafico malicioso.
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Team Cymru

https://www.team-cymru.com/-
1998 '
¢, Quién y por. que’?

Partnership (Allanza entre ISPS) |

« BOGONSs
* Inteligencia de amenazas
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https://www.team-cymru.com/

UTRS

- UTRS (Eliminacion de Trafico no
Deseado) |
- Sesion eBGP

- Atagues DDOS (Ataque de denegamon
" de servicio distribuido) -

- - Botnets
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UTRS Implementacion

- ¢ Qué se necesita”?
- Configurar una sesion eBGP
- Seguridad de BGP

- Configuracion del Peer =

- Filtros BGP e
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UTRS Implementacion

* https://www.team-cymru.com/utrs.html
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REGISTER FOR UTRS

First name *

Company

Enter IP address you request we peer with *

) lam interested in peering/receiving the feed
) lam interested in populating the feed
© | am interested in both peering/receiving and populating the feed

Enter code

* These fields are required.

‘Note: All requests are verified with administrators for the requested ASN, using the
email address provided above. Please bear this in mind if you are subscribing on behalf
of someone else (ex: a client).
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UTRS Implementacion

- 0. Seguridad
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Seqguridad L3

Firewall

Fiter Rules ’NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

EB v|x]lall¥
fon  oan  [soAddes [Do Mdess  JPueed  [suPot [ospor

of accept
K drop

- lip firewall filter

add action=accept chain=input connection- state= establlshed related dst-address=[CAMBIAR POR SU IP PUBLICA]

add action=accept chain=input dst-port=179 protocol=tcp src-address=[CAMBIAR POR LA IP ASIGNADA POR TEAM CYMRU]
add action=accept chain=input dst-address=[CAMBIAR POR SU IP PUBLICA] protocol=icmp

add action=drop chain=input dst-address=[CAMBIAR POR SU IP PUBLICA]
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Seguridad L2

Interface List

Inteface Interface List | Bhemet EolP Tunnel

List

@Al T Lists
' | Interface

IP Tunnel

%

[irterface Liss O] ]
-

Name

- contains all interfaces

.. contains dynamic interfaces

* dynamic
.- contains no intefaces
* none

4 tems (1 selected)

New Interface List

Name: |admin|
Include:

Exclude:

[=1E3
OK

Cancel

Apply

Comment

Copy

Remove
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New Interface List Member =] E3

Seguridad L2 o =

Interface: |etherl | Cancel

Apply

Interface List Disable

Inteface Interface List | Bthemet EolP Tunnel IP Tunnel

Comment
gk | = @Al | T Lists

List / |Interface

Copy

Remove

enabled

Interface List =] E3 |
Inteface  Interface List | Ethemet EolP Tunnel |IP Tunnel
+ = ¢ 8 Od T Lists

List Interface
admin ether2

1 item (1 selected)




& Tools " | BTest Server
B New Teminal Bandwidth Test
@ Dude M Email

_o Make Supout rif Flood Ping

Seguridad L2 v

Q Manual Graphing Nig MAC Telnet Server || MAC WinBox Server || MAC Ping Server
‘@ New WinBox IP Scan i | Interface / | Src. Address Uptime

B Exit MAC Server
Netwatch : MAC Telnet Server =] E3
Packet Sniffer Allowed Interface List: |admin ¥ 0K

Ping : all con Cancel
Ping Speed | none cortanna | Aeply
Profile
RoMON
SMS
Telnet

Torch

Traceroute
Traffic Generator
Traffic Monitor




Seguridad L2 v

ARP
< MPLS " Accounting
&2, Routing " Addresses

w52 System * Cloud : Y | | Discovery Settings

& Queues DHCP Client Interface IP Address MAC Add... |Identity | Platform
| Files DHCP Relay _ A ether? B8:69:F4.... FIRE... MikroTik

.. Log DHCP Server
S RADIUS DNS

~ _ Interface: £.i admin
A Tools " Firewall

B New Teminal Hotspot
O Dude M IPsec

_« Make Supout rif Kid Control
& Manual Neighbors
O New WinBox Packing
B Bt Pool
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Seguridad LO

INTRODUCING

> SHARK MK =

Flip the switch, jack into the network
and execute payloads in seconds.

PHYS! CCESS

Fuente https //shop hak5 org
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UTRS Implementacion

- 1. Configurar Instancia
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BGP Instance <mwireless-cymmu>

Name: ebgp|-cymn_|
AS: | 266

Router ID: |45.23

Out Filter:
Confederation:
Confederation Peers:
Cluster ID:

Routing Table:

enabled

| Redistribute Connected
| Redistribute Static

| Redistribute RIP

| Redistribute OSPF

| Redistribute Other BGP

v

v

v| Client To Client Reflection
| lanore AS Path Length

Apply

Disable
Comment
Copy

Remove
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UTRS Implementacion

- 2. Configurar Peer
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BGP Peer <UTRS>
General | Advanced Status

o
P

Name: |[SLIES) | Cancel

Instance: |mwireless-cymru | Apply

Remote Address: |154.35.32 -
Disable

Remote Port:
Comment

Remote AS:
Copy

TCP MD5 Key:

Nexthop Choice: |default
v| Multtihop
| Route Reflect Refresh Al

Resend

Remove

Refresh

Hold Time: | 180

w

Resend Al
Keepalive Time: |80

TTL:

D

Max Prefix Limit:

Max Prefix Restart Time:

In Filter:
Out Filter:

AllowAS In:

| Remove Private AS
| AS Overmide

Default Originate: \never

| Passive
| Use BFD

enabled established




BGP Peer <UTRS>

General Advanced Status

A

Remote ID: |154.35. Cancel

Local Address: |45.233 Apply

Uptime: |00:01:23
Prefix Count: |35

i

Disable

Comment

Updates Sent:
Updates Received: Remove
Withdrawn Sent: Refresh

Withdrawn Received: Refresh Al

180s Resend

Remote Hold Time:

Used Hold Time: |180s Resend Al

| Conmert |
| o |
| Remove |
| Refresh |
| Refreh A |
| Resend |
| Resend a |

Used Keepalive Time: 80s

Refresh Capability
v AS4 Capability

enabled established




UTRS Implementacion

- 3. Configurar Filtro
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Route Filter <> O x|

Matchers | BGP Actions BGP Actions
Chain: !m

.

Prefix Length:
Match Chain:
ent
Protocol:
Distance:
ove
Scope:
Target Scope:
Pref. Source:
Routing Mark:
Route Comment:
Route Tag:

Route Targets:
| Invert Route Targets
Site Of Origin:
Invert Site Of Origin

Address Family:

OSPF Type:

Invert Match




Route Filter <> =] E3
Matchers BGP Actions | BGP Actions

Action:
Jump Target:
Set Distance:
Set Scope:
Set Target Scope:
Set Pref. Source:
Set In Nexthop:
Set In Nexthop Direct:
Set Out Nexthop:
Set Routing Mark:
Set Route Comment:
Set Check Gateway:
Set Disabled:
Set Type: |blackhole
Set Route Tag:
Set Use TE Nexthop:

- Set Route Targets
- Append Route Targets
w- Set Site Of Origin

enabled




UTRS Implementacion

- 4. Resultados:
- Se obtuvieron 62 prefijos

- Los 62 prefijos es_téh como “blackhole”

§
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Routes ‘Nexthops Rules VRF

[+][=] [“][] [=] [¥]

Dst. Address ]Gateway IType ! ]Distance [Routing Mark |Pref. Source [BGP Communities ]
DAbB - 31.24.124.1 blackhole 20 64496:0. no export
DAbB  [>31.24.1243 blackhole 20 64496 0.no export

DAbB > 31.24.124.62
DAbB 3147731
DAbB | 31.47.74.187

|

|

{

|

lDAbB P> 31477544 Instances VRFs Peers | Networks Aaggregates VPN4 Routes Advertisements

DAGB | 3147.77.1 ; _
Dce Em 47771 [+][=] [»][] [ 7] [ Refresh |[ Refresh Al || Resend |[ Resend Al | Frg
\DAbB 3147773 |Name ? [Instance |Remote lRemote AS |M IR |TTLIRemo |Upt|me ‘Prefix Co... |State |v
lD;‘\bB 3147781 $AFULLBOG... mwirelesscy... 38.229.... 65332 yes no 255 idle
lDAbB > 37.247.1201 $FULLBOG... mwirelesscy... 38.229.... 65332 yes no 255 idle

lD}'NbB > 37.247.123.225 @ENOCTELE... default 152.168... 65512 no no d.. idle

x DAbB  +45.170.9.190 #UTRS mwirelesscy... 154.35.... 64496 yes no 255 1543.. 00:30:53 62 established

K DAbB |- 64.246.128.250 -

DAbB | 91.189.216.120 4items

\DAbB 94.16.112.224 Blackhole 20 644960, no export
lDAbB > 103.15.41.150 blackhole 20 64496:0, no export
lD}'NbB > 103.87.121.175 blackhole 20 64496:0, no export
KD/\bB > 103.95.1124 blackhole 20 64496:0, no export
lDl\bB > 109.236.155.1 blackhole 20 64496:0, no export
lDAbB I 132.255.29.1 blackhole 20 64496:0, no export
lD»‘\bB - 132.255.29.2 blackhole 20 64496:0, no export
lDAbB - 132.255.295 blackhole 20 64496:0, no export
lDAbB > 132.255.29.6 blackhole 20 64496:0, no export
lDAbB > 132.255.29.19 blackhole 20 64496:0. no export
lDl\bB - 132.255.30.14 blackhole 20 64496:0, no export
lDAbB - 134.209.67.7 blackhole 20 64496:0, no export
lD;‘\bB I+ 138.59.34.163 blackhole 20 64496:0, no export
lDAbB I+ 159.65.211.53 blackhole 20 64496:0, no export
lDAbB > 164.58.17.12 blackhole 20 64496:0. no export
lD:‘\bB > 164.58.17.15 blackhole 20 64496:0. no export
lDAbB > 168.232.104.254 blackhole 20 64496:0, no export
lDAbB > 168.232.105.200 blackhole 20 64496:0, no export
lD»‘\bB 177376233 blackhole 20 64496:0, no export
lDAbB - 177.67.192.240 blackhole 20 64496:0, no export
KDi\bB > 185.57.196.196 blackhole 20 64496:0, no export
lDAbB I 185.57.197.197 blackhole 20 64496:0, no export
lDAbB > 185.134.197.123 blackhole 20 64496:0, no export
lDAbB > 186.225.255.249 blackhole 20 64496:0, no export
lD;‘\bB - 186.225.255.250 blackhole 20 64496:0, no export
lDAbB I 187.86.12.33 blackhole 20 64496:0, no export
KDleB > 187.86.12.66 blackhole 20 64496:0. no export
lD:‘\bB > 187.86.12.67 blackhole 20 64496:0, no export
KDAbB - 192.245.42 251 blackhole 20 64496:0, no export
|DAbB > 194.55.14.94 blackhole 20 64496:0, no export

[69 tems (62 selected)




Conclusiones

- ¢ Qué tomar en Cuenta? |
- ¢, Donde encuentro ejemplos?
- https://noctelecom.net/mum2019/

§
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Referencias

UTRS: https://www.team-cymru.com/utrs.html
"+ LACNIC: https://www.lacnic.net/
- CAMPUS LACNIC: https: //campus lacnic. net/
Sistema Auténomo (Definicion): - -
https //es Wlklpedla org/W|k|/S|stema aut%CB%B3nomo
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~ Muchas Gracias ' .
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