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Microsystem Smart WI-FI Platform

Microsystem Smart WI-FI
Platform is web platform
multi tenant, using for WiFi @)
marketing, monetization TN
solutions and automated
Internet management.
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Introduction

PCC matcher will allow you to divide traffic into equal streams with ability to keep packets with specific set of options in one particular stream (you can specify this set of options from src-address, src-port,
dst-address, dst-port)

Theory

PCC takes selected fields from IP header, and with the help of a hashing algorithm converts selected fields into 32-bit value. This value then is divided by a specified Denominator and the remainder then
is compared to a specified Remainder, if equal then packet will be captured. You can choose from src-address, dst-address, src-port, dst-port from the header to use in this operation.

per-connection-classifier=
PerConnectionClassifier ::= [!]valuesToHash:Denominator/Remainder
Remainder ::= @..4294967295 (integer number)
Denominator ::= 1..4294967295 (integer number)
ValuesToHash ::= both-addresses|both-ports|dst-address-and-port|
src-address|src-port|both-addresses-and-ports|dst-address|dst-port|src-address-and-port

Example

This configuration will divide all connections into 3 groups based on source address and port

Jip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=1st_conn per-connection-classifier=src-address-and-port:3/e
/ip firewall mangle add chain=prerouting action=mark-connection \
new-connection-mark=2nd_conn per-connection-classifier=src-address-and-port:3/1
/ip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=3rd_conn per-connection-classifier=src-address-and-port:3/2
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/ ip address

add address=192.168.0.1/24 network=192.168.0.0 broadcast=192.168.0.255 interface=LAN
add address#10.111.0.2/24 network=19.111.08.0 broadcast=10.111.0.255 interface=ISP1
add address#19.112.8.2/24 network=10.112.8.0 broadcast=10.112.8.255 interface=ISP2

/ ip firewall mangle
chain=prerouting dst-address419.111.98.0/24 |action=accept in-interface=LAN
chain=prerouting dst-address410.112.98.0/24 |action=accept in-interface=LAN
chain=prerouting in-interface=ISP1 connection-mark=no-mark action=mark-connection \
new-connection-mark=ISP1_conn
chain=prerouting in-interface=ISP2 connection-mark=no-mark action=mark-connection \
new-connection-mark=ISP2_conn
chain=prerouting in-interface=LAN connection-mark=no-mark dst-address-type=!local %\
per-connection-classifier=both-addresses : action=mark-connection new-connection-mark=ISP1_conn
chain=prerouting in-interface=LAN connection-mark=no-mark dst-address-type=!local %\
per—connection—classifier=both—addresses{ZZE.action=mark—connection new-connection-mark=ISP2_conn
chain=prerouting connection-mark=ISP1_conn in-interface=LAN action=mark-routing \
new-routing-mark=to_ISP1
chain=prerouting connection-mark=ISP2 conn in-interface=LAN action=mark-routing \
new-routing-mark=to_ISP2
chain=output connection-mark=ISP1 conn action=mark-routing new-routing-mark=to ISP1
chain=output connection-mark=ISP2 conn action=mark-routing new-routing-mark=to ISP2

/ ip route
add dst-address=0.9.9.0/0 gateway410.111.0.1|routing-mark=to ISP1 check-gateway=ping
add dst-address=0.9.9.0/0 gateway410.112.0.1|routing-mark=to ISP2 check-gateway=ping
add dst-address=0.0.0.e/0 gateway41@.111.0.1|distance=1 check-gateway=ping
add dst-address=0.0.0.0/0 gateway41©.112.0.1|distance=2 check-gateway=ping

/ ip firewall nat
add chain=srcnat out-interface=ISP1 action=masquerade
add chain=srcnat out-interface=ISP2 action=masquerade
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url = http://"your company".microsystem.com.eg/branches

Basic settings

Hardware Type Mikrotik

Mikrotik Usermame username

Mikrotik Password F)asswijrd

Radius Secret

nmn  &433053C8827

Device Mac

Monthly Quota GB Renew day
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url = http://"your company".microsystem.com.eg/branches

Internet Connection —
Connection type Load balancing
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IP/Gateway
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Gateway

192.168.
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