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|Pv4 esta practicamente agotado

El espacio total de direcciones IPv4 es de 23°= 4,3 billones
Alrededor de 3,739 billones de usuarios de Internet actualmente
Dispositivos madviles constantemente conectados a Internet
Internet de las cosas: éComo sera Internet dentro de unos afios?

RIPE NCC IPv4 Pool — Last 36 Months

Millions of IPv4 Addresses Reserved
B Millions of IPv4 Addresses Available Outside 185/8

W Millions of IPv4 Addresses Available in 185/8




|IPv4 es un recurso cada vez mas caro

® El coste del direccionamiento necesario aumenta constantemente.
® RIPE pronto agotara las pocas IPv4 que le quedan y habra que acudir al mercado

® Problemas de IPs de “segunda mano”:
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Blacklists
GeolP
CDNs
Precio €€€

RIPE /24 BLOCK

AT ’ on¥
i
»

AUCTION

/24 Block Registered in RIPE

Current bid: $4,608

Avg. Cost Per Unit: $18.00
Bids: 1

Closes in 2d 2h

Fuente:

RIPE /21 BLOCK

T

AUCTION

/21 Block Registered in RIPE

Current bid: $35,840

Avg. Cost Per Unit: $17.50
Bids: 0

Closes in 2d 3h



https://www.ipv4auctions.com/ripe-blocks

.Como podemos paliar el problema?

e NAT 444 (Medio Plazo)

o Rompe modelo de conexion end to end.
o  No permite comunicacion con IPvé.
o Necesidad de identificar al usuario final ante requerimientos judiciales (logs):

m Serecomienda usar CGNAT deterministico
|

e DUALSTACK: NAT444 + |Pvé6 (Largo Plazo)

El mejor mecanismo de transicion.

Permite acceso a IPv4 e IPvé.

Coexistencia entre protocolos.

Transparente al usuario final.

Solventa algunos problemas del NAT444

Identifica a los usuarios ante la ley

Google, Youtube, Facebook, Netflix, etc. ya estan accesibles por IPvé

O O O 0O O O O


https://www.abogacia.es/2016/03/14/nat-autoria-en-ciberdelitos/

CGNAT: Carrier Grade NAT

—

NAT44 Box
Home User

NAT44 Box NAT44 Box

Home User

Pv4 Internet

(D)—e=m

NAT44 Box
Home User

CUSTOMER PROVIDER | INTERNET

Recurso:


https://mum.mikrotik.com/presentations/EU18/presentation_5195_1524667160.pdf

DUAL STACK

Single-Stack
Host

=3 ~ 7

HPv4/va6 )
Dual-Stack Dual-Stack IPv4/IPv6 G

Qo Router E ’

DiJaI -Stack
Host

e Transparente para el usuario final.
e Autoconfiguracion de direcciones IPvé.
e Elnavegador usara IPvé automaticamente si esta disponible, en caso contrario, IPv4.



RIPE NCC

RIPE NETWORK COORDINATION CENTRE '

IPvé

éCoémo conseguimos
direcciones IPv6?




Conseguir un rango de direcciones IPvé

e Parapoder solicitar un rango, la organizacion debera:

o Estar dado de alta en RIPE como LIR.
o Tener un plande asignacion en un plazo de dos anos.

e Elrango dedirecciones minimo asignado es un /32:
o Asignan hastaun /29 sin necesidad de justificacion.

o Enfunciéon del nimero de clientes y extensiéon de la red, es posible
solicitar mas.
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Conseguir un rango de direcciones IPvé

> RIPE NC

W { COORDINATION CEN

Manage IPs and ASNs > Analyse

IPv4, 1Pv6 and ASNs
IR Portal
RIPE Database
Resource Transfers and Mergers

RIPE NCC Statistics
RIPEstat

RIPE Atlas

Raw Datasets

News and Announcements

RIPE NCC IPv4 Add o ' i

15 Oct 2018 -

Netherlands

Publication da

Archived

v All of our services are operating normally.

Iceland

Participate

RIPE NCC Membership
RIPE Community
Policy Development
Internet Governance

ct 2018 Amsterdam, The

) Oct 2018 Amsterdam, the

019 Reykjavik,

Website

2a0b:5081:17:0
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Publications

Contact Us

Training and Education
Documentation

Spam, Hacking and Phishing

RIPE Labs

Member Information

Have you got a spam/hacking
issue?
We want to help you find the responsible

party. Please read our ab to find out
who's responsible.

New on RIPE Labs

RIPE Documents

IPv6 Info Centre
RIPE NCC Activity Plan

What We Do

Careers

Executive Board
Corporate Governance

GM - Register Your Vote Today!

RIPE NCC General Meeting - ...

.

>

Register Now!

NRO News



13

Conseguir un rango de direcciones IPvé

N cc Website

10N CENTRE

Manage IPs and ASNs Analyse Participate ; Publications

RIPE NCC Statistics RIPE NCC Membership Contact Us RIPE Documents What We Do

RIPEstat N Training and Education RIPE Labs Careers

RIPE Atlas Policy Development Documentation IPv6 Info Centre Executive Board
Resource Transfers and Mergers Raw Datasets Internet Governance Spam, Hacking and Phishing RIPE NCC Activity Plan Corporate Governance

News and Announcements Member Information GM - Register Your Vote Today!

s e sl ' RIPE NCC General Meeting - ...

rdam, The

Pu 'o‘I
>

Have you got a spam/hacking

S issue?
Archived

We want to help you find the responsible
v All of our services are operating normally. abuse pag
p g Y. E party. Please rgad our at to find out Register Now!
who's responsible.
Iceland

NRO News

New on RIPE Labs




Conseguir un rango de direcciones IPvé

RIPE NCC

RIPE NETWO! INATION CENTRE

Manage IPs and ASNs > Analyse Participate

You are here: Home > Manage |Ps and ASNs > LIR Portal

My LIR What would you like to request?

Resources © IPv6 Addresses

My Resources IPv4 Addresses

ASN (Autonomgus System Number)
Request Transfer g g
® IXP (Internet xchange Point) Assignment
IPv4 Transfer Listing Service

RPKI Dashboard

RIPE Database

Not sure? Read the support

14

What kind of IPv6 address space do you want to request?

+) IPv6 Allocation
IPv6 Provider Irjdependent (Pl) Assignment
Temporary IPvp Provider Independent (Pl) Assignment
IPv6 End User [Site Assignment

IPv6 Anycast Assignment

< Continue




Conseguir un rango de direcciones IPvé

What IPv6 subnet size would you like?

/29

Specify the country in which the allocation will be announced

SPAIN

Person with administrative responsibility (a

-RIPE

Person with technical responsibility (tech-c)

CCC57-RIPE

Carlos Cardenas Cebrian
Do you already have an IPv6 range?

Enter IPv6 ran

Maintainers, persons and roles are RIPE Database objects,

click her

| confirm that | am going to make assignments and/or sub-allocations from the
allocation, in accordance with the ’

| confirm that the network that will be using these Internet number resources has an
active element in the RIPE NCC service region.

< Continue
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|IPvé6 Basico

e Direcciones IPvé: 2128 (128 bits)
o IPv4: 232(32 bits)
e Cadasubred debe de ser como minimo un /64

e Asignacion aclientes finales:

o /64 (1 subred)
o /48 (65536 subredes)

e Asignacion minimaal LIR /32

o 65536/48s
o 16777216/56

e No hace usode broadcast: Multicast e ICMPvé

17
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Direccion IPvé

Una direccién IPv6 (en hexadecimal)

2001:0DB8:AC10:FE01:0000:0000:0000:0000
¥ ¥ ¥ \ A '

I
2001:0DB8:AC10:FEO1:: Se pueden omitir los ceros

YN T

10000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000

e 8camposde 16 bit cadauno
e Usanotacién hexadecimal (4 digitos por campo)

e Cadagrupode 4digitos se separa por “: Mas infor:


https://tools.ietf.org/pdf/rfc5952.pdf

SU bFEd es en I PVé (/48 tomadas desde el /32 asignado por RIPE)

Prefix + Subnet + Interface ID = 128 bits

N I

Routing prefix Subnet Subnet

2001:db8:0001:0000:0000:0000:0000:0001/48
2001:db8:0002:0000:0000:0000:0000:0001/48
2001:db8:0003:0000:0000:0000:0000:0001/48

48 bits 16 bits

: e
2001:db8:001a:0000:0000:0000:0000:0001/48

e 8camposde 16 bit cadauno
e Usa notaciéon hexadecimal (4 digitos por campo) Mas info:
e Cadagrupode 4 digitos se separa por “:"


https://tools.ietf.org/pdf/rfc5952.pdf

Subredes en IPvé

64 bits interface id

) I
2001:0db8:0000:0000:0000:0000:0000:0000
A A A
/64
®/56 (256 x /64)
® /48 (65536 x /64)

® /32 (65536 x /48)

Mas info:


https://tools.ietf.org/pdf/rfc5952.pdf

Cabecera IPv6

IPv4 Header IPv6 Header

Type of

Version ;|5 Sarvice

Total Length - .
Version Flow Label

Fragment

Identification Flags Offset

Next
Time to Live| Protocol Header Checksum Payload Length Header |HOP Limit

Source Address
Destination Address
Source Address

'g Field’s Name Kept from IPv4 to IPv6
@ [ Fields Not Kept in IPv6

g - Name and Position Changed in IPv6
=1 [ New Field in IPv6

Destination Address




Tipos de direcciones IPvé

Tipos de direcciones

Type Range

Link local fe80::/10

Global Unicast 2000::/3

Multicast

Unique local fc00::/7

22

Direcciones especiales
Type Range

Loopback 1/128
Documentation 2001:db8::/32
6to4 2002::/16
Unespecified address /128
Teredo 2001::/32

Anycast Any unicast (enable “nobAD")




|Pvé6 es compatible

Detalles de la conexion de red

Detalles de la conexion de red:

wi-Fi [EZI DNs

Configurar IPv4:
Direccién IPv4:
Méscara de subred:

Router:

Configurar IPv6:

Router:

WINS

Usar DHCP
10.200.1.166
255125525510

10.200.1.1

Automaticamente

802.1X  Proxies Hardware

Renovar concesién de DHCP

Cliente DHCP:

(si es necesario)

fe80::d437:c9ff:fe63:c346

Direccion IPv6

21-10] o2 A ———

2a0b:5_2 . oo

inet6

root@ns:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo

valid_1ft forever preferred_lft forever

Longitud de prefijc
N | > | 64
-9:e103 64

::1/128 scope host

‘ Propiedad

Sufijo DNS especifico para la conexion
Descripcion

Direccion fisica

Habiltado para DHCP

Direccion IPv4

Mascara de subred IPv4

Concesion obtenida

La concesion expira

Puerta de enlace predetemminada IPv4
Servidor DHCP 1Pv4

Servidores DNS IPv4

Direccion |Pv6

Direccién |Pv6 temporal

Vinculo: direccién IPv6 local

Puerta de enlace predeterminada IPv6

Servidor DNS IPv6

Valor

Realtek PCle GBE Family Controller
98-25-A6-36-D8C4

Si

172.20.9.33

255.255.255.0

martes, 2 de octubre de 2018 12:41:03
miércoles, 3 de octubre de 2018 12:41:03
172.20.9.1

172.20.9.1

10.200.1.2

8888

2a0b:5081:

2a(0b:5081:
fe80::995:42cb:d37b.e ¥
fe80::6e3b:6bff fe 16:1e0%22

valid_1ft forever preferred_lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 1000

Linkderther . _____ _[OEOSEFESESREEhTs fhaTf

gneey . __ .. __JMo;Rdil______________ ScopelglobaiNethe
valid 1ft forever preferred 1ft forever

inetoN2atibs - /48 scope global

valid_1ft forever preferred_lft forever
inet6 fe80::20c:297f: ~/64 scope link
valid 1ft forever preferred 1ft forever

23




IPvé

Plan de

direccionamiento



Plan de direccionamiento IPvé

e Noes necesario preocuparse por agotar el espacio de direcciones |IPvé.
e Agregacién de rutas es siempre recomendable (Tabla de rutas mas 6ptima).

e Importante: jLas Link Local address no aparecen en un traceroute!

25



BCOP RIPE-690

e Recomendaciones sobre tamanos de asignacion y tiempo de persistencia:

e Reservar paracadaenlace PtP un /64 pero direccionar como /127.

e Asignar al menos un /48 oun /56 por cliente.
e Tiempo de concesion largo (mejor estatico): Trazabilidad del cliente.
e Numerar las interfaces WAN del CPE con GUAs (Global Unicast Address).

Mas Info:

26


https://www.ripe.net/publications/docs/ripe-690

27

Dimensionamiento de las subredes

e Asignar prefijo con tamafno necesario para el nimero de clientes a servir.
e Procurar que se pueda hacer agregacion de rutas. Tabla rutas 6ptima.

e Reservar uno o dos prefijos contiguos para posibles necesidades.

e Usarun /64 paradireccionar los Loopbacks.

e Reservar otro /64 paraservicios (DNS, WWW, etc.).

Mas Info:


https://www.ripe.net/publications/docs/ripe-690

Subredes en IPvé

64 bits interface id

) I
2001:0db8:0000:0000:0000:0000:0000:0000
A A A
/64
®/56 (256 x /64)
® /48 (65536 x /64)

® /32 (65536 x /48)

Mas info:


https://tools.ietf.org/pdf/rfc5952.pdf

Escenario

Anunciamos el prefijo asignado
por RIPE 2001::/16 desde el
router Core

Numeramos todos los interfaces
con GUAs para que funcione
traceroutey ping

Asignamos subred a cada Antena,
segun numero de clientesy
tamano del prefijo a delegar a
cada uno.

En nuestro escenario asignamos
un /48 a cada antena y delegamos
un /60 a cada cliente final (16
subnets /64)

29

2000::103/127

LY.

/A

U MKy
/A

2000::102/127

Antenas 2000:a::4/112

@ @ (@

CPE b axb exb exb amb

2000:a::2/112 2000:a::3/112

R R R



Direccionamiento

Prefijo Uso Localizacion
2000::100/127 Infraestructura IX BGP Carrier
2000::103/127 Infraestructura IX BGP Core

2000:a::/112 Infraestructura OSPFv3 CPD-Antenas
2001:1::/48 Clientes Antena 1
2001:2::/48 Clientes Antena 2
2001:3::/48 Clientes Antena 3

2001:100::/48 Infraestructura Direccionamiento Interno

Reservamos a partir del 2001:0::/48 para ampliaciones clientes

30
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Escenario |
I BGP ‘
Core @<
e Peer BGP IPvé6 entre ore g
Carriery Core ‘ 6to4
e Tunel 6to4 entreel corey CPD =<

105 CPD's /T N\WOSPFV3

e OSPFv3conlas antenas Antenas

e PPPoE paralas conexiones ((ig)) (((A)» ((SA)»

de los clientes

e Y asignacion mediante (™) (@) () () ()
SLAAC enla LAN CPE - o o o -

e L
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BGP IPv6

Aplicaremos una
configuracion BGP
entre dos cores con

IPv6



fﬁ Carriers Aﬁ

En este lab configuraremos unos BGP carrier para ver como se propagan los

prefijos IPv6 y poder llegar a los equipos finales de cliente desde éste, a

través de nuestra infraestructura.




BGP 1

[=]/E3 O]
+ = v AT
Add From Pool InterF, Adverti v = [v]|%] [T [T
ress rom Hool nterrace vertise - = -
G gP°2000::100{127 ether3 no Address / |From Pool Interface Advertise || ¥
@ 22000“103!127 ) i G §r2000:101/127 ethert no '
DL fe80::5054:ff:fe45:83a... ether3 no
DL Pfes0::5054:FF:feSa:bfa... etherl no DL Pfedn::5054:ff:feaciecd. . ether2 o
DL 9fes0::5054:FF:feda:occ. . ether2 = DL fe80::5054:ff:Feed:2bd. .. etherl no
S items (1 selected) - : ;
3items (1 selected)
s asdess comstouzs __@E
— - IPv6 Address <2000::101/127 >
Address: |2000::100{127 [ Address: /
From Pool: = |: From Pool: | v (T 0 (R 000:: 1017127 0l
Interface: |ether3 ¥ |_" Interface: |etherl ¥ From Pool: Cancel
EUI64 [ EUI64 Interface: | etherl Apply
e 4 e Eul64 o
L Copy Adverti
L "J dvertise R
[ ooa0
enabled Global enabled Global Copy
Remove
enabled Global

/ipv6 address
add address=2000::101/127
advertise=no interface=etherl




BGP 1

Instances | YRFs Peers Metworks Agaregates VPN4 Routes Adv Instances |VRFs Peers Networks Agaregates VPN4 Routes Ad
+ = v|% a7 +|=| [v]x [0 [T

[ame ! ’AVS |Router 1D Out Filker |Confede... |C Name ' |as Router ID Out Fiter | Confede...
#3default 65001 10,0.0.133 | @default 65002 10.0.0.134 i -

BGP Instance <default> =B BGP Instance <default>

MName: |default | Mame:

A5: |65001 i AS: |65002
Router ID: |10.0.0.133 N Apply 3 Router ID: |10.0.0.134 - Apply

Redistribute Connected Redistribute Connected Disable

Redistribute Static

Redistri ;
edistribute Static R Comment
Redistril
edistribute RIP = =
Redistribute OSPF Copy | Redistribute OSPF
v| Redistribute Other BGP Redistribute Other BGP Remove
out Filter: | = Out Filter:
Confederation: | v Confederation:
Confederation Peers: | |+ Confederation Peers:
| . v
Cluster ID: | v Cluster ID:
Routing Table: v Routing Table: v
v| Client To Client Reflecti
|v! Client To Client Reflection ient To Client Reflection

Ignore AS Path Length
Ignore AS Path Length g g

enabled

/routing bgp instance
set default as=65002
router-1d=10.0.0.134




BGP 1

Instances YRFs Peers | Metworks Agaregates VP4 Routes  Advertisements

g | = | : ‘_ | Y| | Refresh || Refreshall || Resend || Resend All |

| Mame  Instance  [Remote Address |Remote AS |M..[R..[TTL [RemoteID |
&peerl default 2000::101 65002 no no d.. 10.0.0.134
&peerz default 2000::102 65000 no no d... 10.0.0.132

.

2 items

Instances VRFs Peers ‘Networks Agaregates YPN4 Routes  Advertisements
|| = : | =] T | | fefresh || Refresh&ll || Resend || Resend Al :

| [mame  lmstance  [Remote Address [Remote A5 [M...[R...[TTL [Remote 1D
‘ &2peert default 2000::100 65001 no no d... 10.0.0.133

/routing bgp peer
add address—-families=ipv6
name=peerl remote-address=2000::100
remote-as=65001




Core

38

Configuramos las direcciones IPv6 que se publicardn en nuestro core y como las veran los carriers,
para el Core lo configuramos de la siguiente forma, primero las IPv6 para la sesion BGP

|| =| |«||%| O | T

‘ Address From Pool Interface

| DL 9rfes0::5054:ff:febc:dféc. .. ether3

DL Pfes0::5054:fF:fe2a:afs. .. ether2

| P2000::102{127 etherl
o fes0: :5054:ff:Fede:c03. .. etherl

From Pool:

Interface:

EUIE4
Advertise
No DAD

enabled Global

[=]|E3

Advertise v
no
no
no
no

/ipv6 address
add address=2000::102/127
advertise=no

interface=etherl



Core

Definimos nuestro AS y el ID del router

Instances |YRFs Peers Networks Aggregates YPMN4 Routes  Ad

b= (X AT

Mame as Router ID Qut Filter | Confede...
ﬂdefault 65000 10.0.0,132

BGP Instance <default> B

Name:
AS: |65000 Cancel ]

Router ID: |10.0.0.132 \ Apply

Redistribute Connected ’ Disable ‘
Redistribute Static ‘ ey
Redistribute RIP -

Redistribute OSPF

Redistribute Other BGP Remove |

Qut Filter:

Confederation:

Confederation Peers:
Cluster ID: v

Routing Table: i
v| Client To Client Reflection
Ignore AS Path Length

39

/routing bgp instance
set default as=65000
router-id=10.0.0.132
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Core

Instances YRFs Peers |Metworks Aggregates VPM4 Routes Advertisements

g =| & %8 (O || | Refresh | Refreshall || Resend | Resend Al Conﬂguramos eI peer del carrier

Mame Instance Remote Address  |Remote AS  |M... R... TTL Remote ID Uptime:
ipeert default 2000::103 65001 no no d. 10.0.0.133 20:16:10

BGP Peer <peerl>
General | Advanced Status
MName:
Instance:
Remote Address:
Remote Port: -
Remate AS: |65001 / routlng bgp peer
TCP MDS Key: = = O
ey e add address-families=ipv6
Multihop
Route Reflect name =pe er 1
Hold Time: |180

Keepalve Tine: : remote-address=2000::103

TTL: |default

Max Prefix Limit: remo te —as= 6 5 0 0 1

Max Prefix Restart Time:

In Filter:
Out Filter:
Allowas In:

Remove Private A5
AS Override

Default Originate: |never
Passive
Use BFD

established




Core

Afnadimos el rango de red que queremos publicar, y comprobamos que esté marcado ipv6

Instances YRFs Peers MNetworks Aggregates VYPN4 Routes Advertisements

4 - =T
| :Network Synchro... |
#32001::16 no

BGP Peer <peerl:

General Advanced | Status

Address Families:

Update Source: none

Cisco VPLS NLRI Length Format: |auto bits

/routing bgp network

add network=2001::/16 synchronize=no

[2vpn-cisco
7 A

¥

41
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Core

Afadimos la ruta para nuestro rango de = v X O V
ip’s esté apuntando a una salida. Dst. Address Gateway

as P 2001::/16 fed0::1%ether1 reachable
DAC P 2000::102/127 ether1 reachable

IPv6 Route <2001::/16>

General | attributes

Dst, Address: |=uEHRE

/ipv6 route
Gateway: |fe80::1%etherl ¥ | reachable

add distance=1
Check Gateway:

dst-address=2001::/16 .
Type: lunicast

gateway=fe80: :1%etherl
Distance:

Scope:

Target Scope:
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Core

Comprobamos que éste el peering establecido y comprobaremos si se propagan hacia el carrier

BGP =] E3

Instances VRFs Peers Networks Aggregates YPMN4 Routes Advertisements

|| = | | 13| | T | Refrest Refresh All Res vResendAIIV

 [Name * |Instance :Remote Address Remote AS MR ETTL iRemote ID jUptime iPreFix Co...TStater >
- &ipeerl default 2000::103 65001 no no d... 10.0.0.133 20:49:32 established |




BGP

Instances YRFs Peers jNetworks Agaregates YPMN4 Routes  Advertisements

I | Refresh || Refresh all

=]

| [Mame
_ #ipeerl
| #peerz

| €]
;2 items

/ |Instance

default
default

BGP 1

[Remote Address |Remote A5 [M...[R... TTL [Remote ID  [Uptime |Prefix Co... State ||
2000::101 65002 no no d.. 10.0.0.134 18:54:29 establishe:
2000::102 65000 no no d... 10.0.0.132 20:48:31 1 establishé

=E|

| Resendall | Il

[+]

BGP

Instances YRFs Peers jNetworks Aggregates  YPN4 Routes  Advertisements

| Mame.

| ﬁpeerl
o]

|1 item

| || | | | Refresh | Refresh &l || mecend || Resend All |

 |Instance  |Remote Address  [Remote A5 [M...[R...|TTL [Remote D [Uptime |Prefix Co... State |
default 2000::100 65001 no no d.. 10,0.0.133 18:54:15 1 established)

=




Tunnel

éPor qué no usar

una red existente
IPv4 para enlazar
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Tunnel 6to4

Conectaremos los CPD’s con el Core mediante una red WAN IPv4 para hacer la
distribucidon de los CPD’s mas sencilla al usar las redes actuales.
En este laboratorio no se representara la red IPv4 y se conectaran directamente los

interfaces simulando las ip’s como direcciones publicas



Core

EAEREA B =R 4

:.Q.ddress / :Network ilnterface
172.16.100.1... 172.16.100.0  ether2

2 items

[=1E3
Address: [172.16.100.1/30 | oK
Network: |172.16.100.0 | 4 Cancel
Interface: |ether2 7713: Apply
Disable
Comment
Copy
Remove
‘enabled

=

55

address - "Nértwovfk”

\Interface,

oP°172.16.100.2... 172.16.100.0  etherl

féitems
Address: |172.16.100.2/30 oK
Metwork: 172.16,100.0 | & Cancel
Interface: etherl 3 Apply
Disable
Comment
Copy
Remove
‘enabled
@) ada0 c
add addre 00
e O 00.0



Core

IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

10

no

v| Clamp TCP MSS

v

[«

«

+" =| || | Detect Internet dev||=| ¢ %8| O |T| | DetectInternet
hame |Type |Actual MTU L2 MTU [Tx | [Name Type |Actual MTU [L2MTU | Tx
R 4Ptod 6to4 Tunnel 1280 65535 R <4Pétod 6to4 Tunnel 1280 65535
555 Swa-BGP 533 SwS-Core
R <ivethert Ethernet 1500 R <ivetherl Ethernet 1500
133 SWS.CPD 535 SW7-Ant
R ¢ivether2 Ethernet 1500 R 4ivether2 Ethernet 1500
Interface <6tod> Interface <6to4>
General | Status  Traffic General | Status  Traffic oK
i Mame: Mame: |6tod Cancel
Type: |6to4 Tunnel Type: |6to4 Tunnel Apply
| 1 -~ .
MTL: (1280 MTU: 1280 Disable
Actual MTU: 1280 Actual MTU: 1280
L2 MTL: 65535 L2 MTL: (65535
Local Address: [172.16.100.1 - Local Address: |172.16.100.2
Remote Address: |172.16.100.2 [ Remote Address: |172.16.,100.1 |

IPsec Secret:
Keepalive:

DSCP: |10

Dont Fragment: |no
[v| Clamp TCP M55

/interface 6to4
add local-address=172.16.100.2
mtu=1280 name=6to4d remote-address=
172.16.100.1
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IPvé

Para obtener la direccion IPv6 correspondiente al tinel 6to4 hay que hacer una conversion entre la
ipv4d y el pool a usar. En la siguiente direccion se puede obtener:

http://silmor.de/ipaddrcalc.html#ip46

® No es seguro calc.html#ip46

IPv4 to IPv6 Transitional

[hide]
IPv4 in IPv6 Addresses

In some configurations IPv4 addresses can be written or used in IPv6 notation or they become part of an IPv6 address. This form allows you to convert from IPv4 to IPv6 and back. Depending on
your application you may have to shift the IPv6 segments.

IPv4 Address: 192.168.0.1 convert Please use dotted decimal notation.
IPv6 Address: ::coas:1 convert Please use hexadecimal notation with the relevant 32 bits to the far right.

6to4 and 6RD Network Prefix

6to4 and 6rd are transitional mechanisms that will be used until native IPv6 is universally available. With both mechanisms you can assign an IPv6 prefix to an entire network based on the IPv4
address of the gateway. Both use the 6in4 encapsulation to transport IPv6 packets inside IPv4 packets between the border gateway of the local network and the gateway servers outside.

6t04 is a public service, everybody can configure a gateway to use it - no subscription is necessary, since gateways will always know where to route responses based on the prefix. All 6to4 prefixes
are in the 2002::/16 network and are /48 bits long (16bits for 2002::/16 and 32bits from the IPv4 address of the gateway). Unfortunately this service has become quite unreliable since public
gateway servers seem to be unable to scale with the demand for prefixes.

6rd is the provider internal equivalent of 6to4. The provider establishes a gateway (or cluster of gateways) in its internal network and customer gateways are configured to use this gateway. The
provider side prefix can be considerable longer than with 6to4 (/32 is normal), but it is also quite common to use only some bits of the IPv4 address - normally IPv4 addresses for customers are
cither assigned from a limited pool of public addresses (a /16 being the norm) or from one of the "private" pools (e.g. 10.0.0.0/8), so the leftmost bits of every customer IP will be identical and can
be ignored. For this mechanism to work you have to be a subscriber of an ISP that provides this mechanism to its customers. The values that go into this calculation may or may not have some
resemblance to what you can find out using the whois service, but the provider is free to use sub-nets, so you will need information directly from the provider.

Provider prefix IPv6:  2002: /16 Use 2002::/16 for 6to4 and whatever you ISP gave you for 6rd
Customer IPv4: IP: 172.16.100.2 using 30 bits; use your public IPv4 address (PPP: your own, not the peer address) and the bits value from the ISP or 32 for 6to4
IPv6 Customer prefix: 2002:8041:9008:: / a8

ISP -> Customer | convert the ISP prefix and public IPv4 to a IPv6 customer prefix
Customer -> ISP convert the IPv6 customer prefix to ISP prefix and public IPv4 (the provider prefix length will be used as is)




Core

*|=| [v]|¥] D] |T] | + = vix a Y
fodress ot Boc litertare ‘ |advertise | | Address - .. From Pool Interface Advertise || ¥
- gf”gozf.bﬁ“i%f:;ffm - he G 9P2002:b041:9008::/3 Btod no |
e A o L DL Pfes0::3:acl0:6402/64 Btod no
DL PfeB0::5054:ff:fede:c03. ., etherl no
DL °feB0::5054:FF:fe7c:55d. .. ether2 no
G qP2000::102/127 ether1 no SRR TR Ay o
DL  Pfes0::5054:ff:fe2a:afs... ether2 no S b 2 EUCHECH. &) oy L
DL  9Pfed0::5054:ff:Febidfbc. .. ether3 no 1Pv6 Address <2002:b041:9008::/3> o
‘ : no
: Address: |2002:b041:9008::/3 QK
Address: 2002:b041:9004::/3 QK
: - From Pool: Cancel
From Pool: v - |
Interface: |6tod Apply
Interface: 6to4 ¥ Apply
EUIG4 Disable
EUle4 Disable Advertise
: —_— Comment
Advertise O E No DAD
No DAD Copy
Copy
Remove
Remove
enabled Global

/ipv6 address
add address=2002:0041:9008::/3
advertise=no interface=o6to4




Core

Fing :
General | advanced General | advanced
Ping To: |2002:b041:9008:: Ping To: |2002:b041:9004::
Interface: | Interface: |
|| ARP Ping || ARP Ping
Packet Count: Packet Count:
Timeout: |1000 | ms Timeout:
|Seq# / |Host Time  |Reply Size |TTL |Status 'v|| | /520 # / Host [Time  |Reply Size |TTL |Status
0 2002:b041:9008:: Oms 50 64 echo reply | 012002:b041:9004:: 1ms S0 64 echoreply
1 2002:b041:9008:: Oms 50 64 echoreply | 1 2002:b041:9004:: 1ms S0 64 echoreply
2 2002:b041:9008:: Oms 50 64 echoreply 2 2002:041:9004:: Oms S0 64 echoreply
3 2002:b041:9008:: oms 50 64 echoreply ‘ 3 2002:b041:9004:: 1ms S0 64 echoreply
4 2002:b041:9008:: Oms 50 64 echo reply | 4/2002:b041:9004:: Oms S0| 64 echo reply
5 2002:b041:9008:: ims 50 64 echo reply 512002:b041:9004:: lms S0| 64 echoreply
6 2002:b041:9004:: Oms 50 64 echo reply
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Core

Ahora que tenemos por donde van a ir las g = ¢ | I YT

direcciones ip, las apuntamos en esa ruta. Dst. Address Gateway
DAC P 2000::102/127 ether1 reachable
AS F2001::/16 6to4 reachable
paC P 2000::)3 6to4 reachable

IPv6 Route <2001::/163

General | Attributes

Dst, Address: |

/ipv6é route =
Gateway: |6tod | ¥ |reachable

add distance=1
Check Gateway:

dst-address=2001::/16
Type: unicast

gateway=6to4

Distance:

Scope:

Target Scope: |




Usar OSPFv3 para
enrutar las direcciones
IPv6 hasta los
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La version 3 es mucho mas sencillo de configurar, en pocos pasos esta

funcionando.




CPD Antena

[Cl[x]
* = v¥ O T nd_| = v % 4 T
Address From Pool Interface Advertise ||¥ - ‘ ‘ ‘ : =
G ©2002:b041:9008::/3 : etod T F:ﬁdﬁdressu = From Pool Interface Advertisy
DL PfeB0::3:acl0:6402/64 6tod no & 2000::2:2112 etherl no
DL  Pfe80::5054:ff:fe7c:55d... etherz no DL Pfed0::5054:fF:fed0:6F0.., ether1 no
DL  =°fed0::5054:ff:febd:fdch... etherl no DL  =°feB0::5054:ff:fe6a:55a... ether3 no
G qP2000:a:1f112 ether2 no DL  P°feB0::5054:ffF:feed:b26... ether2 no
DL qrfes0::5054:Ff:fef2:9a5/64 ether3 no ,
& toms (1 selected) | IPv6 Address <2000::a:2{112> =] E3
T Address: | EERAPE P OK
dcliece ' From Pool: Cancel
From Pool: v Interface: |etherl Apply
Interface: |ether2 ¥ Apply ELT64 T
| EUIG4 i i
. A Disable » Advertise ok
Advertise @ Mo DAD
| Mo DAD [: Copy
Copy
Remove
enabled |Global

/ipv6 address
add address=2000::a:2/112
advertise=no interface=etherl




CPD

Interfaces |Instances Areas AreaRanges Virtual Links Meighbors  NBMA

d = v X T

vArea ' Interface VCost Priority Network Type
&3backb... etherz 10 1 default
OSPFv3 <etherz> =] E3
General | Status
Area: s Cancel
Interface: |ether2 | * Apply
Cost: |10
Disable
Priority: |1
Copy
Metwork Type:  default ¥
|
Instance ID: |0
Passive
Use BFD
Retransmit Interval: (S H
Transmit Delay: |1 s
Hello Interval: |10 s
Router Dead Interval: 40 s
enabled State: designated ro...

Antena

Interfaces | Instances Areas AreaRanges Yirtuallinks Neighbors NEM
= v % |7

Area Interface Priority Network Type
&backb... etherl 1 default

General | Status
Area: |backbone |+ Cancel

Interface: |etherl Apply

Cost: |10
Disable

Priority: |1 ’ﬁ
Copy

MNetwork Type: |default Ii
ST Remove

Instance ID: |0

Passive
| Use BFD

Retransmit Interval:
Transmit Delay:

Hello Interval:

Router Dead Interval:

enabled State: backup

/routing ospf-v3 interface
add area=backbone interface=etherl




CPD

Interfaces Instances ‘Areas Area Ranges Virtual Links MNeighbors MNBMA

=] [#l[%] [l [¥]

‘ ArName / "Router 1D VRunning '
* gRdefault 10.0.10.1 yes
OSPFv3 Instance <default> =] E3

General | Metrics  Status

OK

MName: .

Router ID: |10.0.10.1 | IIHHII

Redistribute Default Route: |never ¥

Redistribute Connected Routes: 'no' ¥

Redistribute Static Routes: _'asrtype 1 ¥

Redistribute RIP Routes: |no ¥
Redistribute BGP Routes: |no |
Redistribute Other OSPF Routes: |no ¥

enabled |default

Antena

Interfaces Instances |Areas AreaRanges VirtualLinks Meighbors NEMA

+| =] [v|[% a7

Name Router ID :Running
* $Rdefault 10.0.10,2 ves

OSPFv3 Instance <default:> =] E3

General | Metrics  Status oK

Mame: |default Cancel

Router ID: |10.0.10.2 Apply

Redistribute Default Route: |never _ Disable

Redistribute Connected Routes: |no ' Comment

Redistribute Static Routes: |as type 1 I : Copy

Redistribute RIP Routes: |no | Remove

Redistribute BGP Routes: no

Redistribute Other OSPF Routes: 'no

enabled default

/routing ospf-v3 instance
set redistribute-static=as-type-1
router-id=10.0.10.2

/ipv6 route add dst-address=2001:1::/48

type=unreachable




OSPFv3

CPD

Virtual Links Meighbors | NBMA Neighbors LSA Routes AS Bo

Rd

jfihst;ance ! ERouter 1D

. #3default 10.0.10.2

| idefault 10.0.10.3

2 items

address |
fe80::5054:F. ..

fe80::5054:F...

mnterface |

ether2
ether2

Antena

QSPFv3

Virtual Links  Meighbors | NBMA MNeighbors LSA Routes  ASH

R

Instance / |Router 1D ‘Address |Interface
. #3default 10.0.10.1 feB0::5054:F... etherl
&default 10.0.10.3 fe80::5054:F,.. etherl

2 iEems
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Conectar los clientes a las antenas mediante el PPPoE, una forma eficiente y
asentada en el mercado
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Antenas

Asignamos el pool de prefijos IPv6 que va
a delegar esa antena hacia los CPEs Pools | Used Prefixes

| |=] | T

Mame Prefix Prefix Length Expire Time
IPv6_PPPoE 2001:1::/48 60

1 item {1 selected)

/ipv6 pool Name: | TN

add name=IPv6_PPPoE Prefix: (2001:1::/48

Prefix Length: |60
prefix=2001:1::/48
Expire Time:

prefix-length=60

] Remove \




Antenas

Configuracién sencilla de un servidor
PPPOE

/ppp profile
add dhcpvé6-pd-pool=IPv6 PPPOE
name=IPv6 only-one=no

use-ipvé6=required
/Ppp secret

add name=pppv6 password=ipv6

profile=IPv6 service=pppoe

/interface pppoe-server server
add default-profile=IPv6
disabled=no interface=ether2

service-name=PPPoEv6

Interface PPPOE Servers | Secrets Profiles Active Connections L2TP Secrets

= v|% T

Service ... / |Interface
@PPPoEvE  ether2

Default Pro...|Authentication
IPv6 mschap2 mschap. ..

PPP Profile <IPv6: |

General

Max MTU |Max MRU MRRU

Protocols  Limits Queue Scripts

Local Address: %

MName: |pppvt

v Cancel ]
[—A.

Appl

Password: lipve MName:

Service: |pppoe

Caller 1D: Remote Address:

Comment -4‘

| copy |
|

Remove |

Profile: Remote IPv6 Prefix Pool:

DHCPv6 PD Pool: |IPv6_PPPoE | #

Local Address:

Remote Address: Bridge:

Remote IPv6 Prefix: Bridge Port Priority:

Bridge Path Cost:

Routes:
Bridge Horizon:

Limit Bytes In:

e Incoming Filter:
Limit Bytes Out:

Qutgoing Filter:

Last Logged Out: |Sepf30/2018 20:10:22

Address List:

enabled Interface List:

PPPoEvE DNS Server:

Service Name:
WINS Server:
Change TCP M35

Cno  yes ¢ default

Interface: |ether2
Max MTLL:
Max MRLU: Use UPRP

MRRU: Cno  yes @ default

Keepalive Timeout: |10
Default Profile: |IPvé

One Session Per Host
Use IPv6

‘ el
| pply
\ Comment ,

Max Sessions: ¥

PADO Delay: ¥ ms P

v mschapz  [v| mschapl Cno  yes C required ¢ default

v| chap v|pap

Authentication:

Use Compression

enabled Cno  ves

& default
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CPE

—_— Interface | PPPoE Servers Secrets Profiles  Active Connections L2TP Secrets

. v PPP Scanner PPTP Server SSTP Serve
Cliente de PPPoE en el CPE que conecta + v
_ MName Type vActuaI MTU  [LZ2MTU  [Tx
con la antena $->pppoe-outl PPPoE Client
Interface <pppos-outi>
General Dial Out | Status  Traffic OK
Service: Cancel
. . AC Name: Appl
/interface pppoe-client Shame EEY
add add-default-route=yes User: Disable
. . Password: Comment
disabled=no interface=etherl
Profile: , Copy
name= oe-outl
B Keepalive Timeout: |10 Remove
password=ipv6 user=pppv6 Torch
Dial On Demand

Use Peer DNS PPPoE Scan
v Add Default Route

Default Route Distance: |1

Allow: v mschap2 (v mschapl
V| chap v| pap
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CPE

g = |« 8 (| Y| | Release Renew

Interface Request  |Pool Name Pool Pr... | Use P... |AddD...
el prefijo para el cliente. pppoe-outl prefix ip 60 yes Ves

Ponemos un DHCPv6 Client para obtener

DHCPv6 Client <pppoe-outl >

DHCP | advanced Status
Interface: ¥ Cancel

/ipv6é dhcp-client

add add-defaul t-route=yes Request: | info address v prefix ‘h Apply
interface=pppoe-outl oo e { Disable |
pool-name=ip Pool Prefix Length: m‘
pool-prefix-length=60 Bretbabant: \—Co—py:

request=prefix v/ Use Peer DNS ol

v| Add Default Route 1
[ Release
Renew

enabled Status: bound
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Cémo distribuir el prefijo asignado al CPE entre los equipos de los clientes
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CPE O]

I d = ¢ % O T

Se configura la interfaz para repartir Address From Pool Interface Advertise ||¥
2001:2:: /64 ip ether3 yes

P fed0: 3164 pppoe-out1 no

o fed0: 5054 :FF:feS7:637... ether1 no

o fes0::5054:fF:Feab: 785. .. ether3 no

o fes0::5054:fF:feea: 702. .. ether2 no

el prefijo asignado

IPv6 Address <2001:2::/64>
Address:

From Pool: |ip + Cancel

O
~

/ipv6é address

add from-pool=ip
Interface:  ether3 ¥ Apply
interface=ether3

EUIES Disable
v Advertise
No DAD

Comment

o
B
|

=
_cor |

Copy

Remove

I




CPE

La IPv6 asignada al equipo en la red del CPE

~ Panel de control ~ Redes e Internet v Centro de redes y recursos compartidos

Ventana principal del Panel de
control

Cambiar configuracion del
adaptador «& VENTANAS-PC

Cambiar configuracion de uso (Este equipo)
compartido avanzado

Red doméstica

/‘ Red 2
=3

General

Conexion
Conectividad IPv4: Sin acceso a la red
Conectividad IPv6: Sin acceso a Internet
Estado del medio: Habilitado
Duracion: 00:05:48
Veloddad: 1,0 Gbps

Detalles... I

Actividad

Enviados ~—— L'- ~—  Recbidos

Bytes: 81.343 50.210

Ay Propiedades | #y Deshabilitar | Diagnosticar |
Cerrar |

Ver las redes actvag —M™M@8 —@8@W X¥X—™M@M8@¥

Ver informacion basica de la red y configurar conexiones

‘ . Ver mapa completo
i -y

i =

Red 2 Internet

Conectar o desconectar

Tipo de acceso: Sin acceso a Internet
Grupo Hogar: Unido
Conlsgiones: 4 Conexion de &rea local

Bl Detalles de la conexion de red

bxion o re. Detalles de la conexion de red:

Sufijo DNS especfficop...
Descripcion Conexién de red Intel(R) PRO/1000 MT
Direccién fisica 52-54-00-2D-2A-79
Habiltado para DHCP Si
Direccién IPv4 de config... 169.254.91.156
Mascara de subred IPv4  255.255.0.0
Puerta de enlace predet...
Servidor DNS IPv4
Servidor WINS IPv4
Habiltado para NetBios ... Si
Direccién IPv6 2001:2::4465:6810:258e:5b59¢
Direccién IPv6temporal ~ 2001:2::10f9:7cb1:942d:9e21
Vinculo: direccion IPv61... fe80::4465:6810:258e:509¢%11
Puerta de enlace predet... fe80::5054ff feab:7853%11
Servidores DNS IPv6 fec0:0:0ffff

fec:0:01ff::2

fec:0:01fff
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CPE Instances YRFs Peers |Networks Agaregates YPN4 Routes  Advertisements
L Y Refresh All Resend Al

MName Instance Remote Address Remote AS M... R... TTL Remote ID Uptime
&peerl default 2000::101 65002 no no d.. 10.0.0.134 20:26:
&peerz default 2000::102 65000 no no d... 10.0.0.132 z2z2:20:

¢
2 items

Se comprueba que se llegue B[]
General | advanced  Stat |

desde los Carriers hasta los Ping Tot (2001 2::465:6810:250e:505¢ 5

Interface: Close

ARP Ping

equipos del cliente final

Mew Window

Packet Count:

Timeout:

Seq # / |Host Time Reply Size |TTL |Status
142 2001:2::4465:6810:258e:5... 2ms 50 126 echoreply
143 2001:2::4465:6810:25 v 2MS 50 126 echo reply
144 2001:2::4465:6810:258e:5... 2ms 126 echo reply
145 2001 310: v 2MS 126 echo reply
146 2001 46¢ : S 126 echo reply
147 2001 65:6810:258e:5... 3 126 echo reply
148 2001 46¢ : 55 S 126 echo reply
149 2001 6 : 5. 126 echo reply
150 2001:2::4465: : 5. 2ms 126 echo reply
151 2001:2::4465:6810:258e:5... : 126 echo reply
152 2001:2::4465:6810:258e:5... 2ms 126 echo reply
153 2001:2::4465:6810:258e:5... ; 126 echo reply
154 2001:2::4465:6810:253e:5... 2 126 echo reply

155 items |155 of 155 packet... |0% packet loss Min: 2ms  |Avg: 2ms  Max: 9ms
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