The Dude Is dead

long live The Dude
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tmy  Agenda

= FMS Company Profile

= The Dude’s history

= The Dude on CHR

= Basic security settings

= The Dude’s RouterOS features

= Custom Statistics



FMS Internetservice GmbH

Value Added Distribution



s  FMS Internetservice GmbH

= Value Added Distributor
= Distribution
= Training
= Consulting

= Support

= Founded 1997
= 11 employees

= Southern Germany
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gm§  Getin Touch

= Website: http://www.fmsweb.de

= MikroTik Mirror: http://www.mikrotik-software.de

= Shop: http://www.mikrotik-shop.de
= Wiki: http://wiki.fmsweb.de

» Twitter: https://twitter.com/fmsweb de

" Facebook: https://www.facebook.com/fmsinternetservice

= Phone: +49 761 2926500

" Email; sales@fmsweb.de



http://www.fmsweb.de/
http://www.mikrotik-software.de/
http://www.mikrotik-shop.de/
http://wiki.fmsweb.de/
https://twitter.com/fmsweb_de
https://www.facebook.com/fmsinternetservice
mailto:sales@fmsweb.de

2§  Training Center

= Official MikroTik trainings

= All certification levels

= First German speaking
partner

= Two trainers

= Own training facility

= |nquiries: sales@fmsweb.de

Sebastian Inacker: TR11

Patrik Schaub: TR23


mailto:sales@fmsweb.de
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s  Distributor Table

= See our MikroTik based

appliances

= |Learn about VDSLplus
and G.FAST with Alcatel-

Lucent

= Get an update on SAF
Tehnika 2048 QAM

support

= See new Spectrum

Analysers



s  Distributor Table

Do you need towers or masts? Contact sales@fmsweb.de
X W Vi



mailto:sales@fmsweb.de

The Dude’s history

Unigue NMS threatened by extinction



2§  History

= First NMS choice for many
IT professionals
= Users outside the MikroTik

community

= easy to use

= fast creation of maps C
= l|ittle overhead k -.l
= free but powerful MlKro' '

= no web application




gy  Deyvelopment stopped

= No updates for years
= RouterOS functionality
breaking

= Bugs not fixed

= Alot of complains
= No alternatives

= Even more frustration




dlS  The Dude is finally back

= During 6.34:

*) dude - The reports of my death have been greatly

exaggerated,



2§  \Major changes

| 40Beta3 | From6335

Server, RouterOS All CHR, x86, CCR (Tile)
Plattforms

Server, Windows Yes No

Web GUI Yes No

Language Multi language English only



Get The Dude running

Installing from scratch



fmy  Choose the Platform

= Tile, Bare Metal x86,
Virtualisation?

= Virtualisation with x86 or
CHR?

= CHR optimized for
virtualisation
= 64Bit Kernel
= Driver Support



fl§  Download CHR Image

6.35rc12 (Release
candidate)

6.32.4 (Bugfix only) 6.34.2 (Current) 5.26 (Legacy)

images img, vmdk, vhdx, vdi

The Dude client oy o~
The Dude server o )
VMDK image L S
VHDX image oy L
VDI image vy N
Raw disk image oy )
Extra packages oy o~
Changelog =]

MD5

= Download VMDK CHR Image
= Create Guest with VMware Workstation Player

= Use downloaded VMDK image as disk



t§  CHR Licensing

= Option A: Use free license License Speed limit
Free 1Mbit
P1 1Gbit
= Option B: Use MikroTik P10 10Gbit
cloud hosting from FMS P-Uniimited Unlimited

(contact sales@fmsweb.de)

= Option C: Buy a license for your installation

= P1 will be sufficient in most cases (= 1Gbps per interface)


mailto:sales@fmsweb.de

g  CHR Installation

L) VMware Workstation 12 Player (Non-commercial use only) =t
Player v | » s «
ZA% Home Welcome to VMware
5l routeros @0 Workstation 12 Player

@ RouterOS (Standard 1S0) Create a New Virtual Machine

| — Create a new virtual machiné,Dhich will then be added to
o d'/ the top of your library.

Open an existing virtual machine, which will then be added

ﬁ Open a Virtual Machine
8 ] to the top of your library.

@ ‘~'-,»l Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more,

Help
k. * 4 View online help.




gy  CHR Installation

New Virtual Machine Wizard New Virtual Machine Wizard

Welcome to the New Virtual Machine Wizard Select a Guest Operating System

A virtual machine is like a physical computer; it needs an operating Which operating system will be installed on this virtual machine?
system. How will you install the guest operating system? B

Install f Guest operating system
ns om:
() Microsoft Windows
() Installer disc: () Linux
() Novell NetWare
=a DVD-RW-Laufwerk (D:) () Solaris
(®) Other
Version
() Installer disc image file (iso): | Other 64-bit v

Browse..,

(®) I will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Next > Ik

Help < Back Next = [} Cancel

Cancel




g  CHR Installation

New Virtual Machine Wizard New Virtual Machine Wizard
Specify Disk Capacity Ready to Create Virtual Machine
How large do you want this disk to be? Click Finish to create the virtual machine. Then you can install Other
64-bit.
The virtual machine's hard disk is stored as one or more files on the host The virtual machine will be created with the following settings:
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine. Name: CHR 2 A
Maximum disk size (GB): 8.0 k= Location: C:\Users\schaub\Documents\Virtual Machines\CHR #2
: _ : Version: Workstation 12.0
Recommended size for Other 64-bit: 8 GB Operating System: Other 64-bit
() store virtual disk as a single file bk ek 868, Spit
Memory: 256 MB

(®) Split virtual disk into multiple files Network Adapter: NAT

Splitting the disk makes it easier to move the virtual machine to another Other Devices: CD/DVD, Sound Card ¥

computer but may reduce performance with very large disks.
Customize Hardware...

Help < Back Next >7h Cancel < Back Finish EI Cancel




s

CHR Installation

) VMware Workstation 12 Player (Non-commercial use only)
Player v = » ~ Jmm
@ Home
[E‘J CHR %2

ﬁ] Router0S (CHR)

«p RouterQS (Standard 1SO)

CHR#2

State: Powered Off
0S: Other 64-bit
Version: Workstation 12.0 virtual machine
RAM: 256 MB

P Play virtual machine

ﬂj Edit virtual machine settn}gf

N\

- o IR




il CHR Installation

' Har-dwaré 16|;ﬁons ‘

Virtual Machine Settings

Device
#5 Memory

™) COJOVD (ID

@ Network Adapter NAT

Summary
256 MB

Disk file
| CHR#2.vmdk

Capacity
Current size: 1.1 MB
System free: 184.7 GB

‘O_i' Sound Card Auto detect Madnnam sizes:8:GB
M pisplay Auto detect
Disk information
Disk space is not preallocated for this hard disk.
Hard disk contents are stored in multiple files.
Disk utilities
wachine disk ko a local Map.
Defragment files and consolidate free Defragment
space.
Expand disk capacity. Expand...
Compact disk to recaim unused space. i Compact y
' Advanced... |
| Badd.. ||
oK | Canceilii Héip




s

CHR Installation

Virtual Machine Settings

' Harrdwarer Ophons

g Device status
Device Summary
C cted
8 Memory 256 MB ornEetE
|:| N 1 Connect at power on
~JCDDVD (IDE) Auto detect i
" Network Adapter _Bridged (Automatic) e comecion
'@g Sound Card Ut detect (®) Bridged: Connected directly to the physical network
Mpisplay Auto detect Replicate physical network connection state
"'_j Conﬁgure Adapters
(_)NAT: Used to share the host's IP address
(") Host-only: A private network shared with the host
() Custom: Specific virtual network
VMnet0
(") LAN segment:
|LAN Segments... | Advanced...
 ®JAdd... || Remove |
[ OK % . Cancel | ‘ Héip




g  CHR Installation

x @ i [§7 Neues Element ~ y
i ¥ = Einfacher Zugriff + _of
Verschieben Kopieren Loschen Umbenennen Neuer Eigenschaften

T o = Copy CHR image

iler Datentrager (C:) » Benutzer » schaub » Dokumente » Virtual Machines » CHR#2

Name Anderungsdatum Typ
‘é CHRZ2.vmdk - S P ————— _[i
= 71-Zi * F L_J
|_| CHR#2.vmsd 4 PR Downloads - oIEl
CHR#2.vmx € In Dropbox” verschieben A , :
Ej P k: Freigeben Ansicht (7]
L_| CHR#2.vmuf Freigeben far » | : y [ B ::]
& CHR#2-5001.vmdk . | K| Lt
? : B Ausgewahlte Dateien mit Avira Gberprifen E Br =5  Neuer = ens hatten Auswahlen
oo CHR#2-s002.vmdk gv TextPad k Ordner - © -
& 3 z sieren Neu
#2- : - S =
& CHR#2-5003.vmdk &*  Suchlauf mit Malwarebytes Anti-Malware durchfihren 3
v 1 8 » Dieser.. » Downloads v ¢ Downloads" durchsuchen pl
Senden an 4 = \ y s 7 - | =
O 20Xv= @
Ausschneiden b P A Name A
{ Favoriten
Kopieren B Desktop i&fhr»&?ﬁ%vmdﬁk -
5 & Downloads {L6 VMware-player-12.1.0-3272444.exe
Verknapfung erstellen : 22 Dropbox A XW.v5.6.3.28591.151130.1735.bin
Léschen h ] Zuletzt besucht 125 ChromeSetup.exe v
Umbenennen schaub | &
370 Elemente 1 Element ausgewihlt (28,8 MB)
Eigenschaften Typ: VMware virtual disk file, GroBe: 28,8 MB, Anderung: 28,8 MB 1% Computer

= Delete unused disk files



s

CHR Installation

Virtual Machine Settings
rHiarawarei.‘ Options |
Device Summary Memory
; Specify the amount of memory allocated to this virtual
0Ty 256 MB machine. The memory size must be a multiple of 4 MB.
[ Processors 1 Add Hardware Wizard
%) CD/DVD (IDE) Auto detect
TSNetwork Adapter  Bridged (Automatic) Hardware Type
,‘Qﬁ.’ Sound Card Auto detect What type of hardware do you want to install?
M Display Auto detect
Hardware S: Explanation
““'Hard Disk Add a hard disk.

7/ CD/DVD Drive

E Floppy Drive

@ Network Adapter

USB Controller

@i' Sound Card

m Parallel Port

@ Serial Port

@Printer

Generic SCSI Device

< Back | Next > | Cancel _\
'Q’Add.. l Remove
ok || Concel || hHep |




g  CHR Installation

Add Hardware Wizard

Select a Disk Type
What kind of disk do you want to create?

Add Hardware Wizard

Select a Disk
Which disk do you want to use?

Virtual disk type
(@ IDE (Recommended)

()scsI

() SATA

< Back Next ,i

Cancel

Disk

() Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks

can easily be copied or moved on the same host or between hosts.

(®) Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard

disk.

< Back

Next > |
N

Cancel



s

CHR Installation

Add Hardware Wizard

Select an Existing Disk
Which previously configured disk would you like to use?

Disk file

One disk file will be created for each 2 GB of virtual disk capadity. File names for
each file beyond the first will be automatically generated using the file name

provided here as a basis.

File name:

BrowsR...
hy'
| Browse for Virtual Disk File
T . <« Virtual Machi... » CHR#2 » v ¢ "CHR=2" durchsuchen o)
Organisieren » Neuer Ordner =~ [ @
™ AVM FRITZIMediaserver A Name N Anderungsdatum
= Bilder L.
<Back .. CHR#2.vmx.Ick 20.02.2016 15:05
- ju Desktop z
& chr-6.34.2.vmdk 20.02.2016 14:44
| Dokumente
& Downloads
o Musik v < 5
Dateiname: | chr-6.34.2.vmdk v | | VMware virtual disks (*vmdk) v

Offnen

s

Abbrechen



s

Resize Disk

Virtual Machine Settings

, Hardware . Options

Device Summary

Expand D.isk Capacity

]
)

Specify the maximum size for the virtual disk:

Maximum disk size (GB): 1 :

i Expand increases only the size of a virtual disk. Sizes of
d partitions and file systems are not affected.

VMware Workstation 12 Player

—

The disk was successfully expanded. You must
repartition the disk and expand the file systems
from within the guest operating system.

.
£ \
{
lg
\
—

Disk file
‘7&1r-6.34.2.vmd7k

Capacity
Current size: 28.9 MB
System free: 184.7G

Maximum size: 128 MB

: "'g\’ Add. = Rémove

Disk information

Disk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.

Disk utilities

this virtual machine disk to a local &

"':ix\l‘[-vu;- 27 \!/ Map...

Defragment files and consolidate free

Expand disk capacity.
Compact disk ko reclaim unused spa \l/' Compact
| Advanced...
| Cancel Help



gy  Add second Disk

Virtual Machine Settings
Hardware optjong'
Device Summary DESk e .
#98 Memory 256 MB chr-6.34.2.vmdk
[ Processors 1
i=i New Hard Disk ... 1GB Add Hardware Wizard
“)CD/DVD (IDE) Auto detect
@Network Adapter Bridged (Automatic) Hardware Type )
‘O‘i' SR At deteck What type of hardware do you want to install?
;-J Display Auto detect
Hardware Explanation
Add a hard disk.
3 rive

E Floppy Drive

@Network Adapter

USB Controller

@" Sound Card

B Parallel Port

@ Serial Port

@ Printer

Generic SCSI Device

< Back | Next > || Cancel
rs

‘.'?:’j’ Add... Remove

oK || cancel Help



s  Configure Second Disk

Add Hardware Wizard Add Hardware Wizard
Select a Disk Type Select a Disk
What kind of disk do you want to create? Which disk do you want to use?
Virtual disk type Disk
(@ IDE (Recommended) (®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

()scsI
() SATA

() Use an existing virtual disk

Chnnee thic nantinn tn reice iously configured disk.,
Add Hardware Wizard ﬁl

isers)
Specify Disk Capacity ual machine direct access to a local hard
How large do you want this disk to be?
Maximum disk size (GB): =
Recommended size for Other 64-bit: 8 GB
< Bac < Back Next > p Cancel
[ ] Allocate all disk space now. I}

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and agrows as you add data to it.

(®) Store virtual disk as a single file

() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

< Back Next > | Cancel



s  First Boot of Guest

Welcome to MikroTik Router Software hard disk installation 6.34.2
Press Citrl-Alt-Delete to abort

Loading drivers

Looking for harddrives...
Reading: routeros-x86-6.34.2...
Reading: dude-6.34.2...

Creating partition...

Formatting data partition 188%
Formatting boot partition 188%

installed routeros—-x86-6.34.2
installed dude-6.34.2

Software installed.




gt  Default Situation

Pack =] |E3]
| Y| | Check For Updates | | Enable || Disable | | Uninstall || Unschedue || Downgrade | | Check Instaliaion | [0 |
_Name . \Vemion Byild Time | Scheduled | hd
S ude 32 —Jm/gaotetesiis =
= roUtEros-xco 8347 Feb/18/20 1 .
Badvancedt... 6342 Feb/18/2016 06:31:18 Dude part of CHR image i)
B dhcp 6.342 Feb/18/2016 06:31:12
Bhotspot 6342 Feb/18/2016 06:31:18
Sipvé 6342 Feb/18/2016 06:31:18 —
 Senla £OAT  Cak/10/901C00C:21-10 =
14items (1 selected) [=]|E3}
- D ’ Eiect Drive H Format Drive ] ' ]
| [aamin@MikroTik] Name _ llabel |Tvpe Disk Free Size [~

>
| [2dmin@MikroTik] >
| [2dmin@MikroTik] >
| [2dmin@MikroTik] >

| 3 Toae T o 1-: S ] 2 t
enabled: no
\ data-directory: dude

sl CUWO .

| (hdmin@MikroTik] > f§

\ unknown  VMware Virtual IDE Hard Drive 0B 2048.0 MiB

Second disk not ready to use

| B
Dude is disabled, default =] | 7| |B|[@) | Backup || Restore | (Fna |
Directory set to main disk

File Name . Twe Size Creation Time v
D skins ~ Feb/20/2016 15.15:43

No Dude store has been created [ 17

|95% free




S  Format second Drive

File System: [ext3

1item {1 selected)

Label: | Dude-Disk]

Formatted: |0 %

|g @ @@ | Backup H Restore |

“—“de Name F IType [Size ‘Cneation I Diske List

[Dskins directory Feb/20/201

Lo [l
e h 1

1item 43.4 MiB of 984.1 MiB used 195’/. free

o ext3 file system recommended

........................................................................................ _VMware Vitual IDEHard Drive  1967.7MiB _ 20480MB
1item (1 selected)
I? ’j ‘ Backup Restore [ Eind ’
e I——— -
disk Feb/20/2016 15:42:02
[(Ddisk 1/lost+found directory Feb/20/2016 15:42:01
i directory Feb/20/2016 15:15:43

43.4 MiB of 984.1 MiB used

|95% free



Y  Change Data-Store and Enable Dude

Ay Quick Set
3 CAPsMAN > ! ,
| Interfaces b ANEENE - Backup Restore
1 Wireless Eile Nage i Time |Creation Time
B& prg [Ddisk1 disk Feb/20/2016 15:42:02
iy 098 (D disk 1/dude-store [ dude store Feb/20/2016 15:45:49
=g PPP 1Sk 1/lost=found Trectory Feb/20/2016 15:42:01
°® Mesh [Dskins \ directory Feb/20/2016 15:15:43
& IP " [ 4#ems 143.4 MIB of 984.1 MiB used 95% free
<’ MPLS 5
2 Routing P Teminal
i System P [admin@MikroTik]
[admin@MikroTik] /dude setV data-directory=diskl/dude-store
Q Queues [admin@MikroTik] >] /dude set enabled=ves
(L] Files [admin@MikroTik] > 70Ud= DrInv
=1 enabled: yes
.. Leg data-directory: diskl/dude-store
M Radius status: running
& Tools R [admin@MikroTik] > §

B New Teminal



FY  Connect using the Dude Client

€ not connected - The Dude 6.34.2 = “E
‘@J \Preferences\‘iHelpi‘ HREWACIAND D ANDWIDTH CONTROL QQ
Server: [10.10.0.32
Mode: ¢ plain (¢ secure
Save
Port: |2211
Remove
User Name: Iadmin
Password: I""
[V Remember Password %
I =3
Address /| User Name [
[10.10.0.67 admin
110.15.202.203 admin
10.3.230.3 admin

Client: o 0 bps /tx 0 bps 1 | Disconnected



Basic Security Setting

Securing the Dude



s  Setting the Admin Password

@
@ | Preferences | Hep |

(=
4] 5eso] ][] | setings | [F-| ¥
s 1 Admins ‘GTOLIDS Active

(Contents e
Pl BEAEEERRSIRE VE
] Agents I |Name Group /| Notes
] Charts | admin full
] Devices ‘
(% Files
[ Functirs | @  admin-Admin - O

5] History Actions

5 Links | .
= [ Logs | Name: |

ggztti)on Password: I‘”‘”“”“"’ I Cancel
ug 3 I
[} Event Group: lfull 'Ii,‘L,,HE[
£} Syslog i
5 Mib Nodes | Allowed Address: |0.0.0.0/0
= (] Network Maps 1 v Allow More Than One
1 C
E?etl;vooc;:[s * IV Separate Panels
5] Notifications | fomore
= [£] Panels ‘
E] admin 10.10.0.55
] Probes
£3 Services

] Tools




s  Disable Plain Access

3 & v ||| | | Settings \ Flv | e ; :
Contents Al & =| 5| [ S o
(3 Address Lists \Name ¢ Device |Notes
é Admins E Bandwidth Test all
Ments oo _n
% Charts (€] Server Configuration = =B
Devices
% Ifjles General \SNMP Poling Server Agents Syslog Map Chat Repot Discover RouterOS Misc Ok
unctions _
5] History Actions These settings control access to this Dude server Cancel
] Links ;
= B Logs Pot: |0 Apply
g gﬁ?g Secure Port: |2211
g g\yfslem Allowed Networks: [127.0.0.1/32 &
Exy og
5] Mib Nodes 0.0.0.0/0 s

= 5] Network Maps

= Change from 2210 to O to disable



gy  sSet ACL

(S Server Configuration =
Genersl SNMP Poling Server Agents Syslog Map Chat Repott Discover Router0S Misc oK
These settings control access to this Dude server Cancel
Port: |2210) Apply | |
Secure Port: [2211
Alowed Networks: [127.0.0.1/32 a Lo
[o.000/0 \ $ Sobe
o [ Apply
Secure Port: |¥11
Allowed Networks: ]13{.0.0.1/32 =
10.10.0.0/24 =

= Limit Dude access to the 10.10.0.0/24 network




Setup Email Notifications

Sending email alerts by Gmail



s

= Notification types for
events like outages
= Some preconfigured

= Some unused types

= Not preconfigured: Emall
= Generic emall notification

using Gmail

Preconfigure Notifications

@ Preferences Help

e @_csu =

Contents
] Address Lists
& Admins
£ Agents

] Charts
] Devices

% Files
5] Functions

= Mib Nodgh
+ 7 Metworf Maps

MNetwdrks
Motifications
+ FPanels

Name

beep

flash

log to events
log to syslog
popup

Type
beep
flash
log
log
popup




] Address Lists
& Admins
] Agents
] Charts
] Devices
(% Files
5] Functions
5] History Actions
] Links
= ] Logs
[ Action
[ Debug
[ Event
£ Syslog
] Mib Nodes
= 5] Network Maps
] Local
Networks
Notifications
= 5] Panels
] admin 192.168.0....
5] Probes
€3 Services
£ Tools

| et

+| =|E=|®] [v][x] (=] 48] o]
?Nigrpg ) Type ;ENiotes
beep beep
& email - Notification X
eneral | Schedule  Advanced ™
Name: Iemail Cancel
[V Enabled Aoply
Type: Iemail LI
Notes
Server: I_I Copy
Server Port: [v|587 P
User: nt il.
ser |myaccou @gmail.com =

Password: I

Tls Mode: lyes

To: Ireceipient @foo.bar

Cc:j

¥ Insert Varable

4

Sublject: |reevvice Starnal

Service [Probe.Name] on [Device.Name] is now




s

Server setup in general
settings

Default for new
notifications

Can be superseded

IP (not URL) of Gmall
SMTP

Email Notification

| Preferrencesr | Help

S s 0|

§ettings

4

Contents .
5] Address Lists
& Admins
] Agents
] Charts
] Devices
(% Files
=] Functions
5] History Actions
] Links

+ [ Logs
] Mib Nodes

= ] Network Maps

] Local
] Networks
] Notifications
+ 5] Panels

] Probes
€3 Services

] Tools

3] |

+

Serve

eneral |SNMP Poling Server Agents Syslo

L

imary SMTP: |64.233.184.109

Secondary SMTP: 0.0.0.0

From: Idude@some.domain.com




s

Testing Email Notification

Server: || Copy
Server Port: V|25 s
User: |587
Password: i
Tis Mode: Iyes

To: Ireceipient @foo bar

Cc:‘

¥ Insert Varable

Subject:

Service [Probe.Name] or
[Sexrvice.Status]

¥ Insert Va}'aﬁg

Body:

Servige [Prcobe.Name] o7
[S ice.Status]
Service.PrcocblemDescr]

#2 Routing

|§9 System

& Queues

|__| Files

&} Log

M Radius

& Tools

@ New Teminal

| 4 Make Supout rif
& Manual

9 New WinBox

B Bt

M

efmor
info
waming

New Log Rule

T G518

Prefix: | |

[=]

Action: {memory




s  Gmail Consideration

e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
e-mail, debug
system, e-mail, emor
e-mail, debug

send AUTH PLAIN AHRwdGVjaDAxMEBnbW FpbC5b20AbnVyMWivbWIzY 2hic (v ZAuMg==
534-5.7.14 <https://accounts.google .com/Continue Signin?sarp=1&scc=18plt=AKansbv Ti
534-5.7.14 FAIIAWHigf J9B0a6YYa SBoNfrla UQ8JGvWusSc SWEJCRPERBbSJy-LOWFGXaJct
534-5.7.14 yVUalyh SdWwbNOgt NaVOOA14HSnOgrimuyGWj6qAq TMRaGv U4xiSsuSh2d 5F 7X

534-5.7.14 UXTIBgjvd(j0KGuVrUXask PmfzitqgOjHc 3HS 6e UOp ESo UivQ 4\ A-eh-MfwVCBn XaX(
534-5.7.14 vDo2vsDFRNSw36Nsh UcQRIILEe0!> Please log in via your browser and

recv:
recv:
recv:
recv:
recv:
recv:
recv:
recv:

534-5.7.14

then try again.

534-5.71

Leam more at

534 5.7.14 https://support.google com/mail/answer/78754 jc 7sm17523957wjb.33 - gsmtp
Emor sending e-mail <Service [Probe Name] on [Device Name] is now [Service Status]>: AUTH failed
send RSET

Watch log for

“Please log in via your web browser and then try again.”

Turn on "Access for less secure apps"
Probably referring to “OAuth2.0”

Not referring to lack of encryption




g  Email Header

Message-ID:
56c¢c7f2dh.45312c0a.ac355.ffffc

9a2@mx.google.com

From: myaccount@gmail.com

X-Google-Original-From: | _—

dude@some.domain.com

rences Help
E

its
Address Lists
Admins
Agents
Charts
Devices
Files
Functions
History Actions
Links
Logs
Mib Nodes
Network Maps
—] Local

orks
Notifications
Panels
Probes
Services
Tools

Settings S , : .
ik . (=]

W Se

General | SNMP Poling Server Agents

Primary SMTP: |64.233.184.109

Secondary SMTP: (0.0.0.0

From: |dude@some.domain.com




The Dude for RouterOS

Dedicated RouterOS features and extensions



tmy  Enabling Extra Features

@ AP OG1 - Device ]
- General | Poling Services Outages Snmp RouterOS Dude History Tools Ok
Name: [AP OG1 Agent: [defaut ~lo el || cancel
Addresses: [192.168.0.246 % Snmp Profile: [vi-public s | P Apply
DNS Names: l ¥ User Name: [admin Notes
DNS Lookup: ©* none { addresstoname ¢ nametoa .
P Password: I Haae
| DNS Lookup Interval: {60 IV Sacre Mode
MAC Addresses: [D4:CA:6D:96:FF.7E a MV Router 0S ¥ Toaks
MAC Lookup: ¢ none @ iptomac ( mactoip v _Dude Server Reprobe
Type: |Mikaik Device _'_I E| } ‘oon . Ack
Parents: | v Services: @B vp-7 Unack
Custom Field 1: |
Reboot
Custom Field 2: | Status: |up
Reconnect
Custom Field 3: |




s

RouterOS Tab

& AP EG - Device | X
General Poling Services Outages Snmp | RouterOS & History Tools Ok
Inteface Ip Route Amp Package File Neighbor | Registration Table |Simple Queue Dhcp Lease Cancel
# 8 B| [ ooy
| Inteface  / |Radio Name  |MAC \AP|\WDS|Tx/Rx Rate ‘Tx/Rx ... (Comment  |LastIP | N
wlan2 64:5A:BE:SAD.. no no 65Mbps-20MHz/ 15/52Mbps-20MHz... 0/-72 152.168.0.29
wlan2 B8:FF:61:0F:84.. no no  1Mbps/65Mbps-20MHz/1S 0/-59  iPad Patik  192.168.0.49 Remove
wlan2 64:5ABES8:2.. no no 54Mbps/65Mbps-20MHz/1S 0/-62 152.168.0.30
wlan3 8C:FA:BABA:7.. no no  39Mbps-20MHz/15/65Mbps-20MHz... 0/-55 152.168.0.45 v Tools
wlan3 J4.E2.F5CB:7... no no 65Mbps-20MHz/1S 0/-60 192.168.0.36
wian3 J4E2:F5:E22.. no no  1Mbps/58 5Mbps-20MHz/1S 0/-76 152.168.0.38
Reprobe
& AP EG - Device O X
General Poling Services Outages _Spmp RouterOS |Dude History Tools Ok
*—f
Interface Ip Route Ap Package File Neighbor Registration Table Simple Queue Dhcp Lease Cancel
L| 1J ’tsu ‘ ’Ev i Apply
‘_N_ame _ |Type MTU TxBps  |RxBps  |TxPps  |RxPps | | e
bridge1 bridae 1500 405kbps 6.34 kbps 4 7
etherl ethemet 1500 56.8kbps 71.4kbps 20 22 Remove
X wian1 wireless 1500 O bps 0 bps 0 0
wlan2 wireless 1500 65.2kbps 16.3kbps 17 16 v Tools
wlan3 wireless 1500 968 bps Obps 2 0




CWMS pyde Tab

& 192.168.0.249 - Device
General Poling Services Outages Snmp RouterOS DUdi 1|History Tools

’M'lé Ltsul| i "‘I ‘[ Settings ' ¥

Cancel

=] Address Lists

& Admins

£ Agents

E Sl \Rx 1.42 kb

E [F)le"ices Tx: 600 bpgs
iles

5] Functions

] Links

= ] Logs /
[} Action
[P Debug
[} Event
7P Syslog

[ Mib Nodes v

Apply

Contents | \ A [ﬂ‘EHi = @@W | Settings |

Notes

Remove

¥ Tools

Rx: 1.83 kbps e

s Tyc: 4,64 kbps

cpu: 2% disk: 23%

5] History Actions 192.168.0.0/24

Reprobe

Unack

Reboot

Reconnect




s

Files/Package Window

LI — AR Lad ot
*Co méms — T All | Packages |Transfers
] Address Lists & | |34 |ED | csu!
& Admins —— —==. : : :
] Agents |Name Size | Version |Architect... / |Notes
- ] Charts routeros-mipsbe 10.1 MB 6.341 mipsbe
] Chart Chart routeros-mipsbe 102MB 6.342 mipsbe
% Files
ancu
5] History Actions ()
£ Links -

- E] Logs M Cleanup [™ Close window when all trg
£ fopn #__/[n T [Devi Direct Stat P &
=7 Debug LA L SR L o Sl vice |Lsrection | taus rogress. IS
£7 Event ... ) ouerosmpsbe634... 000231536 000 uload ~ done 1000
£7 Syslo 2 dude-6.34rc41 npk 23:15:44 upload done ;

= bib No dgs 3 routerospowerpc-6.3... 23:38:15 upload in process 2600

= Network Maps 4 routeros-mipsbe-6.33.... 23:38:15 upload queued 0

’ F Local 5 routeros-mipsbe-6.33.... 23:38:15 upload queued 0

= Networks 6 routeros-mipsbe-6.34.... 23:38:15 upload queued 0
= Notications 7 routerospowerpc-6.3... 23:38:15 upload queued 0
= 5 Panels 8 routerospowerpc-6.3... 23:38:15 upload queued 0

= Drag & Drop Firmware to “Packages” tab

= Available for upgrading RouterOS devices



i Devices/RouterOS Window

= L,V” - [ o igo ]
Contents

] Address Lists

& Admins

RouterOS | Types Mac Mappings

roup Wireless Registration  Simple Queue

% @ oy Y Uparade

|Status  / |Name Version | Architecture |Board |Upgrade Status | Packages

. [I[F & ok 192.168.0.21 6.35c12 x86 CHR
@%’r |14 e 2 OKD: oo 192.168.0243 | 635c12 x86 | BHRE o bl

e b @ Flok APHeorl 6341 mpsbe  RBATIAR
] History Actions [P @ ok AP Floor 2 6.34.2 mipsbe RB2011UAS-2H ooa  Device Settings

] Links Show On Map
= E Logs | T
{77 Action | “4, Tools >
{57 Debug ‘ oo Settings
[} Event ‘ 634 s
£7 Syslog | 34.2 % Upgrade
5] Mib Nodes ' 6.34.1 Force Upgrade >

=1 [ Network Maps - 6.33.3 Reconnect

] Local '
] Network , 6.33.5

[ === 10 § BT R C—.

= See only RouterOS devices and details

= Run RouterOS updates directly




RouterOS Tools

s

L~ % @ 0P # %

B (Wi /[E] %

Ping
Traceroute
Snmpwalk

Winbox

Terminal

Remote Connection
Torch

Bandwidth Test
Spectral Scan
Telnet

Web

Ftp

Dude

ooo Settings
Appearance

.»q, Tools I\

Reprobe
Ack
Unack
Upgrade
Force Upgrade
(] Notes
== Remove

Select Adjacent

= Context menu shows tools sub menu

= General and RouterOS specific tools




s

Winbox

Terminal

Remote Connection (MAC)

Dude

More Tools “from” a Device

More powerful than in

Winbox

RouterOS Tools (to a Device)

& ® P i

s =

oooo:

Ping
Traceroute
Snmpwalk
Winbox
Terrninal
Remote Connection
Torch
Bandwidth Test
Spectral Scan
Telnet

Web

Ftp

Dude

o Settings

Appearance

<t Tools

Reprobe

Ack

Unack
Upgrade

Force Upgrade
Motes

Rermove

Select Adjacent




e

Bandwidth Test

& Bandwidth Test AP Exhibition - AP Floor 1 = O X

~ From ~To Start
Device: IAP Exhibition ZI L._] Device: IAP Floor 1 ZI l_"_] oog Stop
T Sige: v|  TxSize: 6. Cose

unlimited

T T Y M—

unlimited

Tx Speed: I vl I) - . -

unlimited 256k M 5M

T T T T
20M  100M unlimited 256k 1M 5M 20M  100M

Protochl: @ udp ¢ tcp

ioh: " receive <~  send—> % both <>

'Expoﬂ

[~ Random Data

100 Mbi

80 Mbi

60 Mbi

40 Mbi

20 Mbit/s

Obit/s

22:16 22:17

@ 1« (bitks)

22:18 22:20

@D R« (bit/s)

22:19

|
= Device selection

= No credentials




s

= Select any device

views

= Additional charts

Torch

& Torch AP Exhibition

- General - - Fit
- From: [AP Exhibition |[a lca] EH
= See network from different e bt e e
Interface: | 195 168.0.249 -~
A Fl “ o i
verage: oor —_
AP Floor 2 1m Src
AP Kitchen
AP Living Room Dst
AP Office 2
AP Office 3
AP Office 3
AP Office EDV
Table |Pie Bar
F&‘
| # [Bh.. [IPPr. VianID[Src Address |Src ot
; .. ip tep 192.168.0.250 Ipr
| ..lp tcp 192.168.0.250 http
| ..ip udp 192.168.0.250 netbiosns
|l icmp 192.168.0.250 0
| o diD tep 192.168.0.247 winbox
L ip tep 192.168.0.247 winbox
L ip tep 192.168.0.247 winbox




s

Torch Charts

Table Pie ’ Bar

@D o-120K

@ 54972 -110 K
@ other-2.37 K
snmp-5.72K
@ winbtox-512K

Eth Protocol Ip Protocol Vlan D Src Address SmPOﬂiDaMms Dst Port

0-188K
@ 54972 -5.81K
@ other-2.37K

@ snmp-291K
@ winbtox-21K

Total Bytes Rx Bytes
Table Pie Bar |
Dst Port | @ o-27
Eth Protocol Ip Protocol Mlan ID  Src Address Src Port  Dst Address o
@ 51072-10
150 K @ other - 2
snmp - 4
100 K @ winbox - 3

@D Total

50 K @ R«
@

0 h
2211 38114 39406
0 40944 30395 34892
Bytes

60

a0
@ Total

20 @D Rx
- Tx

0 - — —
2211 38114 30406
0 40944 30305 34892

Packets

Tx Bytes

Tx Packets

@ o-10kK
@ 54972 -104 K

@ -nmp-2581K

(D winbox - 3.02[K

0-25
@ 54972 -1
B :-imp-2
@ winbox -

=




sy  Spectral Scan (Winbox)

2408
2414
2421
2427
2433
2440
2448
2453
2458
2485
2472
2478
2484
2491
2497
2503
2510
2516

8- [Q

Teminal

..............................
...............................

.............................

Teminal
max: < -90 <= <-so<«=Q<-10<=0<-60<=f<-35 <=
2380 2390 2399 2409 2419 2428 2438 2448 2457 2467 2477 2486 2496 2506 25

------------------------

.......................
...........................

---------------------
...........................

.....................
----------------------

...........................
---------------------------

quit|D dump|C-z pause]

/interface wireless spectral-scan number=0

/interface wireless spectral-history value=max



gy  Spectral Scan (Dude)

& Spectral Scan AP Floor 2

Device: [T Y | o oo

= From any device ot

Band: (¢ 24ghz (" 5ghz

" cument channel
24Ghz 2.5Ghz

= Good representation e

= Simultaneous scans T —
Zoom: l—;l

24Ghz 2.5Ghz

Sample Time

Peak Hold Time: I'H:}:E}: vI )
@ ]

Memory Usage Limit

= [m] X
— =
#20] M| o |) Uk
13579 14 20 Stop
30s Close

0 2s 10s 30s

2000
MB
1 5 9 16 250

Memory Usage: |78.7kB

= Spectral view for

15% pu Odbm

network with multiple |~ =
Sensors —

@ 30 s=cond p=ak

24Ghz 2.42 Ghz

2.42 Ghz
(D current max

Baghian i da ol g

less

~40dbm ge

-00:02:00
-60dbm

-00:01:00
-80dbm AT

00:00:00

24Ghz 242 Ghz 2.44Ghz 2.46Ghz
22:23:57 22:28:16
Time:
T T T
22:26 22:27 22:28

2.44Ghz 2.46Ghz

2.44Ghz 2.46Ghz

() current average

2.48 Ghz 2.5Ghz v

Time Representation: % absolute ( relativetostat ¢ relative to end

2.48 Ghz 2.5Ghz

!u.»_ _aba. hoad

2.48 Ghz 2.5 Ghz
@ maxat cursor pesition




14%

12%

10%

8%

4%

2%

0%

-00:03:00
-50dbm
-00:02:30
-60dbm - 50.02:00
-00:01:30
-70dbm
RiW = )
-00:01:00 ...!-u., Ao
"n‘!  IAES
'l 'r -- . =
-80dbm T 3 ;m‘T'I b
-00:00:30 yai R-imd :I:Iﬂ "
00:00:00 .
-90dbm 2.42 Ghz 2.46Ghz 2.48 Ghz
=& U
-100dbm -
2.38 Ghz 24Ghz 2.42 Ghz 2.44 Ghz
@ 30 s=cond p=ak current max
-40dbm T T -

-60dbm

-80dbm

-100dbm

(D current average @ maxat cursor position

2.48 Ghz

2.5 Ghz

2.4Ghz 2.42 Ghz 2.44Ghz 2.46Ghz 2.48 Ghz

2.5 Ghz

1. Waterfall
2. Density
3. Graph



'-"c'-'" Labels

= Great graphical = S LAl

maps

Blro / EDV
1028 m*

= Devices & links = O m ‘\

carry information Enptang  Ausselung

484 m*
4297 n?

= Dynamic labels

= RouterOS specific




2§  Device Labels

</

EIRS

No SNMP SNMP on SNMP on

No RouterOS No RouterOS RouterOS
Function Function Function

AP Floor 2
e AT h St T
o AISK: 1 35
L iriiion 0 4 1 o w ™ v



2§  Device Labels

| @ [Device.Name][device_performance()][Device.ServicesDown][ros_infol..
‘ General llrnage
oo Settings o [item
Appearance
“4 Tools > im Type: idevice
Reprobe
Ack Map specific values of following settings are used for
£ this tem if not specified here
Unack
¥ Insert Variable ’ Insert Oid || Functions...
Upgrade >
F U d 5 [Device .Name]
QHCE VREPAOE - | [device_performance ()]
1 Notes [ros_info()]

1. Variable
2. Function using SNMP

3. Function using RouterOS



s

Custom functions
combining existing

functions

ros_command()
Calling script / running
CLI commands
Returning output
Almost anything

possible

Custom RouterOS Functions

& admin@192.168.0.249 - The Dude 6.35rc12

@ Preferences ||
# S v 2

Contents

5] Address Lists

& Admins

] Agents
=1 ] Chars

5] Connected Statio...

] Devices
(% Files

] Functions

5] History Actions

] Links
=[] Logs
[=7 Action
[=} Debug
[5] Event
[} Syslog
5] Mib Nodes

-1 5] Network Maps

] Local

5] New Map

] Networks

] Notifications

= ] Panels

] admin 192.168.0....
] admin 192.168.0....

5] Probes
£3 Services

g |- i
'Name

and

amay
‘amay_element
amray_find
amay_size
average

bitrate

bytes
|concatenate
cpu_mem_disk
|Cpu_usage
|cpu_usage_available
device_performance
device_property
diff 32

diff64

hdd_size
'hdd_usage

if

link_index

max

mem_size
'mem_usage

min

not

1 3% & csv

' | Description

logical and

retums amay of given ar
retum amay element with
retums amray index from
retums element count ir
calculates and retums g
formats number as bitrat
formats number as bytes
concatenates two or m¢

retums device property
retums counter different
retums counter different

first parameter - conditio
retums link index availal
calculates and retums n

calculates and retums n
logical not




fmy  Number of WIFI Connections

= | abel: ’

AP Floor 1
cpu: 1% disk: 23%

[ros_command("/interface wireless

registration-table print count-only")]

[concatenate(round(ros_command(” .
/interface wireless registration-table print

AP Floor 1
(Cpu: 1% disk: 23%

count-only")), " stations connected")]




s  yse Functions inside Label

= Function easier to reuse in labels

= Two functions, 1 x Integer & 1 x String

" ros_registration_size()

4

AP Floor 1
cpu: 1% disk: 23%

ros_command("/interface wireless registration-table print

count-only")

" ros_registration_size label()

concatenate(round(ros_registration_size()), " stations

connected")




s

Creating the new Functions

M@ sy 0| Settings xS
N —y L G| CCIREEIR Y
5] Address Lists /| Emor | Description
& Admins
] Agents _size Retums the number of elements in the wireless registration
] Charts retum number rounded to nearest integer

No

vitual mefr wsuae

] Devices )
S Eles New Function
l 3 Functions |
L] History Actions
(] ks snmp_narp Description: |Retums a formatted string of ros_registration() to be used in a label
snmp_uptir
v | snmp_w?re concatenate (round(ros_registration_size()), " stations connected”)
snmp_wire
| snmp_wire
[* string_com Code:
% string_find
5 string_size
I* string_subs
[* sum
vitual_mer |

= Choose “+” in functions window
= Enter name, description and source code




Custom Statistics

Using Probes, Services and Charts



2y Siatistics

= |nformation over time

Device AP Floor 1 (Mikra Tike Device)
IP: 152.168.0.247

MAC: 00:0C:42:28:2C:96
Services (8):
Up: telnet, ssh, ping, ftp, http, cpu, disk, ros_registration_size
u I n CO ntext Iayer System Mame: AP Floor 1
Description: Router05 RB411AR
Uptime: 14d 11:14:03.00
- . RouterDS: 6.34.1 (mipsbe)
In history Notes
G600 ms
400 ms
200 ms
Os - - _‘—"L
22:10 22:20 22:30 22:40 22:50 23:00
@ t=in=t @ AP Floor 1 @ =sh @ AP Floor 1 (@) ping @ AP Floor 1
= Necessary Drrowror  @Bmpe o
100%; M
i }l
505 f i |
" Probe M_ML_A\_U_h
0%
22:10 22:20 22:30 22:40 22:50 23:00
[ | SerVICe @ :ru & AP Floor 1 @ disk @ AP Floor 1
G5tations
45tations \ - Y e
2 Stations 1
0Stations =
22:10 22:20 22:30 22:40 22:50 23:00
@ r—=_r=gistration_size @ AP Floor 1




2§  Creating the Probe

Type: Function

Avalilable: 1 =1

= always available

Error: if (1>0,”,”)

= always up

Value: ros_registration_size()
Unit: Stations

. Prob
g |- o A E s
\Name Type / |Notes
dns DNS
Test-Probe Function
cpu Function
disk Function
memory Function
9 ros_registration_size - Probe
i Name:
i
2 Type: IFunction
g Agent: Idefault i

Performs custom functions to decide if service is
available and up. If up graphs value of another

Available: |1=1

If retum string is empty then service is assumed up

Emor: fif(1>0,"".")

Should retum value to graph f up

Value: Iros_registration_sizeo

Unit: |Stalions




s  Creating the Service

= Service =

Probe + Device

v

Services E Outages

| S 5 S J

Agert: Idefault

l] o | LP&EJ

JECIESRR ARSI N
: ’Devnce [ Type « | Problem
I 192.168.0.249 ssh ok
I AP Bxhibition ssh ok
I AP Floor 1 ssh ok
I AP Floor 2 ssh ok
I AP Living Room ssh ok
> AP Office 3 ssh ok
> AP Office EDV ssh ok
|- AP Exhibition ros_registration_s... ok
P AP Hoor1 ros_registration_s... timeout
: & New Service

\

'[ General | Notifications History

: Device: IAP Exhibition v||a J | non’
|

|

I

|

I

[V Enabled




ey History

\
4Stations T T T e e

3Stati T T T T 3 F—

22:22 22:24 22:26 22:28 22:30 22:32 22:34 22:36 22:38 22:40 22:42
@ ros_registration_size @ AP Floor 1

1. 5 stations connected
2. 4 stations connected

3. 0 stations connected
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Context History

i y GRS - — Remove
Feb/21 23:40 Feb/21 23:50 00:00 00:10 00:20
@ t=inct @ AP Floor 2 @ =sh @ AP Floor 2 @D ping @ AP Floor 2 http @ AP Floor 2 @D ftp @ AP Floor 2
oo
40% A
I
20% i - I , I I i
0%"—-"~_/“Q r1F—szscngszﬁg_zf*v/\V“—’\-»*/\«ﬁv’*—~’“‘\‘z’T““\——“’“—\ — Unack
Feb/21 23:40 Feb/21 23:50 00:00 00:10 00:20
@ cru @ AP Floor 2 @ disk @ AP Floor 2
1.5Stations ,'I '.l
1Stations | I -
500 mStations %‘
OStations - /
Feb/21 23:50 o00:po og10 0:20
@ o _r=gistration_sizq @ AP Floor 2
¢ /
T PU @ AP TToor II HFTIoorT I » T
/ \ [ \
3Stations - L < X ]
\ {
2Stations ,r—‘i
/|
1Stations ! :
Feby21 23:40 Feb/21 23:50 00:00 00:10 00:20

@ o _registration_size @ AP Floor 1

AP F
3%

loor 2

= Station flapping between ,AP Floor 1, and ,,AP Floor 2,




'-'"-'C'f Charts for graphing multiple Services

i T e

ntents /] A | Settings || ~Expot | Zoom: ;T ), [o05221 o
] Address Lists Bi
A Admins
3.55tations
3Stations
2.55tations
2Stations
1.5Stations
i v
1 admin 192.168.0.14 ——

*’:;-i:-;.. C—" =t ____,‘ 500 mStations
-
2

OStations

Febi21 23:40 Feby21 23:50 00:00 00:10 00:20

@ o r=qistration_size @ AP Floor 1 @ roc_registration_size @ AP Floor 2

= Station flapping between ,AP Floor 1, and ,,AP Floor 2,



THANK YOU

... and enjoy the Usermeeting
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